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Company Information

Headquartered in San Jose, California and founded in 2006, Splashtop Inc. delivers the best-in-
class remote access, remote support, cross-screen productivity and collaboration experience -

bridging smartphones, tablets, computers, TVs, and clouds.
More than 30 million users have downloaded Splashtop from app stores, and manufacturing
partners including HP, Lenovo, Dell, Acer, Sony, Asus, Toshiba, Intel and others have shipped

Splashtop software on more than 100 million devices.

For further details and to trial Splashtop products, visit www.splashtop.com.

Splashtop Inc.
1054 S. De Anza Blvd., Suite 200
San Jose, CA 95129, U.S.A.
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Introduction

Splashtop On-Prem is an On-premise solution that can be totally self-hosted inside enterprise
network. With a centralized database and management console, the IT admin could
conveniently tackle the system security while providing easy and smooth remote control

experience to the users.

The Team Owner is able to customize a deployment package, which will exempt the end users

from tedious installation and configuration steps.

Remote controlling becomes extremely easy and comfortable with Splashtop On-
Prem applications. You can basically work on a remote computer as if you were sitting in front

of it, without worrying about the slow and sluggish connection over VPN.

Features of Splashtop On-Prem

You can also enjoy the variety of features that are built into our Splashtop On-Prem solution.

Click on individual name of the features to explore more.

HD quality remote performance: Splashtop On-Prem for Remote Access and Support uses the
same high-performance engine that powers our award-winning consumer and mid-market
products used by millions. HD quality, fast connections in real-time, and multiple concurrent

sessions.

Multi-to-multi monitor: View multiple remote screens from multi-monitor systems at the same

time, including multi-to-one and multi-to-multi. Even multi-monitor for Mac!

File transfer: Transfer files quickly thanks to our fast and secure connections. You can drag-

and-drop files between computers and also transfer files without starting a remote session!

Chat: Chat with the user at the remote computer while in a session or outside a session.

Remote reboot: Reboot the remote computer from your Splashtop app or web console. Choose

Normal or Safe Mode reboot.
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Remote wake: Remotely wake up your computer. The target computer must support Wake-on-

LAN (WolL) and be connected by an Ethernet cable. And another computer on the same network

must be powered on.

Remote print: Print files on a remote computer to a local printer. No need to transfer files, and
no need to fax printed documents. Just select the file you need from your remote computer and

print it on your local printer instantly.

Session recording: Record remote access sessions. Use the Screen Recording button in your

remote access window to start and stop recording. All recordings are saved to your local

computer.

AD integration: Microsoft Active Directory (AD) is now integrated with Splashtop On-Prem for

Team Owner to easily manage permissions and access to computers and devices. Microsoft
Windows Server 2012, 2016 and 2019 supported.

2-step verification: 2-step verification, also known as multi-factor authentication (mfa),

elevates the security of user's account by deploying a second device which issues a time-
dependent dynamic password to verify the credential. Your account is safer now with 2-step

verification!

Microphone passthrough: With microphone passthrough, you can redirect your microphone

input on your local computer to the remote computer as if you were sitting directly at the
remote computer. This enables you to join calls over Skype, Teams, Zoom, VolP, etc. and also

use voice dictation or recording software over the remote session.

USB device redirection: With device redirection, you can redirect a USB device on your local

computer to the remote computer. The redirected device works on the remote computer as if

it's plugged in directly at that computer.

and more...

Ei, Refer to online support site to learn more about new product features.
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Usage scenarios

Splashtop On-Prem is designed to fit into different usage scenarios. Generally, Splashtop On-
Prem can be deployed in one of the three modes: remote access, unattended support or

attended support

Remote access

REMOTE ACCESS provides individuals and teams with convenient remote access to Windows
PCs and Macs from a computer, smartphone or tablet anywhere anytime - just like the user is
sitting in front of the computer. If you are looking for an alternative to LogMeln Pro or

GoToMyPC, choose Splashtop On-Prem remote access.

Unattended support

UNATTENDED SUPPORT works best for the scenario where an IT personnel is managing a
bunch of dispersed computers and devices, and remote access to these computers and devices

from one single computer would undoubtedly boost his productivity tremendously.

What needs to be done is to install and pre-configure an agent (the Streamer) in each of the

remote devices, and they'll be always ready to connect.

Attended support (SOS)

ATTENDED SUPPORT is a perfect solution for Service Desks and MSPs, and it provides the most
convenient way for a technician to establish an ad-hoc remote session, without needing the end
user to install any software or plug-in in the computer. Instead, the end user just downloads
and launches a standalone application named SOS and provides the displayed code to the

technician.

It is also the most cost-effective solution. With one single license, a technician can connect to

unlimited number of computers to make sure every support request is well entertained.

If you are looking for an alternative to TeamViewer, LogMeln Rescue or GoToAssist, choose

Splashtop On-Prem attended support.

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 8 of 256
in the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



A’ sp’QShfop Splashtop On-Prem Admin Guide

Installation

Key Components

& splashtop on-prem

Splashtop On-Prem app Splashtop Gateway Splashtop Streamer

Mobile Devices Web Console, Gateway Service Remote-to Devices

e Splashtop Gateway: Performs Gateway, Relay, User, and Device management functions.
This is the central server that authenticates, secures, and connects users and devices. It
provides a Web Console to configure (and report of) users and devices. It is designed to
install on a Windows server.

e Splashtop On-Prem app: Application makes it possible to establish remote sessions
between local device and the target remote device running Splashtop Streamer.

e Splashtop Streamer: Software needs to be installed and running on the remote device you

would like to access to. It streams audio and video to the On-Prem app device.

Download Installation Package

As an On-premise hosting solution, most components are packaged into the Splashtop

Gateway installation package, with varies platforms support. Users should be able to download
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and install Splashtop Streamer and Splashtop On-Prem app after the success of Gateway

initial setup.

e For Splashtop Gateway installation package, please refer to Splashtop Gateway publish

announcement page

e For Splashtop Streamer installer, please refer to this article on how to get the right

Splashtop Streamer installer

e For Splashtop On-Prem app installer, please refer to this article on how to get the right

Splashtop On-Prem app

In addition to regular Splashtop Gateway releases with the packaged components, Splashtop
will release Splashtop Streamer and Splashtop On-Prem app for patches, such components
will be released as PKG files, that are only available for Team Owner to import into Gateway,
before they are ready for users to download from Gateway, please refer to Software section in
System Configuration on how to download and import new components into Splashtop

Gateway.

Ei, Please always refer to Annoucements & Downloads to get the latest version of

the system.

System Requirements

Requirements for Splashtop Gateway Server

e Operating System (64-bit version)
o Windows Server 2022
o Windows Server 2019
o Windows Server 2016
o Windows 11
o Windows 10
e Software
o Run with Administrator privilege.
e Minimum Hardware Spec (less than 100 concurrent sessions without centralized
session recording)

o Processor: 8 Cores or above
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o Memory: 16GB or above

o SSD or HDD: 60GB or above on installed drive (Gateway installed on a Solid-state drive is

recommended)

e Minimum Hardware Spec (more than 100 concurrent sessions + centralized session

recording)

o Processor: 16 cores or above

o Memory: 64GB or above

o SSD: 80GB or above on installed drive

Requirements for Browser type

o Google Chrome

o Safari
o Edge
o Firefox

Requirements for On-Prem app Devices

iPad or iPhone

o 10S 12.x or higher

Android

o Android 4.0* or higher

o ARM 32/64, X86 processor or nVidia Tegra

o Chromebook

Windows
o Windows XP*, Vista*, 7, 8, 10, or 11

e Mac
o macOS 10.10 or higher

*Windows XP/Vista, Windows Server 2003, and Android 4.0 are not supported if TLS 1.0 and

1.1 are disabled (TLS 1.2 only) from Gateway Security tab.

Requirements for Streamer Devices

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc.
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e Operating System

e Windows 11

e Windows 10

e Windows 8/8.1

e Windows 7

e Windows Server 2022

e Windows Server 2019

e Windows Server 2016

e Windows Server 2012

e Mac OS 10.10 or higher

e Android 5.0 or higher

e i0OS 12.x or higher ( for SOS on-prem)

e Linux
o Ubuntu desktop 16.04 and 18.04
o CentOS 7 and 8
o Red Hat Enterprise Linux (RHEL) 7.3-8.1
o Fedora 29-31

o i0S 12.x or higher (for SOS on-prem)

o Linux
e Ubuntu desktop 16.04 and 18.04
e (CentOS 7 and 8
e Red Hat Enterpr
e Fedora 29-31

e Hardware
o Processor: 1.6 GHz or faster dual-core CPU
o Memory: 2 GB or above

o Network connection

*Windows XP/Vista, Windows Server 2003, and Android 4.0 are not supported if TLS 1.0 and 1.1

are disabled (TLS 1.2 only) from Gateway Security tab.

Requirements for Network

Internet-based Remote Session

© ZU1U-2UZ5 >PIAsnTop INC. SPIAsntop and the 10go are registered trademarks oT >plasntop inc. rage 1Z o1 £5b
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Splashtop On-Prem is an On-premise solution and can be completely self-hosted on your office
LAN network. But there are times that you need access your office computer from home or

somewhere else, and connections must be established through the Internet.

To enable Internet-based remote session in Splashtop On-Prem, you can set up the system with

a couple of options:

e Deploy the Splashtop Gateway Server in a DMZ network
e Assign a public IP address to the Splashtop Gateway Server
e Set port forwarding from a public IP to the private IP assigned to Splashtop Gateway Server

e Host the Splashtop Gateway Server on cloud

e Install VPN application in client devices

Firewall Port

By default port 443 is used by Splashtop Gateway to communicate with the Streamers and client

devices, therefore it is important to make sure port 443 is not blocked by your network firewall

or OS firewall, nor occupied by other applications.

In addition, the following Ports should not be occupied as they are used by Gateway on the local

machine.

e Port number: 9080
e Port number: 5432
e Port number: 7080
e Port number: 7081

Quick Installation Guide

The basic steps to get Splashtop software up and running will typically look like the followings.

The first five steps should be done by you, the Team Owner or Admin, and the remaining two

will be done by the users

1. Team Owner sets up Splashtop Gateway on the company network.

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 13 of 256
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2. Team Owner groups the computers as desired, and sets permissions accordingly.
Team Owner creates user accounts

4. Team Owner notifies users that they have been added to Splashtop Gateway, and provides
specific credentials to them such as activation code and password.

5. Team Owner or Admin deploys the Streamers and install them on all the target computers
available for users to remote access.

6. User downloads the Splashtop On-Prem client app via Splashtop Gateway web console to
his/her device and install.

7. User launches Splashtop On-Prem client app and enter Gateway IP address, account name
and password given by Team Owner or Admin. User can then establish a secured remote

session with a computer in work environment.

Splashtop Gateway and Splashtop Steamer can be installed on the same Windows server. In
fact, it is a good practice since remote access to that server can be provided in case Team

Owner needs to configure Splashtop Gateway settings or restart the Splashtop Gateway service.

1. Install Splashtop Gateway

a) Download your program and double click the EXE file to begin installing by going through
Windows Install Wizard.

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 14 of 256
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ﬂ Splashtop Gateway Setup — >

Welcome to the Splashtop Gateway
Setup Wizard

The Setup Wizard will install Splashtop Gateway on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

o cars

b) After the installation finished, go to Windows Startup menu in which 3 startup shortcuts just
created. Click Launch Splashtop Gateway web portal to start gateway web console in your

default browser.

Recently added

Start Splashtop® Gateway Service

Stop Splashtop® Gateway Service

Launch Splashtop® Gateway Web P...

Ei. Note: We highly recommend using modern browsers (Google Chrome, new
- Microsoft Edge, Safari, Firefox, etc) to navigate Splashtop Gateway web

console.

2. Splashtop Gateway OOBE Setup

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 15 of 256
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a) Once launched the web console from browser for the first time, an OOBE setup procedure

containing Terms of Service will show up. Click next to continue.

&% splashtop

@ weicome O 1o ) Database Settings @ setup Choices © continuing Setup

Welcome to Splashtop Gateway

With Splashtop Gateway. you can easily deploy and access your remote devices.

b) Set up your Splashtop Gateway Database management and access passwords. Please allow 30

seconds for Database initializing at this step.

Ei. Note: Please write down your Database passwords and saved in a secured place

since there will be no way to change DB passwords later on.

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 16 of 256
in the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



A’ Sp'QShfop Splashtop On-Prem Admin Guide

&~ splashtop

@ weicome 0 Tos € Database settings ———— (@) Setup Choices —————— @) Continuing Setup
Please specify the password of Database Admin to bootstrap the database system;
DB Admin Password *
Confirm DB Admin Password *

Please specify the password of Database role onpremise_support to access Splashtop On-Prem Database:

Password *

Confirm Password *

Caneel “

¢) Establish your first team and owner by entering E-mail account and credentials to finish the
OOBE setups.

&« splashtop

@ welcome 0! © Database settings ————————— @) Setup Choices ——————————— @) Continuing Setup

Team Name *

Team Owner *

Password *

confirm Password *

se Latin letter (A-Z) and 1 number

00" <> 7

Not be the same as

d) Once OOBE setup completed, log in to web console with the credentials just created. You will

need to activate online or offline license based on license mode tailored for you. (See Section 3)
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b Nolicense or license has expiredt

&« splashtop (1] System | License °

= system -
i
Maintenance Heanse

Uicense 1. Online Mode: easy to import. activate. and remove. Requires in

About .
2. offline Mode: an ac

Acthvate Online License | Activate Offiine License

activate the license for no int

e) When Splashtop On-Prem activated, you can log in to Splashtop Gateway - System - Network
to see your Ethernet/ Wireless IP addresses and port number as shown in below screenshot. The
IP address displayed in this page is the Gateway IP address which will be filled up along with
your port number (443 by default) when sign in On-Prem Client Application as well

as Splashtop Streamer.

&~ splashtop [ Sysem / Network o

) My Computers

L0 My Devices IP and Port

B Logs v
P 192.168.70.96

b Davmioads

@ sos port 243 Change Part

8 Management v
@ Settings v
& System ~

Status

Network.

Security

Access Control

Notification

Software

Maintenance

License

About

3. Activate Splashtop Gateway via License

Splashtop Gateway must be activated by a valid license to use.

Ei, Note: Please reach out to Splashtop Sales or Splashtop Support to request for

trial license or obtain purchased license.

Login into https://{gatewayaddress} with System Owner, navigate to System > License page to

import a license to activate.
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Splashtop Gateway provides both Online and Offline license activation.

e Online activation: Internet access is required to activate online license, once the Gateway is

activated, it can be moved to offline environment.
Offline activation: Click Save to download your activation ID and send it to our support. An

activation file shortly will be sent back to proceed activation. Please follow the instructions

on the web console. (See below)

System / License

Import Offline License Activation File

t. Note: New offline license activation file will overwrite current license list

1. Press the save button to save the Activation ID to a file
2. Send the saved file to Splashtop Support to get your offline activation file

3. Import the offline activation file to activate the offline license

Activation File e S m

Back

4. Deploy Splashtop Streamer

Below instruction taking deploy Splashtop Streamer on Windows as an example.

On the computers that you'd like to connect to, the Splashtop Streamer must be installed. This

can be done in 3 easy steps.

1. Go to Splashtop Gateway Web Console > Management > Deployment. Click +Add
Deployment button to create a new deployment package. A deployment package consists of a

deployment streamer and a unique 12-digit deployment code.

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 19 of 256
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& splashtop L)
QO My Computers

LD My Devices

B togs v
& Downloads

@ sos

23 Management ~
Users
Allcomputers
Al devices
Grouping
Deployment
Preference Poliy

Scheduled Access

Channets

1-t0-Many Actions

1-t0-Many Schedules

ventory
@ Setungs v
& system v
& splashtop

0 My computers
L0 My devices
B Logs
Downloads

@& sos

i

88 Management
Users
All computers
All devices
Grouping
Deployment
Preference Policy

Scheduled Access

Channels

1-to-Many Actions

1-to-Many Schedules

Inventory
&} Settings

= system

@

% / Deployment

Manage Deployments

Deployment aliows you to deploy

Management / Deployment / Add Deployment Package
Add Deployment Package

Package Name Package r

Select a preference policy
Palicy Name None

Create preference policy

© Use current 05 hostname
Keep in sync with 05 hostname @
Use custom name + sequence number
e.g. Acme Bakery (005)
Computer Naming Rule Use custom name + current OS hostname
e.g. Acme Bakery - Steve's Win7

Custom name

Group Cheice

Grouping

Create or manage groups

Auto-launch Streamer

Idle session timeout

General Settings
Hide Streamer tray icon

2. Select Deploy for the package that was just created.
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& splashtop 0o
© My Computers

LB My Devices

B Logs ~

o Downloads
@ sos
B2 Management ~
Users
All computers
Al devices
Grouping
Deployment
Preference Policy

Scheduled Access

Channeis

40-Many Actions

1-to-Many Schedules

Inventory
@ Settings ~
B system v

Maragarare / Deploymens o

Manage Deployments

Easily deploy s to the P 'S you want to ly access

1. Click on "Add Deployment” button to create a new package.

2. Clck on "Deploy” button 1o share the deployment package a5 a bnk. You also have the option of dewnloading the aciual nsialler and sending it yourseil.
3, After your users run the installer and enter the code, their computers will show Up in your computer list

L I

Degplopment Mams Palicy Name Computer Maming Rule Deplayment Cade Date of Crastisn Deplay

s 3 ®

3. Have your users install the streamer. You can send the deployment package link to your

users. By clicking the link, your users can download the streamer installer and run the file. You

can also send the streamer installer file and its associated deployment code directly to your

users (via Dropbox, email, etc.).

&~ splashtop

) My computers
L0 My devices
B Logs
Downloads

@ sos

[t

oo
o0

Management
Users

All computers

All devices
Grouping
Deployment
Preference Policy

Scheduled Access

Channels

1-to-Many Actions

1-to-Many Schedules

@M Management / Deployment / Deploy Package
Deploy Package

v Option 1: Share link
1. Send the link below to your users. The link will take them to a web page where they can download the installer and follow simple instructions to set up.
2. After your users run the installer, their computers will become accessible by you.

Shareable Link v (]

Option 2: Download Installer

Installer choice
Platform SR @ & O Windows (EXE. X86, Streamer version 3.6.8.0) .

1. Download the Streamer installer.
2. Send the installer and the 12-digit code to your users.
3. After your users run the installer and enter the code, their computers will become accessible by you.

12-digit Code ]|
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4. When the Splashtop Streamer App has finished installing, the user can input the
Splashtop Gateway server’s IP address with default port number 443 in conjunction with the
deploy code obtained from Team Owner or Admin to log in. Users who don’t have this

information will need to ask the IT department for it.

Gateway L Enter Gateway address

Code ' Enter Deploy code

Allow Access o

5. Create user accounts

System Owner or Team Admin can create user allowing centralized user management in

Splashtop Gateway.

1. Go to Splashtop Gateway Web Console > Management > Users. Press Add button to create a

new user.
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Users
2 Add ~ [$)] s = h Q
Add itus Web Access User SOS Status More Filters ~
ocal User
Role 1 Source Display Name Group Last Login
§ Owner Loca Default Group 2024-08-20 16:04:34 [}
O Admin AD Group Member (Member of. Alpha Corp, Default Gr 2024-07-15 11:09:25 [
Local Users
s O Admin Local Gamma Industries ©
S50 Users O admin Local Alpha Corp 2024-08-20 16:06:14 ()

2. Team Owner or Team Admin sets the user role and group type during user creation process.

Add User X

* Account

* Password

Password must include:
At least 8 characters

L]

At least 1 lowercase Latin letter (a-z), 1 uppercase
Latin letter (A-Z) and 1 number

At least 1 spedial character ~!@#5%ARF%_+="[\[}}
O:me2

* Confirm Password

] Request to change password when next login Mo match of the account name

Group

Default Group -

Role

Member -

Status

Enable user Enable web access

505 Technician

["] Enable 50S/On-Demand support

Cancel ‘ ‘
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Field Meaning
Account This is the user's login account, it's unique in
the system.
Password Complex password rule.
Request change password when next login With this option, when user log-in to the

system, he/she will be required to change the

password.

Enable User and web access If an account is enabled, he/she can establish
remote session, if the account is disabled,
he/she can still access the web portal, but
remote session is disabled. Disable web
access for specific account to restrict his/her
web console access, the remote access

(remote session) will not be affected.

Group User can be grouped into different groups,
grouping is efficient in users management /

access permissions.

Role There are two types of roles in the system:

SOS Technician* If SOS service is included in your
subscription, you can enable SOS capability

when create a user to have on-demand

support available.

3. Add AD account

Once an AD server has been successfully authenticated, it would appear to AD server list
in System- Active Directory tab. Now navigate to Management tab - Users, click on Add AD

User button on the top.
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e Type: By selecting AD user, an AD individual user will be authenticated and added
to Splashtop Gateway. Selecting AD group allows bulk authenticationof its AD
group members. (group members will have to login to Gateway Web portal first

then displayed in the user list)

e AD Server: Select the AD server which contains the target AD user or group.

e Account: Fill up the sAMaccountName@ADDomainName (local AD domain

name) or User Principle Name (UPN) of target AD user or group.

e Group: Chose the initial Splashtop group an AD user or AD group will fall into once
added.

¢ Role: Chose Admin or Member to assign different access permission tailored to
needs.

e *SOS Technician: Enable SOS on demand support capability. (*Based on
subscription plan)

e Verify: Check the availability of an AD user or group for authentication.

e OK: Add a validated AD user or group to the target group.
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Add AD User/Group X

Type

AD User -

AD Server

CBK (dc=belle, dc=epoque) -

* Account
User account to login @belle.epoque -
| | @belle.epogue v
@example.com
@test.com
Group @k.com
Default Group @m1.com
@outlook.com
Role
Member -
Status
Enable User Enable web access

$0S Technician
["] Enable sOS/On-Demand support

Cancel ‘ ‘

4. Add AD group members

AD accounts can be determined by "Source" column from the user list. If an AD group has
been added to Splashtop Gateway, meaning its associated AD members have already been
authenticated and able to log into Splashtop Gateway as well as On-Prem client

application.
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The AD users in AD Group Members will be showed up in AD Group Members after log
into Gateway portal or client application with his/her AD account at least once. By
contrast, an AD individual user added to Gateway will be displayed and modified property

immediately.

Users
Group Role Status Web Access User SOS Status More Filters ~
jack.doe@test.com €3 Member Default Group AD Group Member (Memb... @
diane.xiong@k.com 3 Member Default Group AD Group Member (Memb... @

6. Install client app and access

1. Users assigned as a Member can only browser limited content when log in to Splashtop
Gateway web console compared to Team Owner or Team Admin as shown in below screenshot.
Member can log in Splashtop Gateway Web Console and download the latest Splashtop On-Prem

Client via Downloads menu tab and Install desired client applications.
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o~ splashtop f)  Downloads

2 My Computers

L0 My Devices

Download Splashtop On-Prem app

Splashtop On-Prem app for Windows
SsH m Client version

Windows 7 and above (EXE, X86, On-Prer

E Logs ~

History

&5 Downloads

3 for Splashtop Streamer, which needs 1o be Inszalied on e camputer you

Splashtop SOS, w

2. When Splashtop On-Prem client app installed, user simply inputs the Splashtop Gateway
server’s IP address or FQDN with default port number 443, the account name and password

obtained from Team Owner or Admin to log in. Users with no such information will need to
consult Team owner or Admin.
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Splashtop On-Prem - O b4
File View 505 Window Help

a\' splashtop on-prem

192.168.70.194:443

admin@splashtop.com

EREE R

Forgot your password?

3. If a warning message pops up when you tap Log In, stating the SSL certificate is not from a
trusted certifying authority, it is likely that the SSL certificate is self-generated, and you can
choose to ignore it. However, we recommend that users who have encountered this message

popping up should consult their IT department for the proper guidelines to be complied.

Splashtop On-Prem X

The SSL certificate is not from a trusted certifying
authority
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4. When you logged in to On-Prem app, either a list of remote devices ready to be connected

will display or you may just engage a screen does not list any specific computer as shown

below. In this case please consult your Team Owner or Admin.

owner@splashtop.com - O >
File View S05 Window Help

el

CONNECT TO

@

Ask your [T admin to deploy Streamer on
the computers you wish to connect to

5. Below Screenshot reveals one specific Windows PC has been successfully deployed so that the
user is able to remote access to this device by clicking connect button to the right or double

clicking the blueish field.

mountain.hu@splashtop.com - O >
File View 505 Window Help
C | | v

¥ Default Group (1)

E HGH-MOUNTAIN-TA
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Access Gateway Portal

Splashtop Gateway web portal is a web-based console to configure and manage Splashtop On-
Prem system. It can be accessed from a web-browser, preferably Chromium based browser such

as Google Chrome.

Every registered user in Splashtop On-Prem system is granted access to the Gateway web portal,

but the menu display varies depending on the assigned role of the user.

A’ sp lashto P [Jcomputers ~ CJjDevices  :=logs 5§ Management (@) Sos - Downloads Xt System

Team Owner Team Admin Member

Computers / / /
Devices / / /
Logs v v v ()
Management / /

e v v v
Downloads / ‘/ /
System v

User profile v S v

E%’ Note:

(1) For members, only its own logs is visible

(2) SOS page is visible to a user when SOS feature is enabled on it

Gateway web portal can be easily accessed by opening a web browser and entering the address

of the Gateway Server.

The format of the address is defined as follow:

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 32 of 256
in the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



A’ sp'QShfop Splashtop On-Prem Admin Guide

https://(IP address or FQDN):(Port number)

An example of such address: https://192.168.1.100:443

This example address points to a Gateway Server with IP address of 192.168.1.100 and the

server uses the default port 443.

E%' Note: You should always use https instead of http here as this is a

secured http connection with SSL encryption.

IP Address of Server

This is the IP address of the server machine where Splashtop Gateway is installed. It can be a
local IP address if you are connecting from a computer sitting in the same LAN network, or it
can be a public IP address if you are connecting via the Internet. If the server machine has
multiple network cards, you can use any of the IP addresses to access the Gateway web portal.

With this feature, you can safely deploy the Gateway server machine in a DMZ network.

Port Number

By default, Splashtop On-Prem makes use of Port number 443, but you can change the port

number following instructions in the article below:
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System Configuration

Introduction

System page of Splashtop Gateway provides the capability for Team Owner to configure

system settings.

Log in as Team Owner, you will see System tab on the top menu bar, click it to enter system

settings.

o splashlop M System / Status o ;

My Computers

LB My Devices service Status
B Logs v stat Stopped
&, Downloads

Sarvice Activity
@ sos

[ Service Desk Camputers 0 doployed /Omax

28 Management v
& Settings A

Teamsetngs

Autarsicaton

Emas

Sysiog

el

S 2

Status /

Heterork

]

Security
Access Control
Notfication

Software

Status shows the current status of the Splashtop Gateway

Network shows the network configuration of the Splashtop Gateway

Security allows Team Owner to configure security related settings, such as SSL Certificate,
TLS settings

Access Control allows Team Owner to configure access policy, such as web console,
Splashtop On-Prem Client

Notification allows Team Owner to set notification to notify users, such as scheduled system

maintenance
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e Software allows Team Owner to configure software components, such as enable/disable

particular version of Splashtop Streamer and Splashtop On-Prem, uploading new version of
components

e Maintenance allows Team Owner to do system maintenance, such as backup and restore

e License allows Team Owner to configure license, such as import/update licenses

e About shows the version, copyright, Terms of Service, Privacy, and Acknowledgements

Status

System / Status

Service Status

Status @ Running since 2024-12-03 09:44:53

Service Activity

Computers 1 deployed / 60000 max

The status page is a summary of the Splashtop Gateway service. It shows:

® Service Status: the current status of the service (green indicates healthy) and the
timestamp of last service launch.
® Service Activity: number of deployed computers (Streamers) in the system and the

maximum allowed number of computers for remote access (unattended) sessions.
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Network

Change Network Port

Log in to Gateway's management console with the Team Owner, go to System > Network,

the Port section shows the port that Gateway is currently serving, click Change Port will allow
user to input a new port and apply.

&< splashtop M system J Network
©) My Computers
LD My Devices IP and Port
B vrogs ~
o Downloads P 192.168.70.75
[&] service Desk
88 Management v
@& Ssettings ~
= system A

Status

Network

Security

Access Control

Notification

Software

Maintenance

License

About

E|7 Notice:

1. Changing port will automatically restart Gateway service, it needs

approximately 30 seconds to be ready again.

2. If you already have Streamer deployed or On-Prem app logged in, these
Streamers and On-Prem apps will be logged off, due to the port change, you
need to specify the correct IP:Port in the Streamer and On-Prem app side to log
into the Gateway again. 443 is the default port, which can be ignored when
typing.
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Gate [
ateway \L o

Code ’ Enter Deploy code

Allow Access 9

(Input IP:Port in the Gateway field when deploy)

Splashtep On-Prem - O X
File WView SO5 Window Help

& splashtop on-prem
Gateway
| 192.168.65.192:22100 / |
Username
| ., l@splashtop.com / |

Forgot your password?

(Input IP:Port in the Gateway field to login)
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3. As a general practice, we would suggest you, as the IT admin, need to make sure the port

you would like to change to has not been occupied, you can use Windows built-
in resmon utility to check. From Windows search, type resmon, run resmon tool, go

to Network, expand Listening Port, and check there is no other software listening on the

chosen port.

lesource Monitor

File Monitar Help

Overview CPU Memory Disk Network

LISTENINg FOrs T N ey -

[>] Views

Image FID Address Port Protocol Firewall Status = =

svchost.exe [netsves -p) 10560 IPvd unspecified 53 upp Allowed, restri...

svchost.exe [netsves -p) 10560 172.17.142.241 67 upe Allowed, restri..

svchost.exe [netsves -p) 10560 172.17.142.241 [: uop Allowed, restri..,

svchost.exe [RPCSS -p) 1260 IPvE unspecified 135 TCP Allowed, restri...

svchost.exe [RPCSS -p) 1260 IPv4 unspecified 135 TCP Allowed, restri..

System 4 192.168.65.215 137 upp Allowed, not r..

System 4 172.17.142.241 137 upp Allowed, notr...

System F) 10.0.75.1 137 upP Allowed, not r... 60 Seconds !

System 4 192,168,65.215 138 uDP Allowed, not r... TCP Connections 10!

System 4 172.17.142.241 138 uop Allowed, not r..

System 4 10.0.75.1 138 upp Allowed, notr...

System 4 192.168.65.215 139 TCP Allowed, not ...

System 4 172.17.142.241 139 TCP Allowed, not r..

System 4 10.0.75.1 139 TCP Allowed, notr...

java.exe 37212 IPvE unspecified 443 TCP Allowed, not r...

java.exe 37212 IPvd unspecified 443 TCP Allowed, not r.. !

System 4 IPv6 unspecified 445 P Allowed, restri... vEthernet (DockerNAT) 1007

System 4 IPv4 unspecified 445 TCP Allowed, not r..,

svchost.exe (netsves -p) 4536 IPvE unspecified 500 upP Allowed, restri...

svchost.exe (netsves -p) 4536 IPvd unspecified 500 upp Allowed, restri..

svchost.exe (LocalServiceAndMo.., 7868 feB0::f12%:c17b:3e72:878 1900 upp Allowed, restri..,

svchost.exe (LocalServiceAndMo... 7868 fedln5%didebd:bf34:70... 1900 upp Allowed, restri.., he
| svchost.exe (localServiceAndNo.., 7868 |Pvé loonhack 1900 upP Allowed. not . vl < i

Security
Import SSL Certificate

Splashtop Gateway supports importing your own certificate, which can be self-signed certificate,

or certificate issued by 3rd party authority.
PKCS#12 (PFX) format certificate is supported by Gateway.

Step 1. To import new certificate, please login to Gateway's management console as Team
Owner then go to System > Security page. It shows the current imported certificate
information, if there is no certificate info shown; it means Gateway is using the Gateway

bundled self-signed certificate.
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& splashtop B)  system / Security (<%
My Computers

£O My Devices Certificate

B Logs v Import Remove Expor

& Downloads

® 505

Service Desk

33 Management v

Settings
@& Settings v
= system N @ oiebleTisvii andwio
Status.
Network
Security
Access Control
Notification
Software

Maintenance
License

About

Step 2. Click Import, it will show the importing dialog, select the PFX file and also the password
which is set when generating the certificate.

Import Certificate

Service will be restarted during the process, you current on-going sessions will
be disconnected. You can access the service again after the operation has
done.

File Name PFX certificate file with pass protection
Password Certification protection password *
Cancel

Step 3. Click Import to finish importing, which will restart Gateway service to make the new
certificate effective.

Convert SSL Cert to PFX format

On Windows:

1. Click Start followed by Run. Type MMC.exe, and then click OK. Click File and
then Add/Remove Snap-in.

2. Click Add. Highlight the "certificates" and then click Add again.
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3. Choose Computer account and then click Next. Select Local Computer followed

by OK. Click Close and then OK to close the "Snap-in" window.

4. Open the Certificates (Local Computer) snap-in that you created. Go to Personal followed
by Certificates.

5. Right-click on the server certificate you want to convert, and then select All Tasks followed
by Export.

6. Click Next on the wizard that opens. If the wizard doesn't open, repeat Step 5. If it still
doesn't open, restart your computer and go back to Step 4.

7. Choose Private key as your export, and then click Next.

8. Choose the Personal Information Exchange (PFX) file format to create a PFX file.

9. Click Next and choose a password for the file. Click Next again.

10. Choose the file name. Don't include an extension, as the wizard automatically adds the
PFX extension.

11. Click Next, write down where the file is saved to, and then click Finish.

Alternately (using OpenSSL cmd line, and GoDaddy signed certificate as example):

http://support.godaddy.com/help/article/5343/generating-a-certificate-signing-request

We generate CSR via OpenSSL command prompt:
http://support.godaddy.com/help/article/5269/generating-a-certificate-signing-request-csr-

apache-2x
>openssl req -new -newkey rsa:2048 -nodes -keyout yourdomain.key -out yourdomain.csr

Please refer to this site for command examples: http://www.sslshopper.com/article-most-

common-openssl-commands.html

1. Convert private key, certificate and godaddy certificate bundle into .PEM file

2. Concatenate .PEM files of private key, certificate, godaddy certificates into one single .PEM
file

3. Convert final .PEM file into .pfx file
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REQUIREMENTS:

When creating PFX, the middle/intermediate layer CA cert must be included. If the PFX does not

contain the direct issuer’s CA, issues may be seen from portable OS.

The openssl command line is:

openssl pkcs12 -export -out output.pfx -inkey private.key -in star-splashtop.com.crt -certfile
int.cer

Openssl will prompt IT to input password to protect output PFX file.

Output.pfx: the output file name.

Private.key: the private key for certificate.

Star-splashtop.com.crt: the signature for our site, provided by 3rd CA

Int.cer: 3rd CA’s certificate

Disable TLS 1.1 and 1.0

Team Owner can disable TLS 1.1 and 1.0 on Splashtop Gateway to enhance the security or be
compliant to PCI compliance. Once disabled, Gateway will enforce all endpoints to run on TLS

1.2 only level.

Step 1: Log into Gateway's management console as Team Owner, go to System > Security, click
the Disable TLS v1.1 and 1.0 option

G) Disable TLS v1.1 and v1.0

Step 2: In the prompted dialog, Gateway will indicate the important information of disabling
TLS 1.1 and 1.0, you will need to click Disable to proceed. Gateway will be started to enforce
TLS 1.1 and 1.0 disabled.
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Disable TLS v1.1 and v1.0 X

1. Disable TLS v1.1 and v1.0 will restart Splashtop Gateway service,
all live sessions will be dropped.

2. Streamer/Client on Windows XP will not work anymore.

3. Streamer/Client on Mac OS X 10.8.5 and lower will not work
anymore.

4. Internet Browsers that disabled TLS v1.2 can not visit Gateway
Web Console anymore.

With TLS 1.1 and 1.0 disabled, you need to do some system tunes on Windows 7 and Server

2008, because the default setting for these OS versions is TLS 1.0. Here are the instructions:
1. Get Windows update to support TLS 1.2

Please refers to this article https://support.microsoft.com/en-us/help/3140245/ to get the

update to support TLS 1.2.

2. Register TLS 1.2

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Prot
ocols\TLS 1.2\Client]

"Enabled"=dword:ffffffff

"DisabledByDefault"=dword:00000000

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Prot
ocols\TLS 1.2\Server]

"Enabled"=dword:ffffffff

"DisabledByDefault"=dword:00000000

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 42 of 256
in the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.


https://support.microsoft.com/en-us/help/3140245/

A’ Sp'QShfop Splashtop On-Prem Admin Guide

3. Configure TLS 1.1 to be used for WinHTTP by default
For 32-bit Windows 7/Server 2008

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\WinHttp]
"DefaultSecureProtocols"=dword:00000200

For 64-bit Windows 7/Server 2008

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Interne
t Settings\WinHttp]
"DefaultSecureProtocols"=dword:00000200

4. Configure TLS 1.2 to be used for WinHTTP by default
For 32-bit Windows 7/Server 2008

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\WinHttp]
"DefaultSecureProtocols"=dword:00000800

For 64-bit Windows 7/Server 2008

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Interne
t Settings\WinHttp]
"DefaultSecureProtocols"=dword:00000800

E|7 Note:

1. Windows XP uses SSL v3 by default for WinHTTP. Windows 8 or later uses TLS
1.1 for WinHTTP by default.

2. Please add key if there is none showing: TLS 1.2\Server, TLS 1.2\Client

Reference Article: Microsoft Support
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Access Control

The access control page allows an Owner to manage the web console access and

Splashtop On—Prem client access with IP restriction.

&« splashtop @) system / Access Control o N
3 My Computers Web Console  On-Prem Client  Open API

LB My Devices

B Logs v

Enable web console access with IP restrictions
o Downloads

@ sos

[& service Desk

1. Enter the IP ranges in the below example format to allow web console access.
2. 1P without network prefixes are regarded as single IP address

3. Splashtop Gateway localhost 127.0.0.1 will be always in the allowed IP ranges list

127.001
88 Management v

@ settings v Choose what to display when access web console without permission.
S System A A blank page with HTTP 404 status code.

Status © Asimple page prompts "Access forbidden®
Network Allow access to the support session app download pages (SOS, Service Desk, PIN Code) from all IP ranges.
Security

Access Control

Notification
Software
Maintenance
License

Step 1

Log into Gateway s management console as Owner, go to System > Access Control.
Splashtop currently supports IP restrction on the access to Gateway web
console, On—Prem client app or Open API.

Filled up the allowed IP addresses into IP range list. The IP syntax should be
in CIDR.

System / Access Control

Web Console  On-Prem Client Open API

| Enable web console access with IP restrictions

1. Enter the IP ranges in the below example format to allow web console access.
2. IP without network prefixes are regarded as single IP address.

3. Splashtop Gateway localhost 127.0.0.1 will be always in the allowed IP ranges list.
P ranges

127.0.0.1 @ for example, 192.168.2.0/24, 192.168.22.23

Step 2

In addition, owner can choose different display methods for web console access denied.
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Choose what to display when access web console without permission.

(_) Ablank page with HTTP 404 status code.

O Asimple page prompts "Access forbidden".

Step 3
Enable IP access restrictions for Splashtop On-Prem Client or Web Console so that access

generated from IP sources excluded from the list will be blocked.

Click Save button to save the settings and turn on the feature.

Software

The software component page in Gateway's System > Software page allows Team Owner to

manage the software components.

& splashtop’ [0  System / Software

> Downloads Streamer On-Prem Client SOS AR

@ sos e —
Service Desk
@ Software Component
« Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.
LYY « Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will
86 Management v
be removed during the upgrade process.
@ Setti S * The minimum “upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0.
ttings * SOS does NOT support software updates.
* AR does NOT support software updates.
S System A i
Status Platform Version Status Update at
e ] 3721 Enabled 2024-11-13 12:47:46 ©
Security
(3 3721 Enabled 2024-11-1312:47:45 ©
Access Control
Notification 3728 Enabled 2024-11-1312:47:42 o)
Software A 3721 Enabled 2024-11-1312:47:43 o
Maintenance
License
About
Team Owner can configure the following software components:
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e Splashtop Streamer: Software needs to be installed and running on the remote device you
would like to access to. It streams audio and video to the client device.

e Splashtop On-Prem Client App: Application makes it possible to establish remote sessions
between local device and the target remote device running Splashtop Streamer or Splashtop
SOS.

e SOS: The application running on the target device that user would like to have an on-demand
support, it will show a 9-digit session code that allows technician to remote in for support.

e AR: An innovative app that enables seamless augmented reality collaboration and

support for remote teams.

Software Updates
1. Introduction

Splahtop Gateway (v3.24.0 or higher) server initiated update involves a built-in update
repository loaded with the latest Splashtop endpoints software and also controls the
distribution and deployment of software updates to your client devices (Windows, Mac and
Linux) based on customized schedule. This architecture facilitates centralized management and
deployment of updates, offering flexible control and better security to meet your special

maintenance needs.
2. Requirements

e Splashtop Gateway v3.24.0 or higher
o Splashtop Streamer and On-Prem Client app v3.5.8.3 or higher.
o Vv3.5.8.3 is the default version for Windows and Mac endpoints that packed into
Gateway v3.24.0
o Vv3.5.8.3 serves the first "upgrade from" version. Endpoints software version

lower than v3.5.8.3 does NOT support upgrades.

Important: Upgrade Gateway behavior changes
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1. After upgrade your Splahtop Gateway to v3.24.0, all previous client app/Streamer
version lower than v3.5.8.3 will be removed and replaced by v3.5.8.3. The server will

maintain only to the latest software suite at a given version.

For example, after an upgrade of Gateway from v3.20.x to v3.24.0, the v3.5.2.x packed in
the Gateway v3.20.x will be replaced by v3.5.8.x in v3.24.0.

Below are the default endpoints version in the last 4 major releases of Splashtop Gateway.
Gateway v3.16.x -> Default Endpoints v3.4.8.x
Gateway v3.18.x -> Default Endpoints v3.5.0.x
Gateway v3.20.x -> Default Endpoints v3.5.2.x
Gateway v3.24.x -> Default Endpoints v3.5.8.x
Gateway v3.26.x -> Default Endpoints v3.5.8.x
Gateway v3.28.x -> Default Endpoints v3.6.8.x

Gateway v3.32.x -> Default Endpoints v3.7.2.x

2. When back up your Splashtop Gateway v3.24.0, the endpoints will no longer to be included
in the backup file. As Splahtop continues to introduce new compatible platforms for the upmost
cross-platform expericence, the maintenance process should not be comprised by the ever

increasing package size.

3. Endpoints software feature scope

Splashtop On-Prem Client

Platform Supported Since
Windows v3.5.8.3 (Supports check for updates manually or automatically)
macOS v3.5.8.3 (Supports check for updates manually or automatically)
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Android Not supported. (Get new apps from Google Play)
iO0S Not supported. (Get new apps from App Store)
Linux Not supported.

Splashtop Streamer

Platform Supported Since

Windows v3.5.8.3 (Supports silent update and check for updates)
macOS v3.5.8.3 (Supports silent update and check fo updates)
Android Not supported. (Get new apps from Google Play)

Linux v3.5.8.3 (Supports silent update and check fo updates)

* Splashtop SOS and AR do NOT support updates from Splashtop Gateway.
4. Update Management
Auto Updates

In the unattended scenario, Streamer auto update can be managed from Splashtop Gateway web

console.

1. Log in as Owner and navigate to Settings > Team Settings

Settings / Team settings

General SSH Computer

Security Wweb app Learn more

System Tools for Owner only v

Account policy

Offline computers pelicy Detailed settings
Session security
Auto update Streamers Detailed settings

CHCRC NN

Unattended access
Attended access Scheduled access

User Settings Session Indicator @
Remote session  Background actions

Display type Pop-up & Banner

Allow user to close the banner
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2. In Unattended access section, find Auto update Streamers, open Detailed Settings.

Auto Update Streamers

= Requires Streamer v3.5.8.0 or above.
- Streamer updates for mobile devices are not supported.

Apply the updates to

O All computers

() Only specific computers and computer groups

Update Schedule

Start Time 2024-09-04 =3

Repeat Interval 09:00 @ - 18:00 @ [gl_l om)

Repeats daily from 09:00 to 18:00

3. Staging and full-fledged updates

Apply the updates to - All computers

- Select this option if you plan to upgrade all of your deployed Streamers in one attempt.

Apply the updates to - Only specific computers and computer groups

- Select this option to validate the functionality of Streamer upgrades in your company

environment by limit the upgrade scope to a selected group of computers.

We highly recommend all users start with partial updates first as a staging process before
eventually apply the upgrades to all computers, especially in the scenario where large number

of Streamers had been deployed.
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4. Update Schedule
Start Time

- Schedule a proper date to start your update event. Note there is no end time, meaning the

update event is always happening (if a lower version was detected) when enabled.

Repeat Interval

- Determines the update interval. There will be no update events out of the scheduled interval.
It is suggested to schedule the update interval during non-working hours.

Manual Updates

1. Splashtop On-Prem Client app

Log in to your Client app

Mac: Splahtop On-Prem > Check for Updates

Splashtop On-Prem File View

About Splashtop On-Prem
Settings... 3,
Services >

Hide Splashtop On-Prem 3 H
Hide Others T HH
Show All

| Check for Updates

Quit Splashtop On-Prem ¥ Q

Windows: File > Check for Updates
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File View SOS Window Help
Go to Web Console...

Options...
| Check for Updates |

Set Up Remote Print

Note: Client apps can only get updated manually by Check for Updates.

2. Splashtop Streamer: About > Check for Updates

Version 3.5.8.3

Copyright © 2010-2023 Splashtop Inc. Patent pending in the United
States and other countries. Your use of this product is subject to
the Terms of Service.

To learn about the open source components used in this product,
click here.

Visit www.splashtop.com/support for help.

[ Check for Updates... ]

Note: Streamer updates by clicking "Check for Updates" will need user interaction to
complete the whole update process. This update event is irrelevant to "auto-update

Streamer interval".

Import new version of Software components

In addition to the embedded software components in Splashtop Gateway, Splashtop will release
new components with new features, patches. You can import into your Gateway, and also you
are recommended to do so to keep the system running healthy. This section explains how to

import new version of software components into Splashtop Gateway.
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Get PKG file

In the following new version announcement pages, you can get new versions of software

components in PKG file format.

e Splashtop Gateway - _nhew version announcements page

e Splashtop Streamer - _new version announcements page

e Splashtop On-Prem Client App - _new version announcements page

E/i. Notice: Please check the version compatibility info in the page

Import PKG file into Splashtop Gateway

Note: Since Gateway v3.24.0, upload PKG has been relocated to Software list -> Gear button ->
Edit

System / Software

Streamer On-Prem Client SOS AR

Software Component

* Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.

* Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will
be removed during the upgrade process.

* The minimum "upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0.

* SOS does NOT support software updates.

* AR does NOT support software updates.

Platform Version Status Update at
4] 3.7.2.1 Enabled 2024-11-13 12:47:46 &

3 37.21 Enabled 2024-11-13 12:47:45 Disable
3728 Enabled 2024-11-13 12:47:42
Remove
Yo 37.21 Enabled 2024-11-13 12:47:43 {
Import Streamer
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1. Log in as Team Owner, go to Gateway's management console > System > Software >

Streamer, select Streamer based on OS platform and click Edit as showing below.

;{Sp’OSh'Op‘ c8] System / Software e -
<> Downloads Streamer On-Prem Client SOS AR
@ sos -
Service Desk
B} iSevice Das Software Component

» Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.
* Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system, When upgrade your Gateway, previous endpoints will
be removed during the upgrade process.
© settin o * The minimum "upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0.
8s * SOS does NOT support software updates.
* AR does NOT support software updates.

88 Management v

S system A
Status Platform Version Status Update at
Network == 3721 Enabled 2024-11-13 12:47:46 @
Security
o 3721 Enabled 2024-11-13 12:47:45 Disable
Access Control
|
Noteaion 3728 Enabled 2024-11-13 12:47:42 T
Software A 3721 Enabled 20241113 12:47:43 ©

Maintenance
License

About

2. Select the PKG file, the system will verify if the PKG is packaged for Gateway correctly, and

show the package info, like platform and version. Finally click Save to save the settings.

Enable the uploaded Streamer to make it available for deployment and updates.

System / Software

Edit Streamer - Windows

Select a PKG file for Streamer

Streamer Windows Streamer 3.7.2.1
Platform Windows

Version 3.7.21

Status Enable Streamer for deployment and updates

]

Back
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3. Once done, the newly uploaded software is now available for deployment and updates.

Management / Deployment / Deploy Package

Deploy Package
set up.

2. After your users run the installer, their computers will become accessible by you.

Shareable Link https:. /web/management/download/CLMJCSAIWENE )

Option 2: Download Installer

Installer choice
Platform 38 " i A Windows (EXE, X86, Streamer version 3.7.2.1) -

1. Download the Streamer ins Windows (EXE, X86, Streamer version 3.7.2.1) v

2. Send the installer and the 1 Windows (MSI, X86, Streamer version 3.7.2.1)
Mac (DMG, X64, Streamer version 3.7.2.1)

3. After your users runtheins i (Apk, ARM, Streamer version 3.7.2.8) F JOu.

12-digit Code Linux (RPM, X64, Streamer version 3.7.2.1)

Linux (DEB, X64, Streamer version 3.7.2.1)

Import Splashtop On-Prem App

1. Log in as Team Owner, go to Gateway's management console > System > Software > On-

Prem Client, select Client app based on OS platform and click Edit as showing below.
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& splashtop M

> Downloads

@ sos

Service Desk

ADMIN

88 Management

@ Settings

& System
Status
Network
Security
Access Control
Notification
Software
Maintenance

License

System / Software

Streamer On-Prem Client SOS AR

Software Component

» Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.
* Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will

be removed during the upgrade process.
* The minimum "upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0.
* SOS does NOT support software updates.
* AR does NOT support software updates.

Platform Version Status

-] 3.7.21 Enabled

‘ 37.21 Enabled
37.29 Enabled

Update at

2024-11-1312:47:39

2024-11-13 12:47:38

2024-11-1312:47:36

@

Disable

Remove

2. Select the PKG file, the system will verify if the PKG is packaged for Gateway correctly, and

show the package info, like platform and version. Finally click Save to save the settings.

Enable the uploaded Client app to make it available for downloads and updates.

System / Software

Edit On-Prem Client - Mac

Select a PKG file for On-Prem Client

On-Prem Client Mac Client 3.7.2.1

Platform

Version

Status

Back

Mac

3.7.21

Enable On-Prem Client for downloads and updates

3
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3. Once done, the newly uploaded software is now available for downloads and updates from
Gateway.

A‘ splashtop (8] Downloads

3 My Computers

L5 My Devices Download Splashtop On-Prem app
& Logs v

<5 Downloads am .,
i o5 L
@ sos

Windows macOs 10s Android

[%) service Desk

83 Management 5 Splashtop On-Prem app for Windows

@ Windows 7 and above (EXE, X86, On-Prem Client version 3.7.2.1)
Settings v

P=— v

Notes:

1. If you are looking for Splashtop Streamer, which needs to be installed on the computer you would like to remote access to, please
visit the Management -> Deployment page.

2. If you are looking for Splashtop SOS, which allows user to run on the computer and share the S-digit session code with technician
instantly, please visit the SOS Download page

3. If you are looking for Splashtop AR, which allows user to run on the mobile device and share the 9-digit session code with technician
instantly, please visit the AR Download page

Remove software components

Team Owner can remove particular Streamer or On-Prem app from Splashtop Gateway, a

removed component will not be able to be downloaded anymore, but it does not impact the
existing installations.

Remove Streamer

1. Log in as Team Owner, go to management console > System > Software > Streamer, in the

gear button menu, click remove to remove the Streamer from Gateway.
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}csploshfop' U8} System / Software e &

<> Downloads Streamer On-Prem Client SOS AR

@ sos I
Service Desk
& Software Component
« Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.
20 M * Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will
88 Management v
be removed during the upgrade process
N * The minimum "upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0.
& Ssettings v

« SOS does NOT support software updates.
* AR does NOT support software updates.

& System A
Status Platform Version Status Update at
et " 37.21 Enabled 2024-11-1312:47:46 ©
Security
o 3721 Enabled 2024-11-13 12:47:45 Disable
Access Control
s Edit
it 3728 Enabled 2024-11-1312:47:42
Software ¥} 3721 Enabled 2024-11-1312:47:43 ©

Maintenance

License

2. If a Streamer is removed, it will not be available in the dployment page.

Remove Splashtop On-Prem app

1. Log in as Team Owner, go to management console > System > Software > On-Prem Client, in

the gear button menu, click Remove to remove it from Gateway.
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}:sploshfop' <8} System / Software

> Downloads

@ sos

Service Desk

Streamer On-Prem Client SOS AR

Software Component

» Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.

28 Management < * Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will
be removed during the upgrade process.
@ Setti - * The minimum "upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0.
ok * SOS does NOT support software updates.
= * AR does NOT support software updates.
= System A
Status Platform Version Status Update at
geton ] 3721 Enabled 2024-111312:47:39 )
Security
™3 37.21 Enabled 2024-11-1312:47:38 Disable
Access Control
Edit
Notification 3.7.29 Enabled 2024-11-1312:47:36
(o]
Software /

Maintenance

License

2. If an On-Prem client is removed, it will not be available in the Downloads page.

Maintenance

It is important to back up the system regularly. It helps to recover Splashtop On-Prem system
after unexpected hardware/software failure or accidental data deletion. System backups are

essential for protection against data loss that can completely disrupt business operations.

Backup

To start a system backup or restore task, you have to use the system owner account to log in
to the Splashtop Gateway web portal. The system owner account is the email address used to

activate the license of Splashtop On-Prem system.

After logging in to the Gateway web portal, go to the System menu bar, and then navigate to

Maintenance page.
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# splashtop [  System / Maintenance

My Computers

LD My Devices

B Logs v
ek, Downlaads

@ sos

[2 service Desk

88 Management ~

@ settings -
.
Status
Network
Security
Access Control
Notification
Software
|

License

About

Backup
Backup Schedule
Restore

Remove Logs

Select log ranges to remove

Click on Backup Now button. You are required to set a password for the ZIP file to be

produced, before initiating the whole backup process.

system / Maintenance

Backup Now

Set password for the output ZIP file

Enter Password * ‘

Confirm Password * Password, minimum 8

=]

Back

t These items will be included

in the backup:

s Certificate

« Gateway settings and data

= Gateway logs

These items will not be

included in the backup:

* License

* Centralized session
recordings

s Software Component
(Streamer, On-Prem app,
S0S)

One more click on Backup Now button, a password protected ZIP file will be automatically

saved into your browser download folder. This ZIP file contains an SQL script with detailed

system configuration, including the system settings, users and groups, deployed computers

and client devices, logs and etc. However, license is not included in the backup file, hence the

system will require license re-activation after being restored from the SQL script.
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Backup Schedule

Backup schedule is a useful way to ensure that backupsfe are done in a consistent and timely
manner. As long as the backup schedule is configured and enabled, the system can regularly

perform a data backup in a proper schedule.
Where can you configure Backup Schedule?

To configure Backup Schedule, you have to use the Team Owner Account to log in to the
Splashtop Gateway web portal. Team owner account is the email address used to activate the

license of Splashtop On-Prem system.

After logging in to the Gateway web portal, go to the System menu bar, and then navigate to

Maintenance page and click Backup Schedule button.

& splashtop [ system / Maintenance
) My computers
LB My Devices Backup
B vLogs e Backup Now [
o Downloads
505
@ Restore
service Desk
Restore settings
88 Management v
Remove Logs
@) settings ~
& system - Select log ranges to remove:

Status
Metwork
security
Access Control
Motification
software
Maintenance
License

About

Backup Schedule Settings

Now you need to configure these items to create your backup schedule policy.
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;;spl'oshfop @ System / Maintenance

) My Computers

LD My Devices

Backup Schedule
B vLogs ~
&, Downloads
Status Enable Backup Schedule ! These items will be included
@ sos in the backup:
C:\Program Files (x86)\Splashtop\Splashtop
" Backup Fold
[ service Desk ackup Folder Remate\Splashtop Gateway\Backup Schedule * Certificate
» Gateway settings and data
Backup Choice Include Gateway logs in the backup
s Gateway logs
88 Management e Set password for the output ZIP file These items will not be
@ settings i included in the backup:
2 system . Enter Password* e o * License
- + Centralized session
Status recordings
Confirm Password *  seeeveens
— + Software Component
(Streamer, On-Prem app,
Security Backup Days * Sun Mon Tue Wed Thu  Fri Sat S0s)
Access Control Backup Time N
0800 (O Backup Time (UTC): 00:00
Notification
Retention Rule Keep the number of backups 5
Software
Maintenance

License

About
Back

e Status, turn on this option to enable backup schedule. If this option is not enabled, the
backup schedule will not run even if the configuration is saved.

e Backup Folder, show the path where the backup schedule file is stored.

e Backup Choice, choose whether to include Gateway logs in the backup schedule file and
the right-hand area of the page will show the exact scope of the current backup according
to the settings of backup choice.

e Enter Password, you are required to set a password for the ZIP file to be produced, before
initiating the whole backup process.

e Confirm Password, you are required to set a password for the ZIP file to be produced,
before initiating the whole backup process.

e Backup Days, choose the backup days for backup schedule.

e Backup Time, choose the backup time for backup schedule.

e Retention Rule, choose how many backups you need to keep in backup folder.

Note

e  Only one backup can run at the same time.
e To ensure the efficiency of the backup schedule, the endpoints will not be included in the

backup schedule file
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Restore
Before a restore task is performed, it is important to make sure:

e You have the license key for Splashtop On-Prem at hand. You will be asked to activate the
license again after a system restoration.

e Get the restore file ready by unzipping the backup ZIP file and saving the SQL script into a
local folder.

e Back up the current system as all existing configurations will be deleted permanently.

Same as Backup, you have to log in with the system owner account to the Splashtop Gateway

web portal, click on System menu and navigate to the Maintenance page.

Click Restore settings button and click on Select button to browse the SQL script file.

System / Maintenance

Restore

Choose a Gateway backup file to restore. This operation forces an automatic restart of the Gateway.

Note that all of the current Splashtop Gateway configuration data will be overwritten.
It is recommended to back up your current Splashtop Gateway data before restoring.
When a restore is completed, please re-import your license.

ore file

Restore file Select

Back

Click on Restore button and confirm to restore the system.
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Restore

Restore all settings will stop the Gateway service and overwrite the current

configurations. Proceed now?

After the Splashtop On-Prem system is successfully restored, the page will automatically be
redirected to License page.

;{SP'QS'“OD’ En] System / License

= System ~
) License
Maintenance

License 1. Online Mode: easy to import, activate, and remove. Requires internet access.

Aimui 2. Offline Mode: an activation file to activate the license for no internet environment.

Activate Online License Activate Offline License

Activate the license through online or offline mode, depending on the type of license you
acquired before.

Now you have done a successful system restoration.

Remove Splashtop On-Prem Logs

Starting from Gateway v3.18.0, system administrator can remove Gateway logs for

maintenance purpose.
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o~ splashtop’

) My Computers

Co

(&)

s
@
i3]

oo
o

0 @

My Devices
Logs
Downloads
sS0s

Service Desk

Management
Settings
System
Status
Network
Security
Access Control
Notification
Software
Maintenance
License

About

ED System / Maintenance

Backup
e Backup Schedule
Restore

Remove Logs

- Select log ranges to remove

Log in to Splashtop Gateway as Owner, go to web/system/maintenance

Find "Select log ranges to remove" and start to clear up your logs to release the disk space.

Ei

Notice:
1. Removed logs are gone for good and will not be possible to retrieve back. If
regular auditing is serving as a routine in your organization, please consult

before removing any logs.

2. Logs are removed by month(s), and logs of the nearest 2 months cannot be

removed.

3. Neither removed logs can be visible in web/log/... nor export the

correspoinding CSV.
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Notification

A Splashtop On-Prem Team Owner can publish a system notification from the Notification
page, in order to notify the users if there is an expected downtime due to system maintenance,

or if any update on the endpoints is available.

The Notification page is available for a Team Owner account at Splashtop Gateway > System >

Notification
To publish a notification, firstly check the Enable box.

Type the notification content in the blank space below and set an End Time when the

notification will stop being seen by the users.

Note: System Notification is in UTC Time. Please calculate time difference before publish

notification.

System / Notification

System Notification

| Enable

Input notification content, max 300 characters

End Time (UTC) 2024-12-06 8 152 O

e

Below screenshot provides System notification as an example:
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System Notification

Enable
Input notification content, max 300 characters

Our service will be unavailable on 2025/01/01 from 1:30 AM to 6:30 AM UTC due to scheduled maintenance. We apologize
for any inconvenience caused.

Select Date Select Time

End Time (UTC) 2025-01-01 B o630 O

Save

After being saved, System notification will be displayed at the top right corner of the Gateway

page with a yellow exclamation mark. Hovering over the mark, the notification will be displayed
to every logged in user.

0'

Our service will be unavailable on 2025/01/01 from 1:30 AM to 6:30

AM UTC due to scheduled maintenance. We apologize for any
inconvenience caused.

This notification also can be seen at any active On-Prem app (click blue exclamation at bottom

to see more) or Streamer from current enabled time to the End Time, i.e. 6:30 AM on
2025/01/01.

Our service will be unavailable on 2025/01/01 from 1:30
AM to 6:30 AM UTC due to scheduled maintenance. We
apologize for any inconvenience caused

OK
v
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@ splashtop streamer - X

Cg, Status Computer Name

Desktop- 1A ¢
@ Settings C?milecrhorn SFatus

No active session

Computer Deployed by
Security

———

0=
=2- Advanced
@ About

On Prem License

Understand your license and privileges

Splashtop Gateway web portal and its service must be activated by at least one authorized

license (trial or paid) in order to function.
To access the information of your license, open Splashtop Gateway in a browser using Team

Owner's account, and go to System > License.
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& splashtop’ M System / License
My Computers
B My Devices License
&, Downloads
® sos Authorized to T Key
Service Desk
88 Management ~ Glo>
@ Settings ~ License feature detalls
= system ~
valid  2022/08/19 - 2029/12/31
Status
Network
Security
Access Control
Notification
Saftware
Maintenance
License 4™

About

Start Time End Time Status

Splashtop On-Prem supports multi-licensing, meaning you can apply two or more licenses with

different periods of validity and privilege sets to the same system. On the License page,

information including license owner, key number, validity and status is displayed for each

license.

You can check the privileges coming with the specific license by clicking on the icon at end of

the line or go to the Privilege session and click on the license validity to show its license details.

A license is described in three parts: general, unattended feature, attended feature (also named

SOS). An unattended session refers to a scenario where no acknowledgement is required from

the remote computer to establish a remote connection, while an attended session needs help

from someone at the remote computer to set up the connection. Refer to Usage scenarios for

more info.

To understand what privileges your license is entitled to, please check the following table which

explains the features associated with license items.

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 68 of 256
in the U.S. and elsewhere. All other trademarks, product and company names, and logos are the

property of their respective owners.



A’ splashtop

Splashtop On-Prem Admin Guide

Date range

Max unattended user

Max Unattended

Concurrent User

Max Unattended Streamer

Max Attended User

Max Attended Concurrent

User

Max Remote Session

Max concurrent remote

session to one Streamer

Max File Transfer (outside

session)

Max concurrent file
transfer (outside session)

to one Streamer

The date range of the following privilege set

Max number of unattended user accounts can be enabled

Max number of unattended users can establish the sessions

at the same time

Max number of unattended Streamers can be deployed

Max number of user accounts can be enabled with SOS

feature

Max number of attended users can establish the SOS session

at the same time

Max number of unattended concurrent sessions on the
entire system, even if it is set to unlimited, the Max

Unattended Concurrent User policy will still be enforced

Max number of users can be allowed to access to one

Streamer at the same time

Max number of outside session file transfer sessions can be

established on the entire system

Max number of outside session file transfer allowed to one

Streamer at the same time
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_ _ Max number of outside session chat sessions on the entire
Max Chat (outside session)
system

Max concurrent chat
_ _ Max number of outside session chat sessions can be
(outside session) to one
established to one Streamer at the same time

Streamer

Remote Print Remote print feature is allowed or not
Remote Wakeup Remote wakeup feature is allowed or not
Remote Reboot Remote reboot feature is allowed or not
Remote Command Remote command feature is allowed or not
Audio Audio redirection feature is allowed or not

Computer Streamer is allowed or not, which means
Computer Streamer _ _ _
Windows, Mac, Linux (coming soon)

Mobile Streamer Mobile Streamer is allowed or not, which means Android
Terminal Session Access RDP terminal session is allowed or not

Multi-to-one Monitor Multiple screen to one screen is allowed or not

Multi-to-multi Monitor Multiple screen to multiple screen is allowed or not

Session Recording Session recording is allowed or not

Attended feature
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Max number of attended sessions on the entire system,
Max Remote Session even it's set to unlimited, the Max Attended Concurrent

User policy will still be enforced

Max concurrent remote Max number of users can be allowed to access to one

session to one Streamer Streamer at the same time

Computer Streamer is allowed or not, which means
Computer Streamer _ _ _
Windows, Mac, Linux (coming soon)

Mobile Streamer Android Streamer is allowed or not

Multi-to-one Monitor Multiple screen to one screen is allowed or not
Multi-to-multi Monitor Multiple screen to multiple screen is allowed or not
Session Recording Session recording is allowed or not

Activate license

Splashtop Gateway supports license activation in two modes, online activation and offline

activation. You will be required to activate the license before you are able to use the system.

You need to login as Team Owner to activate the license, which is in

Gateway's System > License page.
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A’SP,OSthp' 0 System / License
= System ~
Maintenance Licenss
License 1. Online Mode: easy to import, activate, and remove. Requires internet access.

Alout 2. Offline Mode: an activation file to activate the license for no internet environment.

Activate Online License Activate Offline License

Online license activation

For online license activation, click Import Online License, input the Authorized to and License

key which you obtain from Splashtop Sales.

Ei, Notice: Your Splashtop Gateway needs Internet access, and the

outbound license.splashtop.com:443 should not be blocked by your firewall.

System / License

Import Online License

New license will be merged with your current license set.

License information

Authorized to * E-mail associated with your license

License Key * Online mode license key

Back

Offline license activation

If your Splashtop Gateway has no Internet access, you can choose offline license activation.
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System / License

Import Offline License Activation File

. Note: New offline license activation file will overwrite current license list

1. Press the save button to save the Activation 1D to a file
2. Send the saved file to Splashtop Support to get your offline activation file

3. Import the offline activation file to activate the offline license

Aceation e =

Back

1. Click Activate Offline License on license page, click Save to download Activation ID.

2. Send the activation ID file to Splashtop Sales, Splashtop Sales will generate offline activation

file and send back to you.

3. Click Open to upload the activation file and click Import to finish offline license activation

About

The About page provides relevant system information, includes:

e Version: version number of the Splashtop On-Prem followed by the build number

e Build Date: the date when this release was built

e Valid to: end date of license current privilege validity

e Terms of Service: terms and conditions of your use of Splashtop’s Services between you
and Splashtop

e Privacy Policy: documentation describing Splashtop’s privacy policy for your peruse

e Support site: a link directing you to Splashtop support site. Please choose Splashtop

On-Prem in the linked page if you are a Splashtop On-Prem user.
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Management Console

Introduction

Management console is an important panel in Splashtop Gateway web portal for Team
Administrator and Group Manager to manage system configurations, such as the users and

groups, computers and end points, deployment package, and etc.

& splashtop @

) My Computers

L0 My Devices

= Logs v
5 Downloads

@ sos

oo Management v

{o} Settings ~
= System ~

The menu available in management console varies depending on the role you are assigned to,

whether a team administrator, a group manager or just an ordinary member.

Member users are not allowed to access the management console, so Management and Settings

tab will not appear in the menu.

In this example, team owner and admin can see below items in Management context menu:

Users, All Computers, All Devices, Grouping, Deployment, Preference Policy, 1-to-Many Actions,
1-to-Many Schedules, Channels, and Inventory.
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Team owner exclusive management scope including: Settings - Team settings, Authentication,

Email, Syslog, and API.

We will explain the functionality of each item in Management Console from the team owner's

perspective.

e Users

¢ All Computers

e All Device

e Grouping

e Scheduled Access

e Deployment

e Preference Policy

e 1-to-Many Actions

e 1-to-Many Schedules
e Settings

Users

Team Owner/Admin can use this page to create a new user or modify attributes of existing

users.

There are two types of user account in Splashtop On-Prem: local account and active directory
(AD) account. To add an AD user, Team Owner should firstly configure the active directory

server in System settings.

User attributes, including role, group, access permission, display name, password, 2-step

verification, are available to configure in the Users page.

Create user accounts

User management is in https://{gateway} > Management > Users.
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Users
() =riters = (1 Q
itus Web Access User SOS Status More Filters ~

Role T Source Display Name Group Last Login

§ Owner Loca Default Group 2024-08-20 16:04:34 &
O Admin AD Group Member (Member of Alpha Corp, 4-07-15 1 ©
O Admin Local Gamma Industries ©
O Admir Local Alpha Corg 2024-08-20 16:06:14 @

Create local account
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Add User x

* Account

* Password

% Password must include:
» Atleast8 characters

+ At least 1 lowercase Latin letter (a-z). 1 uppercase
Latin letter (A-Z) and 1 number

= Af least 1 special character ~1@#5%8*_—+="|\(}}

* Confirm Password

- O3t
|| Request to change password when next login « No match of the account name
Group
Default Group -
Role
Member -
Status
Enable user Enable web access
505 Technician
[_] Enable sos/on-Demand support
Cancel ‘ ‘
Field Meaning
Account This is the user's login account, it is unique in the system.
Password Minimum 8 characters.

This helps to generate a more random password for secure
Generate Password
reason.

Request change
With this option, when user log-in to the system, he/she will be
password when next
oai required to change the password.
ogin
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Group

Role

Enable user

Enable web access

SOS Technician*

Add AD account

User can be grouped into different groups, group is a great way to

manage users / access permissions.

There are two types of roles in the system:
Admin: An admin can manage the users, computers, grant access

permissions etc. Admins can have remote sessions too.

Member: A member can only have remote sessions with the

computers with access permission granted.

If an account is enabled, he/she can establish remote session, if
the account is disabled, he/she can still access the web portal, but

remote session is disabled.

Disable this option will disable the web access for this account.

If SOS service is included in your subscription, you can enable SOS
capability when create a user to have on-demand support

available.

Once an AD server has been successfully authenticated, it would appear to AD server list in

System- Active Directory tab. Now navigate to Management tab - Users, click on Add AD

User button on the top.
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Add AD User/Group X
Type
AD User -
AD Server
CBK (dc=belle, dc=epoque) -
* Account
User account to login @belle.epoque -
‘ | @belle.epoque v
@example.com
@test.com
Group @k.com
Default Group @m1.com
@outlook.com
Role
Member -

Status

Enable User Enable web access

S0S Technician

] Enable S0S/On-Demand support

Cancel ‘

Field Meaning

By selecting AD user, an AD individual user will be authenticated

and added to Splashtop Gateway. Selecting AD group allows bulk

Type authentication of its AD group members. (Group members will

have to login to Gateway Web portal first then displayed in the

user list)

AD Server

Select the AD server which contains the target AD user or group.
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Account

Group

Role

SOS Technician

Verify

Add

Ad Group Members

Fill up the sAMaccountName@ADDomainName (local AD
domain name) or User Principle Name (UPN) of target AD user

or group.

Chose the initial Splashtop group an AD user or AD group will fall

into once added.

User can be grouped into different groups, group is a great way to

manage users / access permissions.

Enable SOS on demand support capability. (Based on

subscription plan)

Check the availability of an AD user or group for authentication.

Add a validated AD user or group to the target group.

Green user icon represents AD users or AD groups as shown in the below screenshot below. If

an AD group has been added to Splashtop Gateway, meaning its associated AD members have

already been authenticated and able to log into Splashtop Gateway as well as On-Prem client

application.

The AD users in AD Group Members will be showed up in AD Group Members after log into

Gateway portal or client application with his/her AD account at least once. By contrast, an AD

individual user added to Gateway will be displayed and modified property immediately.
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Users
) = Filters = d‘) Q
Group Role Status Web Access User SOS Status More Filters ~
Account Role Group Name
| jack.doe@test.com .Q Member Default Group AD Group Member (Memb... @
diane.xiong@k.com ) Member Default Group AD Group Member (Memb... @

Note: An AD account authenticated via its parent AD Group would inherit the user role and

access permission of that group.

All successfully authenticated AD users can login On-Prem client application with their AD

credentials and start to use Splashtop remote service.

Bulk import user accounts

With Bulk Import, you can easily import a large number of local users or AD individual users

into your Gateway instead of adding them one by one.

Users
]
Add Role T Source Display Name
Local User
AD User/Group
530 User 4 Owner Local
Import ) Member Local
Local Users
AD Users ) member Local
550 Users 3 member Local

Import local user

When the users have been imported, the system will assign a one-time password which is valid

for 7 days to each successfully imported local user account. These users will not be able to log
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in to the Gateway and Splashtop On-Prem app until the passwords for these users have been

reset.

Import Users X

#Upload CSV file 4 Download template

Select file

Drag and drop file here to upload

Group

Default Group -

Email notification

Status

Enable users Enable web access

505 Technician
] Enable s0S/0On-Demand support

You have successfully imported 1 users at 2024-07-23 17:11:59. Visit the last imported report.

Cancel ‘ ‘

Download CSV file template: Import users using the CSV file template.
Select CSV file: Upload the CSV file with the user account list.

Enable email notification: if you are configured SMTP server, enable this checkbox, user can

receive the account and one-time password by email.

Status: If an account is enabled, he/she can establish a remote session, if the account is

disabled, he/she can still access the web portal, but the remote session is disabled.
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Group: Users can be grouped into different groups, grouping is efficient in users

Mmanagement/access permissions.

SOS Technician: Enable SOS On-Demand support capability.

Import: Import the local users in the CSV file to the target group.

Import AD users

Once an AD server has been successfully authenticated, it would appear in AD server list in
System- Active Directory tab. Now navigate to Management tab - Users, click on Import button
on the top, then select AD Users. All successfully authenticated AD users can log in On-Prem

client application with their AD credentials and start to use Splashtop remote service.
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Import AD Users X

Authentication

CBK (dc=belle, dc=epoque) -

*Upload C5V file 4 Download template

Select file

Drag and drop file here to upload

Group

Default Group -

Email notification

Status

Enable users Enable web access

£0S Technician
["] Enable sos/on-Demand support

Cancel ‘ ‘

AD Server: Select the AD server which contains the target AD user.
Download CSV file template: Import AD users using the CSV file template.
Select CSV file: Upload the CSV file with the AD user list.

Enable email notification: if you are configured SMTP server, enable this, user can receive the

account and one-time password by email.

Status: If an account is enabled, he/she can establish remote session, if the account is

disabled, he/she can still access the web portal, but remote session is disabled.
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Group: Users can be grouped into different groups, grouping is efficient in users management

/ access permissions.

SOS Technician: Enable SOS-On Demand support capability.

Import: Import the AD users in CSV file to the target group.

Imported report

After the user import is completed, Admin or Owner can view the import results and download

the imported report.

Import Users Report X

@® Please download the imported report to get the one-time password for each imported users after the import
is completed. The one-time password only can be used within 7 days.

Account T Status

' Success
+' Success
W' Success
W Success
W' Success

' Success

12 Completed 0 Failed Close Download Report

Important Notes
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1. ltis only CSV file format supported.

2. The data in the file has to follow the standard layout. You can download the example.csv
below to check the layout/format.
You cannot start importing another CSV file until the current import has been completed.

4. All successfully imported users will be given the member role.

Set access permission

Access permissions

Access permissions determine which users have access to a certain computer.
Access permissions can be configured to be:

e No computers

e All computers

e  Only computers in its group

e  Only computers based on group permission

e  Only specific computers and computer groups
Where to configure access permissions
Log into your Gateway web console with the owner or admin account.

Navigate to web/management/users page, next to each user in the user list, click on the gear

icon and choose Access permission. This is for setting the access permissions of this user.
User Access Permissions

Additionally, you can choose a specific user account and set the access permissions for the
specific account. This will override any group permissions settings even if you change the
group permission settings, unless you change the settings back to follow the group access

settings. This is useful if you want to give each end-user only access to their own computer(s).
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#<splashtop
© My Computers
CO My Devices

Logs

- @

Dawnloads

05

&

Service Desk

9 Management
Users
Al computers
Al devices
Grouping
Deployment
preference Policy

Scheduled Access

Channels

Luj

Management / Users
Users

=n :

Account ~ Role
v Default Group 1028
O samin
[ - P
BN kamin
R Manager (groups)
% Member
£ Member
£ Member
) Member
£ Member

) Member

Source

Local

AD User (CBK)

S50 User (S50-Marketing-

Local

Local

Local

Local

Local

Local

Local

Display Name

Last Login

2024-10-29 17:3935

2024-11-1313:3322

Status

Disabled

Disabled

Disabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

4 Collapseall Trmers = () Q

Web sos Granular €

Assign user group

Change role

Granular Control

Change display name
Change authentication
Configure 2step verification

Reset Password

Enable user
Disable web access
Disable SOS

Remove user

@ e &8

& @ PO EE e e
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User Access Permission

Admins can grant users/user groups access to computers/computer groups.caleb@sop.com can access:

(O No computers

(O All computers

(O Only computers in its group

(O Only computers based on group permission

O Only specific computers and computer groups

Q Search

Select groups

Only show selected

0 Group(s) Selected Clear all

Access Permissions Options

Option 1 - No computers

Select computers
Only show selected

> Default Group

1 Computer(s) Selected

«|»

Clear all

The user will not be able to access any computers. This is the default option for a newly created

user.

Option 2 - All computers
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The user will be able to access all computers.

Option 3 - Only computers in its group

The user will be able to access computers assigned to the same group.

Option 4 - Only computers based on group access permission

Group access permission contains

e No Computers (within this group)
e  Only computers in its group (within this group)

e  Only Specific computers and computer groups (all groups)

Option 5 - Only specific computers and computer groups

Splashtop is flexible enough to allow specific computers or a group of computers tied to

specific users.

Meaning users can extend their access permission across all groups with more granular

settings.

Group Access Permissions

If you want a group of users to follow the same access permissions, you can create a group,

add all the users to that group, and set the access permissions for that group.

:

Group Role Status Web Access User SOS Status More Filters -

Account Role T Source Display Name Last Login

3 Member Local 2024-08-20 16:01:22

€3 Member AD Group (CBK)

~ AlphaCorp 93

O - O pdmin Local 2024-08-20 16:06:14

=riters = Ty Q
Status
Enabled &
Enabled @
Granular Control
Access permission | gz

By default, the users will have access to only the computers in the same group. You can set

"Only specific..." to choose multiple groups of computers or specific computers only.
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Group Access Permission X

Admins can grant users/user groups access to computers/computer groups. Users in this group Accounting who are
configured to follow the group's access permissions can access:

(O No computers
O Only computers in its group

(O Only specific computers and computer groups

Granular feature control

With Granular Control, you can take more control of the features on your team, and limit certain

features to certain users or certain user groups.
Details:

e Splashtop On-Prem can now use our granular control features to specify which users on
the team can use File transfer, Copy paste, Remote print, Remote command, Watermark

protection, Remote control, and two-step verification.
Default Granular Settings

® The Team Owner can configure the default feature permission per user role under Settings
— Team settings — Default Granular Settings. This determines a user’s default Attended
Access permission when they are invited to the team (l.e., if Owner and Admin are checked
under Default Granular Settings next to attended access, they will have attended access by
default when first joining the team).

® Configurable by Admin: If this option is selected, this will grant Admins / Group managers

the ability to configure Member's capability for the certain feature.
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Unattended access

Default Granular Settings

Mm:'n;g::w Member cunﬁ}:grSIi':ble @

File transfer (/)

Upload Off v

Download Off v
Text copy and paste (/)

From local to remate Off v

From remote to local Off v
Remote print (/) Off v
Remote command (/) Off v
Watermark protection Detailed settings G’ 4 4
Request permission to connect () O O off v
Centralized session recording Detailed settings (l) off v

User Granular Settings

Under Management — Users, you can also configure Granular Control per group. Click the

gear button to the right of the group's name and click "Granular Control".

| ~ AlphaCorp 93 __(.ranu\al Control
J O sdmin Local 2024-08-20 16:06:14 Enabled Access permission gy
J & admin AD Group (CBK) Enabled @& @ ®

To configure this per user, click the gear button next to the user's name and click "Granular

n
Control".

§ Owner Local 2024-08-21 15:57:25 Enabled  poencer group

6 Member Local 2024-08-08 17:55:50 Enabled ACCESS permission @

) vember Local Enabled &

Change display name

B viember Local 2024-08-20 16:01:22 Enabled Configure 2-step verification @

O ) Member AD Group (CBK) Enabled e user &

~ Alpha Corp 9 Disable SOS @
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Granular Control

jane.doe@abc.com

Security

Name Admin configurable

Remote control Default Default

Require 2-step verification Default Default

On
Unattended Access

Off

Name Admin configurable )

Follow group

File transfer Default

Upload Default Default

Download Default Default

Copy and paste

From local to remote Default Default

From remote to local Default Default

Remote print Default Default

On: This user will have access to the selected feature.
Off: This user will NOT have access to the selected feature.
Follow Group: Selecting this option will follow the group granular settings. To set the user
group granular settings, click the gear button next to the Group name and select "Granular
Control".
B When adjusting the group setting, you can configure this option for the entire group to
either On/Off or to follow the team default settings.
® Default: Selecting this option will follow the Default Granular Settings set under Settings —

Team settings — Default Granular Settings
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Bulk Actions

Under Management — Users, you can also configure Granular Control by bulk actions.

Select account by clicking on the checkboxes to the left of the account. Then click the Bulk

Actions button to configure the granular control items for selected accounts.

® (lick the Save button to save the settings.

Users

Bulk Actions ) ~

[ only show selected

=] Acc  Bulk Actions Source Display Name
Granular Control
B v De | |
o Assign Group Local
2@ Local
Enable User
dia Disable User Local
jod Enable web access Local
Disable web access
[J REl  Enable sOS AD Group (CBK)
Disable SOS
B8 v A4
0 3@ Unlock User Local
Remove User
|:| RemNnme Aucess L TR ITT] AD GrDLIp (CBK)
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Granular Control

Security

Name Status
Remote control Please select

Require 2-step verification Please select

Unattended Access

Name Status
File transfer

Upload Please select

Download Please select
Copy and paste

From local to remote Please select
From remote to local Please select
Remote print Please select

Remote command Please select

Cancel Save

Set admin rights

On Splashtop On-Prem, an Admin user can remotely access and manage all computers by
default.

Sometimes you may want a user to be entitled as admin privilege but limit their access to only a
subset of computers. This allows the user to do things like add computers, remove computers,

create user, etc., but only for the groups that you authorized.
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Please see instructions below to enable and to use the feature.
Enable group-specific manager feature

Log into Splashtop Gateway as Team Owner. Navigate to Settings> Team settings> User

settings. Enable group-specific manager role.

o% splashtop m Settings / Team settings e .
£ My computers User settings
General
LB My devices
Security Group-specific manager role Learn more
a Logs - Two-step:
o Eeer e Allow members to see groups
@ sos Account policy Allow MEMBErs Lo CoNNEct o Compulers in an active connectior (a
Session security
Allow memiers to establish concurrent sessions
Unattended access
28 Manﬂxemenl/’ ! - Altended access Allow members ko disconnect other's sessions o«©
G oo > . o s 0 o et St Dt et
Members permison for cmputer ot Vewonty v
aut\‘enhr.aum‘\ El
Email e
Sysiog
API
= system ~

Set a user as a group-specific manager

Navigate to Management > Users. Click on the gear icon next to the user whom you want to

set as a group-specific manager. Click on "Change role."

Aceaunt Role T Souree Display Name Last Login Status Assign user group
Al i n
€ nmember Local 2024-08-20 16:01:22 Enabled Ccess permissiol o)
Change role
3 Member AD Group (CBK) Enabled Granular Contral o

In the resulting dialog box:

1. Select the "Admin" radio button
2. Check the "Set as group-specific manager" checkbox

3. Select the checkboxes for whichever group(s) you want this user to manage
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Change Role X

[T] set as group-specific manager instead of regular admin

User access permission to computers will not be altered by role change. You can fine

tune the "Access permission” later to the new role.

Another way to assign group-specific managers
Group-specific managers can also be assigned from the Grouping page.

Navigate to Management > Grouping. Click on the gear icon next to the group that you want

to set a group manager for. Click on "Assign group manager."

In the resulting dialog box, you can choose which user(s) can manage this group.

Grouping
Group your users and computers for easier management. Use computer groups to better organize your coy ter list. Use user groups to easily control access permissions for multiple users. Learn more about grouping.
* Note that each user or computer can only belong to one group.
+ Add Group W]
Group T Number of Group Managers Number of Users Number of Computers Number of enabled user limits
Africal1l 0 0 0 ©
) 93
Alpha Corp 2 13 Assign computer @
Analysts 0 0 0 ~ Remove group ®

What a group-specific manager can do

The group-specific manager can perform these functions only on the users and computers in
the groups managed by him or her. The group-specific manager will not be able to see the

group names, users, and computers in other groups.

e Rename computer
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e Add/edit computer notes

e Add/delete computers, including create deployment packages
e Create/enable/disable/delete users

e Set access permissions

e Configure user’s 2FA (aka. MFA) and trusted devices
Notes

e When an admin is assigned to be a group-specific manager, the management scope
is reduced from the whole team to only specific group(s).

e You can always see which users have been assigned group-specific manager rights by
navigating Management > Users. The role for such users is labeled as "Manager
(groups)." Mouse over the label to see the list of groups managed by the user.

e The role of group-specific manager will be changed to Member when the relevant

group is deleted from Gateway web portal.

Enable SOS for AD group members from user list
Since Gateway v3.20.0, the AD group members can be displayed all at once in user view.

Users

(] + Collapse all = Filters dh Q

Account Role T Source Display Name Last Lagin 1= Group View v

~  Default Group 5

Switching the view list from Group view to User view allows you to enable or disable SOS for AD

group members.
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Note: Because a single AD group member can exist in different AD groups at the same time, the
granular control settings for AD group member will be the merged results from those AD

groups, it is not supported to configure these settings right from a single AD group member.

Export user list or access permission list

When you are managing several users on your team, you may want to export the user list or
access permissions to maintain a record. The user list and access permissions can be exported
as a CSV file.

Required Gateway version v3.28.2 or higher.

Login to Gateway web portal, then click the Management tab, then click the Users button.
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& splashtop L}
D My computers

L0 My devices

E Logs v

b, Downloads

® sos

88 Management ~
Users
|
All devices
Grouping
Deployment
preference Policy

Scheduled Access
Channels

1-to-Many Actions

1-to-Many Schedules

If you click the Export icon, and click the option in the droplist, you can download the user
list, user access permission or group access permission as a CSV file.

Management / All computers ° ¢
All computers
+ Add Computer - Onlyshow selected ) Friters = Q
Computer Name Group Streamer Version Policy Name IP Address Last Online Notes -
[ & | 37.24 Online &

Hello world o

The User List's CSV file includes the Account, Group Name, Status, Role, etc.
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A B [ C | D E F
1 |Splashtop Account Group Status (setting) Status (result) Source Role
2 | Default Group enabled enabled Local owner
3 | a enabled enabled Local group_manager
4 | C enabled enabled Local admin
5] Default Group enabled enabled Local member
6 | b enabled enabled Ad Group( admin
7| Default Group enabled invalid Ad Group member

The User Access Permission's CSV file includes the Account, Role, Status, User Group

Name, Access Permission, etc.

A B | C | D | E
1 |Splashtop Account Role Status User Group Access Permission
2 admin enabled c All computers
3 | member enabled Default Group No computers
4 admin enabled b All computers
5 | owner enabled Default Group All computers
6 group_manager enabled a All computers

The Group Access Permission's CSV file includes the Group Name, Access Permission,

Computer Name, Computer Group, etc.

[ pINE S o I =S R -

A B | C D E | F [ G
|Computer Name  Host Name uuiD Type Pool Size Group Name  Operating System
rds - 2 rds - 2 RDP Default Group Microsoft Windows
|rdp rdp RDP Default Group Microsoft Windows
rds -1 rds -1 RDP Default Group Microsoft Windows
_|rdspool rdspool RDS pool 2 Default Group
| Macmini Macmini Computer Default Group macOS Ventura 13.3.1
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Computers

With All Computers page, an administrator can have an overview of the registered computers
with the Splashtop Gateway. A computer is considered "registered” in the Gateway after

applying a deployment package or manually installing Streamer and granting access.

Management / All computers o -

All computers

- Only show selected ) Srites = h Q
Computer Name Group Streamer Version Policy Name 1P Address Last Online Notes
@ Default Group 3721 Online &
B 112334 3721 Online Hello world [

You can choose to display the computers in list view or in group view and you can select to

show a specific computer group only.

Manage a Specific Computer

An administrator can remotely manage a specific computer by clicking the gear icon at the end

of its row.
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Management / All computers o N

All computers

+ Add Computer - Only show selected {2 Triers = (hy Q
Computer Name Group Streamer Version Policy Name P Address Last Online Notes \
&) . N - §
Default Group 3721 Online Reboot computer >
u 112334 3721 Online HenamE compEr (o]

Assign computer group

Functions include:

e Reboot computer

e Delete computer

e Rename computer

e Assign computer group
e Add notes

e System inventory

e See user list

e See properties

Reboot computer

Administrator can remotely restart the Streamer, and perform a normal computer reboot or a

safe-mode reboot with networking.
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Remote Reboot- = @« & 18« e X

() Restart Streamer (does not reboot the computer)

© Normal reboot

Delete computer

Administrator can remove the computer from the Gateway by logging out the Streamer. Once a
computer is deleted, the Streamer of that computer must re-grant access using the deployment

code in order to register again in the system.

Computer Name
HGHJadkyL [F

~¢ Connection Status
No active session

%, Computer Deployment
Enter code from your admin to allow access to this computer
Gateway [ 192168.65.192:22100 |
Code [ |
AllowAccess

Rename Computer

Administrator can assign a customized name for the computer.
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Rename Computer X

This name will be displayed in the computer list. It will not change the OS5
hostname.

MNew Mame

HGH-CALEBD's MBPJ I

w1 [

The name cannot contain these S|:'eCiEl| characters <=;"*+=\|7

Cancel ‘ ‘

Assigh computer group

Administrators can assign the computer to a group to inherit the access permission of the

group.
Add note

A note field available to add description to the computer.

See user list

Administrators can check the list of users that have access permission to this computer.
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User list

The users who have access to HGH-CALEBD's MBA
* AD/SSO group members will not be displayed.
* On Users page, you can change the access permission.

Role T Account
a Admin

m Manager (groups)

Q Member

JZ. Member

J:' Member

& Oowner

2 6Users

See Properties

This page displayed the properties of the computer.

User Group

Developers

112334

Developers

Default Group

Default Group

Default Group
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Management / All computers / Properties

General Inventory  User list

Computer info

Computer Name Device Name
HGH-CalebD-Vistro 4 HGH-CalebD-Vistro

Swreamer Version o5 version

372 Windows 10 Pro 64-bit 22H2 (10.0.19045.5011)
WAN IP Address (D) LAN IP Address

stat

onlin

The o tes

From 2024-06-27 10:38:29 to 2024-09-27 10:40:24 by user caleb@sop.com from device Web Client

Notes

Hello world

Remove computer

This will permanently remaove "HGH-CalebD-Vistro” from this team, and the action cannot be undone.

Remove this computer

Export and save a copy/record of the computer list

When you are managing several computers on your team, you may want to export the computer
list to maintain a record. The computer list can be exported as a CSV file. The Computer List's

CSV file includes Computer Name, Host Name, Group Name, OS, etc.
Required Gateway version v3.28.2 or higher.

Login to Gateway web portal, then click Management tab, then click the All

Computers button.
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&< splashtop M

D My computers

L0 My devices

B Logs ~
s Downloads

@ sos

88 Management -~

Users

All devices
Grouping
Deployment
preference Policy

Scheduled Access
Channels

1-to-Many Actions

1-to-Many Schedules

If you click the Export icon, you can download the computer list as a CSV file.

Management / All computers

All computers

+ Add Computer - Only show selected  T)

= Filters

Computer Name Group

Streamer Version Policy Name IP Address Last Online Notes
3724 Online ®
n ine Hello world o

The CSV file includes Computer Name, Host Name, Group Name, OS, etc.
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A B | C [ D | E | F [ G

1 |Computer Name  Host Name uuID Type Pool Size Group Name Operating System

2 rds-2 rds - 2 RDP Default Group Microsoft Windows

3 |rdp rdp RDP Default Group Microsoft Windows

4 rds -1 rds -1 RDP Default Group Microsoft Windows

5 |rdspoal rdspool RDS pool 2 Default Group

6 |Macmini Macmini Computer Default Group macOS Ventura 13.3.1
Devices

Administrator can manage the devices from All Devices in the Management console. A device
refers to a client endpoint which the user uses to access the remote computer. It can be a
computer, a smart phone device or a tablet.

Clicking on All devices from Management tab, you can see the list of enrolled devices.

& splashtop M) Management / All devices 0
3 My computers
e All devices
L0 My devices
8 Logs v @ Client @ Browser T) 10 Device(s) Allusers-  ¢h Q
& Downloads
® sos I os Device Name Account Version 1P Address Last Login (D
¢ @
- :
62 Mansgement “
Users ‘ @
All computers B @
é 8
Groupin
Deployment
Preference Policy = o
Scheduled Access ‘ @
This table includes information such as the device name, IP address, version of client app,
logged Splashtop account and time of last login.
You can choose to delete a device by clicking on the Bin icon at the end of each row.
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Export the device list

When you are managing several devices on your team, you may want to export the device list to
maintain a record. The device list can be exported as a CSV file. The Device List's CSV file

includes Device Name, Platform, Account, Version, etc.
Required Gateway version v3.28.2 or higher.

Login to Gateway web portal, then click Management tab, then click the All Devices button.

& splashtop @)  Management / All devices (< E
D My computers A
. All devices
LD My devices
B L v
B Logs @ Client @ Browser [$] Alusers- ¢y Q
&, Downloads
® sos os Device Name Account Version 1P Address Last Login
[ 4 1]
- L 0
~
Users ‘ @
H] w
[ W
u o
H 0]
Scheduled Access ‘ @
[ @
Channel
L @

Firstly, you can choose the Client tab or the Browser tab, then click the Export icon. You

can download the client list or browser list as a CSV file.

All devices / \
@ Client @® Browser T) 10 Device(s) All Users ~ Q
os Device Name Account Version IP Address Last Login (D

The CSV file includes Device Name, Platform, Account, Version, etc.
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A B , c | D | E | F ,
1 Device Name Platform  Account Version [P Addres:Last Login
2 | Browser 3.6.6.0 2/27/2024 11:13
3 | Windows 3.6.6.0 3/14/2024 15:.07
4 Browser 3.6.6.0 3/7/2024 1751
5 | Browser 3.6.6.0 3/4/2024 21:48
6 Browser 3.6.6.0 3/11/2024 1428
[ MacO5 3.6.8.0 3/22/2024 17:32

Grouping

Manage Grouping

Now Splashtop On-Prem allows the administrator to create groups that contain specific

computer(s) and user(s). It is easy to manage access permission based on groups.

Group your users and computers for easier management. Assign access permissions by user or

by user group.
Get started by logging in to your Gateway Web Portal - Management and clicking on Grouping.
Notes:

e Each user or computer can only belong to one group.

e Supported since Gateway v1.1.9

General

Group the computers for easier management. Your computers will then be organized by groups

on your Splashtop On-Prem app and the web console.

Group users for easier access permission control. You can set access permissions for an entire

group of users. New users added to the group can inherit that group's access permission

settings.
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Create a group
Create groups by login to your Gateway Web Portal >Management > Grouping.
Add users or computers to the group

From the grouping page, use the gear icon to the right of the group to add users or computers.

Multiple users or computers can be added at a time.

From the computer list page, use the gear icon to the right of each computer to assign that

computer to a group, one computer at a time.

When creating a user, you can optionally choose a user group. When done, the user will

automatically be placed in that group and inherit the group's access permissions.
Edit group

From the grouping page, use the gear icon to the right of the group to edit the group

properties. You can rename the group. You can also add users and computers to the group.

Set access permissions

Access permissions are set on the Users page, under Management > Users.

You can set access permissions for a single user or a group of users.

Click on the gear icon to the right of a user or user group and choose "Access Permission."

You can then select any combination of computers and computer groups to be accessible by

that user or user group.

Connection pool

Connection pool allows user to connect to the remote computer by just clicking the Connect
button under the group section, rather than expanding the group and select one particular
computer to connect, which provides convenience when user don't need to care which

computer it will connect to, like the following scenarios: When connecting to a RDS server
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through Splashtop Connector, Splashtop Connector will fork virtual computers per the profile's

pool size definition.

Connection pool works not only with RDS setup, but also physical computers setup, as long as
the group is enabled as connection pool, Gateway will regard all the computers inside the group

as the pool.

Steps to setup Connection pool:

1. When you are creating a group in Management -> Grouping -> Add Group, you can check Set

the group as connection pool option.

Management / Grouping / Add Group

Add Group
Group Name Group hame
Connection Pool Set the group(s) as connection pool

: Set the number of enabled user limits for the group(s)
Enabled user limits

5000
* By default, all admins have access to all computers unless access permissions are explicitly modified

\ I cancel

For existing group, you can click the gear button in the group list, choose "Edit group" and

enable the option.
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Grouping

Group your users and computers for easier management. Use computer groups to better organize your computer list. Use user groups to easily control access permissions for multiple users. Learn more about grouping

* Note that each user or computer can only belong to one group.

=

Group T Number of Group Managers Number of Users Number of Computers Number of enabled user limits {

Assign user

Assign group manager

@ @ @ @ (oe

2. And then on user's On-Prem client app, there will be Connect button appear under the group,

user can click Connect to connect a Gateway assigned computer

> Group1 (1)

I\ 1available

Notice: Please enable Allow members to see groups option in Team settings to make sure user

can see the group. (Settings — Team settings — User settings)

&« splashtop @) settings / Team settings
D My computers User settings
General
LD My devices
Security Group-specific manager role Learn more
® vLogs v

Two-step verification

Allow members to see groups
& Downloads aroup:

Device

® sos Account policy 4/&“4 w members to connect to computers in an active connection

Allow members to establish concurrent sessions
Unattended access
1
88 Management v 3 Attended access

=t - " [ ]

Member's permission for computer note: View only v

Email 2

embers to disconnect otl

668060688

ot computers and restart Streamers Detailed settings

Sysiog
AP

& system v
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Group user limits

Define a max user number for groups could be useful if your Gateway groups are designed to

be isolated from each other, and IT admin would like to have better control over license seat

management.
1. Go to Management/grouping

o~ splashtop’ ]

2 My computers

L0 My devices

E Logs v
<, Downloads

@ sos

eg Management ~

Users
All computers
All devices

)
Deployment
Preference Policy

Scheduled Access
Channels

1-to-Many Actions

1-to-Many Schedules

2. Set a user limit number and apply to the group by enable the checkbox and save.
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Management / Grouping / Edit Group

Edit Group
Group Name Accounting
Connection Pool | Set the group as connection pool

Set the number of enabled user limits for the group(s)
Enabled user limits

5000

By default, all admins have access to all computers unless access permissions are explicitly modified

m cancel

3. Below actions will be blocked when trying to break the limits.

Adding new users to a group

Moving users between groups

Enabling users (in the group)

Scheduled access

Introduction

Scheduled Access is a new feature that will allow admins to schedule users, groups, and

computers for remote access on a time-slot basis.

See this article for a few example scheduling scenarios.

Notes and Best Practices

e Scheduled Access are granted in addition to existing user/group permissions that are
set under Management -> Users - they do *NOT* override existing user/group

permissions.
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e If there are already existing permissions configured under Management -> Users, it is
recommended to de-associate these existing permissions and “migrate” to use the
Scheduled Access feature for users who only need scheduled remote access.

e The Team Owner and Admins can use the Scheduled Access feature.

e For open lab hours, create a separate schedule and configure a timeslot for it. For
example, 0:00 - 9:00, include all groups of members. 17:00 - 23:59 another timeslot
and include the group of members.

e To receive the proper disconnect warning messages, it requires Splashtop On-Prem app
v3.4.4.0.

e The select computer page may not work well on IET1. If you see issues with IE11, please

try another browser or upgrade IE.
Scheduled Access Configuration

1. Before creating any new schedules, go to Splashtop web console -> Settings -> Team
settings -> Unattended access to configure the Scheduled Access timezone. Timezone
cannot be changed when a schedule is in place. Only the team owner has access to this
setting.

& splashtop M Settings / Team settings

G My Computers In-session voice call
General

LD My Devices security RDP Computer

B Logs h Two-step verification VNC Computer

e Downloads Device authentication

@ sos Account policy SSH Computer

Sessic

security Web app @ Learn more

Unattended access

82 Management R System Tools for Owneronly v G
Attended access

@ settings 2

User Settings Offine computers policy Detailed settings

Auto update Streamers. Detailed settings

CHCN NN NN N

Authentication

Email | Scheduled access America/Los_Angeles (GMT -08:00) v]

2. Go to https://{gatewayaddress} -> Management -> Scheduled Access

3. Click "Create Resource" and fill in the fields. The resource will contain what set of

computers will be scheduled for access, such as a specific computer lab.
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& splashtop @)  Management / Scheduled Access

D My Computers

, Scheduled Access
L0 My Devices

E Logs v

< Downloads

@ sos

Users

All computers 4 5/ -
All devices !
Grouping

Deployment -
Create Your First Resource

Create Resource

Preference Policy

Scheduled Access

Channels

4. Click "Advanced Settings" to enable support for Exclusive Mode. This setting prevents a
remote user from accessing a computer if there is a user logged into the operating system.
This helps with preventing users from connecting to a computer that is in local use. The

logout and lock screen settings also help for cases where students forget to log out of their
OS accounts.

Advanced A

Support connection pool for schedules

@) support exclusive (remote or local) access for member accounts

Set below options as default when create a schedule (can edit later in schedule settings)

Set the schedule as connection pool
Prevent member from accessing a computer which has already been logged in
Allow access to a computer with a logged in user, if idle for more than:

Blank screen and lock keyboard/mouse when in a session

Log out user on a disconnect:

Lock screen before user logout for unintentional disconnects:

5. Select the computers or computer groups that you would like to make available in the

resource.
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6.

Create Resource

oo
8a

General

]

Computers

Resource Managers

Bo

Advanced

General

Resource Name *

Description
Resource Status

Computers

Select Computer

Groups

[_] Only show selected
&% Alpha Corp (0)

& Beta Enterprises (0)
g Gamma Industries (0)
g Delta Systems (0)

g5 Epsilon Holdings (0)
&% Zeta Solutions (0)

&% Eta Technologies (0)
& Theta Innovations (0)
g lota Consulting (0)
& Kappa Services (0)
&% Accounting (0)
& HR ()

& T

2 Marketing (0)

2 Sales (0)

g% Customer Support (0)

&% Research & Development (0)

0 Group(s) Selected

Activ

-

+ Add Computers

Computers

[_] Only show selected

v

Developers
> Designers
¥ Analysts

» Technicians

w

Support Staff

» Interns

v

Meeting Rooms

> Office Equipment
¥ Vehicles

> Laptops

» Desktops

» Mobile Devices

v

Saoftware Licenses

Network Resources

~

w

Storage Solutions

v

Printers

v

Project Alpha

0 Computer(s) Selected

«|+

Clear all

Can(e' n

Group managers also have the capability to create resources and schedules.

(Optional) Assign a Group Manager to help with managing schedules on the resource.

in the U.S. and elsewhere.
property of their respective owners.
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Resource Managers (0]

Resource Managers

7. Click Manage Schedule from context drop-down menu (Gear Button) to assign Schedules to
the resource.

Management / Scheduled Access

Scheduled Access
:
Resource Name Computer Owned by Resource Manager Created at Updated at |
dit
em ®
FAit222
< > August2024 ~ 0 Month ~ Week  Day

sat Wednesday, Aug 28

22 2 24

8. Create the Schedule for the resource by filling in the Name, Starting Date, and Recurrence.
Select user groups or individual users to associate with the schedule. You may also paste a
list of user emails. Note: The time drop-down selection is a 30-minute interval, but you can

manually type in a value granular to a minute.
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Schedule Name *

(®  Select Date ] o000 ® - 2339 ® Time zone
¢ Never v

g s to the schedule (optional) (0 /250) &

Q Associate users to the schedule (optional) 000) ®

e Assign a Schedule Manager to the schedule (optional) ®

&R Force session to disconnect when schedule ends
Notify users before session ends: | 3 inutes

Cancel

Repeat X

Repeat on:

End Time:

O MNever End

() To Select Date @
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Check "Force session to disconnect when schedule ends" if you would like sessions to
forcefully disconnect at the end of the timeslot. Note: This does not log out of the remote
computer's user account.

Exclusive mode:

Click "Advanced Settings" to turn on/off exclusive access

Advanced A

3 support connection pool for schedules ©

Support exclusive (remote or local) access for member accounts @

Set below options as default when create a schedule (can edit later in schedule settings)
Set the schedule as connection poel

Prevent member from accessing a computer which has already been logged in

Allow access to a computer with a logged in user. if idle for more than: 0 minutes -

Blank screen and lock keyboard/mouse when in a session

¥ Logout user on a disconnect:

¥ Lock screen before user logout for unintentional disconnects:

Allows computers that are part of this schedule to be accessed only if the computer is
currently at the Windows/Mac Login screen, making the computer exclusive for the user
that is currently logged in to the Operating system using the computer. Applies for users

either present at the lab or remotely connected through a Splashtop session.

Auto-logout after disconnection might be helpful for exclusive access. Make sure streamers
are updated to v3.4.4.0 to use the checkbox option above.

9. To pause / resume a Schedule, click on the Schedule and then pause / resume button.
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® fewafew

® 00:00-23:59 Aug 19, 2024

Q,

Groups 2

Users 1

‘Owned by Resource Manager

8 fewafew

® 00:00-23:59 Aug 19,

Groups 2

Users 1

Owned by Resource Manager

10. To clone a Schedule, use the Clone button.
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8 fewafew

©® 00:00-23:59 Aug 19,2024

Groups 2

Users 1

Owned by Resource Manager

Noi

Service Desk

Service Desk - Channel

Overview
The Service Desk - Channel feature in Splashtop On-Prem simplifies IT support by organizing
support sessions into manageable channels.

Features of Service Desk - Channel
1. Channel Management:
a. Create and edit channels for organized support.
b. Associate technicians and groups with channels.
c. Enable granular permissions for each channel.
2. Permissions and Roles:

a. Assign roles such as Channel Manager or Technician with distinct permissions.
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b. Permissions include creating, transferring, and managing support sessions.

3. Support Sessions:

a. Each channel can manage up to 100 support sessions.

b. Sessions can be transferred, closed, or reassigned across channels.
4. Default Channel:

a. A system-created default channel ensures seamless transition for unassigned
sessions.
5. Granular Control:
a. Fine-tuned permissions for tasks such as remote access, file transfers, and

command execution.

How to Use Channels
1. Creating a Channel
a. Navigate to Management > Service Desk > Channels.
b. Click on Create Channel.
c. Fill in the required fields:
i. Channel Name: Must be unique (up to 64 characters).
ii. Description: Optional but helpful for identification.

iii. Session Expiration: Define expiration (e.g., 30 mins, 1 day).

@ splasht o Channels (B

& Downloads

Channels

Channel Name permissions @ Support Sessions status Last Updated

@ sos

38 Management N

Users
Company A ; 2024-1216 13243
Al computers 1 0 Enabled 20241216 13:24:36

All devices
Company B 1 0 Enabled 20241216 13:24:47
Grouping ‘

Deployment Company C 1 0 Enabled 20241216 13:25:12
Preference Policy

Scheduled Access Compary O . - 3 7 Enabled 20241216 132531

Default 2 1 Frabled 20240816 184237

2. Assigning Technicians and Groups

®@ @ @ @ e

a. Use the Assign Technicians & Groups panel.
b. Select from available groups or technicians.

c. Note: Up to 1,000 technicians and 100 groups can be associated with a channel.
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Assign technicians and groups

Q Search

Select groups Select technicians
Only show selected Only show selected

& IT (0)

1 group(s) Selected Clear all 0 technician(s) Selected Clear all

cance'

3. Editing or Deleting a Channel
a. Access the gear menu next to the channel name.

b. Select Edit Channel to modify properties or permissions.

c. Choose Remove Channel to delete. Note that this action is irreversible.

Last Updated

2024-12-16 1 gt channel properties ©
Edit Technicians & Permissions

202412161 ot a5 default channel ©

Disable channel
2024-12-16 1 e
Remove channel

Permission Matrix

Roles dictate the actions a user can perform. Below is a summary:
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Role Permissions

Owner Full access to manage channels, permissions,

and support sessions.

Team Admin Similar to Owner, but cannot remove default
channels.

Technician Limited to managing assigned sessions.

Group Manager Manages associated groups and permissions

but cannot create channels.

Channel Behaviors

Default Channel
e Assingle default channel exists per team.
e Unassigned sessions from private channels are automatically moved here.

e Cannot be deleted or disabled.

Enabling/Disabling Channels

e Disabled channels are hidden from the Service Desk console but retain their data.

e Enabled channels appear in the console and allow session management.

Error Handling

e Duplicate names trigger an error prompt.

e Session limits: Exceeding 100 sessions or maximum active channels results in errors.

Best Practices
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1. Organize Channels:
a. Use descriptive names and appropriate session expiration times to streamline
management.
2. Utilize Default Channel:
a. Ensure proper handling of unassigned sessions by configuring the default
channel correctly.
3. Leverage Granular Controls:

a. Assign permissions based on roles for precise control over session actions.

Logs and Reporting

¢ Channel logs include details of changes, session activities, and user actions.

e Export logs monthly or filter by date and channel for detailed reports.

Troubleshooting Common Issues

e Channel Not Visible: Check the channel status (enabled/disabled).
e Permission Errors: Verify role assignments and granular settings.
e Session Transfer Errors: Ensure technicians are assigned to both source and destination

channels.

Service Desk - Console and General Usage
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Service Desk provides not only a new interface for users to monitor and manage attended
sessions but also an opportunity to enhance user’s workflow. You don’t need to wait for a new
9-digit code generated from the end users' side each time when starting an attended remote
connection.
Requirements
e Both On-Prem app and SOS version v3.7.2.1 or newer
e For a user account to be able to use the feature:
o The attended access feature (SOS) should be included in your license.
o He/she must have the attended access feature available to him/her, being a

technician role for example.

How to enter Service Desk console:
e You can enter Service Desk console from either the web console or the On-Prem client
app.
e From Web console:

}:sploshfop' D My Computers

| ) My Computers

My Computers

L0 My Devices

[E Logs ~ .
g + Add Computer b on-Prem Client ()

4, Downloads

@ 50s Computer Name

B

ADMIN

88 Management ~
{5} Settings ~
= System %
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&< splashtop H)  service Desk [ B
) My Computers
Home £ Home
L0 My Devices
&
s Downloads Private -
@ sos Default 0 Hame Status | Time Channel Tachnicien Device
' B Service Desk Of course, at this point. when Keats.. 1 - Closed 2024-09-03 15:54:39 Private (¥ou)
st S Customerd62770186 Closed 19-03 17.:49:51 this Is a longlong ch. ¥ou)
2 " « thisis a longlong channel name 1
e Customersd7687971 Expired 202409-14 16:58:13 this is a longlong ch [You)
@ Settings v
CostomeraB7sIBes  bupied 2020914 165813 rivate vouy
= system v
Customer180996976 Expired 2024-09-18 09:33:05 Private You)
From On-Prem client app
e Windows users
| -l m - O X
| File View Service Desk SOS Window Help
C @ = D
v 112334 (1)
E wH [ B
| v 555223 (0)
v <a’ - o T R0
¥ Accounting (0)
Splashtop Service Desk = (=] X
& splashtop Home
- - -
Name Status ~ Time Channel Technician Device
Private 3 L | s 2024-10-11 12:51:36 thisis alongl... (You) H =
Default o | Actve 2024-09-29 17:26:43 Test (You) W
Of course, at this point, wh... 4 Customer582718260 | Actve 2024-09-03 12:12:39 Test (You) Xiaomi14Pro
e Mac users
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C@a

v new (1)
\:‘ ¢ gEPUEEEC mini
—
v RDP (1)
D ¥ Galaxy Tab Active2
v test (1)
[E5] ¢ v
o =) Splashtop Service Desk
& splashtop Home
Name Status ~  Time Channel Technician Device Actions
. win-1325 | Active 83 2024-09-14 08... channel123222 (You) HGHT-Mi...
Private 2
3 o Customer274748691 lAclive 2024-10-10 16:... Private (You) HGH-Ben...
123 » c | Active 2024-10-08 09... Private (You) GalaxyA9...
win-1008 | Active 8 2024-10-10 09... Ttest<>:;-new c... HGHT-Mi...

Maetonnaw rhannal n 2

e Android users

=  Service Desk @ i

Home 11

Channel

Private 1

Default 10

(o ]2

[ @ @ B

Computers 505 Service Desk Recent
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How to help your client via Service Desk

Channels: In Service Desk, “Channel” is similar to the concept of group of related sessions.

When you enter Service Desk, you will find Home and Channel there:

Service Desk
Home : Home
Channels @:}

Private 3

¢ Home: On Home, you can find all the attended sessions that are assigned to you.

e Private: Sessions in Private channel can only be seen by yourself.
Create a new session and get it ready for support:

Step [1] <Technician side>:

Click the "New session" button on your chosen channel

New Session

optional 0/200 ]

c ncel

Share this support session to you client via link or pin code:
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test_ap1012

Link PIN Code

Send the following link to your customer

Share Your Support Session X

Share Your Support Session

test_ap1012

Link PIN Code

Tell your customer to enter the following PIN code at
https://192.168.70.75:443/help123

https://192.168.70.75:443/web/service_desk/download... 494903
This link expires on 2024-10-13 15:20:07 PIN code expires on 2024-10-12 15:30:39
0K OK

The status of the session will be "Waiting" by now:

test ap1012 Waiting 2024-10-12 15:20:07 Private (You) (53 ::,’ -
Step [2] <Supportee side>:
With the link or pin code, the supportee can download the app and launch it.

e Download:
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Downloading your support app...

1 If the downloading didn’t start, please click the button below to download manually.

[ | ] 2
. S "

Windows MacO5s i0s Android

Support app for Windows
Windows 7 and above (EXE, X86, S05 version 3.7.2.1)

2 Launch the downloaded program.

It may be located in your "Downloads” folder.

3 Wait for the connection request.

Before approving the request, please make sure the person connecting in is someone you trust.

e Launch the app: Input your team gateway address and get ready (If you want to skip this
for your supportee, can contact us and get a SOS build with gateway address, then

config it on your admin console)
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& t - Splashtop SOS - X

Settings
- Gateway Address X
Please enter gateway address @ Security
| Connect
(@ Failed to connect to Splashtop servers. 3 Readyt

Please check your network connection.

Step [3] <Technician side>:
Request the access permission to the client's device
e Once the end user launches the support app, the status of the session will change from
“Waiting” to “Active”
Name Status T Time Channel Technician Device
test_ap1012 Active 2024-10-12 15:20:07 Private (You) - ® 2
e When the session is active, technician can request permission to connect by clicking

“Start Remote Session”
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Home

= -

Name Status T Time

test_ap1012 Active 2024-10-12 15:20:07 Private (You) . H D ﬁ ":.'

]}
jo)

Channel Technician Device Start Remote Session

Request Permission
Requesting permissions from test_ap1012 for the following actions:
Permissions

Remote Access (1)

View, control, and transfer files

Step [4] <Client side>:

Handle the permission request from technician

e After the technician requests permission, the end user would see the prompt as follows

to reject or grant permission.
= | 1N L E— a— S fo sl 3

wey Grant Permission

Do you agree for the following actions to be performed
during this support session by the Technician?

(Click Cancel to deny the request.)

View, control, and transfer files

e The following will show on the end user’s side if he/she grants the permission:

Page 135 of
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- Splashtop SOS = X
Settings [
p Security
Revoke

Remote Access
- View, control, and transfe:

0

nnection

Step [5] <Technician side>: Access to the target device to support

e If the user grants the permission, the “Start Remote Session” icon will change from @

b
to CA , Which means the technician can connect to the user.

e Now, the technician can start to connect by clicking “Start Remote Session”

Name Status T Time Channel Technician Device

Start Remote Session

test_ap1012 Active 2024-10-12 15:20:07 Private (You) .

Other actions supported on Service Desk console

In addition to “Start Remote Session”, you can also take the following actions.
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= @ |-

Transfer

Invite Other Technicians
Show PIN Code

Release

Close

Delete

® =

e Assign Technician: assign or re-assign a technician to the support session.

e Transfer: transfer the session to another assignee or another channel

e To transfer to another assignee, permission for Release should be granted

e To transfer to another channel, access to another channel should be granted

e Invite Other Technicians: Invite up to 2 other technicians to the support session (max

total 3 techs)
e Copy Session Link
e Show PIN Code

o Release: release the session from the assigned technician

e Close: close the session

e Delete: delete the session from the channel

Session status

Name Swatus T Time Channel Technician

Device

test_ap1012 Active 2024-10-12 15:20:07 Default (You) BB HGH-Aprily-T490 G =2
Customer998634503 Expired 2024-10-09 13:00:20 Test (You)
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Customer005329358 Waiting 2024-10-09 11:55:38 Of course, at this po... (¥ou) o =
test_ ] In queue 2024-10-12 15:40:00 Default B e £ =

e Waiting: The status will be “Waiting” for the user to download and run the Service Desk
support app from the unique link right after a new session link has been generated.

e Active: The Service Desk support app has been started on the end user's computer; this
session has a technician assigned, and the technician is ready to request permission to
connect.

e In queue: The session has been released, and it is waiting for a technician to take the
session.

e Expired: The session exceeded the Session Expiration time that was preset from the
Channel settings.

o Closed: The technician has manually closed the session. No further connection is

possible. To connect again, generating a new session is required.

Deployment

Deployment package provides quick and easy way to install and configure Streamers in
computers. Administrators can create different custom deployment packages based on

company security policies.

On the computers that you'd like to connect to, the Splashtop Streamer must be installed. This

can be done in 4 simple steps.

1. Create a deployment package on https://{gateway} > Management > Deployment. A
deployment package consists of a deployment streamer and a unique 12-digit code.
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&« splashtop’

© My computers
LD My devices
B Logs

<& Downloads

® sos

G

Users
All computers
All devices
Grouping
Preference Policy

Scheduled Access

Channels

& splashtop

0 My computers
L0 My devices
B Logs

o Downloads

@& sos

88 Management

Users

All computers
All devices
Grouping
Deployment
Preference Policy

Scheduled Access
Channels

1-to-Many Actions

1-to-Many Schedules

Inventory
&} Settings

= system

M)  Management / Deployment

Manage Deployments

v Easily deploy Streamers to the computers you want to remotely access
1.C

+ Add Deployment [JE@}

s Deployment Name Policy Name

m Management / Deployment / Add Deployment Package
Add Deployment Package

v Package Name
Palicy Name

~

Computer Naming Rule

Grouping

General Settings

yment” button to create a new pa

nloading the actual Installer and sending it yourself
up In your computer st

Computer Naming Rule Deployment Code Date of Creation

Select a preference policy
None

Create preference policy

© Use current 05 hostname
Keep in sync with O hostname @
Use custom name + sequence number
e.g. Acme Bakery (005)
Use custom name + current OS hostname
e.g. Acme Bakery - Steve's Win7

Group Cheice

Default Group -
Create or manage groups

Auto-launch Streamer

Idle session timeout

Hide Streamer tray icon

2. Select -for the package that was just created.

o
2
: 3
s
<

Deploy

Deploy

Deploy

Deploy

e e 0 e e e e
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3. Have your users install the streamer. You can send the deployment package link to your
users. By following the link, your users can download the streamer installer and run the file.

You can also send the streamer installer file directly to your users (via Dropbox, email, etc.).

a{SPIOSh'OP <8} Management / Deployment / Deploy Package
M 1

= AR Deploy Package

L0 My devices

B Logs v Option 1: Share link

<5 Downloads

@ sos

1. Send the link below to your users. The link will take them to a web page where they can download the installer and follow simple instructions to set up.

2. After your users run the installer, their computers will become accessible by you.

Shareable Link v (a]}

88 Management ~
Try Link
Users

All computers
; Option 2: Download Installer

Al devices Installer choice
Grouping Platform 55 & & A Windows (EXE. X86, Streamer version 3.6,8.0) z
Deployment 1. Download the Streamer installer

Preference Policy 2. Send the installer and the 12-digit code to your users.

Scheduled Access
3. After your users run the installer and enter the code, their computers will become accessible by you.

12-digit Code (]

Channels

1-to-Many Actions

1-to-Many Schedules

Or install the streamer yourself. Streamer installation on Windows or Mac computers can be
done silently via command line executable or MSI. This is the easiest way to automatically mass

deploy computers with the help of RMM tool, Microsoft SCCM, or Microsoft Group Policy.

4. Activate the Streamer with the deploy code. Once the Streamer is installed, input
the {Gateway IP/FDQN:Port} in the Gateway field and Deploy code in the Code field, and
click Allow Access to activate.

Port 443 is default, so you can ignore it when entering the Gateway address.
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Gateway L Enter Gateway address

Code ' Enter Deploy code

Allow Access o

Team admin can further configure the Streamer's access permission on the management

console.
deploy options

You can specify deploy options when creating the deployment package. Here explains the
meaning of these options.
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Package Name

Policy Name

Computer Naming Rule

Grouping

General Settings

Security

Sound

Package name

Select a preference policy
None -

Create preference policy

© Use current 0S hostname
Keep in syne with OS hostname )

Use custom name + sequence number
e.g. Acme Bakery (005)

Use custom name + current OS hostname
e.g. Acme Bakery - Steve's Win7

Custom name

Group Choice
Default Group -
Create or manage groups

Auto-launch Streamer

Idle session timeout

dle session timeout

Hide Streamer tray icon
Enable direct connection

Enable direct connection

Require Windows or Mac login

Request permission to connect

Reject connection after request expires (At login screen, reject automatically)
Reject connection after request expires (At login screen, allow automatically)
Allow connection after request expires

O off

Blank screen when in a session
Lock screen when disconnect
Lock keyboard and mouse when in a session

Lock Streamer settings using Splashtop admin credentials

© Output sound over the remote connection only
Output sound on the local computer only

Output sound both over the remote connection and on the local computer (Windows Streamer only)

Add Cancel

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc.
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Option

Description

Notes

Package Name

Enter a unique name to
identify the deployment
package.

Helps distinguish between
different deployment
packages.

Policy Name

Select a preference policy or

create a new one.

Determines session
settings, quality, and

security options.

Computer Naming Rule

- Use current OS hostname:
Keeps the computer name
synced with the OS
hostname.

- Use custom name +
sequence number:
Customize computer names
with an incremental
number (e.g., 'Acme Bakery-
001").

- Use custom name or
current hostname: Allows a
custom name but defaults to
the OS hostname if

unspecified.

Organizes computers with
identifiable names in the
Splashtop management

console.

Grouping

Assign the computer to a
specific group (e.g., 'Default
Group").

Use the 'Create or manage
groups' link to add/edit

groups.

Auto-launch Streamer

Automatically starts the
Streamer when the

computer boots up.

Not applicable to Splashtop

Connector deployments.
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Idle Session Timeout

Automatically disconnects
sessions after a specified

period of inactivity.

Set to '0' for no timeout.

Hide Streamer Tray Icon

Removes the Streamer icon
from the system tray/menu
bar to prevent user

tampering.

Not applicable to Splashtop

Connector deployments.

Enable Direct Connection

Allows direct connections
for better performance
when on the same local

network.

Require Windows or Mac

Login

Options for requiring login
credentials for remote
access:

- Prompt for user
permission.

- Reject if no permission is
granted (auto-reject).

- Allow connection
automatically if no action is
taken (auto-allow).

- Turn off the feature

entirely.

Helps enforce security and

control over remote access.

Blank Screen

Hides the content on the
remote screen during

sessions for privacy.

Lock Screen on

Automatically locks the

Disconnect remote computer’s screen
after a session ends.
Lock Keyboard and Mouse | Prevents local users from

interacting with the

computer during a session.

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc.
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Lock Streamer Settings Restricts changes to
Streamer settings to

administrators.

Sound Options for sound output: Let you configure audio
- Remote connection only. | routing during sessions.
- Local computer only.

- Both remote and local

computers (Windows

Streamer only).

Features marked as 'Not applicable to computers deployed via Splashtop Connector' may not
function as expected, as the connector bypasses certain standard deployment features by

providing a direct deployment mechanism.

Preference Policy
Introduction

Preference Policy is a tool to remotely configure the Streamer settings of your deployed
Streamers and is accessible from the Splashtop Gateway web console. By assigning Streamers to
your policy, you can configure and overwrite existing Streamer settings without having to

redeploy the Streamer or manually change the settings locally at the endpoint.

Required Gateway version: v3.24.0 or higher

Platforms
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At the current time, only Windows and Mac Streamers (version 3.5.2.5 and higher) can be

added to a Preference Policy.

Usage
Create Policy

® Overview

To create a new policy, log into your Splashtop Gateway web console, hover over Management,

and click on Preference Policy in the drop-down menu. Then, click on Create Policy.

#<splashiop m
& e

LB My devices

B Logs v
oy Downloads

@ sos

88 Management ~
users
Al computers

A devices

110-Many Adtions

1-t0-Many Schedules

You will see the following screen if you have not created any policy yet.
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D My computers <
Preference Policy

L0 My devices

) Logs v

s Downloads

@ sos

88 Management ~

e
Users

S

Preference Policy

All computers
All devices
Grouping

Deployment

Preference Policy

Channels Create Policy

inventory
@ Settings v
2 system v

If you have already created a policy, you will see the following screen instead.

&« splashtop’ M) Management / Preference Policy

D My computers

Preference Policy

LD My devices

B Logs ~ 8 idle timeout, tray icon behavior, sound redirection, etc.).
uld apply to.

ey Downloads < in real-time.
@ sos

+ create Policy @]

Policy Name Deployment Package Name Computers Group Manager Created at Updated at |
88 Management ~

Wy Policy Add 2024-08-22 17:29:09 2024-08-22 17:29:09 ©

Users

All computers

All devices
Grouping
Deployment
Preference Policy

Scheduled Access
Channels

1-to-Many Actions

1-to-Many Schedules

Beside Name and Description, there are three major categories: General, Security, and
Bandwidth Management.
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Policy Properties

Policy Name * Add Policy Mame
Description (optiona .
Group Manager Mone .
Streamer settings
‘General

nselected options

> Idle Session Timeout

> Hide Streamer tray icon
Add items from unselected options

The selected options will be applied to the added computers

> Sound Remote On

» Lock streamer name

@
@
@ > Enstiedrea connection
@
@
(]

» Sync with OS5 hostname

Unzelected options

» Blank screen when in 3 session

Add items from unselectad options > Lock screen when disconnected
The selected options will be applied to the added computers

» Lock Streamer settings using Splashtop admin credentials

@
@
@ » Lock keyboard and mouse when in a session
@

Unselected options

Add items from unselected options ! @ > MaximumEPS Option H
The selected options will be applied to the added computers !

E @ »  Maximum Audio Quality Option Hig

Each of the three categories divide up into two boxes. The left box (Selected Options) contains
the settings that you have added to your policy. The right box (Unselected Options) contains the

settings that you can choose from to add to your policy.

You can also assign a group manager to your policy.

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 148 of
in the U.S. and elsewhere. All other trademarks, product and company names, and logos are the 256
property of their respective owners.



A’ spIQShfop Splashtop On-Prem Admin Guide

Policy Properties

Policy Name * Add Policy Name

Description Tl e i

Group Manager MNone .

® Add and remove items to your policy

To add an item to your policy, click on the blue plus button. The selected item will be moved to

the left box of selected options.

Streamer settings

General
Selected options Unselected options
» Idle Session Timeout 0 G) > Hide Streamer tray icon

» Enable direct connection

> Sound Remote On

>  Lock streamer name

> Syncwith OS hostname

® ® ® @ [9]

Instead, if you want to remove an item from your policy, click on the red minus button. The

selected item will be moved to the right box of unselected options.

Streamer settings

General
Selected options Unselected options
» Idle Session Timeout 0 @ » Hide Streamer tray icon
@ » Enable direct connection
@ > Sound Remote On
@ > Lock streamer name
@ » Syncwith OS hostname
® Configure the value of an added item
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After you have added an item to your policy, you can configure its value. Most of the items have
binary values that you can toggle on or off. If the switch is greyed out, the value is set to off.

Conversely, if the switch is blue, the value is set to on.

Security

Selected options

> Blank screen when in a session G) @

Security

Selected options

> Blank screen when in a session @

Initially, the item values are set to their default value. For example, the blank screen setting

above is by default turned off.
® Know your item

If you are not sure about the function of an item, you can click on the angle bracket icon to

display a concise description.
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Blank screen when in a session » ©

Selected options

% Blank screen when in a session » @

Prevent others from seeing what is on the remote screen while you
are remotely controlling this computer.

Supported Streamer: v3.5.2.4 or higher.

® Bandwidth Management

Bandwidth Management is a brand new tool that allows you to control bandwidth in terms of

the parameters FPS and audio quality.

As for the items Maximum FPS Option and Maximum Audio Quality Option, if you select the
highest value (Maximum FPS Option: "Ultra High", Maximum Audio Quality Option: Ultra High -
384k"), it will have the same effect as not adding these items to your policy at all: no

bandwidth restrictions for your users.
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Bandwidth Management

Selected options

v  Maximum FPS Option High @

The maximum available FPS option when connecting to the computer.
By configuring this policy, you can manage the consumed network
bandwidth from the computer. Some options might not be available
in your product.

Supported Streamer: v3.5.2.5 or higher.

v  Maximum Audio Quality Option High @

The maximum available audio option when connecting to the
computer. By configuring this policy, you can manage the consumed
network bandwidth from the computer. Some options might not be
available in your product.

Supported Streamer: v3.5.2.5 or higher.

® Add computers

After you have created the policy, you can then add computers to it.

Directly click on Add Computer in the pop-up.

Continue to Add Computer

You have successfully created a policy. Now you could add computers to follow

the policy.
Later Add Computer

Alternatively, click on Add in the Preference Policy dashboard.
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Preference Policy

# Create policies for your desired Splashtop Streamer settings (e.g. idle timeout, tray icon behavior, sound redirection, etc.).
« Choose which computers or computer groups the policies should apply to.
+ The selected computers will be synchronized to the policies in real-time.

+ Create Policy [

Policy Name Deployment Package

Name Computers Group Manager Created at Updated at |

111 Add 2024-08-2217:41:54 2024-08-2217:41:54 &

My Policy Add 2024-08-22 17:29:09 2024-08-22 17:29:09 {é}

Select the computer or computer group you want to apply your policy to, and click on Save.

Please also make sure that the Splashtop Streamer is updated to the latest version.

Please note that only Streamers v3.5.2.5 or higher will be displayed in the list of computers that

you can add to your policy.

e Policy / Add Computer G -

Management / Prefe:

Add Computer X
Updating to the latest Streamer version is recommended to make sure the computer can comply to all policy settings
Clear all Select all Only show selected 0 itemis) selected = Filter by group
staws Computer Name + Swreamer Version (D Group Applied Pelicy
t_] 3721 Default Group
u 3721 112334

The associated policies will be displayed in a new column "Policy Name" at Management - all

computers page.

Management / All computers ° i

All computers

- Only showselected ) Frtes = h Q
Compurer Name Group Sreamer Verson e Actess Las e Notes
K.] Default Group 3721 Policy Onlin @
u 112324 3721 Online Hel d @
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Assign Preference Policy to Deployment Package

Since Splashtop On-Prem Gateway v3.24.0, you can have your Streamers to follow a specific
preference policy the moment they get deployed. Select a created preference policy from the
dropdown shown in the below screenshot when creating a new deployment package from the
Deployment page. Please refer to this article for more information on how to create a new

deployment package: How do | set up the computers that | want to access remotely?

Add Deployment Package

Package Name Package name

select a preference policy

Policy Name None

Create preference policy

Behavior

® In-Session

When a user remotes to a computer that associated to a preference policy, the configured
settings or restrictions apply to the remote session. For example, if your policy restricts the FPS

to High and the user tries to set it to Ultra High, an error message will pop-up.
l..__-_—ﬂ Tune e he
v/ Zoom to Fit

Zoom In

Zoom Out

Original Size

100% >

FPS: Medium > Ultra High

Best Quality (with YUV 444 support) High
Best Quality Medium
Original

v Best Speed
View Only
View Only (Pen)
View Only (Laser Pointer)
Clear All

Show Remote Cursor

Performance Status
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oX

FPS

The option is not available due to being
limited by policy control. Please contact
your team admin for more details.

oK

® Streamer

Many of the items that you can configure within Preference Policy can also be configured from
within the Streamer Ul. If a setting that you have configured in your policy is also part of the
Streamer settings, the respective setting will be greyed out and cannot be configured from
within the Streamer Ul until detached from the policy. For example, since the blank screen
setting has been enabled in the preference policy, this option is locked in the Streamer Ul for all

computers that this policy has been applied to.

ASAIUL yUUL PEITIIDIUN WIS SHULIGT QUUIUHESUY USTH 19 Uyiliy 1w

connect to this computer.
() Reject connection after request expires
(At login screen, reject automatically)

() Reject connection after request expires
(At login screen, allow automatically)

() Allow connection after request expires
Qof

[_JEnable lock screen at the end of session
Automatically lock this computer at the end of your session

"I Enable blank screen
Prevent others from seeing what you're doing while you are
remotely controlling this computer.

Follow the instruction if biank screen does not work. Learn more.

(] Lock keyboard and mouse

When your device connects to this computer, lock this computer's
keyboard and mouse. Limitations.

If you remove the computer from the policy, or if you remove the item (in this case Blank

Screen) from your policy, the setting can be configured from the Streamer Ul again. However, its
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value will not automatically switch back to the default value (remember Blank Screen is turned

off by default) but will keep the value it had been given to before.

DN IU1 YU PSS VIS GLIUUITT QUUITUNLCUY UITT 19 A yIlY U

connect to this computer.

() Reject connection after request expires
(At login screen, reject automatically)

(O Reject connection after request expires
(Atlogin screen, allow automatically)

() Allow connection after request expires
Qof

[|Enable lock screen at the end of session
Automatically lock this computer at the end of your session.

@ Enable blank screen
Prevent others from seeing what you're doing while you are
remotely controlling this computer

Follow the instruction if blank screen does not work. Leam more.

"] Lock keyboard and mouse

When your device connects to this computer, lock this computer's
keyboard and mouse. Limitations.

Single Sign-On (SSO)

How to apply for a new SSO method? (SAML 2.0)

Splashtop now supports logging in to your Gateway and Splashtop On-Prem app using the
credentials created by your SAML 2.0 identity providers. Please follow the below instructions to
apply for an SSO method for your team.

Requirements

e Splashtop Gateway v3.24.0 or higher
Insert the IDP/X.509 cert info

1. Log in to your Gateway with the owner account, then go to

Management/Settings/Authentication/Single Sign-On.

2. Click "Add" to add Gateway URL. Please fill in the correct Gateway URL to ensure the

connection between Gateway and IDP.
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3. Click "Add SSO Method”, then insert the required information and save the settings for your
SSO method.

Authentication

Single Sign-On  AD Authentication

General Settings
S50 Name *

Notes

Identity Provider Settings
Please copy these configurations or download the Service Provider Metadata to create a custom app in your identity Provider. Download

m Q

Entity ID onpremise.splashto

Assertion consumer service URL https://test.gatewayaddr.com:443/api/sami/acs  O)

Service Provider Settings
Protocol SAML 2.0

IDP type il

Enable force authentication
Enabie login hint

Metadata © Import an XML file Import from URL Add manually

Back

¢ General Settings
o SSO Name: Insert a name for your SSO method.
o Notes: Insert the notes for your SSO method.
¢ Identity Provider Settings
o Entity ID: Please copy Entity ID and Assertion consumer service URL from
Gateway, then paste it to your IDP.
o Assertion consumer service URL: Please copy Entity ID and Assertion consumer
service URL from Gateway, then paste it to your IDP.
o Download service provider metadata: In addition, we also provide a metadata
download for you to import SP's metadata in IDP.
e Service Provider Settings
o Protocol: Fixed to SAML 2.0.
o IDP Type: Choose IDP Type.
e Metadata (Insert the IDP SSO Login URL, IDP Issuer, and X.509 Certificate info from
your IDP: Okta, Azure AD, JumpCloud, OneLogin or ADES, or Other 1dPs)
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o Use the metadata import to automatically populate the settings
= Upload an XML or Import from URL
o OR Add manually
= For X.509, you need to copy the contents from IdP and then paste it to
the field below.

= Be careful on http versus https addresses

4. After clicking "Save", the SSO method will be enabled.

Default S50 Name T Protocol IDP Type Status Device Authentication Browser Authentication

® ADFS SAML 2.0 ADFS (] oD ]
O ADFS 2 SAML 2.0 ADFS (] » @ e
O Okta SAML 2.0 Okta (] » @ &

e You can enable/disable/remove the SSO method in the gear button.

e You have the option to disable device authentication for each SSO method - just uncheck
the appropriate SSO method under the "Device Authentication" column.

e You have the option to disable browser authentication for each SSO method - just
uncheck the appropriate SSO method under the "Browser Authentication" column.

e You can also set the default SSO method. Click the radio button for the appropriate SSO

method under the "Default" column.
Note:

e SSO login is supported on Gateway (v3.24.0 or higher) and Splashtop On-Prem app
(v3.5.8.0 or higher).

Create SSO user
After you set up an SSO method on your Gateway, now you can add the SSO user.
Requirements

e Splashtop Gateway v3.24.0 or higher

Add SSO user
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1. Follow the instructions to apply for SSO methods.

2. Go to Management tab - Users, click on Add button on the top, then select SSO Users.

Users

:

Add Role T

Local User

AD User/Group

550 User

4 Owner

Import

€A Manager (groups)
Local Users

AD Users/Groups £3 Member

550 Users
Q Member

3. Insert the required information of the SSO user, then click Add.

e Account: This is the SSO user's login account, it's unique in Gateway.

e Authentication: Select the SSO method you would like to associate.

e Enable users: If this item is enabled, users can establish a remote session. Otherwise,
the remote session is disabled.

e Enable web access: If this item is enabled, users can access the web portal. Otherwise,
web access will be denied.

e Group: Users can be grouped into different groups, grouping is efficient in users
management/ access permissions.

e Role: There are two types of roles in the system:

o Admin: An admin can manage the users, computers, grant access permissions,

etc. Admins can have remote sessions too.
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o Member: A member can only have remote sessions with the computers with
access permission granted.
e SOS Technician: Enable SOS-On Demand support capability.
e Add: Add the SSO user to the target group.

Add SSO User X

* Account

Authentication

SSO-Marketing-EU -

Group

Default Group -

Role

Member -

Status

Enable user Enable web access

S0S Technician
[C] Enable SOS

Cancel ‘ ‘
Add SSO Groups/SSO Group members
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SSO groups/SSO group members cannot be added manually, these items can only be created

through SCIM provisioning.

Note: An SSO group member would inherit the user role and access permission of its parent
SSO Group.

Bulk import SSO users

After you set up an SSO method on your Gateway and confirm that you can log in successfully,

now you can import your users using a CSV file.
Requirements

Splashtop Gateway v3.24.0 or higher
Working Flow

1. Set up your SSO method. (Instruction)

2. Create a user with the created SSO method (Instruction) or associate an existing user with the

created SSO method (Instruction).
3. Test login using the above user.
4. For your created SSO method, start to import users using a CSV file.

Import SSO users

Go to Management tab - Users, click on Import button on the top, then select SSO Users.
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Users
ED
Add Role T Source
Local User
AD User/Group
550 User a Owner Local
Import
@R Manager (groups) Local
Local Users
AD Users/Groups £3 Member Local
S50 Users
£ member Local
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Import SSO Users X

*Upload CSV file 4 Download example

Drag and drop file here to upload

Authentication

S50-Marketing-EU -

Group

Default Group -

Email notification

Status

Enable users Enable web access

505 Technician

[] Enable 505

You have successfully imported 1 users at 2024-10-31 15:25:26. Visit the last imported report.

Cancel ‘ |

e Select CSV file: Upload the CSV file with the AD user list.

e Download CSV file template: Import AD users using the CSV file template.

e Enable email notification: if you are configured an SMTP server. Enable this item, then
users can receive the notification email.

e Authentication: Select the SSO method you would like to associate.

e Enable users: If this item is enabled, users can establish a remote session. Otherwise,

the remote session is disabled.

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 163 of
in the U.S. and elsewhere. All other trademarks, product and company names, and logos are the 256
property of their respective owners.



A’ sp'QShfop Splashtop On-Prem Admin Guide

o Enable web access: If this item is enabled, users can access the web portal. Otherwise,
web access will be denied.

e Group: Users can be grouped into different groups, grouping is efficient in users
management/ access permissions.

e SOS Technician: Enable SOS-On Demand support capability.

e Import: Import the SSO users in a CSV file to the target group.

Imported report

After the user import is completed, Admin or Owner can view the import results and download

the imported report.

Import SSO Users Report X
Account T Status
+ SUCCess
+ SUCCess
+ SUCCess
» Success
» Success
W Success
Success: 6, Failure: 0 Close
Notes

1. Itis only CSV file format supported.
2. The data in the file has to follow the standard layout. You can download the example.csv
below to check the layout/format.

3. You cannot start importing another CSV file until the current import has been

completed.
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4. All successfully imported users will be given the member role.

How to associate SSO method to existing team admin/member?

Requirements

e Splashtop Gateway v3.24.0 or higher
Working Flow
1. Follow the instructions to apply for SSO methods.

2. Log in to your Gateway — Management — Users, click the gear icon of the user profile you

would like to modify and select Change authentication.

Users
e + collapseall Friters = (hy Q
Account Role T Source Display Name Last Login Status. Assign user group ‘
€} vember Local Enabled  ACCeSS permission @
Change role
) Member AD Group (CBK) Enabled . onular Contro @
v Alpha Corp 9 Change display name @
O 2dmin Local 2024-08-20 16:06:14 Ensbled &
Configure 2-step verification
B Admin AD Group (CBK) Enabled  peset password @
@A manager (groups) Local Enabled L eer @
& Member Local Enabled  Disable web access &
Enable SOS
) Member Local Ensbled) | o ove user @
& vember Local Enabled [:::] @ ©
3. Select the SSO method you would like to associate with.
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Change Authentication Method X
Authentication
550-Marketing-EU -

Password for Gateway account

550-Marketing-EU v

4. Additionally, you can change authentication by bulk actions. Select the account by clicking on
the checkboxes to the left of the account. Then click the Bulk Actions button to configure

the Change authentication items for selected accounts.

Bulk Actions ) ~ [] Only show selected

t  Bulk Actions

Granular Control

I Assign Group

Change authentication

Enable User
Disable User
Enable web access
Disable web access
Enable S0O5

Disable 505

Unlock User

Remove User

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 166 of
in the U.S. and elsewhere. All other trademarks, product and company names, and logos are the 256
property of their respective owners.



A’ sp’QShfop Splashtop On-Prem Admin Guide

Change Authentication Method X

You are changing 5 selected user(s) to a new authentication.

Authentication

S50-Marketing-EU -

Create or manage 550 methods

Notes

e For security concerns, only Owner can change Authentication Method.

e Owner's authentication can not be changed.

e AD user/AD group/AD group member's authentication can not be changed.

e When the authentication of the user has been changed, the ongoing web session and
remote/SOS session will be interrupted and the user need to log in again based on their

new authentication.

How can | log in using an SSO account?

You can use an SSO account to log in to your Splashtop Gateway and the Splashtop On-Prem

app (v3.5.8.0 and newer).
Please follow the instructions below to log in using an SSO account.
Requirements

e Splashtop Gateway v3.24.0 or higher
e On-Prem Client app version 3.5.8.0 or higher

From Gateway

1. Enter your Gateway address and visit SSO login page
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2. Insert your SSO account then log in.

Login

Account

user@example.com

Password

Password

} Continue with SSO
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Continue with SSO

Account

user@example.com

< Go back

3. Click Single Sign On button, it will lead you to the identity provider portal. E.g., Okta portal.

I

& dev-976235.0ktapreview.com

Connecting to &

Sign-in with your account to access

okta

Signin

Username

Password
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4. Log in to the identity provider portal then, it will log in to your Gateway.

;\' splashtop

©

You have successfully logged in with the account
gamer@Alexxhifoxmail.onmicrosoft.com

From Splashtop On-Prem app

Please make sure you are using v3.5.8.0+ Splashtop On-Prem app.

1. On Splashtop On-Prem app, click Single Sign-On login link.

Splashtop On-Prem - O X
File View SOS Window Help

a\' splashtop on-prem

I
|
|

. Stay logged in

Forgot your password?
Single Sign-On login
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2. On the Single sign-on login page, insert your Gateway address and SSO account then click

Log In.

Splashtop On-Prem - a X
File View SOS Window Help

}c splashtop on-prem

B Stay logged in

Account and Password login

3. Clicking the Log In will bring up your web browser and go to the identity provider portal.
E.g., Okta portal.

Connecting to &

okta

>

Sign In

Username

Password
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4. Log in to the identity provider portal then, your app will log in.

;{ splashtop

©

You have successfully logged in with the account
- = =m =

« continue using your Splashitop On-Prem app

How to generate the SCIM provisioning token?

A secret token is required to be configured on your IDP portal so the SCIM provisioning can

work. You can log on your Gateway to generate your secret token for SCIM Provisioning.

How to generate

1. On your Gateway, go to Management/team settings/authentication/single sign-on. Add your
Gateway URL, then click SCIM Configuration.

&% splashtop E)  settings / Authentication
3 My computers Single Sign-On  AD Authentication
LD My devices 8
Gateway URL:  https://ses goveny (Edit)
B Logs v
Add S50 Method SCIM Configuration
o Downloads
Up to 10 SSO methods can be added.
@ sos
Default 550 Name T Protocol 1DP Type Status Device Authentication Browser Authentication
88 Management v
@ settings N

Team settings

Authentication

There is no data to display temporarily

2. Click the copy icon to copy the Base URL and API Token.
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SCIM Configuration X

¥

Base URL https:/iie s & Japifscim/v1 g

ey]hbGci0i)SUzITNilsInR5cCl6lkpXVC]9.ey)0aWQiOjEsimtleSI6lIB]S3h3ektEYD
IWVUVRaGpmdllOSUxETkI6c2d5QnVYliwiaXNzljoiU3BsYXNod G9wWRWS0ZX]w
cmlzZ5)9.P3gpGeqElC2PulheDk3rOhQjCgQWiEYVAHHIWETMKI6dxr-DiKveLUCS
sO0XY-ZubsKVSPt5Kp_brobkXv)E-OhmIQStILFrKdGN7rNrOLVORNCYAOBZKL
COBSIADO4P_-m_SLf20alU242)Ftrat2YI55QZfajaujLxuRm41_hzFOb0ggsOFzeZ
FCUZEtYKZNhKSPYCTENP4JvBMyCFRIL-4Z5KJMPOIgVSng74A09eRbosO3rylr
HsINEfWYSFBRENLCOgjbOCh2LwBr40QUPz99|GEZOXVqiZT 1WbNvedVWGC08

081Y90WOCIPQxNUeq81sBF0Ss59V_p_s7_EERHQ

API Token O

3. Click generate icon to generate a new APl Token.

SCIM Configuration X
Base URL https:/Mes guessay e Lo i ifapi/scmivl 0]
ey]hbGciOi)SUzITNilsInR5cCl6lkpXVC)9.ey|0aWQiOjEsImtleSI6lIB)S3h3ektEYD
IWWVUVRaGpmdIlOSUXETkl6c2d5QnVYliwiaXNzljoiU3BsYXNod GOwWRW50ZX)w
cmlzZ5)9.P3gpGeqElC2PulheDk3rOhOjCgQWtYVAIHIWBfMKI6dxr-DiKve LUCS

sO0XY-ZubskKVSPt5Kp_brobkXv]E-OhmIQStILFrKdGN7rNrOLVORNCYAQOBZKL
COBSIADO4P_-m_SLf20aU242)Ftrat2YI55QZfajaujLxuRm41_hzFOb0ggsOFzeZ
FCUZEtYKZNhk5PYCTENP4JVvBMyCFRIL-4Z5K]MPS1gVSng74A09eRbosO3rylr
HsINBfWYSFBRENLCOgjbOCh2LwBr4CGUPz99]GBZOXVqiZTTWbNvedVWGC08

081Y90oWOCIPQxNUeq81sBFOSs59V_p_s7_EERHQ

API Token O

Settings

Team Settings

A team is a concept in multi-tenant Splashtop On-Prem system, where a tenant is regarded as a

team. The Team Administrator can access and manage the Team Settings in the Management

Console.
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o~ splashtop’
CJ My computers
L0 My devices
5] Logs
4, Downloads
@ sos
[%] Service Desk
ADMIN
88 Management
{5} Settings
Team settings
Authentication
Email
Syslog
API

= System

D

Settings / Team settings

1 General

> Doy ]

Two-step verification

Device authentication
Account policy

Session security

3 Unattended access

4 Attended access

5 User settings

There are 5 sections in the team settings page:

e General

e Security

e Unattended access
e Attended access

e User settings
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General
General
Team name Gateway URL
A VA
User seats SOS seats
®
Computers

e Team Name: you can customize the Team Name here. The Team Name will reflect in

account information of all Streamer and client devices.

e User Seats: it shows the maximum count of the team's available user seats and the
count of the enabled user seats.

e Computers: it shows the maximum count of the team's deployable computers and the
count of the deployed computers.

e Gateway URL: This parameter serves as the external domain name for accessing the
Splashtop Gateway service.

e SOS Seats: it shows the maximum count of the team's available SOS seats and the count
of the enabled SOS seats.

Security
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Security
Two-step verification

Manage trusted devices

Default Granular Settings

MRS e N
Require users to enable two-step verification O Off v
Allow users to trust devices Forever ~ G)

Disable device and browser authenticaiton when two-step verification is enabled @

Device authentication

Device authentication Detailed settings

Browser authentication Detailed settings

Device MAC address restrictions  Detailed settings

Device timeout 24 hours v (1)

CHCHCNC®

Browser timeout (@ 8 hours ~

Account policy

Remember app login @

8

Complex password Detailed settings

Account lockoutr Detailed settings

Session security

Default Granular Settings

Admin § Group Adrmin
manager Memiser configurable (1)
Remote control (5) OFff

Save security code (Entered when starting a session) (/)

Save Windows / Mac credential (Entered when starting a session)

Two-step verification: 2-Step Verification adds another layer of security by time-based OTP
verification provided by prevalent authenticator APPs in mobile phones. An On-Prem client must

input a 6-digit TOTP code to log in to the device.
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Two-step verification

Default Granular Settings

Mmiann{ag;aw Member cul#fg?.l“ri':ble 6]
Require users to enable two-step verification Off
Allow users to trust devices Forever Gt)
Disable device and browser authenticaiton when two-step verification is enabled (l)

Manage trusted devices: Team administrator is able to overview the trusted devices and

remove them if necessary.

Require users to enable two-step verification: Here are two checkboxes in the Default

Granular Settings column, one is for Admin/Group manager and the other is for Member.

If the first checkbox is checked, an admin user/group manager is required to set up a 2-

step verification device when trying to log in to On-Prem client for the first time.

If the second checkbox is checked, a member user is required to set up a 2-step

verification device when trying to log in to On-Prem client for the first time.

Authentication Required >

You are required to configure Two-Factor Authentication.

Ok
© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 177 of
in the U.S. and elsewhere. All other trademarks, product and company names, and logos are the 256

property of their respective owners.



A’ sp’QShfop Splashtop On-Prem Admin Guide

In addition to the two checkboxes, there's a separate column named Admin configurable
with a down arrow. If you want to allow admin and group manager to configure granular

settings for others, you can click the down arrow and select ON.

Allow users to trust devices: if this option is checked, a Splashtop On-Prem user can choose
to trust a client device so that he is exempt from entering TOTP code for future login. And you
can click the down arrow to set a valid period (Forever, 1 days, 7 days, and 30 days) for the

trusted devices.

Splashtop On-Prem — O *
File View 505 Window Help

a\’ splashtop on-prem

192.168.70.194:443

Two-Step Verification *

Please enter the security code generated by the
authenticator app on your mobile device.

[ Trust this computer. You will not be asked for a code
again on this computer (unless required by admin).

Verify Cancel

Forgot vour password?

Disable device and browser authentication when two-step verification is enabled: enabling
this option means that device and browser authentication is disabled if you've enabled

two-step verification (which provides even greater security).
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Device authentication: if this option is checked, device authentication is required before a

remote session can be initiated. You can click Detailed settings for more granular settings.

Device authentication

Device authentication Detailed settings G)
Browser authentication Detailed settings G)
MAC address restrictions for On-Prem app Detailed settings G)
Log out idle users from On-Prem app 24 hours ~ (@ G)
Log out idle users from browser @ 8 hours v

Browser authentication: if this option is checked, browser-based authentication is required
before a remote session can be initiated. You can click Detailed settings for more granular

settings.

MAC address restrictions for On-Prem app: because MAC-based addresses are unique to
each device, using MAC addresses for authentication might seem more secure. If you
check this option, you need to complete more detailed settings to ignore specific MAC
addresses. You can input MAC addresses to ignore one by one, or directly import an

existing .csv formatted file (which can also be exported).

Log out idle users from On-Prem app: if this option is checked, users will be force logged

out from on-prem app when idle time reaches 15 minutes /1 hour /8 hours /24 hours.

Log out idle users from browser: this setting lets you log out users from the browser
when they are idle for a certain amount of time (5 minutes /15 minutes /30 minutes /1
hour /4 hours /8 hours)
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Account policy:

Account policy
Remember app login @ (l)
Complex password Detailed settings

Account lockout Detailed settings (/)

Remember app login: if this option is checked, users don't need to enter their credentials

every time they log in their account.

Complex password: by checking this option, you can finely tune the complex password
policy, including password minimum length, enable password expiration period, and

enforce password policy at next login.

Account lockout: by checking this option, you can set the account logout threshold and

choose how to lock the account out.

Session security:

Session security
Default Granular Settings

Admin / Group Admin

manager Member configurable @
Remote control (O Off ~
Save security code (Entered when starting a session) (r)
Save Windows / Mac credential (Entered when starting a session) (r)

Remote control: this option is designed to disable to restrict remote control from Admin /
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Group manager and/or Member in a remote session. If you want to allow admin and group
manager to configure granular settings for others, you can click the down arrow from the

separate column of Admin configurable and select ON.

Save security code: if this option is checked, the security code will be saved while

establishing a remote session.

Save Windows / Mac credential: if this option is checked, the Windows / Mac credential

will be saved while establishing a remote session.

Unattended access

Splashtop Remote Support or Splashtop Business Access can enable remote support and
control with the endpoint installing corresponding software. And initiating a remote

session doesn't need anyone being present.

In this section, some features are supported to be finely tuned from the Default Granular

Settings column.
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Unattended access

Default Granular Settings

Mﬂia"n’ag.!?"" Member :nrﬁ'::i:ble @
File transfer
Upload Off ~
Download % Off ~
Text copy and paste (l)
From local to remote off v~
From remote to loca Off ~

Remote print (l) Off v
Remote caommand Off v
Watermark protection Detailed settings G()

Request permission to connect (0 J [} Off ~
Centralized session recording Detailed settings Off ~

File transfer: enable file transfer (upload and/or download) between the local and remote

computer (Windows and Mac only).

Text copy and paste: enable text copy and paste from local to remote computer and/or from

remote to local computer.

Remote print: enable document printing from a Streamer computer to a printer connected to

the client computer.

Remote command: enable sending command to a Streamer computer from a client computer.
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Watermark protection: by checking this option, users can customize the watermark text and
layout to display during remote session, including font size, font color, font opacity, outline

color, outline opacity, etc.

Request permission to connect: it provides the user 3 options on how to accept the remote
connection prompt, namely reject connection after request expires(at login screen, reject
automatically), request expires(at login screen, allow automatically), and allow connection after

request expires.

Centralized session recording: by checking this option, recorded remote sessions will be
automatically recorded to a centralized cloud location. Users can further select who can

playback/download/remove recordings from Detailed settings.
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Local session recording Detailed settings

Concurrent remaote session (1)

Paste clipboard as keystrokes

Remote wake

Remote reboot

Off-session chat

Device redirection Detailed settings

Wacom Bridge O Learn more

Remote microphone

In-session voice call (1)

RDP Computer

WMC Computer

55H Computer

Web app (L Learn more

System Tools for Owner only » (1)

Offline computers policy Detailed settings

Auto update Streamers Detailed settings

Scheduled access (1)

Session Indicator ()

Remote session  Background actions (0

———
Display type

Allow user to cloze the banner

BN HBHBHBHBHABG

Pop-up & Banner

Local session recording: enable local session recording to assign auto recording, path and size

limit to storage folder for SOS app by Windows or OS platforms.
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Concurrent remote session: enable concurrent remote session to a Streamer computer from

multiple client devices.

Paste clipboard as keystrokes: a special way to paste, you can enable it to paste the content in

local clipboard to remote computer as key strokes.

Remote wake: enable waking up a Streamer computer from a client device.

Remote reboot: enable rebooting a Streamer computer from a client device.

Off-session chat: enable off-session chat function.

Device redirection: enable it to select the USB class to user for device redirection.

Wacom Bridge: enable this function to seamless use Wacom's pen technology on local.

Remote microphone: enable this function to transmit a local microphone input to a remote

computer.

In-session voice call: enable this function to initiate a voice call to the end-user during the

remote access session.
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RDP computer: enable connecting to an RDP computer from a client device.

VNC computer: enable connecting to a VNC computer from a client device.

SSH computer: enable connecting to an SSH computer from a client device.

Web app: enable this function to allow users to connect to remote computers with browsers.

System tools for: By entering computer's admin username and password, to designate who can

access system tools.

Offline computers policy: Enabling this option to set how many days offline computers will be

automatically removed.

Auto update Streamers: enable this to apply the Streamer updates to all computers or only

specific computers and computer groups.

Scheduled access: enable this to schedule times for when users can remotely access.
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Session indicator: from here you can choose display type and if you allow user to close the

banner for remote session and background actions.

Attended access

Splashtop On-demand support, a.k.a SOS, is a way of remote support without the endpoint
installing any software. Instead, the endpoint downloads and launches a portable SOS app, to

which a technician can connect with a Splashtop On-Prem client.
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Attended access

Centralized session recording Detailed settings

Apply granular control settings as unattended access (©

n-session file transfer

Text copy and paste ®

Local session recording Detailed settings

Concurrent remote session (&

Paste clipboard as keystrokes

In-session voice call @

Web app @ Learn more

Third Party Integration

Session Indicator
Display type @

Allow user to close the banner

Default Granular Settings

Admin / Group Admin
manager Member configurable O]

o

60606066

Set up APl Key

Banner

o

Centralized session recording: by enabling this option, recorded remote sessions will be

automatically recorded to a centralized cloud location. Users can further select who can

playback/download/remove recordings from Detailed settings.

Apply granular control settings as unattended access: if this option is unchecked, e2-step

verification and remote control would always follow granular control settings as the user level.
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In-session file transfer: enable file transfer (upload and/or download) between the local and

remote computer during the remote session.

Text copy and paste: enable text copy and paste from local to remote computer and/or from

remote to local computer.

Watermark protection: by enabling this option, users can customize the watermark text and
layout to display during remote session, including font size, font colour, font opacity, outline

colour, outline opacity, etc.

Local session recording: enable session recording for SOS remote support session.

Concurrent remote session: enable concurrent remote session for multiple Splashtop client to

connect to the same SOS app.

Paste clipboard as keystrokes: a special way to paste, you can enable it to paste the content in

local clipboard to remote computer as key strokes.

In-session voice call: enable this function to initiate a voice call to the end-user during the

remote access session.

Web app: enable this function to allow users to connect to remote computers with browsers.
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Third Party Integration: from here users can integrate with a third party by clicking Set up API
Keys.

Session indicator: from here users can choose display type and if allow user to close the banner.

User Settings

User settings

Group-specific manager role Learn more

Allow members to see groups

Allow members to connect to computers in an active connection
Allow members to establish concurrent sessions @

Allow members to disconnect other's sessions

Allow members to reboot computers and restart Streamers Detailed settings

66606080

Member's permission for computer notes View only v

Group-specific manager role: enable group manager role who manages a group.

Allow members to see groups: allow member users to see computers in his group.
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Allow members to connect to computers in an active connection: allow member users to

establish remote sessions to the computers that have already been connected.

Allow members to establish concurrent sessions: allow member users to remote into multiple

computers concurrently.

Allow members to disconnect from other's sessions: allow member users to end others' remote

connections.

Allow members to reboot computers and restart Streamers: select actions that member users
can perform on the computers, including restart Streamer, normal reboot, and safe-mote

reboot.

Member's permission for computer notes: manage member users' permission for computer

notes, including cannot view and edit, view only, and view and edit.

Remove offline computers policy

The Remove offline computers policy determines how many days offline computers will be
automatically removed. This feature allows Team Owner to set policy parameters to clean the

obsolete computers automatically.

How to set Remove offline computers policy?
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1. Log in to Gateway's management console as Owner, go to Settings > Team Settings >

Unattended access. Check the Offline computers policy.

General VNC Computer e
Security SSH Computer
Two-step verification
Device authentication Webapp © Learn more ('D
Aocolnepoticy System Tools for Owner only v © G’
Session security
Offline computers policy Detailed settings
Unattended access P g i a |
Attended access Auto update Streamers Detailed settings G)
User settings

Scheduled access

Session Indicator ®

2. Configure Offline Days and Start time in Detailed Settings. Then click Save button to save

the settings and turn on the feature.

e Offline days: Set the offline days, the computers that meet the offline days will be

removed.

e Start time: Set this policy's start time, which will repeat every day.

Offline Computer Policy X

Enabling this policy will result in the permanently remove of computers from this
team if they have been offline for a duration equal to or greater than the
specified number of days.

Offline days 30 2 @

Start time (Daily) 08:00 ® | (UTC Time: 00:00)

Cancel

3. Click Save to save the settings.
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4. This policy is disabled by default. Enabling the option when auto-remove computers will help

in your scenario.
How to set web access?
What is web access

Web access determines whether or not a user can access Splashtop Gateway web portal. When
web access is disabled, a login attempt will be blocked by browser, although this option does

not affect the user's remote access capability from native Client apps.
Where to configure web access

Log in to your Gateway web console with the owner or admin account.
Create User

You can set the web access when creating new users. Navigate

to web/management/users page, click on Add or Import.

Users
m (] + collapseall =Fiters = 1y Q
Role T Source Display Name Last Login Status
Local User
AD User/Group
SSO User 3 Owner Local 2024-08-20 16:04:34 Enabled )
) Member Local 2024-08-08 17:55:50 Enabled &
Local Users
AD Users € Member Local Ensbled &
S50 Users €3 Member Local 2024-08-20 16:01:22 Enabled @
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Add User X

* Account

* Password

® Password must i
+ Atlesst s ch

Latin letter (3-2). 1 uppercase

Confirm Password tter (4-Z) and 1 number

1 special character ~@#5%A&*_+=' |\

Request to change password when next login + Nomatch of the account name

Group

Default Group

Rele

Member

Status
Enable user Enable web access

505 Technician

Enable SOS/On-Demand support

Cancel

Edit User

Enable/Disable Web access from /management/users tables.

Web 505
r'd

& o

@ o

@ ©

@ ©

You can choose a specific user account and set the web access for the specific account.
Navigate to web/management/users page, next to each user in the user list, click on the gear

icon and choose Web access.
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Assign user group
Access permission
Change role

Granular Control

Change display name
Change authentication
Configure 2-step verification

Reset password

Disable user Enable Web Access =

Enable web access

Are you sure you want to enable web access for User ¥

Cancel Ensule

Enable SOS

& @ & 0 8 & & &|@

Remove user

Bulk actions

You also can set the web access for multiple accounts via bulk actions. Navigate

to web/management/users page, click on the gear icon and choose Web access.
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Bulk Actions €) - [] only show selected
Bulk Actions
Granular Control ‘mbi
Assign Group 'mbs
‘mbi
Enable User
‘mbe
Disable User

| Enable web access

Disable web access

min
Enable 505
Disable S0OS min
Unlock User nag
Remove User
'mbe
Enable web access X

You are enabling web access for 3 selected user(s).

Setup 2-step verification

Two-step verification, also known as 2-factor authentication or 2FA, or Multi-factor

authentication (mfa) is an optional but highly recommended security feature.

Once enabled, logging into Splashtop will require an additional six-digit security code, in
addition to your account's password. The security code will be generated by an authenticator

app on your mobile device. (Text messaging is not supported.)
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This means, even if someone has figured out or stolen your Splashtop On-Prem account ID and

password, he or she will not be able to log into your account and access your computers.

Splashtop On-Prem support TOTP (Time-based One-Time Password algorithm) based 2 step

verification, and verified with the following authenticator apps:

e Google Authenticator (Android/iPhone/BlackBerry)
e Duo Mobile (Android/iPhone)
e Microsoft Authenticator (Android/iPhone/Windows Phone 7)

e Okta Verify (Android/iPhone)
e Other popular OTP apps

Setup Guide
Step 1

Login to management console as Team Owner, and go to Settings > Team Settings, you can

specify how and whom the 2-step verification should be enforced.

Settings / Team settings

General

Security
Security

Two-step verification
Two-step verification

Manage trusted devices
Device authentication

Account policy Default Granular Settings

Session security Admin / Group Member Admin
manager configurable (1)
Unattended access

Require users to enable two-step verification [ off v

Attended access

User Settings Allow users to trust devices Forever v ())

Disable device and browser authenticaiton when two-step verification is enabled

Device authentication

Device authentication Detailed settings

ve

Browser authentication Detailed settings

If an account has been enforced to enable 2-step verification, he/she will be required to pass
through the 2-step verification setup guide to continue using the service, or it will pop up the

following window when they try to log in to the client app.

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 197 of
in the U.S. and elsewhere. All other trademarks, product and company names, and logos are the 256
property of their respective owners.


https://en.wikipedia.org/wiki/Time-based_One-time_Password_algorithm
https://support.google.com/accounts/answer/1066447?hl=en
http://guide.duosecurity.com/third-party-accounts
https://www.microsoft.com/en-us/store/apps/authenticator/9wzdncrfj3rj
https://play.google.com/store/apps/details?id=com.okta.android.auth

A’ Sp'QShfop Splashtop On-Prem Admin Guide

test2@splashtop.com |

Authentication Required X

You are required to configure Two-Factor Authentication.

Step 2

To set up the 2-step verification account for the first time, the user is required to log in to

the Gateway using his/her own account.

Password

C}, Continue with S50

Follow the instructions to complete the setup.

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 198 of
in the U.S. and elsewhere. All other trademarks, product and company names, and logos are the 256
property of their respective owners.



A’ sp’QShfop Splashtop On-Prem Admin Guide

Enable Two-Step Verification

You are required to setup 2 step verification for security purpose by
your team owner.

Click Start.
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Setup 2-Step Verification

2-Step Verification adds an extra layer of security to your account.
When you log into Splashtop on a new device, you'll need to enter
both your password and also a security code from the authentication
app on your mobile device.

Click Next and choose one Authenticator app. Take Okta Verify as an example.
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¢ Setup 2-Step Verification

Install an authenticator application on your maobile device to get
started.

Recognized by most Time-based One-time Password algorithm (TOTP)
Authenticators, for example:

Google Authenticator
Duo Mobile

Microsoft Authenticator
Okta Verify

Click Next to view QR Code and finish setting up 2-5tep Verification.

It would generate a QR code, users need to launch the authenticator app to scan it.
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¢« Setup 2-Step Verification

Launch the authenticator app on your mobile device. Pair it with your
account by scanning the QR Code below:

Or enter you secret key manually:
J6TKVLS

Launch the okta Verify and complete the following steps.

Add account -> Organization -> Scan a QR code -> Done.
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okta Verify Okta Verify Okta Verify

Verify To Continue @
If your organization provided a QR code, you can
scan it to continue. Account Added

test2@splashtop.com
Otherwise, you can sign in with your

organization's Okta account. You can now securely sign in to your

organization's apps.

Return to your organization's instructions to
continue.

No accounts added

Important: Keep this app installed on your device.
Add an account to verify your identity when you You'll need it to sign in.
access your organization's apps

|
\ Scan a QR Code
e ‘ o “

It will generate the security code on your app. Enter the security code from your authenticator
app to finish pairing.

okta Verify

S Splashtop+Gateway >

test2@splashtop.com

956 080

© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 203 of
in the U.S. and elsewhere. All other trademarks, product and company names, and logos are the 256
property of their respective owners.



A’ sp’QShfop Splashtop On-Prem Admin Guide

Setup 2-Step Verification

Enter the security code from your authenticator app to finish pairing.

Check °

If the security code does not work, please make sure system time is
set accurately on your mobile device.

Click Copy or Save codes to proceed to the next step.
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View Recovery codes

You can use these one-time recovery codes to access Yyour account.

Mote: Recovery codes are as important as your password and
displaying only once for security reason. Please keep them
extra safe! Please contact your Team Admin to reset your 2FA
settings if recovery codes are lost.

Click Copy or Save Codes o proceed to the next step

Save Codes Copy

Now, we have finished enabling two-step Verification. Users can login to Splashtop on a new

device now!
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Your Two-Step Verification is Enabled

Congrats! You've enabled 2-Step Verification!

From now on, when you log into Splashtop on a new device, you'll
need to enter a 6-digit security code from the authenticator app on
your mobile device.

Step 3 Login console or On-Prem app with 2-sv enabled

Users will be required to enter the one-time passcode when 2-sv is enabled and setup. If Team

Owner has allowed trust device, users can check trust this device as the convenience.
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test2{@splashtop.com

srrkkEnE

Stay logged in M
Cancel
Two-5tep Verification X

Please enter the security code generated by the
authenticator app on your mobile device.

[ Trust this computer. You will not be asked for a code
again on this computer (unless required by admin).

Verify Cancel

Figure. 2-sv passcode input dialog on On-Prem app
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Enter Code from Your Mobile
Device
Login

Enter the security code from the authenticator app on
your mobile device

6 digit code

Back to password login

Use saved recovery code to log in if your phone or
authenticator app is missing

Recovery Code Login

Figure. 2-sv passcode input dialog on web console

Q&A
1.Why do | always get errors with 2-sv passcode?

TOTP is working as a time and clock-based authentication, when there are obvious system clock
differences, like more than 30 seconds, you may encounter error to pass 2-sv passcode. Please

make sure the system time of Gateway server and your authentication keep in synchronized.

2.What if | lost my cell phone and forget my recovery code?
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Please contact your Team Admin to reset your 2FA settings if recovery codes are lost.

The following is the procedure of resetting 2FA for administrator:

1. Login to gateway as administrator
2.  Go to Management ->Users -> Gear button -> Configure 2-step verification

Management / Users o'

Users

Assign user group

Access permission
e  a
Change role

Account Role T Group Source Display Name Granular Control
( € Member Cybersecurity Local Change display name ®
Change authentication
€ Member Aphaicorp boedl Configure 2-step verification @
0O € Member Cybersecurity Local Reset Password ®
\ 3 Member Cybersecurity Local Disable user @
Disable web access
£ Member Cybersecurity Local Disable SOS @
) Member Alpha Corp Local Remove user
( € Member Cybersecurity Local @
J € Member Cybersecurity Local @
€3 Member Cybersecurity Local ©
) Member Cybersecurity Local @
~o Mabn Fae - m

3. Disable 2FA

Disable 2FA X

User jodie@abc.com has been required to enable 2FA, disable 2FA will lead the
user to set up 2FA again, sure to proceed?

4. User could set up 2FA again.
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E/i. Notice: TOTP is working as a time and clock-based authentication, when there

are obvious system clock differences, like more than 30 seconds, you may

encounter error to pass 2-sv passcode. Please make sure the system time of

Gateway server and your authentication keep in synchronized.

Local Session Recording on Gateway Web Console

Local Session Recording Detailed Settings

Local Session Recording

Local recording is performed by the Splashtop On-Prem app running on the
technician side. Assign auto recording, path and size limit to storage folder for
Splashtop On-Prem app (v3.4.2.0 or above) by OS platform.

Windows
Storage Path
Size Limit

Auto Recording

Mac

Storage Path
Size Limit

Auto Recording

Learn more &

Default

500

Default

500

Cancel

+ MBO®

+ MBO®

[
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Auto Recording

e Keep Auto Recording checked would force Splashtop On-Prem app to automatically

records each remote session when the session started.

e Settings from Splashtop Gateway Web Portal would overwrite On-Prem app settings
by displaying “Session recording is managed by team settings” on Options >

Advanced > Session Recording

Platform

e Currently only supports Windows and macOS.

Storage path

Recording files can be saved to different locations on On-Prem app computers or network drives

by mapping UNC path to it.

e Default:

1. Windows - C:\Users\username\Documents\Splashtop On-Prem

2. macOS - /Users/username/Documents/Splashtop On-Prem

e Specific:

1. Manually input local folder path from On-Prem app computer.
Manually input Windows UNC path: \\servername\path
Manually input macOS UNC path: //servername/path

A W N

Max path length: 256 characters.

e App Settings

Follows storage path based on Splashtop On-Prem app settings.

Size Limit
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Recording files will be deleted automatically if the total recording file size exceeds the size

limit.

e Minimum: 0 MB (Unlimited, all available space on On-Prem app computer)
e Maximum: 40,000 MB

Centralized Session Recording

BETA TESTING - We are currently in beta testing phase of this new recording feature. Please

contact Splashtop sales if you would like to give it a shot.

With centralized session recording, IT admin can enforce the recording of all Splashtop
remote desktop sessions. All sessions are recorded by Splashtop Gateway server, and
once this feature enabed the technicians do not need to manually start or stop recording

from client app side.

The session recording videos can be played back or downloaded via the Splashtop web

console, for training as well as auditing purposes.

Requirements

e Local Computer (technician side): Windows and Mac only; Client app v3.5.2.2 or
higher.

e Remote Computer (endpoint/end user side): Windows, Mac, iOS, and Android; Streamer
v3.5.2.2 or higher. If the streamer does not meet the version requirement, the session

will be blocked with the following error message.
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Splashtop On-Prem X
Cannot Connect

You are not allowed to establish a session since
Centralized Session Recording is enabled. Please
upgrade the Streamer to the latest version to support this

feature

Enable Centralized Session Recording on the Web Console

Please contact Splahtop sales representative to activate the add-on feature for your

license.

Centralized session recording is disabled by default and can be enabled via the
Splashtop web console.
(Gateway web console-> Settings ->Team Settings -> Unattended Access / Attended

Access)

Settings / Team settings

Watermark protection Detailed settings @
General
Security Request permission to connect @ [ ) off v
Two-step verification [ Centralized session recording Detailed settings Q |
Device authentication
Account policy Local session recording Detailed settings
Session security Concurrent remote session (i
s
Paste clipboard as keystrokes
Attended Access
User Settings Remote wake D
Remote reboot ‘:’)
Off-session chat (‘:’)
Device redirection Detailed settings ‘3
Wacom Bridge @
Remote microphone
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Settings / Team settings

General

Security
Two-step verification
Device authentication
Account policy
Session security

Unattended Access

Attended Access

User Settings

Detailed Settings

Attended Access

Centralized session recording Detailed settings

»

Apply granular control settings as unattended access (O

Local session recording Detailed settings

Concurrent remote session G

Paste clipboard as keystrokes

Admin / Group
manager

a

Default Granular Settings

Member

5y

The ability to playback / download or remove recordings can be granted based on user

role. Team owner is granted all permissions by default.

For utmost security in handling the recording files, the encrypted streaming data must

be stored in your Splashtop Gateway to make sure file integrity. As a result, the LAN

connection between Splashtop client app and Streamer will be redirected to your Gateway

server.

The recording files are retained for 30 days on your Gateway server. Make sure to

download all the files needed in time for future use.
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Centralized Session Recording

« Requires Streamer or SOS v3.5.2.2 or above.

» Recording starts automatically for sessions to Windows, Mac, iOS, and Android.

« Unsupported OSes and session types (Linux, SSH) will not be recorded.

» Recordings are retained for 30 days on Gateway server.

« LAN connection will be transfered to remote connection due to the nature of centralization. Learn more (3

« Access centralized session recordings at Session Logs page.

Playback / Download Recordings

Team owner [] All admins [] Current user

Remove Recordings

Team owner (] All admins

Playback and Download

Recordings can be accessed from sessions log page in Splashtop web console.

(Gateway web console -> Logs -> Sessions)

< splashfop’ M  Llogs / RemoteDesktop o )

£ My Computers R
Session Logs

B MyDevices
L -

[ Logs Unattended Access = Last7Days» (O
sessons

Staws St Time Compurer Computer Ouner Aeceased By Accessed From ouration (1 Tpe e oce Cal Aecorting ot
File Transfer

20241030 14:55:08 Deployed computer 000703 % ® & B &£

cnat
Remote Command BportasCsv: 202410 20245 Q4B 20247 n 10/ page -

£

SEMACE DESK

Support sessions

Management logs

The Recording column on Session logs displays the access methods of a specific

session.
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Click on the recording icon next to a session to see the recording(s) for that session.

Playback

};splosh'op Products  Solutions  Pricing  Resources  Company Support Downloods Engieh + R
The #1Rated Remote a
Access and Support
Software oi
D oo

i

P 00:00:00/00:00:20

-Vistro

« Monitor 1

The recording will be split into multiple files when:

e File size reaches 512 MB (e.qg. if total recording size is 3GB, it will consist of six files).
e The technician switches the view to a different monitor.
e Technician changes the frame rate.

e The end user's device switches orientation between portrait and landscape.

Download your recordings
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P 00:00:00 /00

s MBA

Moniter 1

ﬁ Monitor 2

Download Recording

Monitor 1 Monitor 2

MBA_02:40:51 PM.Oct 18.2023_00000001_00:00:00_00:00:09.mp4 a 156.97KB  dy

Click the download button either from Session logs web page or Player toolbar to enter

the download interface and choose the .mp4 to download.

Notes

e Recording is performed by Splashtop Gateway as the sessions passing through the
server. All sessions will be proxied through Splashtop Gateway so that no other parties
can touch the recordings.

e Timestamps of recordings are based on the time zone of the session logs.

e Mouse cursor and audio are not part of the recording.

e If a session has multiple recording files (e.g. if technician switched the monitor view),
the files are organized by monitor and by timestamp in the file name (see screenshot

above).

Integrate Splashtop On-Prem with Freshservice

If you are using Freshservice to support customers or colleagues, it is now possible to remotely
access the end user's computer to troubleshoot an issue easily, closely, and efficiently, by

launching the connection from the support ticket itself. Splashtop On-Prem, a top-notch remote
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desktop solution with in-house deployment capability, is currently available to seamlessly

integrate with your Freshservice account.

This article will guide you through the setup of the integration and how to use Splashtop to

support your Freshservice end users.
Set Up Splashtop On-Prem - Freshservice Integration

The setup of Splashtop On-Prem - Freshservice Integration is a one-time effort to connect the
two systems using an APl key. You'll need an administrator account for both Splashtop On-Prem

and Freshservice to carry out the task.

Generate API key from Splashtop Gateway
Only a team owner is able to generate APl keys from Splashtop Gateway.

Log in to Splashtop Gateway using team owner account, and browse to Settings > Team

Settings > Attended access > Third Party Integration.

Click on the button Setup API Key.

& splashtop E)  Seftings / Team settings

) My Computers Attended access
General

LD My Devices fault Granular Settings
o Security Petoutee tarsening

B Loss z S— e Mk Mmoo
b B Device authentication Centralized session recording Detailed settings Off v
@ sos Account policy
[ service Desk Session security Apply granular control settings as unattended access o©
4] rvice Desl
Unattended access
e Attended access
88 Management 1~ ﬂ -
ser ettings
&) Settings / ~ 3
Temestiow Local session recording Detailed settings [ @]
Authentication’
- 2 Concurrent remote session (i [ ©]
syslog Paste clipboard as keystrokes o«
AP| In-session voice call G
2 system v 4
Web app (© Learn more &3 \
Third Party ntegration
Session Indicator
Banner
; ©
© 2010-2025 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. Page 218 of
in the U.S. and elsewhere. All other trademarks, product and company names, and logos are the 256

property of their respective owners.



A’ sp'QShfop Splashtop On-Prem Admin Guide

In the pop-up window, check the checkbox at the beginning of the Freshservice row. This would

generate an API key in the Key field.

Set up API Keys X
Third-party Service API Key Guide
eshservice 0O Link

The API key can be replaced with a new one by clicking on Get New Key button. The previous

key will then be nullified.

Device/Browser Authentication

For better security, all devices where you run the Splashtop On-Prem app and log in with your

Splashtop Account now need to be authenticated via email or web console.

The emails should only trigger once per application/browser per computer. Meaning logging
into the On-Prem app for the first time will trigger the email once and logging into the website

in a new browser should trigger it once.

When you log into a new device for the first time, if your system administrator decided to use
email authentication, we will email you an authentication link. You will need to click on the link
before you can log in successfully and start using the Splashtop On-Prem app on that device.

(Wait 5 minutes to try a login to get another email sent out).

System administrator can configure detail settings with the owner account by log in Splashtop

Gateway web console top menu-> Settings -> Team Settings.

e Authenticator: Selected users can authenticate each log-in attempt generated from

Splashtop On-Prem app or Splashtop web console by verification email or from web

console.
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e Authentication request expiration: If the authentication request is left pending for
longer than the configured expiry time without anyone verifying it, end users need to
resend the authentication request.

e Authentication duration: Once authenticated, the user won't have to authenticate the

same device/browser within the configured duration.
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&< splashtop M) settings / Team settings
(5 Moy Device authentication
General
£ My devices Device authentication Detailed settings »
Security
B Lo &
= Browser authentication Detailed settings »
<, Downloads
Device MAC address restrictions Detailed settings »
@ sos Account policy
[@ service Desk Session securlty Device imeout 24 hours v © ]
Unattended access
Browser timeout hours v
Attended access
88 Management v User settings Account policy
@ Settings ~ Remember app login @
Team settings
Complex password Detailed settings
Authentication
Account lockout Detailed settings
- o
Device Authentication X

SSO Group/AD Group users are not supported as authenticators
Email authentication

© Addavalid SMIP Server to enable email authentication

Web console authentication
Manage authentication at Management > Authentication Requests when feature enabled

2 Team owner "] All admins

Add specific admins

Authentication request expiration @

() 30 minutes () 2 hours () 24 hours QO 48 hours

Authenticated Duration

() 1day () 7days () 30 days QO Forever
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Browser Authentication
S50 Group/AD Group users are not supported as authenticators

Email authentication

© ~ddavalid SMTP Server to enable email authentication

Web console authentication
Manage authentication at Management > Authentication Requests when feature enabled

%] Team owner [ All admins

Add specific admins

Authentication request expiration ©®
() 30 minutes O 2hours () 24 hours () 48 hours

Authenticated Duration
() 1day () 7 days () 30 days O Forever

Why am | not getting verification emails?

If you are not seeing the emails, please check the following:
e Please check in a few minutes, mail routing may be delayed
e Please check your spam and junk folders
e Your email service (i.e outlook) has a black or whitelist and we are being blocked by that
list/ yet to be approved.
o In Outlook 2010/2013, click the Junk button on the ribbon and select Junk E-
Mail Options. You'll find the whitelists on Safe Senders and Safe Recipients
tabs. Blacklist is on Blocked Senders tab.
e Your network/domain has all emails from splashtop blocked and auto removed
o Should this be the case please communicate with your local network/IT admin to

allow splashtop emails through.
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Clicking on the verification link doesn't work?

Sometimes you receive the verification email but clicking on the authentication link doesn't
work. This can happen if the saved cookies on the browser are interfering sometimes. The

easiest solution is to open a new private browser/incognito window.

Open new tab

PR WO Open new window

New incognito window New private window

Google Chrome

Mozilla Firefox

Kapio ionuiasdi Unpin from taskbar

Close window

Then from here fetch a fresh authentication email and go to your email to authentication all
while using the incognito window/private window.

Notes

1. Please add a valid SMTP Server and test the function before using Email device/browser

authentication.

2. If you no longer have access to the email address you used as the Splashtop ID, please
change your Splashtop ID to a new email address and try to log in again. The authentication
email will be sent to your new email address.

3. Changing your Splashtop ID will clear all previously authenticated devices.

Splashtop On-Prem Complex Password Policy

When create or update a password, it is important to choose one that meets the password

complexity requirements.
Complex Password Policy:

e 8 (minimum length is defined by your system administrator) or more characters

e At least 1 uppercase Latin letter (a-z), 1 lowercase Latin letter (A-Z), 1 number (0-9)
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e At least 1 special char ~!@#$%A&*_-+="|\O{}]:;"'<>,.?/
e No commonly used words

e No match of the account name or the last 5 passwords

Account Lockout Policy

The Account lockout policy setting determines the number of failed logins attempts that will
cause a user account to be locked. A locked account can't be used until Admin or Owner reset
it or until the number of minutes specified by the Account lockout duration policy setting

expires.
Introduction

Account lockout threshold: The policy setting determines the number of failed login attempts

that will cause a user account to be locked.

Account lockout duration: The policy setting determines the number of minutes that a locked-

out account remains locked out before automatically becoming unlocked.

Manual unlocking: Admin or Owner can manually unlock the locked account in Management >

Users page
How to set the account lockout policy?

1. Log into Gateway's management console as Owner, go to Settings > Team Settings > Account

policy > Account lockout.
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settings / Team settings

General Device MAC address restrictions Detailed settings a
Security Device timeout 24 hours v @ @
Two-step verification
) Browser timeout & 8hours ~
Device authentication
Account policy
Account palicy
Session security
Unattended access Remember app login ©
Attended access Complex password Detailed settings

User settings

CHoN

| Account lockout Detailed settings ‘

2. Then, Owner can configure the Account lockout threshold and Account lockout duration in

detailed settings.

Click Save button to save the settings and turn on the feature.

Account Lockout
Account lockout threshold: 10 % failed login(s) @

Choose how to lock the account out:
() Account lockout duration: = 5 minutes

QO Account will be locked out until an admin manually unlocks the account

« AD individual user and AD Group users are not applicable to this policy.

+ Admins can unlock the locked account in Management -> Users page

How to unlock the locked account by Admin?

1.Log into Gateway's management console as Admin or Owner, go to Management > Users

page. Open the User Choice filter and select "Locked Users".
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Management / Users

Users
S
Group Role Status Web Access User S0S Status More Filters ~
Account Rale T Group Source Display Name Last Login
D jodie@test ) Member Default Group Local 2024-10-23 16:4034
.

Sres@ = H Q

Unlock
N Status
tme

Enabled (o]

Manual

2.Find the locked account, click on the gear icon and choose Unlock user. The locked user will

be unlocked after the confirmation.
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Management / Users

Users
Bulk Actions € ~ (] only show selected
2 Acc  Bulk Actions @
M oF Granular Control i
547 Assign Group i
=k !
Enable User
L o3 Disable User [
M =y Ena ble web access L
Disable web access
L s Enable SOS [
M .y Disable 05 L
M .y Unlock User L
Remove User
|:| -‘?.jz—ﬁll'ulII'\GII'CIII,:—"II_LI'\q.LUIII . il
R |
Unlock User X

Are you sure to unlock jodie@test ?
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Authentication
How to apply for a new SSO method? (SAML 2.0)

Splashtop now supports logging in to your Gateway and Splashtop On-Prem app using the
credentials created by your SAML 2.0 identity providers. Please follow the below instructions to
apply for an SSO method for your team.

Requirements

e Splashtop Gateway v3.24.0 or higher
Insert the IDP/X.509 cert info

1. Log in to your Gateway with the owner account, then go to

Management/Settings/Authentication/Single Sign-On.

2. Click "Add" to add Gateway URL. Please fill in the correct Gateway URL to ensure the

connection between Gateway and IDP.

3. Click "Add SSO Method”, then insert the required information and save the settings for your
SSO method.
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Semings / Authentication

Single Sign-On  AD Authentication
General Settings
SSO Name *
Notes
Identity Provider Settings
Please copy these configurations or download the Service Provider Metadata to create a custom app in your dentity Provider. Download
Entity ID onpremise.splashtop.com )
Assertion consumer service URL https://test.gatewayaddr.com:443/api/sami/acs  O)
Service Provider Settings
Protocol SAML 2.0
ADFS

IDP type

Enable force authentication

Enabie login hint
Metadata © Import an XML file Import from URL Add manually

Back

e General Settings
o SSO Name: Insert a name for your SSO method.
o Notes: Insert the notes for your SSO method.
e Identity Provider Settings
o Entity ID: Please copy Entity ID and Assertion consumer service URL from
Gateway, then paste it to your IDP.
o Assertion consumer service URL: Please copy Entity ID and Assertion consumer
service URL from Gateway, then paste it to your IDP.
o Download service provider metadata: In addition, we also provide a metadata
download for you to import SP's metadata in IDP.
e Service Provider Settings
o Protocol: Fixed to SAML 2.0.
o |IDP Type: Choose IDP Type.
e Metadata (Insert the IDP SSO Login URL, IDP Issuer, and X.509 Certificate info from
your IDP: Okta, Azure AD, JumpCloud, OneLogin or ADES, or Other 1dPs)

o Use the metadata import to automatically populate the settings

= Upload an XML or Import from URL
o OR Add manually
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= For X.509, you need to copy the contents from IdP and then paste it to
the field below.

= Be careful on http versus https addresses

4. After clicking "Save", the SSO method will be enabled.

Default S50 Name T Protocol IDP Type Status Device Authentication Browser Authentication

® ADFS SAML 2.0 ADFS (] oD ]
O ADFS 2 SAML 2.0 ADFS (] @ e
O Okta SAML 2.0 Okta (] » @ &

e You can enable/disable/remove the SSO method in the gear button.

¢ You have the option to disable device authentication for each SSO method - just uncheck
the appropriate SSO method under the "Device Authentication" column.

e You have the option to disable browser authentication for each SSO method - just
uncheck the appropriate SSO method under the "Browser Authentication" column.

e You can also set the default SSO method. Click the radio button for the appropriate SSO

method under the "Default" column.
Note:

e SSO login is supported on Gateway (v3.24.0 or higher) and Splashtop On-Prem app
(v3.5.8.0 or higher).

Active Directory

Splashtop On-Prem AD integration is compatible with Windows Server 2008 r2, 2012, 2016,
2019 Active Directory and Microsoft Azure AD. This allows Team Owner easily authenticates

and manages AD accounts and start to use Splashtop remote service immediately.

To add an AD server, open the Active Directory page using team admin/owner account from

Settings > Authentication > AD Authentication
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Settings / Authentication

Single Sign-On  AD Authentication

Add AD Server

You need to add an AD Server before importing AD users and groups.

Name * AD server name for display purpose
LDAP URL * AP access URL address
Users Base DN * AD location to search users (distinguished name

Groups Base DN * AD location to search groups (distinguished nar

Alternative UPN Suffixes o example.com

Bind Account * AD account to access the AD server

Password * AD account password b

Back

e Name: Fill up an AD Server name concatenated to the actual AD server of your
organization.

e LDAP URL Syntax: The syntax here including Idap scheme (Idap://) + implied
address (of target AD server) +port number (if needed). LDAPS is supported as
well.

e Users Base DN: The active directory user's Distinguished Name. We use Users Base DN
as user authentication checkpoint in AD hierarchy.

e Groups Base DN: The active directory group's Distinguished Name. We use Group
Base DN as group authentication checkpoint in AD hierarchy.

e Alternative UPN Suffixes: This field allows you to add those UPN suffixes, when adding
AD user in user management page, you can choose which domain suffix the user can
use to login

e Bind Account: User account from target AD server to bind. The user account
syntax: sAMaccountName@ADLocalDomainName

e Password: The AD password of associated AD user account.

e Test Connection: Click this button to check the availability of target AD server for
authentication.

e Add: Click this button to bind a validated AD server to Splashtop Gateway AD Server list.
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Note: Avoid adding multiple AD Servers with overlapping scope. Please verify the uniqueness of
Users Base DN and Groups Base DN so that each user and group only roots from one AD Server
source. Overlapping scope may cause authentication invalidity and unsolvable group

members.

AD maintenance

This is a built-in tool to clean up unsolvable AD group members in the Splashtop On-Prem
system. Unsolvable AD group members refer to the users that are missing from external AD

servers but still in the internal database.

It is suggested to clean up the unsolvable AD group members to keep the user database neat
and release user seats. To perform an AD maintenance task, check the users that are to be

removed from the Splashtop On-Prem system and simply click on the Remove button.

Settings / Authentication e.
Single Sign-On  AD Authentication

Add AD Server Remove Unsolvable AD Group Members

Name T LDAP URL Users Base DN Groups Base DN Bind Account

CBK [

Authentication / Unsolvable AD group members

Unsolvable AD group members

Unsolvable AD group members - users not found in all the AD servers but still stored in Splashtop Gateway Database.

Remove the enabled unsolvable AD group members to release user seats.

Group Member Account | Display Name Status

bob.doe@m1.com Invalid

1 Selected Back
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(S

Email settings (SMTP Server Integration)

Introduction

SMTP Server is a feature that allows you to integrate a Smtp server to Splashtop On-Prem
Gateway in the team settings. When SMTP server is successfully configured, devices can be

authenticated by email.

SMTP Server Configuration

® First, go to https://{gatewayaddress} -> Settings -> Email to configure the SMTP server.

The SMTP server can only be enabled if all required information has been successfully

&% splashtop @ setongs / emall
D My Computers . .
Email Settings
B My Devices
@ Logs v @ You need to add Gateway URL and complete the SMTP server configuration to enable SMTP server.
&, Downloads Enable SMTP Server
® sos
Gateway URL * m
[& service Desk
SMTP Server Encryption Pore Sender

28 Management ~
@ settings ~

Team settings

Authentication

syshog
an1

S system v

® C(Click "Add" to embed the Gateway URL in your Email. In the scenario that Gateway server is

behind layers of firewall, Splashtop Gateway itself has limited capability to acquire its

public address, thus requests origin from user’s Email client would fail to reach Gateway

and result in failure of some events. For instance, device authentication is done by clicking

the authentication link in the email, which will be handled by your Gateway system. A

correct Gateway URL insert is needed in this case to ensure every auth requests can reach

the Gateway server.
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Add Gateway URL

Gateway address

https://

® C(Click "Add” for SMTP server and fill in the fields of SMTP server. To ensure that SMTP

server is configured correctly, the SMTP server needs to be verified before saving.

&< splashtop [:] Settings / Email

© My computers ) .
Y Email Settings
B togs ~
SMTP Server address * Enter an SMTP server address
& Downloads
@ sos Encryption * None
[ service Desk
Port* 25
Sendr Name * ey Adrin
88 Management v
@) settings ~ Sender Emall address +  All natifications will be sent from this address,
e e Username f your SMTP Server requires authentication, enter a username.
Email Password f your SMTP Server requires authentication, enter a password. w
o st mat =
o : [ oo |
® When Gateway URL and SMTP server settings are successfully saved, click the check box
to enable SMTP server.
Settings / Email e
Email Settings
Gateway URL * Edit
®
Email Logs
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® Go to https://{gatewayaddress} -> Logs -> Email to check the email log. Team

owner/Admin can check the status of emails sent in the email log and detect problems
in time.

& splashtop cn

J My Computers
L0 My Devices

E Logs A
SESSIONS

Remote Desktop
File Transfer

Chat

Remote Command
55H

SERVICE DESK
Support sessions

Management logs

1-to-Many Actions

History

¢ In the email log, a separate log is generated for each mail sent. Each log consists of time,

status, source, subject, sender, recipient and tpte.

g/ Email o
Email Logs

Last7Days- QO
2024-10-31 16:39:55 Send successful Browser authentication

EXpartas Csv: 2024110 n 10/ page =
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Notes

e If SMTP server has changed, please modify the settings in Gateway in time. Otherwise, it
may cause mail sending failure.
¢ In the email log, the status only indicates whether the mail was successfully sent to the

SMTP server or not. Please fill in the correct email address to get the email.

How to use Open API

Open APl is a new feature that allows you to access data and manage your user accounts and
computers. You can also use the Open API to develop apps that integrate Splashtop On-Prem
functionality into your own corporate environment. Please follow the below instructions to apply

for an Open API application for your team.
For more details, please refer to the API reference .
Requirements

e Splashtop Gateway v3.24.0 or higher.

e Open APl is enabled in your license.
Configuration flow

1. Make sure that Open APl in your license is enabled. If you have any questions, please contact
sales for more information.

2. Log in to your Gateway with the Team Owner’s credential.

3. Go to Settings > API, and Click Add API Application button on API Settings page.
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& splashtop ) Semings / API O
3 My Computers .
API Settings

L0 My Devices
E Logs v Up to 30 API Applications can be added.
b Downloads Add API Application /
@ sos
@ s — Name T client 1D Management Attended Suppert Status Explration Date (UTC) Deseription

ervice Des}

Read Enabled Never pd &

88 Management v
& Setting: ~

S system v

4. Enter APl Application Name and configure the APl permission (read or write), then click
Add button.
a. Name, API application name for display purposes.
b. Permission, set the APl permission for the APl application.
i. Management, when this item is enabled, allows you to use user/access
permission/computer/group/schedule/security-related API
ii. Attended Support (Requires Gateway v3.28.0), when this item is enabled,
allows you to use psa-related API.
iii. Read, when this item is enabled, allows you to use GET API.
iv. Write, when this item is enabled, allows you to use
GET/PATCH/POST/PUT/DELETE API.
c. Expiration Date (Requires Gateway v3.28.0), set the expiration date for your API
application. When the API application expires, APIs initiated from this API
application will be blocked.

d. Status, enable the API application to use Open API.
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Settings / API

API Settings

Name *
Description

Permissions *

Expiration Date (UTC)

Status

Back

APl application name for display purpose *

Management ] ]

Attended Support O O

("] Enable Expiration Date
20241025 ) 1425 (®
Enable API application

5. Click Copy or Save as .txt to save Client ID and Client Secret in a secure place, then

click OK.
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Save your Client ID and Client Secret

Please save the Client Secret in a secure place!

You are able to view the Client Secret in plain text only
this one time.

Client ID 972862708914

Client Secret  sbTyb117fAniyNiORY4bzZUq

Copy Save as .txt

API functions

The API uses OAuth 2.0 and REST-based for authentication and JSON for data communication.

API rate limit

Each API has a limit of 200 calls per minute.

APl Documentation

API reference

Syslog
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In addition to accessing logs from web console, Splashtop log events can also be sent to a
Syslog server or SIEM tool that support Syslog in your local environment. The auditing of
Splashtop event logs can be accessed both from Gateway web console, download as CSV or

Syslog collectors simultaneously.

1. Configuration

1. To configure Splashtop Gateway as Syslog source, log in web console as Team Owner, go to

Settings — Syslog.

2. You can configure Gateway to send Syslog messages up to two Syslog servers.

}{ SpfOSthp' M Settings / Syslog o -
O My Computers .
Syslog Settings
L0 My Devices
E Logs v
A, Downloads Syslog Server
® sos Name Syslog Server Port Message Format Status
Syslog 514 RFC 5424 (-] &

56 M it
oo Management v Add
©) Settings ~

Team settings

Authentication

Email /

Syslog

API

3. Click add to configure your target Syslog server.
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Settings / Syslog ° :

Add Syslog Server
Name * Syslog server name for display purpose

Syslog Server address * FQDN/IP

Port 514
System listen port: 1 ~ 65535

Syslog Protocol UDP -

Message Format RFC 5424 -

Facility local0 -

Severity Notice -

Status Enable Syslog Server

Test Message This is a test message generated by Splashtop Gateway ]

4. Syslog Settings

Name Syslog host name in Splashtop Gateway.

Syslog Server address Enter the hostname or IP address of the syslog server

receiving log messages.

Port Syslog over UDP defaults to use port 514. The defaults
can be changed.

Syslog Protocol Supports UDP or TCP.

Message Format Supports RFC 5424 or RFC 3164 (BSD).

Facility Choose proper facility from localO - local7.

Severity Choose the proper Syslog severity.

Status Once enabled, Splashtop Gateway starts to send

persistent syslog messages to your Syslog Server.
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Test Message

settings.

Send a message to your Syslog Server to test the above

Splashtop Connector

Splashtop Connector allow users to connect to computers and devices, it supports vary

protocols, including RDP/RDS, VNC, SSH, user can directly connect to the computers and

devices within Splashtop On-Prem client app, without using VPN or installing any remote access

agent.

e

B

Splashtop Connector
Splashtop Gateway

Splashtop Business App

| Company Network

LEEEE

Physical Computers

Remote Apps

__________________________________________

_,WWWW

°®.npo=

55H Devices

S m s s

Capabilities
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e Access RDP machines

e Access RDS server

e Access Remote App

e Allow accessing from Splashtop On-Prem client on Windows, Mac, iOS, Android
e File copy and paste (Windows only)
e Text copy and paste

e Session recording

e Remote print

e Multi-monitor

e |IP Whitelist/Blacklisting

e Access VNC computers

e Access SSH computers and devices

Advantages

e Ease of use, IT admin can pre-configure RDP/VNC/SSH profiles in the Splashtop
Connector management interface, and users can access the RDP/VNC/SSH resources as
easy as accessing generic Windows machines with Splashtop Streamer installed.

e Security, Splashtop Connector will be deployed in the local network where it is routable
to the RDP/VNC/SSH machines, so it's not necessary for IT admins to open the
RDP/VNC/SSH port over the Internet to allow users to access. Splashtop Connector
simulates the RDP/VNC/SSH resources and follows Splashtop's access permission
system, so only users with proper access permissions will be able to connect to the
RDP/VNC/SSH resource.

e Auditing, with Splashtop Connector, all RDP/VNC/SSH connections will have session
logs recorded. Splashtop Connector also supports video session recording.

Best practices for deployment

1. Scalability

A single Splashtop Connector has its limitations of simultaneous RDP/VNC/SSH sessions, but

you can deploy multiple Splashtop Connectors in your network to scale the capacity.
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2. Network access

e The machine where Splashtop Connector is deployed should be able to access your
Splashtop Gateway so that it can proxy the RDP/VNC/SSH protocol.

e The machine where Splashtop Connector is deployed should be able to access the
RDP/VNC/SSH machines via RDP/VNC/SSH protocol. For better security, you can open
the RDP/VNC/SSH protocol over local LAN access only.

3. Security
Grant access permission only to users that need to access these RDP/VNC/SSH machines.

Installation

Download Splashtop Connector software

System requirements

e Windows 7, 8, 10, 11, Windows Server 2012, 2016, 2019 (with .Net 4 or up)
e RAM: 8G or up
e Storage: 50G or up
e Network
o Routable to the RDP/VNC/SSH machines

Installation

Run the Splashtop Connector installer. Once installed, you should be able to see the Splashtop
Connector management user interface, pictured below. Please make sure Run Splashtop

Connector Server is turned ON.

Now you can create profiles to enable proxying to your RDP/RDS machines.
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Splashtop Connector i m] X

BN Profiles

Profiles

'

No profile yet

Click the add button to create your first profile

® Import + Add

Settings

Help

Run Splashtop Connector Service: @D On

Create RDP/RDS Profile

In the Splashtop Connector, RDP resources will be available for the Splashtop On-Prem app to
access by setting up Profiles. A profile setting consists of three sections: General

settings, Streamer settings, and RDP settings.

You can create multiple Profiles in the Splashtop Connector. These RDP resources will

contribute to the total computer number of your Splashtop team.

Enable the profile to make the RDP resource available for remote access.
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Add Profile b

1. General

General

Prafile Mame *
Streamer Settings |

RDP Settings

Give the profile a name to display in the list

cters, Mame cannot contain <= "%+ =47

Maximum 64 chara

|:| Enable session recording

Turn on this option to automatically record the sessions.

2. Streamer Settings

Enter a deployment code from your Splashtop account to specify the default settings of the RDP session’s virtua
streamer,
Learn more,

Gateway Address *

hitps://192.168.70.63 &

Click the edit button on the right to configure your Splashtop Gateway ac

Deploy Code *

Enter the Splashtop deployment code

|:| Enable this profile immediately after saving

Cancel

General settings

e Profile Name, which will be shown in the Splashtop On-Prem client app. Give the Profile
a meaningful name to let users know what the RDP machine is for.

e Enable session recording, turn on this option to automatically record the RDP sessions,
which can be set on an individual Profile basis. The recordings are saved in the specified

path on the Splashtop Connector machine.
Streamer settings

e Gateway Address, Splashtop Connector will be limited to one Gateway. User needs to

configure the Gateway Address in Settings page. Only verified Gateway Address can be

saved.
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e Deploy Code, Splashtop uses deploy packages to determine the RDP resource's default
computer group and access permissions. Please see this article on how to create deploy

packages. Once created, enter the Deploy Code in this field.
RDP Settings

e Mode, Splashtop Connector supports both RDP for individual computers, and RDS as
virtual desktops. RDS will require Windows Server and RDS licenses.

e Pool Size, if RDS is chosen, you can set the pool size, which means how many users can
connect to RDS virtual desktops simultaneously. The pool size will contribute to the total
number of computers in the Splashtop team.

¢ Remote Computer, you can pre-configure a remote computer's IP/DNS or ask the user
to input this info when connecting to the machine.

o Ask user to specify which remote computer to connect to, useful for ad-hoc
support

o Fixed Remote computer with specified information, for connecting to a
specific machine

¢ Login Credential

o Ask user to login with Windows username and password, user needs to input
the remote computer's login credential to connect

o Fixed username and password, user can connect to the remote computer with
the pre-configured user name and password

¢ Run in remote application mode, if you have configured and published remote apps on
your RDS server, you can let the session run in remote app mode. Turn on this option to
set further settings for remote application

o Remote App alias, or Remote App full path, depending on your choice
o Optional remote application parameters, you need to enable remote application
parameter support on RDS server.

e Color depth, choose the color depth.

e Audio playback, choose the audio playback option.

¢ Keyboard layout, choose the keyboard layout or add a new keyboard layout that is not

in the pre-set list.

You can enable this profile immediately by turning on Enable this profile immediately after

saving, or enable it in the main window.
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Create VNC Profile

In the Splashtop Connector, VNC resources will be available for the Splashtop On-Prem app to
access by setting up Profiles. A profile setting consists of three sections: General

settings, Streamer settings, and VNC settings.

You can create multiple Profiles in the Splashtop Connector. These VNC resources will

contribute to the total number of computers on your Splashtop team.

Enable the profile to make the VNC resource available for remote access.

Profiles
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Add Profile

1. General
I General

Profile Name ™

Streamer Settings

| VNC
VNC Settings Give the profile @ name to display in the list,
Maximum 64 characters, Name cannot contain <> "%+ =\/%|7&

|:| Enable session recording

Turn on this option to automatically record the sessions.

2. Streamer Settings

Learn more,

Gateway Address

https:// &
Click the edit butten on the right to configure your Splashtop Gateway address.
Deploy Code *
| AKPX43LZIAL
Enter the Splashtop deployment code

3. VNC Settings

Specify VNC Parameters Learn more.

Remote Computer
() Ask user to specify which remote computer to connect to

(®) Fixed remote computer with specified information

|:| Enable this prefile immediately after saving

Enter a deployment code from your Splashtop account to specify the default settings of the VNC session's virtual streamer.

Cancel

General settings

¢ Profile Name, which will be shown in the Splashtop On-Prem client app. Give the Profile

a meaningful name to let users know what the VNC machine is for.

e Enable session recording, Turn this on to automatically record sessions for this

resource. Recordings are saved in the specified path on the Splashtop Connector

machine (See Settings -> General)

Streamer settings
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e Deploy code, Enter a Splashtop deployment package code to determine the VNC
resource's default computer group and access permissions. Please see this article on

how to create deploy packages. Once created, enter the deployment code in this field.

VNC Settings

¢ Remote Computer, you can pre-configure a remote computer's IP/DNS or ask the user
to input this info when connecting to the machine.
o Ask user to specify the remote computer to connect to requires users
to enter the VNC machine’s IP/hostname upon connecting. This may be
useful for ad-hoc support.
= Enable IP restriction configuration, you can specify the
whitelist/blacklist of the target VNC computers
o Fixed computer with specified information, allows IT admins to
preconfigure the VNC machine's specific IP/hostname and port.
¢ Login Credential
o Ask user to login when connect to the session, user needs to input the remote
computer's VNC password to connect
o Fixed password, user can connect to the remote computer with the pre-

configured VNC password

You can enable this profile immediately by turning on Enable this profile immediately after

saving, or enable it in the main window.

Create SSH Profile

Since Splashtop Connector v1.1.8.4, SSH resources will be available for the Splashtop On-Prem

app to access by setting up Profiles. A profile setting consists of three sections: General

settings, Streamer settings, and SSH settings.

You can create multiple Profiles in the Splashtop Connector. These SSH resources will contribute

to the total number of computers on your Splashtop team.

Enable the profile to make the SSH resource available for SSH access.
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KM Profiles

Profiles

RODP

WNC

ssH A

Add Profile

1. General
I General

Profile Mame

Streamer Settings
| 55H

SSH Settings

Give the profile a name to display in the list.

Maximum 64 characters, Name cannot contain <= "%+ =/%|7

|:| Save session transcript locally

Enable local saving of session transcripts

2. Streamer Settings

Learn more,
Gateway Address *

https://- &

Click the edit butten on the right to configure your Splashtop Gateway address,

Deploy Code *

Enter the Splashtop deployment code

|:| Enable this profile immediately after saving

Enter a deployment code from your Splashtop account to specify the default settings of the S5H session’s virtual streamer.

Cancel
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Add Profile X

3. SSH Settings

Specify SSH Parameters Learn more.

I General

Streamer Settings
Remote Computer

55H Settings (® Ask user to specify which remote computer to connect to
|:| Enable IP restriction configuration

() Fixed remote computer with specified information

Security Check

® Allow connection to hosts with an unknown fingerprint

() Allow connection to hosts with provisioned fingerprints only

|:| Keep alive during session

|:| Enable this profile immediately after saving

Cancel

General Settings

e Profile Name, which will be shown in the Splashtop On-Prem client app. Give the Profile
a meaningful name to let users know what the SSH machine is for.

e Save session transcript locally, Turn this on to automatically save session transcripts
for this
resource, which can be set on an individual Profile basis. The recordings are saved in the

specified path on the Splashtop Connector machine.

Streamer Settings

e Deploy code, Enter a Splashtop deployment package code to determine the

SSH resource's default computer group and access permissions. Please see this
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article on how to create deploy packages. Once created, enter the deployment code in
this field.

SSH Settings

¢ Remote Computer, you can pre-configure a remote computer's IP/DNS or ask the user
to input this info when connecting to the machine.
o Ask user to specify the remote computer to connect to require users to enter
the SSH machine’s IP/hostname upon connecting. This may be
useful for ad-hoc support.
= Enable IP restriction configuration, you can specify the
whitelist/blacklist of the target SSH computers.
o Fixed computer with specified information, allow IT admins to preconfigure
the SSH machine's specific IP/hostname and port.
= Use preset public key authentication, Instead of password
authentication, you can turn on public key authentication and select the
preconfigured private key.

e Security Check

o Allow connection to hosts with an unknown fingerprint, user can connect to
the SSH computer with unknown SSH Host Fingerprints. When you successfully
connect to the SSH server, the fingerprint will be automatically added to the SSH
Host Fingerprints in SSH keys.

o Allow connection to hosts with a provisioned fingerprint, user can only
connect to the SSH computer with the pre-configured SSH Host Fingerprints in
SSH Keys.

You can enable this profile immediately by turning on Enable this profile immediately after

saving or enabling it in the main window.
SSH Keys

Additionally, you can go to Settings -> SSH Keys to manage your private keys and SSH Host

Fingerprints in the Splashtop Connector.
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rd

Settings

Help

Run Splashtop Connector Service: @D On

Settings *
SSH Keys
General
I SSH Keys S5H Private Keys
Manage private keys for 55H authentication.
About
MName File Passphrase Actions
private key [ ) g & ]ﬁ[
+  Add private key K3} Impart M Export
5SH Host Fingerprints
Manage S5H host keys
Hest Host Fingerprint Actions
¢ SHA256:eL) 77 i~ o T, ... ZOm
________ SHA256:+Di i T m FS AT
+  Add host fingerprint K3} Impart M Export
e SSH Private Keys, allow IT admins to configure the private keys for SSH authentication

by manually adding or importing.
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e SSH Host Fingerprints, allow IT admins to configure the SSH host fingerprints by

manually adding or importing.

You can find more helpful resources by accessing the online support portal.
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Support Resources

About this document

This document is provided for information purposes only. Splashtop Inc may change the
contents hereof without notice. This document is not warranted to be error-free, nor subject to
any other warranties or conditions, whether expressed orally or implied in law, including

implied warranties and conditions of merchantability or fitness for a particular purpose.

About Splashtop On-Prem

Splashtop On-Prem is an on-premises solution that can be self-hosted inside an enterprise
network. With a centralized database and management console, the IT admin could
conveniently tackle system security while providing easy and smooth remote-control experience

to the users.

Product page: https://www.splashtop.com/on-prem

Technical Support

At Splashtop, we are committed to providing the best technical support to our customers.

Looking for more support resources?

Help site: https://support-splashtoponprem.splashtop.com/

Contact us: support-onprem@splashtop.com
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