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ﬂ Splashtop Gateway Setup — >

Welcome to the Splashtop Gateway
Setup Wizard

The Setup Wizard will install Splashtop Gateway on your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard,

b) ZHE5ERUG, FTH Windows EZNZEH, HKBIRIRIGIER3AE Pt . B Hs)
Splashtop Gateway Web [/, TEERIN X Y28 H 5 3l X SC N 28 3541 5

Recently added

£

Start Splashtop® Gateway Service

Stop Splashtop® Gateway Service

Launch Splashtop® Gateway Web P...

R ER: RA15EZ2IEU#EH Google Chrome. #fX Microsoft Edge. Safari.
Firefox ZI/RRI424TFF Splashtop Gateway M4kl .

2. Splashtop Gateway OOBE % &
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&« splashtop

© weicome ®

Welcome to Splashtop Gateway

b) % & Splashtop Gateway (¥ & B ANVS A 2505, 20 75 55 4 308D LI T 4048 FE v 4R 4 o

E? HRE: ISR PR R I R A, RO PR B RS T B
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o splashtop

© Database settings

DB Admin Password *

Confirm DB Admin Password *

Password *

Confirm Password *

c) % Gateway W B B LT,

& splashtop

How would you like to set up your Gateway ?

= b

New Gateway Restore

Select and click next o set up & new Gateway.

d) N T BRI AR SRR L E AN HIBAA T AT, LLSE OOBE & E.
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&k splashtop

ntinue to work.
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25 \P bR O, W R B PR, MO A SRR 1P HlikRT Y Gateway IP #ilik, {#/ On-
Prem %/ 5 FEFl Splashtop Streamer &30, ZHhlg 5305 (Bl 443) —[F
5.
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R4 & %8% 3¢ https://{gatewayaddress}, SHiEIRSE > WAIE UL LS N EEGE 1 ATIE

Splashtop Gateway #& {i7E £ 1 55 28 VF i) UE 0 -

o TELRWUE: BUSHELVFITIETE Internet VilRl, —H Gateway ¥G, #tnl LUK H R 50 1) 50 2%
s,

o  ELRBOE: IR DUREE ID FEE R IEAIRATN S A B . WIS SO R AT 4k S
o R H & UL AT E. (LTFED
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& splashtop @] System / License

System / License

Import Offline License Activation File
1. Note: New offline license activation file will overwrite current license list

1. Press the save button to save the Activation ID to a file
2. Send the saved file to Splashtop Support to get your offline activation file

3. Import the offline activation file to activate the offline license

Activation File

Back

4. &% Splashtop Streamer
PLR 36898 LLZE Windows _E#28 Splashtop Streamer Jy/i.

W AHE LR AR EF I HUIN |22 %% Splashtop Streamer. & 83 B BRAITT 56

1. $T7F Splashtop Gateway MEHI G > B > FE. Wi +RAErEl o) 35 e B 20
. BB EMAFE— Deployment Streamer FlIME—f#)1 267 5,
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&« splashtop M) Managemens / Deployment [}
D My Computers

Manage Deployments

LD My Devices

) togs v
& Downloads

@ sos

25 Management ~
Users 8
A computers
Al devices
Grouping
Oeployment

Preference Policy

Deployment abows you o depk
Scheduled Access

Channens

1-10-Many Actions

1-10-Many Schedules

invesnory
@ settngs v
& system v
& splashtop m Mana; Deployment / Add Deployment Package

) My computers

Add Deployment Package

L0 Mydevices

B Logs a4 Package Name

s Downloads
Select a preference policy

@ sos Policy Name None
© Use current OS hostname
88 Management A Keep in sync with OS hostname @

Users

Use custom

name + sequence number
me Bakery (005
urrent OS hostname

Computer Naming Rule

All computers y
ery - Steve's Win7

All devices

Grouping

Deployment

Preference Policy Sieisg Chils
Scheduled Access Grouping

Channels Auto-launch Streamer

Idle session timeout
1-to-Many Actions
1-to-Many Schedules

General Settings

Inventory Hide Streamer tray icon
@ Ssettings v
£ system v

2. NWINI G ) 0 & ik A
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& splashtop

© My Computers
b My Devices
B Logs

s Downloads

@ sos

£8 Management
Users
All computers
Al davices
Grouping
Deployment
Praference Polcy

Scheduled Access
Channets
1-40-Many Actions.

110-Many Schedules

inventory
@ settings

& system

Management / Deployment

Manage Deployments

Easily deploy to the you want to ly access

Geployment package a5 & bk You also have the option of downloading the actual instalier and sending & yourse
aber 3G erter the code, ther computers will show Up In your computer list

e -

Oeptoyment hame. Foncy Nama Computer Naming huie Oeployment Code.

3 After your users fun the

comger rarme WKOBKIELVKG (Y

Cate ot Cresmion

3. ibH P &% streamer. T LUEIRE B RILGH . B Rz s, HPTBL T
streamer 2R P IFIEATIZ M. AT LA Streamer 2SR SO K HooR BRI B Y B K
KL P, W[ Dropbox. HLTHEAELE T R K%,

& splashtop

) My computers
LD My devices
B Logs

&5 Downloads

@ sos

88 Management
Users
All computers
All devices
Grouping
Deployment
Preference Policy

Scheduled Access

Channels

1-to-Many Actions

1-to-Many Schedules

Management / Deployment / Deploy Package
Deploy Package

Option 1: Share link

1. Send the link below to your users. The link will take them to a web page where they can download the installer and follow simple instructions to set up.

2. After your users run the installer, their computers will become accessible by you.

Shareable Link

Try Link

Option 2: Download Installer
Installer choice

Platform B & + A Windows (EXE, X86, Streamer version 3.6.8.0)

1. Download the Streamer installer

2. Send the installer and the 12-digit code to your users.

g

3. After your users run the installer and enter the code, their computers will become accessible by you

12-digit Code u]}
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4. Splashtop Streamer B 7 2356 m/G, 70l LA B IA% 05443 (1) Splashtop
Gateway RZ-35H0 IP Huhik, DK M BN 38 B B 53 A SRR (3 AL AT 6 5 . RIKE (S
ERHPHRBR T H.

Enter Gateway address

Code | Enter Deploy code

Allow Access 9

5. QA K

ARG A E SR PBIBNVEE AT LA, RVFTE Splashtop Gateway FHAEHE L P .

1. #T7F Splashtop Gateway M54zl & > BH > 7 OUH, s E3 MR8 e EHH - .
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Users
() Trles = (h
tus Web Access User SOS Status More Filters «
3| Use:
- Role T Source Display Name Group Last Login
) Use § Owner Loca Default Group 2024-08-20 16:04:34
mport O Admir AD Group Member (Member of Alpha Corp, Default Gr 2024 5
 Admin Loca Gamma Industries
O Admin Loca Alpha Corp P

2. BN & B B B GALE T B A rh v P e A2 R T

Add User X

* Account

* Password

® Password must include:
+ Atleast 8 characters
« Atleast 1 lowercase Latin letter (3-z), 1 uppercase
Latin letter (A-Z) and 1 number

* Confirm Password

+ Atleast 1 special character ~!@#3%A&*_-+="|\(}
Ou<>,.2/

(] Request to change password when next login « No match of the account name

Group

Default Group -

Role

Member -

Status

Enable user Enable web access

SOS Technician

[~] Enable SOS/On-Demand support

Cancel
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YR R T B

J5 FHHH AT Web 517

il

At
SOS HIAR b

3. %0 AD P

AR HERKS, ARG EME— K
IR B H o

FEFHBERR I, JH P25 Sk R G 7 2 B G
AR SR, P AT SRR 2 AR IR
FAEAER, PSRRI ELYI ) Web (75, {HZAE
ZAREE . UREENKR T AR Web 7 i BLRR 1 34
Web %l G U5 Dhag, @iEvim GRS K
ANEZRN

PR o BRI, o 4L ThRE AT e e HE
P& B2/ 07 IR BURR -

RGP WA A R

WMARAT A F S SOS sy, AT e QI -
I JE H SOS ThRE LLIRFGH 5 3 RF

AD R pIhiES BB HIE/E, WRIRS-ES) ERIEW K AD REF/IIRTES. FNAE

BIETRR - AP, BETRARR 4N AD F 4.

o KAl EWERE AD AP, AD MR EBTHORIEHERINE Splashtop
Gateway. %3 AD HAVr AD AR AHRTHESHIIE. (HRRBIAZER
Gateway Web 1/, REKERPHIRER)

o AD R%%%: wEHESHir AD /O RAK AD R54E.

o k. HEHIF AD FP R4 M sAMaccountName@ADDomainName (Z4<#h AD

B4 BAPEEZK (UPN)

e . ¥%FF AD F sk AD ABFINER B 3IEANKI#IME Splashtop 4.
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o Mt WEEE BB DIRYE R ES AR5 AR .
o *SOS HARR: JAM SOS #HFIFFINRE. CETITHHR)
o IRUE. KE AD A ERARITT A M CLEAT B 4G E -

o OK: BATIiFR AD F P sRATINE Hird.
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Add AD User/Group X

Type
AD User >

AD Server

CBK (dc=belle, dc=epoque) -

* Account
@belle.epoque - ]
; _] @belle.epoque v
@example.com
@test.com
Group @k.com
Default Group @m1.com
@outlook.com
Role
Member -
Status
Enable User Enable web access

SOS Technician

(] Enable SOS/On-Demand support

Cancel

4.7 AD AR

AD i T DRI F P FI R B RIE TR E. R EH AD A%In2l Splashtop Gateway,
M 5HCEH AD B B4 B4 3AE, W LA Splashtop Gateway LK% On-Prem &
PR .
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AD @R FH ) AD F P FEE R AD K 83 Gateway (1 BRE PN AREFED—K)E
£ AD R ER. MEME Gateway [ AD M ¥ B BB B ik .

Users
8 Add ~ ()] Srters = h Q
Group Role Status Web Access User SOS Status More Filters ~
Account Role Group AD Group Member (Member of Remote Support / CBK) [l
jack.doe@test.com €3 Member Default Group AD Group Member (Memb... @
diane.xiong@k.com 3 Member Default Group AD Group Member (Memb... @

6. LK PR AR FH A

1. SR # AV B A LE, ZrBe o 1O 6 5 Splashtop Gateway 145 2] £ i

HEENSAE RN Z, W NEPR. BRn L& Splashtop Gateway Mz &, @

SR TR AN 22 P e i 2 7 Sm ST RE " R 8RB i1 Splashtop On-Prem %57 i .

o~ splashtop f)  Downloads (1 B
J My Computers
£B MyDevices Download Splashtop On-Prem app
© Logs A
.
Remote Desktop ™3 . ’
MacOs 08 Android
chat
Remote Command 2
Splashtop On-Prem app for Windows
=5 Windows 7 and above (EXE, X86, On-Prem Client version 3.6.8.0)
History
& Download
P ==
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2. %% Splashtop On-Prem &/ 5N ARRF A, /5 KT Splashtop Gateway fR454%
# IP HuhtEk FQDN (ERiliin 115443) LR MDA FTA 2 58 2 O A SR E R K F 44 F 5 At Bl mp
B WA MG BB - 7 EE W B AT A & 88 2 7 .

Splashtop On-Prem - O it
File View 505 Window Help

& splashtop on-prem

192.168.70.194:443

admin@splashtop.com

Fd ik bk

Stay logged in!

Log In

Forgot your password?

3. WRAE B B A S, B SSLAEBMIAMENUA T AE, W SSL EH ] R HAT
AR, AT RAIE RN o HAE, FRATEUCR I B B R R P R L T T, DA I 2 v
e
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Splashtop On-Prem *

The SSL certificate is not from a trusted certifying
authority

4. 5% On-Prem NMAREF)E, K Bom iR IR &SR, B KE R bR Lia sl
HAR IR U, 40 R s . EIRXRMESL T, EE W FIATA & SE R .

owner@splashtop.com — m} x
File View 505 Window Help

C A

CONNECT TO

Ask your IT admin to deploy Streamer on
the computers you wish to connect to

5. TR D IE — GRE M Windows PC, = mJ L i s o 45 ) i) e 4 11 BNk 1
FEORE AR V) 7] LA
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mountain.hu@splashtop.com — O x
File View 505 Window Help
C | K==

¥ Default Group (1)

E HGH-MOUNTAIN-T
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Splashtop Gateway #%fill & /& —N T Web 4%l &, HTHECEAMEH Splashtop On-Prem %
o AILLAI BT, #UE LT Chromium f% 2%, 40 Google Chrome .

Splashtop On-Prem &%t I REANEM FH - #8A 8L 17 Gateway #6 &, H 3587 K P
P MipEREN NG

A’ S p ’Q Sh fo p ] computers ) Devices ‘= Logs 88 mManagement @ S0S 4 Downloads Xt System

i 8 5 BT 2 B[R R
g v v v
e v v v
& v v \/(1)
i v v
505 v v v
T v v v
A% v
P S v v v
HE
E (1) BRI T8 1 S0 H %

(2) 47t SOS UiiH 5 H SOS TiRet, FH P WImE 2| SOS Tl

JHEIFTH Web J %88 A\ Gateway g4 thhil, W nrafatin Gateway Web 1/,

Huhik g 3 E LR

https://(IP k5% FQDN): (¥ 11 5)
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. https://192.168.1.100:443

EIHEFER F) IP ity 192.168.1.100 (1) Gateway k554, JF H Gateway BRI\ %1443

= EE: AR E A https A2 http, K5 https &6 H SSL i
= fr)224: http .

ARZ5ER6Y IP Huhk

X2 T e 3% Splashtop Gateway MRS #5 1524510 1P bk 40 5 WAL T 7] — JRy 38 f R 1447 3%
£, WGEAHL IP Huhl; @i Internet 34z, WEAIL P #ikt. WRRSHESHEZNIMER,
AT DA AT R IP Mokt vy v Gateway Web 7/, i EIhEERT LAYE DMZ 2% rh 2z 4= 8
Gateway x5 #5 1% o

¥ 1+

BRIMEDL T, Splashtop On-Prem {15443, ] DA% 8 DLR SCE A 0 i BH oF oty 15
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RGHE

&I
Splashtop Gateway &% i NEBAFIEE L4t T E RF R E R D6 .

CARIBAIT A & 5 8 %, rIAETIRSE AR B RERBIR, BN RFRE.

& splashtop [ System | Status o
Wy Devices

4, Downloads

o REEIR Splashtop Gateway )24 AR
o M Eor Splashtop Gateway [ [%25 it &

o REMRVFUIBNIGHIE 2 X E, Flin SSLIEH. TLS %E

o UriEEm] o vE A AT B Uy ] SR, Bl g4l & Splashtop On-Prem & 7
iy

o EHEAVFHIITA FHIE BB, Bl R R G

o BREERVFHIITA FHECE DAEAE, BlE /AR E AR Splashtop Streamer Al
Splashtop On-Prem. _EALHIRRA (K24
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https://support-splashtoponprem.splashtop.com/hc/sections/900000058163
https://support-splashtoponprem.splashtop.com/hc/sections/900000065386

A’ sP,QSh ,.op Snlashton On-Prem % %% #53 F It

o HEPARVFHIAITAF AT RS, BN KR
o YFRIESRVFRIA A E B E VT Ok, Bl S N/ SRV RTHE
o RTWIRMRA. WAL RS5o%. BR MBS

IR BB R

k35 R7&
Wikt Gateway HIJIR S R T HBUE T

System / Metrics

Metrics  Alerting

Service Status

O Gateway Service © Srids © Monitor
Running since 2025-07-24 10:54:48 ON oN

O Postgres © OnPremise O Relay O Relay frontend
ON ON ON ON

PL R /& Splashtop On-Prem Gateway H4:AN R 55 f a7 245 B .
e Gateway k% : L& MEHFTHZ L Splashtop On-Prem 4144 2 Windows k%%

o Postgre: IRALAAAEFTA RS HIECE IS AT I B0 1A% OB 2E
e OnPremise: KCFNVEZH. B4 I0iEiE R+ 550 F@BE R APl RS .
o k. ACPRICRE LS A 1Y LA BE AL

o REKRTI: FEHTPARERMIN DR, R E A R 2 b 4k s

o Srids: EHILFETERIME RIS, EREFSIE AR AT EdE, JHEE RGNS
T A T

o MiFE: MEARGAMKIMBRAMYERE, YR CPU MEMIZ. ARG, BLAE A AR
FOREESRIR, IR R R OUVERCENR, IR R GE AT SEVEIF S g o il AL 1 5 R
AR BC B LAROE IR ST
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BEHRIR
REPFSRRRER A0 24024 BT (IR L UM YE . LA (4

o CPU fi = EEANRSNELN CPU fEHTEDL.
o AR EE AATHAE DA IUTE L KT
o ARl MRS E] P RAA A (A AR T

CAE A SR AR T B A BT A R B, LSS TS M & RGTPERE.

& splashtop o
@ My comy WMetric

My Do —
© toss Service Status
i, Downloas © Gotw e 0 s © Monitor
& sos

] service Desk

O Postgres O OnPremise O Relay © Relay frontend

=TT B EENEEE nad0A PR

Memory Usage sk (€

| | A | \ 3068

il - R S0 DA LR [FTRE 4
SE 3o AR RE T LA BT a3, DABER TR R G

SMTP % &
FCE SMTP JIRk 554 LU FI 3 T 7 M f A s
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SMTP Settings
The SMTP Settings will be used for sending alert notifications.

@ Sync Gateway SMTP Settings

* SMTP Server * Port * Encryption
Enter an SMTP server address 1-65535 = Please select
* Sender Email Address * Recipient
All alerts will be sent from this address Enter a recipient email address

Enable SMTP Authentication

* Username * Password

# Edit SMTP Settings

[ Enter a username ] { Enter a [:355‘1'.‘[':‘

e

e  SMTP R&2%: AT AIEH FHFR SMTP R4S 2% 1kt
o Uiill: $B%E SMTP AR& 43 s 15 GE N25. 4658587) .
o IR PRI JT I LR AR T R AR AR S 1 2 4

o RFEANETHBAEMuhE: R E R B A A T AR L
o YRR FRUSCE R OE R A L A

o JAH SMTP S fiBeiik: krh i U] SMTP JiRk 55 & 75 228 S R A4 58 R v 1 s

o HMF%: N\ SMTP S I ur I 4.
o Ef: H N SMTP S50 1) %8 .

o [FA}D Gateway SMTP W E: riifiLIM Gateway H 1] Web/4& # /H Tl H

B3N SMTP & & .

BRRE

S8 A E AR P B SRAE. ATH E IR

o JRSPIRERAEAM (Fln, MRSSESIMEID
o CPU %S
o AR
o ELTRIAL

FRAYEHC B S B A IR el DASI IR IE M0 S I 85 KPR PS8 b i/ {52 AL [ o
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Alert settings

An alert will be triggered when the metric meets the configured threshold for the evaluation period.

Status Metrics Threshold Evaluation Period (1) Repeat Interval (i)
Service Stopped 0 h5 mOoO s
cPU > 80 % 4 0 h5S m©o s

1 h|O (m|O |s
Memory > | 90 %3 0 h5 m©oO s
Disk: (C:) . < 10 GB 0 hS m©o s

ve 3 | cancel

o CIRZS: I BIETN AT S AR E B

o fBbR: BARBONEEETL, Lt CPU MERIZR. WARMERI AR, LA W) 45
o BMH: fEAMMAERKEMAME (B, CPU AR > 90%) .

o VPRSI PRANTEES AR E How 1A B sk R A A TR T
o FEAIFIRG: AR O AR A L R R P e RN T

System / Status

Service Status

Status @ Running since 2024-12-03 09:44:53
Service Activity

Computers 1 deployed / 60000 max
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IE2S
LY

i AIBAT A ¥ 5 43 6 3 Gateway HOEHRIEHI G, HEIRG>MS, D& 2or Gateway 27/
S5 s 1, A B R o VR T SN B IR .

;{SP’OS’"OPA M System / Network

) My Computers

IP and Port

L0 My Devices

E Logs E/ v

<t Downloads

@ sos

%] Service Desk Port 443 Change Port

88 Management v
@) Settings v
&5 System A

Status

Network

Security

Notification

Software

Maintenance

License

About

HE

1. 0 0K BB E S Gateway k55, KA 23040 A REF IRHE & L2 -

2. O Streamer BUE 3% On-Prem N RSB ERY, BT L %,
L Streamer 1 On-Prem [ FFE P uiife @ IEAAIT IP: Port 74 Re P S %
Gateway. 44328\, Fi AW 7] 20 .
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Gateway | @- Enter Gateway address
Code ' Enter Deploy code

Allow Access 9

(i ERE Gateway 7B 4N IP: Port)

Splashtop On-Prem = [} X
File View SOS Window Help

;\’ splashtop on-prem

Gateway
| 192.166.65.192:22100 &
/ Username
’ ;' , “@splashtop.com |

Forgot your password?
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}( splashtop

Snlashton On-Prem % %% ¥ 53 =4t

(E B/ Gateway TEUHHIA IP: Port)

3. E N —FhiE F o, FRATEEC T B O B O o o L R# S A, AT DA Windows P & 1)
resmon SRR TR A . £ Windows #ZHEH N\ resmon, iz&frresmon T E, 7ML
£, BIFMIrER O, JER AT O EEcs AR T

esource Monitor

File Monitor Help
Overview CPU Memory Disk Network
LISTening Fores T I -
(3] Views
Image FID Address Port Protocol Firewall Status 2 =
svchost.exe (netsves -p) 10560 IPvd unspecified 53 upp Allowed, restri...
svchost.exe (netsves -p) 10560 172.17.142.241 67 upp Allowed, restri...
svchost.exe (netsves -p) 10560 172.17.142.241 (=] upp Allowed, restri...
svechost.exe (RPCSS -p) 1260 IPvE unspecified 135 TCP Allowed, restri..
svechost.exe (RPCSS -p) 1260 IPv4 unspecified 135 TCP Allowed, restri..
System 4 192,168.65.215 137 uoe Allowed, not .
System 4 172.17.142.241 137 upe Allowed, not ..
System 4 10.0.75.1 137 UDP Allowed, not r... 60 Seconds |
System 4 192,168.65.215 138 UDP Allowed, not r... TCP Connections 100
System 4 172.17.142.241 138 uop Allowed, notr.
System 4 10.0.75.1 138 uop Allowed, notr.
System 4 192.168.65.215 139 TCP Allowed, notr.
System 4 172.17.142.241 139 TCP Allowed, notr.
System 4 10.0.75.1 139 TCP Allowed, notr.
java.exe 37212 IPvE unspecified 443 TCP Allowed, notr.
java.exe 37212 IPvd unspecified 443 TCP Allowed, notr.
System 4 IPv6 unspecified a5 P Allowed, restri.. vEthernet (DockerNAT)
System 4 IPvd unspecified 445 TCP Allowed, notr...
svchost.exe (netsves -p) 4536 IPvE unspecified 500 upp Allowed, restri...
svechost.exe (netsves -p) 4536 IPvd unspecified 500 upp Allowed, restri..
svchost.exe (LocalServiceAndMo.., 7368 feB0uf129:c17b:3e7e:878 1900 upp Allowed, restri..
svchost.exe (LocalServiceAndMo.., 7868 feBlu5%d:4ebd:bf34:F0... 1900 uoe Allowed, restri..
|PvE k 1900 UDP llowed. not r bl ot

R

B SSL if#H

Splashtop Gateway Z#F S ANEEH ARUET, 7T LLEEZERUET, WA PR S =7 HURIAUR [FE
i,

Gateway 3 PKCS#12 (PFX) ¥R i+ .

BB, 1. EIOGFHET, EUBIAITA# S5 % Gateway FIE RS G, RIGITITRE > &
. WMARKAIEBELR, WERMIHTSANIEREE; B2, Gateway 1L/ Gateway
hE ) H AL

© 2010-2025 Splashtop Inc.Splashtop & HA#4R & Splashtop Inc. 7 3 [EFn Hofth 5 7= M pa R, AT A Hith
RATT, PR 14 AL BRI 4 1 T 2 (I 7, 5 42 T 3 285



;\’ splashtop

Snlashton On-Prem % %% ¥ 53 =4t

a{ splashtop M System / Certificate e -

) My Computers Certificate  TLS Settings  Access Control

L8 My Devices

 Logs v Certificate
5 Downloads

@ sos

[© service Desk

ADMIN
No custom SSL certificate imported.

Splashtop Gateway Is currently using a default self-signed certificate to simplify initial setup. For improved security and browser compatibility, we strongly
@) Settings v recommend importing a valid SSL certificate from a trusted public Certificate Authority (CA).
f=-3
(=]

S Management v

System ~

by Import
Status

Network
Security
Notification
Software
Maintenance
License

HI, 2. BB, KRR ANGHE, EFF PEX SOF LA GIEAS I 5 B

Import Certificate

Service will be restarted during the process, you current on-going sessions will
be disconnected. You can access the service again after the operation has done.

PFX certificate with password

Select file

Drag and drop file here to upload

Certification protection password

Certification protection password
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;\’ splashtop’

Snlashton On-Prem % %% ¥ 53 =4t

B3 REFALERSN, HRIERER Gateway iR MEHHIEFER

1% SSL iEH## A PFX 183
Windows 1%+ :

1. HdIFE, ARG REEEAT. i\ MMC.exe, M. SdisofE, ARG didm/ Mg
BT,

2. FEEm. R ERGER", RS ERER SR

3. EFEMEKS, REHR T, EERAHER, RERERE. Rdoel, R RTE
5K AT R

4. ATIFCIZAAED R AT, TN, REHTIHER.

5. KRB IRSEE, BRFEES, REEFESE.

6. HEHMAS ERET—%. WRASEETIF, FEELES. MRIRITAI, EHE

HAL i 3R [ 2 4

7. RERHLISE, R8T —5.

8. EBEAMAEEIZM (PFX) CH# R LIEIE PFX SO,
9. HFTF—3IEHFCFNENL. HKARGT—5.

10. P EWRBAY RS, BOE S N PFX ¥4 .
1. BilET—8, WEXHRREE, R R

Hft 5 (UL OpenSSL #r41THn GoDaddy BZHEHHE]) -

http://support.godaddy.com/help/article/5343/generating-a-certificate-signing-request

FAEE OpenSSL Ay & #7754 & CSR:
http://support.godaddy.com/help/article/5269/generating-a-certificate-signing-
request-csr- apache-2x

>openssl reg-new-newkey rsa: 2048-nodes-keyout yourdomain.key-out yourdomain.csr

T BT L DAIRE Ay & 7=l : http://www.sslshopper.com/article-most- common-
openssl-commands.html
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http://support.godaddy.com/help/article/5343/generating-a-certificate-signing-request
http://support.godaddy.com/help/article/5269/generating-a-certificate-signing-request-csr-apache-2x
http://support.godaddy.com/help/article/5269/generating-a-certificate-signing-request-csr-apache-2x
http://support.godaddy.com/help/article/5269/generating-a-certificate-signing-request-csr-apache-2x
http://www.sslshopper.com/article-most-common-openssl-commands.html
http://www.sslshopper.com/article-most-common-openssl-commands.html
http://www.sslshopper.com/article-most-common-openssl-commands.html

;\’ splashtop’

Snlashton On-Prem % %% ¥ 53 =4t

1. KA. ETA Godaddy E 14T 6L f5 5 4 il PEM SCAF

2. ¥AY. IEFA Godaddy iEFIF B N — > EMK).PEM SCfF
3. R .PEM Uy . pfx ST

ER:

U PEX I, e ZiUE A ] /b a] 2 CAET . a2k PEX AN & BRI 1) CA, EH R R4t

K2 L AL

openssl 417

openssl pkcs12-export-out output.pfx-inkey private.key-in star-splashtop.com.crt-certfile
int.cer

Openss| W87 IT i N 205 LA 1) PRX SO
Output.pfx: i C44 .
Private.key: iEF AL

Star-splashtop.com.crt: HZ8 =7 CA RE4LHA L4
Int.cer: =77 CA iFH

TLS &% &

Splashtop Gateway ¥ 1B\ A & B 2 5 s A 00 8% 5 42 S 4 10 TLS flAS . Al MR E 22 4 ok
HIHE R 75 SR e A [R5

CARIBA A & 5 6y 6 5% Gateway EEEHI G, TITRS > 4 > TLS & E.
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;\' splashtop’

Snlashton On-Prem % %% ¥ 53 =4t

a(SpIOSh'Op' 0D System / TLS Settings

Husterence Holicy Certificate  TLS Settings  Access Control

Scheduled Access

SERVICE DE TLS Settings
Channels
Choose the TLS versions supported by Splashtop Gateway:
© TLS 1.2 and above (Recommended)
1-to-Many Actions Provide modern security standards. Splashtop endpoints or browsers without TLS 1.2+ support cannot connect

1-to-Many Schedules TLS 1.0/ 1.1 and above
Allows ns from Sg

llows connections f plashtop endpoints or browsers requiring TLS 1.0 or 1.1. Higher TLS versions (TLS 1.2, 1.3) remain supported.

Inventory
(@ Settings v [
&5 System A~

Status

Network

Security

I TLS 1.2 A ERRA (%)

o IRHLHUR LR,

o WRLRAT A S HT AT ML AN A 2R

o RATSCHFTLS 1.2 B v A ) i sl B V2 2 A HEIE S o
o EBITIHIE 2R ZEIRE 5

I 2 : TLS 1.0/1.1 R LA _ERRA

o RVFEREYHF TLS 1.081.1 1% IH Splashtop i ) b gs .
o (REFSIBEEMIEN MG HANE.

o  ASCHEE RN TLS A (1.28011.3) , (Hik T4 L TLS 1.2+ %4,

VS T

o TEVIMIETUH T RAF NS, Splashtop Gateway M54 HJH, A 22 1 0K
PAREEE P
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A’ sp,QSh topﬂ Snlashton On-Prem % %% #53 F It

TLS Settings

TLS1.2and above -» TLS 1.0/1.1 and above

Modify TLS settings will restart Splashtop Gateway service, all live sessions will

be dropped.

B TLS 1.1811.0)5, FEALE Windows 7 il Server 2008 b7 —Ls R iM%, XL/t &R
GiRRA BRI B 2 TLS 1.0 #fEi 0.

1. 3REY Windows B #HTLA# TLS 1.2

1S R https://support.microsoft.com/en-us/help/3140245/ UASREUS 3 TLS 1.2 (5
o

2. M TLS 1.2

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANN
EL\Prot ocols\TLS 1.2\Client]

"Enabled"=dword:ffffffff

"DisabledByDefault"=dword:00000000

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANN
EL\Prot ocols\TLS 1.2\Server]

"Enabled"=dword:ffffffff

"DisabledByDefault"=dword:00000000

3. fF TLS 1 1EEENBINATF WInHTTP

X1 F3217 Windows 7/Server 2008

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
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;\’ splashtop’

Snlashton On-Prem % %% ¥ 53 =4t

[HKEY _LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\WinHttp]
"DefaultSecureProtocols"=dword:00000200

X764 17 Windows 7/Server 2008

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentV
ersion\Internet Settings\WinHttp]
"DefaultSecureProtocols"=dword:00000200

4. FF TLS 1.2 BEE NERIAA T WIinHTTP
X1F32(7 Windows 7/Server 2008

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\WinHttp]
"DefaultSecureProtocols"=dword:00000800

XIF641; Windows 7/Server 2008

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentV
ersion\Interne t Settings\WinHttp]
"DefaultSecureProtocols"=dword:00000800

E/‘ BE:

1. Windows XP 2R\ SSL v3 FT WinHTTP. Windows 85 =R AER A TLS
1.1 T WIinHTTP.

2. RN, ESINZ4H: TLS 1.2\Server, TLS 1.2\Client

BEF: Microsoft i
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https://support.microsoft.com/en-us/help/3140245/update-to-enable-tls-1-1-and-tls-1-2-as-a-default-secure-protocols-in

;\’ splashtop’

Snlashton On-Prem % %% ¥ 53 =4t

0o

3 [E] P2

i 1) 451 T fo i B G % & 72 Gateway MZ45HI1 4. On-Prem % /i N AR FALEA [P
PRI Open API )5 i)

& splashtop’

Preference Policy

Scheduled Access

SERVICE DESK

Channels

ENDPOINT MANAGEMENT

1-to-Many Actions

1-to-Many Schedules

Inventory
Settings
System
Status
Network
Security
Notification
Software
Maintenance
License

About

P

System / Access Control

Certificate  TLS Settings  Access Control

Web Console On-Prem Client Open API

| Enable web console access with IP restrictions
1. Enter the IP ranges in the format shown below to allow access.

2. IPs without subnet masks are treated as single IPs,
3. Splashtop Gateway will always include the local loopback address in the allowed IP ranges list

IP ranges

127.0.0.1 for example, [Network Addre subnet Mask), [Single IP Addr

Choose what to display when access web console without permission.
(U Ablank page with HTTP 404 status code.

© Asimple page prompts "Access forbidden".

Allow access to the support session app download pages (SOS, Service Desk, PIN Code) from all IP ranges.

VLT & B0 %k Gateway EHIEHI G, T RS > 24 > Vi, Splashtop H AT
Vilnl Gateway W24zl & . A Fom N 2L Open API 3T IP BR# .
F ARV P HbEE N IP JEEFIE . IP iEVER KA CIDR B 1P Hihk Ak =
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System / Access Control

Certificate  TLS Settings  Access Control

Web Console On-Prem Client Open API

|_| Enable Splashtop On-Prem Client access with IP restrictions

1. Enter the IP ranges in the format shown below to allow access.
2. IPs without subnet masks are treated as single IPs.
3. Splashtop Gateway will always include the local loopback address in the allowed IP ranges list.

IP ranges

127.0.0.1

T2
BESh, BT T A Web 3560 £ U5 AR 4L 4R 7 1 R 7 s

Choose what to display when access web console without permission.

() Ablank page with HTTP 404 status code.

O Asimple page prompts "Access forbidden".

PIE3
4 Splashtop On-Prem % 7 sk Web #2416 5 F 1P U5l BRI, LAEFH 1L MBI P HERR Y 1P 5
A YT 1] o

R AT R R A R BT I D R -

LG

Gateway IRt > B T A F AL DT o R BT 4 8 B AR LA
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}:sploshfop' @ System / Software e -

Preference Policy

Software

« Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.

Scheduled Access

+ Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will be removed
Channels during the upgrade process.

* The minimum "upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0.
ENDPOINT MANAGEMEN + SOS does NOT support software updates.

+ AR does NOT support software updates.
1-to-Many Actions

1-to-Many Schedules Streamer On-Prem Client SOS AR
Inventory Platform Version Status Update at
@ settings v ] 3745 Enabled 2025-08-0110:28:59 ©
=
&5 System A
y o 3745 Enabled 2025-08-01 10:28:58 ©
Status
3.7.420 Enabled 2025-08-01 10:28:54 ®
Network
Security Yo} 37.40 Enabled 2025-08-01 10:28:55 ©
Notification
Software

Maintenance
License

About

BN i A 5 AT LAE B DA B A A

o Splashtop Streamer: ;£ /a7 Vs nl (e FE B & BB FaAT I AT o R 2 SRR At =X
TR P o B

e Splashtop On-Prem ZEFImMAHER: 7JLIEAM S MIZIT Splashtop Streamer B
Splashtop SOS (1) H ARz #2 ¥ % 2 [H L im AR 2 1h

o SOS: 7EH /A A TSR B AR & g7 r, B ERMMLS1E, ARVFEAR i
RAFFF

o AR : —ZKAEHNF > Ty imfZHATR S AR SR B S VMERI 6 -

BAJITA 2 T DAAE L LT PP AT BT #84F «

o PANWRAMRAFLLE

o CREERMFALIFRIE YOS /A
o MIERBPAFLLT

o HESCHAFALIF

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
RATR, P M/ R4 BB BORA He B T AT O, #5 51 I 3k 285



. .
A sp’QSh top Splashtop On-Prem &4t #53 Fii

AT EH
1. %/

Splahtop Gateway (v3.24.0 B ERA) MRS 48 5 NI S KOn# 1 5ok Splashtop i s #A4:
(A B R AEAEE, IFRYE B e SO RIS H R R 2% kg (Windows. Mac #1 Linux) (143
KANRE . WHKE B T AR S A8 0, SRt RUE R s ek, DA R IS R R 4 4
2. R

Splashtop Gateway v3.24.0 5 =i A

Splashtop Streamer I On-Prem 7 /' v S FIF2 7 v3.5.8.3 BUHE iR A% .

< v3.5.8.3:2T 13| Gateway v3.24.0 *1/f) Windows Al Mac ¥ 5 [ ZR I il A
> v3.5.8. 3R SR LI RARIRA o Wiy s R A RRARR T-3.5. 8. 3B A L HF 2o

HEYH: A% Gateway ITAEH

1. Splahtop Gateway F+2¢ % v3.24.0 J5, #MERFTEET v3.5.8.3 ME PN ARER
/Streamer JRA, FHBEEHR v3.5.8.3. RS SN ANLEY 45 B MU I B BT R B

fil4n, 7E¥ Gateway M v3.20.x F12%# v3.24.0 J5, Gateway v3.20.x F3THLH) v3.5.2.x F#k
v3.24.0 ) v3.5.8.x k.

PLR 72 Splashtop Gateway #4403 A H B BRI iy sURAS
Gateway v3.16.x -> B\ v3.4.8.x
Gateway v3.18.x->2R A% A v3.5.0.x

Gateway v3.20.x->2R A% 4 v3.5.2.X
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;( splashtop’

Splashtop On-Prem # 4% #1583 Tl

Gateway v3.24.x->2R A% £iv3.5.8.x
Gateway v3.26.x->2k i\ Aiv3.5.8.x
Gateway v3.28.x->2k A i £iv3.6.8.x

Gateway v3.32.x->BRiAJi fiv3.7.2.x

2. #1r Splashtop Gateway v3.24.0 i}, i s A FHASESH . % Splahtop AW

BHFE T 6 LRS- G AR5, R4 I RE A 52 B A WK (4 225 AL AR AR K2

3. Vit R DI RE SE

Splashtop On-Prem % /i

FE P& TS

Windows v3.5.8.3 (GCHpFahalE shie & 5
macOS v3.5.8.3 (GZHFFahEl A shis &)
Android AFH. (M Google Play FREUH N D
i0S A3 H. (M App Store FREUH M 1)
Linux SEE

Splashtop Streamer

& RPRA

Windows v3.5.8.3  (GCHFER B ARG 75 BT
macOS v3.5.8.3  (GCHRH#BR BB A RS 75 58T
Android A, (M Google Play FREGH N H)D
Linux v3.5.8.3  (GCHFHHBREBA RS 25 5087

* Splashtop SOS 71 AR 13 7F Splashtop Gateway 1 Z 5.
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4. THEH

H3hE

ETLNESFRIER T, TTLLA Splashtop Gateway P& ¢ & 1 Streamer [ 55 ¥,

1. UFrAERRER, SHMIBIRE > HRRE

Settings / Team settings

General SSH Computer
Security Web app Learn more
Two-step verification

System Tools for Owner only v
Device authentication -

Account policy Offline computers policy Detailed settings

Session security

CHCRCH NN

Auto update Streamers Detailed settings
Unattended access

Attended access Scheduled access

User Settings Session Indicator G

Remote session  Background actions

Display type Pop-up & Banner v

Allow user to close the banner

2. EXNMNEFVIHES, REIAFHEH Streamer, FTHHHARE.
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Auto Update Streamers

Requires Streamer v3.5.8.0/v3.7.4.5 (Android) or above

Apply the updates to

O All computers

(O Only specific computers and computer groups

Update Schedule
Start Time 2025-12-25

Repeat Interval 09:00 ® - 1800
Repeats daily from 09:00 to 18:00

Cancel

3. BrB AL E A A S

e BN 2 - P

- AR R IR METEROT A A ) Streamer, EIE RN
R SEHTNLF T - DU RE R R R
- SRR, AT S T2 Vi ] PR E D 5 1) IR ZH R B IE A WA R Streamer TR TIRE

AT Z AT A PR BACTE B, Jeid AT R, B E RN T ATE R, e EEE K
2 Streamer {150,

4. EHIHR)

pi i)
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AR ST PERORA SR, R — LR SV, TS — T
SRR A

47

- T ST IAIN o AN TR ) R PR SE T S o S DCHE S 1) B 22 HEAE AR AR 18]
FHIEH

1. Splashtop On-Prem Client MR
SR BB 7 ity B FH R T

Mac: Splahtop On-Prem > #& £ 5%t

Splashtop On-Prem File View

About Splashtop On-Prem
Settings... 4
Services >

Hide Splashtop On-Prem
Hide Others T $¥H
Show All

| Check for Updates

Quit Splashtop On-Prem

Windows: X > 75 5855
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File View SOS Window Help
Go to Web Console...

Options...
| Check for Updates |

Set Up Remote Print

Windows: & > kT > KA E#H

16:36 2§ = Tl &

<  About

Splashtop On-Prem
© 2025 Splashtop Inc. All rights reserved.

Version
374722

Check for Updates

Acknowledgements

ER: FPImNARRF R RERE R FEER

2. Splashtop Streamer: XTF > WA EH
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@ splashtop ashiop O Prom SRR

Version 3.5.8.3

Copyright ©® 2010-2023 Splashtop Inc. Patent pending in the United
States and other countries. Your use of this product is subject to
the Terms of Service.

To learn about the open source components used in this product,
click here.

Visit www.splashtop.com/support for help.

[ Check for Updates... ]

ER: B ARG REERHTH Streamer EHRESHA X LRTERENEHTRE. WEHFEH

5“B#EH Streamer [AF"TX.

SAFIRABER A

47 Splashtop Gateway H({ir N4 44-4h, Splashtop &4 & A BAG B ShAE AN T i 44
AL NT) Gateway, FUGHHTIEAE MR RBIEF BT AR 48 QoADK 397 R A B 34 24

&\ Splashtop Gateway-.

FREY PKG 3Ci8

FECL B RCAC 2 35 DI, W] RAERER PKG ST sQR T RSO At LA

Splashtop Gateway - #ihiAs /A 15 UL [
Splashtop Streamer - H7iRAS /A 15 T HI
Splashtop On-Prem & s AT - HRAS A 5 0L

. ER: HEE U R AR AR S
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¥ PKG X5 A Splashtop Gateway

ER: M Gateway v3.24.0 WA T 4G, bAE PKG ERBAFFIER -> hfeieH -> dnid

}:sploshfop' M System / Software G =

1-to-Many Actions

Software

1-to-Many Schedules

+ Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.

* Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will be removed
during the upgrade process.

{© Settings A~ *+ The minimum “upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0,

Inventory

+ SOS does NOT support software updates

Team Settings « AR does NOT support software updates

Authentication

Streamer On-Prem Client SOs AR
Email
Syslog Platform Version Status Update at
API ] 3745 Enabled 2025-08-27 16:00:15 ©
& System A
=i 3 3745 Enabled 2025-08-01 10:28:58 &
Status
37420 Enabled 2025-08-01 10:28:54 Disable
Network
Security A 3740 Enabled 2025-08-01 10:28:55
Remove
Notification
Software
Maintenance
License
About

& A_Streamer

1. IHI\FTE # S0 &3, 17T Gateway EHIEHI G > KRG > WA > Streamer, HRAEEE
1E R G F GikF Streamer, SRJEHE g, W FFR.

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
RATR, P M/ R4 BB BORA He B T AT O, #; 59 L 3% 285



. .
A Sp ’ as h top Splashtop On-Prem &4t #53 Fii

& splashtop’

1-to-Many Actions

1-to-Many Schedules

Inventory

® Settings
Team Settings
Authentication
Email
Syslog

AP|

00

System
Status
Network
Security
Notification
Software
Maintenance
License

About

System / Software e-

Software

« Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.

* Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will be removed
during the upgrade process.

+ The minimum "upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0.
+ SOS does NOT support software updates.
* AR does NOT support software updates.

Streamer On-Prem Client SOs AR
Platform Version Status Update at
an
H] 3745 Enabled 2025-08-27 16:00:15 @
3 3745 Enabled 2025-08-01 10:28:58 ©
= 37420 Enabled 2025-08-01 10:28:54 Disable
A 3740 Enabled 2025-08-01 10:28:55

Remove

2. %&# PKG CfF, RGUKMIIE PKG R TIEMITOH T Gateway, JF&/m#3OMEE, W-FAH
MR e iR AR AR E

Ja H_EAB () Streamer DA H AT AT T 38 FH R -

Edit Streamer X

* Upload mac pkg file

Mac Streamer 3.7.4.5

Select again

Drag and drop file here to upload

Platform Version
Mac 3.745
Status

Enable Streamer for deployment and updates

3. SERE, BT AR B B AT B AT
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Management / Deployment / Deployment Options o 2

Deployment Options

Deploy with Link Deploy with Installer

1 Download the Streamer installer.

- @ i a

Windows macOS Android Linux

Splashtop Streamer app for Windows

Windows 7 and above (Streamer version 3.7.4.5)

S A Splashtop On-Prem N FHfEFF

1. IIBNI A & S35k, 37T Gateway B EEHI G > R4 > BAF > On-Prem &7 i, HR4E
BAERGCT QR P I N R, N5 B, W R,

&< splashtop’ ) System / Software e .

1-to-Many Actions
Software
1-to-Many Schedules
+ Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.

| ” * Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will be removed
daaharit S during the upgrade process.

[} Settings ~ + The minimum "upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0

+ SOS does NOT support software updates.

Team Settings + AR does NOT support software updates.

Authentication

Streamer On-Prem Client S0S AR
Email
Syslog Platform Version Status Update at
API ] 3746 Disabled 2025-08-27 16:01:30 ©
& system ~

3 3745 Enabled 2025-08-01 10:28:47 Enable

Status
y 37423 Enabled 2025-08-01 10:28:45

Network Remove
Security
Notification
Software

Maintenance

License
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;\’ splashtop’

2. #FE PKG 3, RGUHMIRIE PKG 2B IEHITEM T Gateway, FFR/RZIEGER, WFAM

JRA . e iE AR AR L

JA A _EAR I P s N P RE A AT T O S

Edit On-Prem Client

* Upload windows pkg file

Windows Client 3.7.4.6

Select again
Drag and drop file here to upload
Platform Version
Windows 3746
Status
Enable On-Prem Client for downloads and updates

3. SEUE, BT LAERRAERTAT N Gateway R #F1HE Hr .

%5 62 T1 Ht: 285
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Downloads

Download Splashtop On-Prem app

H @ os] »

Windows macOS i0s Android

Splashtop On-Prem app for Windows

Windows 7 and above (On-Prem Client version 3.7.4.6)

Notes:

1. If you are looking for Splashtop Streamer, which needs to be installed on the computer you would Iike to remote access to, please
visit the Mar -> Deployment page.

Splashtop SOS, which allows user to run on the computer and share the 9-digit session code with technician

e SOS Download page.

king for Splashtop AR, which allows user to run on the mobile device and share the 9-digit session code with technician

2. If you are
instantly, ple
3. if you are
instantly, please visit the AR Download page

FRIBRER 4R 14

HIB\FTE & 0T A Splashtop Gateway Hflki+5 2 ) Streamer 8¢ On-Prem N AFER, SMIBRAIAH
¥ T N8, EASmEAE 2%,

MEg Streamer

1. LLEABABTE E S a, THEHEEBHE > 2% > B > Streamer, Bk , Ml
WEELAN Gateway F I Streamer.
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};sploshfop /M System / Software e -

1-to-Many Actions

Software

+ Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.

1-to-Many Schedules

+ Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system, When upgrade your Gateway, previous endpoints will be removed
during the upgrade process.
@ Settings A + The minimum "upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0

Inventory

+ SOS does NOT support software updates.

Team Settings * AR does NOT support software updates,

Authentication

Streamer On-Prem Client SOS AR
Email
Syslog Platform Version Status Update at
AP n 3745 Enabled 2025-08-27 16:00:15 O]
=
5 System A
e 3 3745 Enabled 2025-08-01 10:28:58 ®©
Status
3.7.4.20 Enabled 2025-08-01 10:28:54 Disable
Network
Edit
Security A 3740 Enabled 2025-08-01 10:28:55
Nonhcanun/
Software

Maintenance
License

About

2. Streamer —Z: k%, WFEERE T AT .

fiHiB® Splashtop On-Prem {27

1. VHABNBTEH S &%, I EHEER G > £4 > H/F> On-Prem [/HFE7, TEECIZEHSE H
. T RS N Gateway H i
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}{Sploshfop 51 System / Software o -

1-to-Many Actions

Software

« Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.

1-to-Many Schedules

« Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will be removed

inventory during the upgrade process
® Settings A * The minimum “upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0
« SOS does NOT support software updates.
Team Settings

* AR does NOT support software updates.

Authentication
Streamer On-Prem Client SOs AR
Email

Syslog Platform Version Status Update at
APl n 3746 Disabled 2025-08-27 16:01:30 ©
&5 System ~
[ 3745 Enabled 2025-08-01 10:28:47 Enable

Status Edit
37423 Enabled 2025-08-01 10:28:45

"

Security
Notification

| Software
Maintenance
License

About

2. On-Prem & Futi—Ze Mk, TWFE T HAnTH .

i

SEM A RGUREE . A B TRECE /B IR A i B A B #5172 Splashtop On-Prem %
Gio RGRNER I BRI, FOVEEZ KW RER SR FI2E B AP,

&H

BRI ARG &K EAT S, WAUEH RGFTE HEMK ) &3t Splashtop Gateway [/ M. RGAT
HH W T 0% Splashtop On-Prem %46 ¥4 R (9 HL 1~ 4 Hi g1k

FoxF| Gateway [/ Mutifo, FRIRGAAL, N5 SHUEI4EP 7.
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o~ splashtop

) My Computers
£0 My Devices
& Logs

¢t Downloads
@ sos

[ service Desk

88 Management
@ settings
Team Settings
Authentication
Email
Syslog

API

00

System
Status
Network
Security
Notification
Software

I Maintenance

@

System / Maintenance o.

Backup & Restore

{{}) Secure your Gateway data with manual or scheduled backups directly to your computer. Backup schedule
@ You have successfully backed up at

& Easily restore your Gateway data from a previously saved backup file. Restore settings

Storage

E‘o Remove old logs to reduce the size of database storage. (Estimated size: 124 MB®)
@ You have successfully removed logs up to (including)

Remove logs

@ Remove old inventory to reduce the size of database storage. (Estimated size: 14.1 MB®)

@ You have successfully removed inventory up to (including) =

Remove inventory

RASLEI AR L . IR R AT, AU BB ZIP SR E T
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Splashtop On-Prem R4i& L5 T

Backup Now

Backup Choice

Include Gateway logs in the backup
Estimated size: 6.0 MB®

Include Computer Inventory in the backup
Estimated size: 2.8 MB@®

Set password for the output ZIP file

* password

sword, minimu

* Confirm Password

Cancel

® These items will be included in the backup:
v Certificate
v/ Gateway settings and data
v/ Gateway logs
v/ Computer Inventory

These items will not be included in the backup:
X License

X Software Component (Streamer, On-Prem app,
S0S)

X Centralized session recordings

R st — DR IEAE, S 1 e b A 35 OB b A A ORI
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Start Backup Now

Are you sure you want to start the backup?

Backup item Size

Gateway settings and data 51.5 MB
Gateway logs 12.4 MB
Computer Inventory 14.1 MBE
Estimated backup size (O 78.0 MB

MR, TR ZIP SO B S RA7 BT ES R B SctJerb. it ZIP ST s — A
SQL A, HPGHMNASGHE, WnRgE. HomA, CmEaime finiig. HES,
Ho2, WANEAGEELR S, Bt SQL BIAYRE R 5t )n 7 2 H8 H0m VF ATk

gty

AR TR T OR DA — 3 H e 77 e s . R E IR B it &), RGumt T B iR atRil e
W AT HAE A -

e B &R v ?

BB &R, 2 AUE T BB\ T K &5 Splashtop Gateway 717 Wb [FRA A & 0K 5 B A
T#3% Splashtop On-Prem £ 454 Al 3iF ) B - BB A2 k-

o F) Gateway [/ Mulia, FRIRGANAS, Rn FHRIGP UM, Pl ot i,
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&k splashtop

3 My Computers
L0 My Devices
B Logs

b Downloads
@ sos

@) service Desk

88 Management

@ Settings

& System
Status
Network
Security
Notification
Software
Maintenance
License

About

@

System / Maintenance

it RIRE

Backup & Restore

‘.&’ Secure your Gateway data with manual or scheduled backups directly to your computer.

{8y Easily restore your Gateway data from a previously saved backup file.

Storage

E& Remove old logs to reduce the size of database storage. (Estimated size: 6.0 MB®)

© You have successtullyremoved logs up to (induding) 2024411 (UTC) ¢ 2025-07.04 14.07:58,

@ Remove old inventory to reduce the size of database storage, (Estimated size: 2.8 MB®)

e B DA T 2 100 DA B 2 6 3 T I SR

Backup now

ackup schedule

Restore settings

Remove fogs

Remove inventory
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ﬁ%%"ﬁg 2

TREFN,

Backup Schedule

Status
Enable Backup Schedule

Backup Folder

C:\Program Files (x86)\Splashtop\Splashtop Remote\Splashtop Gateway\Backup

Schedule

Backup Choice
Include Gateway logs in the backup

Include Computer Inventory in the backup

Set password for the output ZIP file
* password

* Backup Days
@ [E

Backup Time

08:00 @® | (UTC Time: 00:00)

Retention Rule

Keep the number of backups 5 %

N

@ These items will be included in the backup:
v Certificate
v/ Gateway settings and data
v/ Gateway logs
+/ Computer Inventory

These items will not be included in the backup:
X License

X Software Component (Streamer, On-Prem app,
SOS)

X Centralized session recordings

RE, IR LS it R anoR s b t, WIRMERAFICE, & itk ikissT.
BAR AR, BORAE kA TR AT

BRI, PR TSRO E Gateway HAE. AU B P~ id B shid sk, DU X
SRR AR s 25 A7 SR T o B S S i & R B DDV L

RNERD, RIS 2T, W EONEE R ZIP SO B R

FEITIR#AD AT, T ENEE R ZIP SRR E .

B RE RO RIS A R AL
B IE], LA O Rl B A I IR
P B A SO R T R I K
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N
=

o HfgRisiT— &,

o NHfitR AT RIRIRCR, & TSR AN B i

M Gateway v3.36.x JT4i, HIBAPTAT & AT LA 257 H A MR F i 5 7 3 2

}{Sploshfop' M System / Maintenance o v

3 My Computers
( G Backup & Restore

L0 My Devices
E Logs v tOj Secure your Gateway data with manual or scheduled backups directly to your computer. Backupnow  Backup schedule
‘ou have successful d ‘
& loads @ You have successfully backed up at
| @ sos

& service Desk !&) Easily restore your Gateway data from a previously saved backup file. Restore settings

58 Management v

{©) Settings v Storage
£ System A

i Status E] Remove old logs to reduce the size of database storage. (Estimated size: 12.4 MB®)

@ You have successfully removed logs up to (including)

Remove logs

Network

Securi
¢ f’i Remove old inventory to reduce the size of database storage. (Estimated size: 14.1 MB®)

Notification @ You have successfully removed inventory up to (including)

Remove inventory

Software

l Maintenance

VAR TG % 5 13 % 5% Splashtop Gateway, #%| web/ &%t/ 4:3"

TR T IR B 7= B T 0 17 B LA 55 B AR TS A 22 1)

I e
H=:

. LR AR NG B AN TR, Teikdkinl . A SRAE S R A R s 0T o R AR, DS A
B?{E,TTEEEUJ\ TR

2. FLRN B SRR R A B, B2 A B H S JCTE M ER -
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FERATIE IR 1, TV LT 3

e H%% Splashtop On-Prem MIFRIEZ . RGIEHEGE, FRE04 1 R UG ATE

o RILAEEA ZIP SCIFIFRE SQL IIARAT BIA IS, i SRS %
o RMEFTRG, FUVPTA IUA B E AR BIR AMER

& HE, BAHRGHTH #F K 5% Splashtop Gateway 17 Wi, i RGBT H 4 10
T o

AR R E A, AR5 R Y SQL BIASCA

;\'sploshrop' 0 System / Maintenance o .

© My Computers Backup & Restore

L0 My Devices

B Logs N f{"ﬁ Secure your Gateway data with manual or scheduled backups directly to your computer.
@ You have successfully backed up at 2025-04-23 17:37:22.

Backup now Backup schedule

«, Downloads

@ sos
5] sesvice Desk & Easily restore your Gateway data from a previously saved backup file.

ADMIN

88 Management v

@ settings o Storage
Team Settings

Authentication E]ﬁ Remove old logs to reduce the size of database storage. (Estimated size: 124 ME®)

@ You have successfully removed logs up to (including) 2023-04 (UTC) at 2025-06-19 16:42:19.

Remove logs

Email

S)
i @ Remove old inventory to reduce the size of database storage. (Estimated size: 14.1 MB®)

API @ You have successfully removed inventory up to (including) 2023-04 (UTC) at 2025-06-19 16:42:58.

Remove inventory

& System ~
Status
Network
Security
Notification
Software

l Maintenance
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Restore x

« Choose a Gateway backup file to restore. This operation forces an automatic
restart of the Gateway.

« Note that all of the current Splashtop Gateway configuration data will be
overwritten.It is recommended to back up your current Splashtop Gateway data
before restoring.When a restore is completed, please re-import your license.

Restore file

SplashtopGateway_ 3.sql

Select again

Drag and drop file here to upload

Caneet

Restore

Restore all settings will stop the Gateway service and overwrite the current
configurations. Proceed now?

Cancel

WIIE R Splashtop On-Prem R4i)5, 1% UK [ shBkiE 2V R]E U .
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@« splashtop @ System

License
& System A
Maintenance
I License

About

.,))

ve
License Activation
Choose your preferred activation method to get started with

Online Mode

R
Easy to import. activate, and remove. 5
Requires internet access.

® |nstant activation

® Autor

ic updates

® Easy management

b Import Online License

AL 7R 2 B 2B OR VF AT E, B AR R T I SE PR AT HE 2R AR

RGUEJFE K !

IS o

your licensed software

Offline Mode

An activation file to activate the license for
no internet environment

® Nointernet required
® File-based activation

® Secure offline use

b Import Offline License
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Higg Splashtop On-Prem HiE

RG] DU T 4R HMNER Gateway Hib.

}:sploshlop' 21 System / Maintenance e -
L0 My Devices

B Logs Backup & Restore
< Downloads

@ sos

[@] service Desk

& Secure your Gateway data with manual or scheduled backups directly to your computer. Backup now Backup schedule

& Easily restore your Gateway data from a previously saved backup file. Restore settings

ADMIN

88 Management v
) Settings v
=
S System 2: Storage
Status
Network D Remove old logs to reduce the size of database storage. (Estimated size: 6.0 MB®) Remove logs
@ You have successfully removed logs up to (including) 2024-11 (UTC) at 2025-07-04 14:07:58.
Security
Notification . "
@ Remove old inventory to reduce the size of database storage. (Estimated size: 2.8 MB®) Remove inventory
Software

Maintenance
License

About

uﬁfﬁ%%{’\y&“‘i‘% Splashtop Gateway, FMiZ| web/ZR5t/4E4 vaih, HE“M
BT ARTE B H 2B DUR L A 7% 18]

1. SRR HEARRTKE, HFHLERE SRR A 24 5 B E T2 5 R
T2, DU ZE AN B AT AT H GRS .
HE SR AR, im0 H 1 H & TEmR .

3. MIERE HETIEE web/H&E/ . A EE, LT HANE CSV.
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plick 3l

Splashtop On-Prem [HBAFT A # 7T LA IE A1 UL K AT R Suis %, CLEZIH P& B R 4ey i S 2m
B ML, BnTE k0 A o e bR S A AR A ] B .

F B\ A &K S 7] LLF) Splashtop Gateway > &% > 340 4k 3130 %0 7 i

BRATERA, EE kB

FE I 28 ARSI N B RN P 7, Ve B L3 0 4 45 PR TR

ER: AZHEFKA UTC iE. EERMERMEITHERNZE.

System / Notification

System Notification

| Enable

Input notification content, max 300 characters

End Time (UTC) 2024-12-06 B8 152 ©®

TNEILL &R G F o
System Notification

Enable

Input notification content, max 300 characters

Our service will be unavailable on 2025/01/01 from 1:30 AM to 6:30 AM UTC due to scheduled maintenance. We apologize
for any inconvenience caused.

Select Date Select Time

End Time (UTC) 2025-01-01 & 06:30 ®

Save

RAF)E, RGUERISAE Gateway TUH A LA RN, WA D OIS . R BbRE 12 (UK
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' e N
!

Our service will be unavailable on 2025/01/01 from 1:30 AM to 6:30

AM UTC due to scheduled maintenance. We apologize for any
inconvenience caused.

MG R B TR B g5 st fa] (BP20254E1 ATH E46: 30) , AT AZEFRE A On-Prem N
P Om i BRI (R S LA B 2 N %) B Streamer & & HEHI.

Our service will be unavailable on 2025/01/01 from 1:30
AM to 6:30 AM UTC due to scheduled maintenance. We
apologize for any inconvenience caused

OK
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;s‘ splashtop streamer

C3 status

@ Settings
Security

=o- Advanced

@ About

Splashtop On-Prem 4 5]

T R AT o EFNANER

Computer Name
Connection Status

No active session
Computer Deployed by

——

Splashtop Gateway [ Wk & H RS0 20— MZBFAIE GRI AT 27 s A4 feia

7.

EHFEIEGE S, EHEHEAFTEE K /2N Wt 1 41T Splashtop Gateway, SiZIR4E >

VFHIE
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& splashtop B System / License

) My Computers

£ My Devices License

& Downloads

® sos Authorired to 1 Key King Start Time €nd Time status
[@ Sservice Desk trial X
89 Management v Privilege

@® Settings v

£ System PS

Splashtop On-Prem SCEFE¥FR], A2 U] O A K UL B AR FA ROHFBLER 4 (1) ¢F ATk
NHFE— RS, VFATUE T Bon B NIRRT A & B85 . 8RR SSER

A3 I R AT R A PR RS, R S VR AT IR AOA R, mRT AR PR BT 1 R o VAT IR AT 2 DL R VF RTIE
FEAR{E S

VFANIE D N =300 ML EMNMEFIIRE. ANET e (AN SOS) « EANEF ZUETRETR T

e AR A B RN AR SR, 1A N ST 2 U 7 AR RN AT B BRI . 25
DT REZER.

PEIL N R UL TR VFAT LR 4 B, R A W] 1 VAR H AR SR D) fE .
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H e LT AL PR EE 1 H HVE
BRRENETH P HE FT LA e R Te NE ST F P o S

KT MNET IR 4 AT LATR] A 3 72 1% 1R B K e NAEL ST L B

KT NAESF Streamer $ & ] DL E A B K T NMESF Streamer &

T LLJA I E 4% SOS Theg i T P H
S M P ol Uy RE AR K 4

KA MNET IR s R LARI 237 SOS il i e KA ME ST - s

ARG ERNET IR E RS, AR LB E N TEIR
il AR A B K TN S 5 S

—/N Streamer HI AR AR RVFFB R —4 Streamer [ Ak H 4k
SR

BRSAARAE (XA I DAEREA R 58 AL AMR Al SO i 1 i KR

5|~ Streamer HEKIF
PR (AT SUVERIN 4> Streamer {4 AN £ L IFHL
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\ ARG i KM 21 IR 215 %
Max Chat (£xih4h)

—/N Streamer [ KK

WIRR GRS W LA N — Streamer @57 1 i KR 2315 AN R 2315 %
JEFEFTE TS S VE A AT EN D fg
326 FE N T FETS FUVF A A R e R 1 A
AR E R TS SR A fE &R DhAg
R AT 4 T YA T ar & T Re

H A R SCVF IR 5 A0 E A L g

75 FOVF S F i Streamer, B Windows. Mac. Linux (EJ)

M i Streamer W HE D

¥ 5hi Streamer S5 fUVF e A Bhin Streamer, B Android
Ao i AT RVFYT N RDP 20 431

ESUR TN el SV Z R — B R

ESUEF TN R R L X2 REER

eS| R FUVE R il Rl
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SR LR MR8, VRSB, 1)
I iR LB M PR P s

—~ Streamer Mg KFFKIZFE VRIS UT R -—4 Streamer &K H P EE

2ER
i TS S H s Streamer, B Windows. Mac. Linux (B
i Streamer PRI
¥k Streamer 215 fU ¥ A Android Streamer
Zh— R ST RV Z N — B R
EQUERTVN i 4 E DU T E ATV
il Fe T SOV A FH 231 3
VFAT IR B3R R

Splashtop On-Prem it 5 zh VF rTUEZIIE AT RE, 7T LAFE B B 53 e Ik SR AT 20 LA G iR 55 o
W .

ThREER

o MINREENEM, AREFIHRE. AIERS > VFANER AR
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System / License o v

License
Import License Check Update Expiration Notification ©
Authorized to T Key Kind Start Time End Time Status

trial 2023/04/23 (UTC +08:00) 2025/12/10 (UTC +08:00) (] X @

o BN A B RAEVFATIERHIRT30, 7M1 RUSCH] L7~ I 13
o ULIIEEAE A SMTP JR55 2% AR 24

MRV TE

Splashtop Gateway SZHFPIFE VR AT UERGE, RIFELRIBOE A 2080 . 18 /5 2 e s vl ik
» WIEA R HZ RS

HAHABIBATG & G008 4 GG VErTiE, 7l 3 Gateway &
G > VFAIRE T A .

A’sploshiop' (G8] System / License

& System ~
Maintenance

e

License

s License Activation

Choose your preferred activation method to get started with your licensed software

SR Online Mode _ Offline Mode
— x
o Easy to import, activate, and remove. . An activation file to activate the license for
Requires internet access. no internet environment.
® |nstant activation @ Nointernet required
® Automatic updates ® File-based activation
® Easy management @ Secure offline use

& Import Online License b Import Offline License

LV ERE
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TR VF ARG, " LLRE S ATELVFAE, AN Splashtop 898 A 51 b SR IU I AUH
PFAEE .

Import Online License X
= P

© New license will be merged with your current license set.

License information

Authorized to

mall

License Key

Online mod
nline 1€

H=: Splashtop Gateway HZEEMAHIEVFANE. splashtop.com:443 v [ KGR L .

B AERUE

R Splashtop Gateway Joiki&E R, AT 5 58 2R VF T IE 0T
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Import Offline License x

© New offline license activation file will overwrite current license list

1 Press the save button to save the Activation ID to a file

2 Send the saved file to Splashtop Support to get your offline activation file

3 Import the offline activation file to activate the offline license

Select file

Drag and drop file here to upload

1. AEVFRIE DU AT AR AR, AR T 8R0S ID.

2. F5¥E 1D SCIF KA Splashtop B4 A B3, AlATT K26 il B 2 B SO A O ml A%

3. iR UL ARSI, ARE BN USSR RV PTE G

x<F

KT TH AR ARGE L, A

RiAs: Splashtop On-Prem [IERAS, KRASNS J& TH & P EBRRA 5

FZER IE] . A 7 AR () H SR A (]

FETHES: AR BT Th e A 5 I

MR%2%2Kk: 185 Splashtop AT H Splashtop A% HI2k s A1

RaFABUSE: (LA R Splashtop FERAESHE 1t B SO kY

XEMVE: Splashtop HiARSCREFISEFI4ER: . N 152 Splashtop On-Prem fif, 76 s RE T
i%#% Splashtop On-Prem
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v

= HEEH B
fEifr

EREH 5 /L Splashtop Gateway 177 ki i) — A B iIAR,  HE PATAE BE 62 A4 B 52 B R 5
B, Blan oA A L EE B

o splashtop 8]

) My Computers

L0 My Devices

) Logs v
4, Downloads

@ sos

55 Management v

{3} Settings v

& System v

B B RS LR BRI A BT 5, A O OIS P BVE B B3, 4 B G A g %
Wt AN SO VE U ) BRI 6, DRI RR A B T A B 5 B IR TR

FESRGI R, BIBATA H AVE B AT DA B R e rp B DU R ) B e, A i
oy L EEL ERTURES . X ZERAE. X2 R BUE AL B
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HIBAIT A A B0 PRYE A4 W& - BIBANRE. Sk, BT #fF. Syslog Al API.

FATTRE AL BA B A7 5 1) 1 B WA B ) (5 B SR T PR

e HAF

o FTHHM

o FTHE®E

o ¥

o TRV

o HE

o HIAVARNE
o —WEZHBIE
o —XWZIHH
o WE

i

VBN Fir A /%8 B2 B3 RT AR FH O 0 ok 0 23 P P B 8 P et

Splashtop On-Prem AR A I K 7 AHBIK 2R W3 Hak (ADD K. ZLi0 AD
RS BB 3 N S e R G BE PO E IS ) H RS54 -

AP ets (EfEfmt. 4. UIRBIR. BorAFK. S5, PP RIE) WM I TR E .

IR A

P EHALT https://{gateway} > & > B,
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Users

[ 8,000 - | 6 T = & Q
Rol So Display Nam: G p L Logi

@
O ad A femt If @
o Ind: @
O adr If ®
AR MK
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Add User x

* Account

user@example.com

* Password
Fassword;minimum 8 @® Password must include:
+ Atleast 8 characters
« Atleast 1 lowercase Latin letter (3-z), 1 uppercase
Latin letter (A-Z) and 1 number

Password, minimum 8 « Atleast special character ~|@#3%/&* +="[\()}}
Ou<>,.2/

* Confirm Password

O Request to change password when next login « No match of the account name

Group

Default Group -

Role

Member -

Status

Enable user Enable web access

SOS Technician
[C] Enable sOS/On-Demand support

MK BN SR, R RS 21,
e DA 8N TR

A BT A CE BB AL 3 R AR e et

VB I R O
SR SR TR, 5 I 1
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3
asa

it

A

Ja F Web 14

SOS FAh1*

%0 AD ik

FUP AT CAR oy BUAS TR ZH A, o3 AT DA 80 B /0 Tl B

RITH P A,
U T LOU: E VAN NS el SN TR R
(P

JROE s R RE SR T UG SRR A H AT IR 2 1

AR EEM, ARSI AR T AR AR, R R
LAU5 i Web )7, (EZFE 2 iz

ZEPH R UR 25 T LK ™ 1) Web 7 i Zh E -

R EA S SOS MRkss, WIRTAERIE M NS A SOS Bhfig LLIkA14
i SCHF o

AD fIk 55 & s B B E . W] R RG-S H SRR AD IR 8 SR TPEER . S
FIEBIEDR - B, RETEE S AD B .
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Add AD User/Group X

AD Server

CBK (dc=belle, dc=epoque) =

* Account
User account to login @belle.epoque - ]
@belle.epoque v
@example.com
@test.com
Group @k.com
Default Group @m1.com
@outlook.com
Role
Member -
Status
Enable User Enable web access
SOS Technician

("] Enable SOS/On-Demand support

jEikiE+ AD H P, AD N AH BT S0 SE R in#) Splashtop
Gateway. &+ AD 41 foiFst3t AD 4l RSt THEE S MBAE. (41
RS Sk Gateway Web 717 Wk, SR G A REMER F AR BoR)

it
AD fR% %% TP E Hbr AD H PR AD RS2

HE Hix AD il P a4 sAMaccountName@ADDomainName (
e ZHh AD #.4) siF P EEZFK (UPN) .
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HRAI4E Splashtop 41 AD Fi 7k AD RN K AN %40 .

paxil
- P AT LA 7y BIANRIH A, 23 2 AT DA CE B P /U TR RR
*SOS HARG: AH SOS #%7 XFhht. CETIIMWiIrZE
SOS ﬁ*ﬁ ) 1 (=] i X 15F Y] He T
IAIE ks AD F P B 4H B m] A DASEAT B 3 Bk
aim AT EER) AD H P ERH AR H R4 .
AD ARk

o P bR R AD 8 AD 4, W NEIFR. R 0K AD didsinE| Splashtop Gateway
, NIFIF 5 H B AD A B4 G40 56E, ] PLUE Sk Splashtop Gateway LA On-Prem &
JA 3 R T

AD AR ) AD F RS AD K 85k Gateway [1)7 Wt i ™ i b HIRE P B4 —K
JATE AD it R, M3 Gateway 1) AD MR FRSLED BRI 8 U@ 1
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8 Add ~ [$)] rites = B Q
Group Role Status Web Access User SOS Status More Filters ~
jack.doe@test.com 3 Member Default Group AD Group Member (Memb... @
diane.xiong@k.com ) Member Default Group AD Group Member (Memb... @

R ARG AD AT S Sk ) AD K FUR Ak AR IZ AL AR A g AR .

B R i B 3R Uk ) AD H 7 ER T LS A 3L AD SRAE & AR R P B AR R, R
Splashtop AR %5 -

HESARFKF

WEHESN, TR KEARMAH 8 AD S AH 3 AZ] Gateway, Toiii&E il

Users

o
Agd Role T Source Display Name
Local User
AD User/Group
S50 User 4 Owner Local
Import ) Member Local
Local Users
AD.USErs ) Member Local
SSO Users

) Member Local

S A P

SANHFE, KRGS NEAN RIS AR PIK-S 28— N 80N 7 R — RS0 . XL A
JfE EEE SR BT, KB 5t Gateway H Splashtop On-Prem I A2 .
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Import Users X

*Upload CSV file 4 Download template

Select file

Drag and drop file here to upload

Group

Default Group -

Email notification

Status

Enable users Enable web access

SOS Technician
[l Enable SOS/On-Demand support

You have successfully imported 1 users at 2024-07-23 17:11:59. Visit the |ast imported report.

Cancel

T CSV SCHEBIAR . i H] CSV U S A P .

R CSV U BALAE H P IK P BRI CSV .

B AT ERAREA: WIRCACE SMTP RSG5 ds, WS HI S B vl BLIE i i1 M2 ik
A — Ik

RE: Rk SRR, WA AT PV R il SRR AR, W 758K T LAV i) Web
17 R, (HZFE i .
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Gr4E: HIP AT DA o BIASRI A, o dLAE A B/ 7 T AR 7 T AR A 2K
SOS HBARF: Jifil SOS #iifi S Hrife ..

A A CSV ST A 7 B H AR

S A AD Al

AD JIR 55 a8 B AR, R I BUE RS- 50 H SIETR ) AD g5 83503 . SHEE Bk
ik - H, RSB RAIE, RJEESE AD . I sl S oy 5 ey AD H #S
ATLME A AD EdE 55 On-Prem &7 FHFEFr, JF{EH] Splashtop iZfE/R 55
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Import AD Users X

Authentication

CBK (dc=belle, dc=epoque)

*Upload CSV file 4 Download template

Select file

Drag and drop file here to upload

Group

Default Group -

Email notification

Status

Enable users Enable web access

SOS Technician
[} Enable SOS/On-Demand support

Cancel l

AD RS2 EFAS HEs AD H PR AD IR%5 %5 .
T CSV SR i H CSV ST S N AD H 7.
YefE CSV itk BAEAE AD HBIEN CSV STtk

B R ARARER: RO ECE SMTP RS as, WS AT UR] P mT A e v R A i K A
— IR .

RE: mRIK B, WA APV R il iKW 73R T AV )
Web 17 Wk, {E@fE G #EEN .
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Gr4E: HIP AT DA o BIASRI A, o dLAE A B/ 7 T AR 7 T AR A 2K

SOS HARR: JiiJil SOS 447 S FFIife-
A HF CSV FH ) AD I S AEIH AR

SARRE
WP SN, FRRASPTEE W UAAR AL B F RPN,

Import Users Report X

@ Please download the imported report to get the one-time password for each imported users after the import
is completed. The one-time password only can be used within 7 days.

Account T Status

v/ Success
v/ Success
v/ Success
v/ Success
v/ Success

v/ Success

12 Completed 0 Failed Close Download Report
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HEHL

1. 3R CSV et s .

2. A EARE L AU E AR HERS 2. TR R T example.csv SO SR A AT R /6 2
3. IEYHT SN TR T, BIIEH M SN FAh CSV .

4. FITA I TN B L R SR AR I 0 A

1% B [ X R
ViR

7 i SRR R MR AL P A B T 4 TSR U5 1) PR AT AR B -
- BN

FITAT HL i

AL A HL i
AL AL A HaL i
SRR R LI AT L £

ey e B 17 ] ALRR
5 F T 2 al i BE D3R 8 5 Gateway M35 I & .

FALE] web/ B/ EEIM, Bk SRR SRR B bR, ARSI RBUR . 2RE
BV AT B B H A7 AR

P 5 T AR PR
BEAh, TIPS KT, R E KT BEE DT AR . B O AR B

AR K L B B AT PR BE L, BRARRE S E K i B S SOV BB D7 1) e B I R &
FEAS A A REVT IR FL e, U AT P e T
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@« splashtop

© My Computers
LD My Devices
) Logs
&, Downloads
@ sos
@) service Desk
88 Management
Users
Al computers
Al devices
Grouping
Deployment

Preference Policy

Scheduled Access

Channels

o

Management / Users
Users

Account +

v Default Group 1028

O aamin

© Asmin

O ramin

O Manager (gr
3 Member
3 Member
3 Member
£ Member
3 Member

O Member

Last Login

Status

Oisabled

Oisabled

Ortabied

Enabied

fnatied

Enatled

Enabled

Enadled

Enabled

4 Collapseall Truers = (h

Change role

Granular Control

Change display name
tion

ep verification

Reset Password

Enable user
Disable web access
Disable 505

Remove user

@ o &a
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User Access Permission X

Admins can grant users/user groups access to computers/computer groups.caleb@sop.com can access:

(O No computers

(O All computers

(O Only computers in its group

(O Only computers based on group permission

© Only specific computers and computer groups

Q Searc!
Select groups Select computers
Only show selected Only show selected B
> Default Group
0 Group(s) Selected Clear all 1 Computer(s) Selected Clear all

V3 RIA PR ZE TR

I 1 - TEK
FH P45 TR B A E . 7 B P A5

I 2 - FrA e
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FH P ¥ REf% U5 8] BT FRL

YT 3 - (24 rh AP

F P ¥ e U 10 3 i 3 7] — ZH A L i
VET 4 - (4L BRI

YT RBREE

o TTHUK (FERLAHAD
o [XHARIHEN (FEBEHFD
o IURFE RN A (a4

BRI 5 - (S FEL A R 2

Splashtop & ik, FVFHE SR — 41 Bl 55 5 B -
AL, FEP AT DU AN A B2 B B0 KPR B AT 4L
AR

IR AY B — H A AR R T AR, AT e — AN, BT sz 4L, SR izt
BT RABLR .

m (@] + Collapseall = rilters = (1
Group Role tatus Web Access ser SOS Statu » -

jo)

nnnnnnn Role T Source Display Name Last Login Status

v AlphaCorp %

ele]e e

ERNEOLT . F PR e ) [R]— 4L P K el o 4T DAL B DURFAE ... LIS 33 22 4L I BRI 3 E R -
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Group Access Permission X

Admins can grant users/user groups access to computers/computer groups. Users in this group Accounting who are
configured to follow the group's access permissions can access:

(O No computers
O Only computers in its group

(O Only specific computers and computer groups

Bid CSV EHrif e U FR
CSV A& Dfg SU VR BE Fad s LA 75 3 200 BT P AL A7 il B «
1. OR 2 RTALR T 2 CSV LA
2. 2t SO AR B U7 T AR
3. HH bR O giiE CSV SRS EE P
PETHRESCRAALE BT . IR MR TS, DARA ORI BE A AERA 12 -

B0 Al B BTG R AR
1. Vi CSV EHThARE
o 5% Splashtop W% & B HTTH .

o MEFRZ, WitFnEd CSV EHTH VAR Bl CSV EHA
K5 T AL PR -
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}\’sploshfop’ @ Management / Users I =

3 My Computers

L0 My Devices Users

E) Logs v

<5 Downloads

@ sos Account Role T Group Source Export as CSV

[@ service Desk & Owner Default Group Local Update users’ access permissions via CSV

Update groups' access permissions via CSV

© Admin Local

88 Management ~
O Admin Local @

Users

2. FEIEHEAK CSV X

o TEMERDTRN, FEUHIC
o FPVIHBR CSV
o BrEH CSV
o PrE#H CSV
o IS DA b SO R A CRE G S A BR ISR AE A s RS

1 Preparations
1) Review the instructions before editing the access permission CSV file. Instructions (5

2) Export the pre-formatted Access Permissions list for modification. Use only the exported file to ensure proper
formatting.

Export Users' access permissions

3) Download the Computer list to assign computers to users or groups by UUID. Download All Computers CSV.

4) Download the Group list to assign computer groups to users or groups by Group Name. Download All Groups CSV.

3.9%% CSV X

o (EHHL RIS AITIT T8I CSV XA
o IRETHEEHUT TR
o VFEIBRR: MRIEVIHRBEBEM (1-5) .

o HECHIEEMR ID MK ERES 5 H R A PE— bR iRAF (R
VI RRLRAE=5) -

BAERR I -
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o ORI/ AFEAE MR ITBLR -
o BEEEATBUNTUE UK.

30 |#3. Conflict Handling Rules:

31 # -Ifmultiple rows for the same " Account
32 ¢ -Example of conflicting permissions:
33 #  -Row1:john.

g " values,

348 -Row2:, com,

1

35 # - Result: Both rows are flagged as conflicts and rejected. Correct and re-upload.
5 10" o

36 8 -R

a0
35 04, Reforence Flelds (Non-Editable):

" for the same " Account”

that account pe

39 # - Computer Name' : Provides a readable name for

o,

40 W - "Host Name ': host name or

410 - User v group
@

belongs.

I 0",

user01@example.com
user02@example.com
user03@example.com
user04@example.com
user05@example.com
user05@example.com
usero6@example.com
user06@example.com
userO6@example.com
user0B@example.com
user07@example.com

S Cgarasse s

2w e

5

5 650630900219148¢6548ec 73c0e11de6
5

5 65963090b219148c6548ec73c0e 11de6
5 BcdcabdB8e453a976485840¢92616045
S 9fefidea82e192b1f4ad7baadloba1St

5 9fefidead2e192b1(4ad7baadlobal19!

Assigned Computer Group Name

TestGroup

[Assigned Computer Name Host Name

4. bAEE g CSV XU

o RIS SCIHERE] B A2 CSV ST U b AR XISl SO 4
o RGN H MRS A RIS IE AR 7

2 Upload the edited CSV file

User-access-permission_2024-12-19_16-54-50.csv

Select again

Drag and drop file here to upload

User Group Name
TestGroup
TestGroup
TestGroup
TestGroup
TestGroup
TestGroup
TestGroup
TestGroup
TestGroup
TestGroup
TestGroup

@ The uploaded CSV has been validated. A file with the Validation Result column is ready for download. Review and fix any
issues before proceeding with the update. Download validation results

S5 RERUELSR

o FHEEEMRE UG EH IR,
o BHRE R EIRHEM I, I ER EAAESUS IS
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2 Upload the edited CSV file

User-access-permission_2024-12-19_16-54-50.csv

Select again
Drag and drop file here to upload

@ The uploaded CSV has been validated. A file with the Validation Result column is ready for download. Review and fix any
issues before proceeding with the update. Download validation results o

6. Hii\FF R EH

o UfFHEMEAL)E, HAERTIGHL.
o R BARTIEAE:

o BEEZTME.

o HAINFETLAGREL,

Confirm Access Permissions Update

Uploading this CSV file will overwrite and replace all existing access
permissions. This action is irreversible. It is highly recommended to
export the current access permissions list as a backup before
proceeding.

Download current access permissions

Cancel Confirm update

7. R EEHHE

o HHE, RIGUKEIRIRIER AN
o INEBTHIME
o RAEMEHR (WRAD

o FHEBIMEAA.
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Update Users' Access Permission Report

Row Number

44

45

46

47

48

49

50

51

52

53

54

Success: 11, Failure: 0

AR

EATAR S 3 I 0 2 AT AR
TSR AL CSV SO DU KPR S Hhu /> %

Account

user01@example.com

user02@example.com

user03@example.com

user04@example.com

user05@example.com

user05@example.com

user06@example.com

user06@example.com

user06@example.com

user06@example.com

user07@example.com

S FH BE T R 6 A 9l SO

T UL IET RS AR

1. SUHIRAEEE R -

KERN

R AN IER K51

- BAPRSCIERA] UTF-8 %itd.
2. BRAFR:

Status

v/ Success

v/ Success

v/ Success

v/ Success

v/ Success

v/ Success

v/ Success

v/ Success

v/ Success

v/ Success

v/ Success

Close Download Report

A DR P ARAT O — AR S TR DL e R
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3. BRI /AT R -
R SR D SE /I R B P o e LA et £
BT REIE T
s BkE Az, AT CUE Gt i BTN R (S g, RS LL Dl e B E O IR € A Bks e P 4T A

T -

® Splashtop On-Prem Il A 4H42 il R 4 5 1 BA Fh AR 28 i 03 S F SR AR . ARG L Sz FE
ITEN. GZREAr 2 KENGRF . AR HI AW 2 I E T BE -

MINEHSE

® IS\ nl OB I I E B DI BERLL, Tk BB — BIBVRE — BRIV RE.
EERAE AT AR 52 F - e i N AT AR B BRAOAA MBS U7 B CRI, - B SRR A N AEL ST U5 AL
PR 553 I BRI RS 40 V¥ B R e rh B B MV B 5%, UL A o N L BB s BRI BB A T
VIR

o W EH AR E.: VbRV O VFE B 01 /4L P D 9 8 D REC B A BUIR -
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Unattended access

File transfer

Upload

Download

Text copy and paste

From local to remote

From remote to local

Remote print

Remote command

Watermark protection Detailed settings

Request permission to connect @

Centralized session recording Detailed settings

APRaRE

Default Granular Settings

Admin / Group
manager

o

8

|a 8

4]

68 968

Admin
Member configurable @

off v
off v
Off v
off v
Off v
Off v
[~]

(] off v
off v

EEE — AP UG ] DO B ] . A A MR kst it AR5

TR -

v AlphaCorp %
O Admin

O admin

Local

AD Group (C8K)

ZONERE R BCE LI, AT Ly P AL S5 e L

§ Owner
) Member
€ Member
€ Member
€ Member

v AlphaCorp 93

Local

Local

Local

Local

AD Group (CBK)

2024-08-20 16:06:14 Enabled

Enabled

IR JE HL T RE G R -

2024-08-21 15:57:25 Enabled
2024-08-08 17:55:50 Enabled
Enabled
2024-08-20 16:01:22 Enabled
Enabled

Assign user group

Access permission
Granular Control

Change display name

Configure 2-step verification

Disable user

Disable SOS

® @ @ @ @
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Granular Control

jane.doe@abc.com

Security

Name

Remote control

Default

Admin configurable G

Default

Require 2-step verification

Unattended Access

Name

File transfer

Default

On
Off
Follow group

Default

Default

Admin configurable ()

Upload

Download

Copy and paste

From local to remote

From remote to local

Remote print

Fr: SER PR RS I ik T Ee -
R BEHIP R TS ] BTk D Bg «

Default

Default

Default

Default

Default

Default

Default

Default
Default

Default

o RBEA. UEFILIETUR IR RSN E . EREN A ARE, R A 551

fife i, SRE LR

B ORAHREN, AR R B AT /0% BB BRI BE .
o BN HEFFILETUREIERRMBE, LT HRE - BRE - BRAMEHRE
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HEHME

o EEHE — BN, i&r] DU R R AE N B RS A

® I FLE K A SRR R IR ERIK P . AR BRI R ARAE L, APk G ERS
HEURII
® lrfRAFIHIIRAF I E

Users

Bulk Actions @) ~

e
8 v

[ I < B <

Acc  Bulk Actions

Del Granular Control I

23l Assign Group

2@
Enable User

dia Disable User

Enable web access

Disable web access

Rl Enable sOS

Disable SOS
Al

3@ Unlock User
Remove User

Reliute Aciess P AU

[_] only show selected

Source

Local

Local

Local

Local

AD Group (CBK)

Local

AD Group (CBK)

Display Name
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Granular Control

Security

Name Status
Remote control Please select

Require 2-step verification Please select

Unattended Access

Name Status
File transfer

Upload Please select

Download Please select
Copy and paste

From local to remote Please select
From remote to local Please select
Remote print Please select

Remote command Please select

HEETERNR
BRINEWL R,  Splashtop On-Prem &3 &% B F2 1] DLIE A2 15 o) R/ BTG HL i

AW TR P8 B GUROR, (B AR VR S I S8 3 v o SR ST VR FH P SR AT 5 T i
BN BUEEAT SRR, AR T ORI A

TEZ I LA N B LUS P AL i D e -

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
RATR, A T4 BB AR B B AT A, #5111 T3k 285 T



;\' splashtop’

Snlashton On-Prem % %% ¥ 53 =4t

JB R B BB 28 ThAE

VLI B\ ITE % 5 3 & 5% Splashtop Gateway. Sfi&E > FARE > AFAERE. B
YRS E M B A

o splashtop o sttings / Team settings °

QD My computers User settings

D My devices

B Logs

s Downloads

® sos

88 Mnna.(cnwvy

‘anB88A8n

= system

AR EN AR e EE G

SHBEE > BN, EERRE AR e B AP S Rl bR . R U .

Display Name Last Login Status

€3 Member

FE 3 R DA -

1. e “E O Bk
2. 7k “BLENREHE T FIAE
3. AN R IEHE, DA F A Bt A B AL
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Change Role X

A 2

Admin Member

/ _»0 o

[] set as group-specific manager instead of regular admin

User access permission to computers will not be altered by role change. You can fine

tune the "Access permission” later to the new role.

Sy BO R B B E R HA 704
S T DA M A3 4 2 R S LA LR

SHEIEE > SH. AR EAE I R AE S0 AR EbR . fE o RodlE
ﬁ”c

FESH Y AT TEAE AT DL IR A F P mT DU BRI A

Grouping

Group your users and computers for easier management. Use computer groups to better organize your computer list. Use user groups to easily control access permissions for multiple users. Learn more about grouping

* Note that each user or computer can only belang to one group.

+ Add Group ]

Group 1 Number of Group Managers Number of Users Number of Computers Number of enabled user limits

@ @ @ (9

e B 4B E S AR

REE A HE A R REE A B A AL P AR BT IR B T RE . R 4 B R VR B A HAL AL 414
P R EL N .

® Fin K

® NN/ G R
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® UShn/MBREUN, G E S

o Qld/JEH/E /MR

® i E AR

o MLEHIH 2FA (X4 MFA) HIAT{E s
R -

® TG FLONNE E AL B G, L Y R A [ A4 /N B R E 4

o ST > B i AT LABERS & A CONMREE ] P C TR R AU B RORUR . IX
LB F P B ARC N B R (4D 7. B RN RS LA LI E
S IOEERIIE

® )\ Gateway Web |7/ sl fHl BRAH DAL, s 48 B G2 €005 S SO RRR

MR F%IgR7% AD ARk 5i)E F SOS

M Gateway v3.20.0 J¥4f, FH PR — s AD HEHTAH A .

Users

& Add ~ [ + Collapse all = Filters d Q

Account Role T Source Display Name Last Login Group View v

v Default Group 5

Rl = AL DI AL, w7 RO AD AR B3R AT 2R AT SOS.

0 ] QE@E
ax tnabied @ Q @®
0 @ “ ®
0. @ = ®
L @ Q ®
) @ Q MO
¥ M & @ Q ®
M & =} ®
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R AD AR AT AR AAE T AN A AD 2, (Kot AD 2R 53 R RS A i B B R T R ) 24
AD HEIFEER, ASCFRFEZNAA AD AR5 e B A% ] 1 B

S A PSR EINER TR

PR AP, AT RERS B AP SR BT R RR AR sk . P BIR A
AR AT L3 HY O CSV 3o

FrEER) Gateway A v3.28.2 B &,

%535 Gateway Web 1773, Wi B IR, S5 ok P 4L

& splashtop n]

G My computers

LD My devices

E Logs v
> Downloads

@ sos

88 Management

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
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BHSHER, BRGTRIAIRPEFER, AR PR P RSRER A AR
TEA CSV X4k,

Management / All computers o >

All computers

+ Add Computer - Only show selected () Frilters = Q
omputer Name Group Streamer Version Policy Name 1P Address Last Oniine Notes

Com
- ®
22|

RFFIRE CSV XXEREK . A4, RE. At%.

A B [ C | D | E | F
1 |Splashtop Account Group Status (setting) Status (result) Source  Role
2 | Default Group enabled enabled Local owner
3 a enabled enabled Local group_manager
4 c enabled enabled Local admin
5 | Default Group enabled enabled Local member
6 | b enabled enabled Ad Group( admin
7 Default Group enabled invald Ad Group member

RV EAUREK) CSV XXHREKS . M. RS AFAL. ViARRS.

A B | C | D | E
1 Splashtop Account Role Status User Group Access Permission
2 | admin enabled c All computers
3 member enabled Default Group No computers
4 admin enabled b All computers
o | owner enabled Default Group All computers
6 group_manager enabled a All computers

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
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AT RALRE CSV IH-EIRHARR. RR. BRAHR. RRES,

A B | C | D | E | F | G
1 |Computer Name  Host Name UuID Type Pool Size Group Name Operating System
2 |rds -2 rds - 2 RDP Default Group Microsoft Windows
3 rdp rdp RDP Default Group Microsoft Windows
4 rds -1 rds - 1 RDP Default Group Microsoft Windows
5 |rdspool rdspool RDS pool 2 Default Group
6 |Macmini Macmini Computer Default Group macOS Ventura 13.3.1

FEL i

EFTE B TR, R T LA Al Splashtop Gateway VEMMI LN . — & LI 7E S FH 3 BB el T
Az %% Streamer R T UTMAURfG, 7L Gateway AL N EyEM”.

maarent M 0
All computers
+ Add Computer - Only show selected  {) Trtes = h Q
Computer Name Group Streamer Version Policy Name IP Address Last Online Notes
& | ‘ : onlne ®
(a1 ] 12334 21 — ®

AT DA R 91 SR BT B A0 B v R U, T BLIE A R R F A

B E B

B B AT DAH S Bl R S R AT AR R A UAT R BRI R B L
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Management / All computers ° i

All computers

+ Add Computer - Only show selected [¢) = Filters

]
e
fo]

Computer Name Group Streamer Version Policy Name 1P Address Last Online Notes

N\
(] - R =

Lhee i

o HJAHKN

o JHIERFLAXN

o HATAHK

o ECHINAL

o IR

o RLFH

o HEMIIE
o HEREM

ERHER

RO O AR HL S Streamer,  SKAT W A R RS B4 I 4 1) 22 AR .
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Remote Reboot- »o v = & 1« e X

(7) Restart Streamer (does not reboot the computer)

© Normal reboot

T B B

EH AR LB RS Streamer M Gateway BRI, MHIBREMN S, 1ZHM) Streamer
WA 2B FH 0 B A BT T U AR, A BETE R G IR EM

Computer Name
o HGH-JackL @
~¢ Connection Status
S No active session
@ Computer Deployment

Enter code from your admin 1o allow access to this computer.

Gateway | 192.168.65.19222100 |

Code [ |

E R

BB BRI DU LN 3 B RE AR
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Rename Computer X

This name will be displayed in the computer list. It will not change the 05
hostname.

MNew Name

HGH-CALEBD's MBAl |

The name cannot contain these special characters <=;"*+=\|?

Cancel ‘ ‘

S ECE R4

D T DL 3 T oAk AR D R
AIERE

PR BT O MU
BEERRIIR

BB O3 AT LA A BT R I HL I R P P B3R
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User list X

The users who have access to HGH-CALEBD's MBA
= AD/SSO group members will not be displayed
* On Users page, you can change the access permission.

Role T Account User Group

Q Admin Developers

m Manager (groups) 112334

ﬁ Member Developers

[Q Member Default Group

Q Member Default Group
& Owner Default Group

= 6 Users
Close

EEEM

IR O T 7 L P SR
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Computer info

Computer Name Device Name

.......

Remove computer

S HRFERSROE AL X

LA 2 G N, T REAY B NS R DL4E k. BUIRSIR W LR Y CSV
. HUINAIR I CSV U A AR EALAL . HA. BIERSE

FTEER) Gateway A v3.28.2 L E &,

k%] Gateway Web 177/, SR A GEBEET R, S5 8 prE B gl
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& splashtop m

) My computers

LD My devices

® Logs v
& Downloads

@ sos

88 Management A

Users

\ All computers

Al devices
Grouping
Deployment
Preference Policy

Scheduled Access
Channels

1-to-Many Actions

1-to-Many Schedules

A S R, USRS TR CSV k.

Management / All computers ° S
All computers

+ Add Computer - Only show selected () = Filters

Computer Neme Group Streamer Version

Policy Name 1P Address Last Onfine Notes

e | - —
(a] 2 . =

CSV X aufiii s mr. ML HA . BIERGE.
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&

A B [ C [ D | E | F | G
1 |Computer Name  Host Name uuID Type Pool Size Group Name  Operating System
2 |rds -2 rds - 2 RDP Default Group Microsoft Windows
3 |rdp rdp RDP Default Group Microsoft Windows
4 rds -1 rds-1 RDP Default Group Microsoft Windows
5 rdspool rdspool RDS pool 2 Default Group
6 Macmini Macmini Computer Default Group macOS Ventura 13.3.1

BRG] DA RIS & b BT B DU B B A o BEA R I T I 20 2 LI P 7 i i

o FTLASE RN R AE T LB AR N -
AT EEIEIR TR R, W UER QI &SR

&« splashtop B)  Management / All devices

Q) My computers 3

; All devices
£h My devices

E Logs v

& Downloads

Allusers- (hy Q

@ sos l

A B B & N & & a

Horp e amr. 1P sk, %o R P CA . &k Splashtop K™ AL YO8 S [A] 4545 12

A LI I B oy AT AR R (1 Bz SR AR P b R BN B 1

SHEFIER

& & & & & & &

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift

FARR, PR AN w4 PR LR R HeAs [ A B M 72,

%5 124 71 #t: 285 T1



;\' splashtop’

Snlashton On-Prem % %% ¥ 53 =4t

EEL RN )2 i, TREAR B M B SIR DEY DR W SIRTT LI CSV XX ff.
FIRH) CSV M EAE &L FE K AR,

FrEER) Gateway Al v3.28.2 B FE &,

¥ ox%| Gateway Web ']/ ufi, HadrEEIEIR, 5 R Bra v il

&« splashtop @)  Mansgement / All devices 0o
) My computers -
All devices
LO My devices
& Logs py— 0 = Aluses- ¢ty Q
o Downloads
@ 50 s Device Name po— Vesen  WwAddress Lasttogn
[ ] 1]
[ 1]
User [ o
All computers = 1]
| . f
B @
Preference Policy Hi o
Scheduled Access ‘ @
[ @
= @

EFEE P iiE R e AR TR, RERESHER. LU E P R F RN E R TIR FEHN
CSV xtf%.

All devices

@ Client ® Browser T) 10 Device(s All Users « Q

os Device Name Accoun it Version IP Address Last Login (D

CSV XH-aHFERELR. FE. K. RAE.

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
RATR, P M/ R4 BB BORA He B T AT O, #5125 T 3k 285 I



;\’ splashtop’

Snlashton On-Prem % %% ¥ 53 =4t

A B | cC | D | E F ,

1 |Device Name Platform  Account WVersion |IP Addres: Last Login
2 | Browser 3.6.8.0 2/27/2024 11:13
3 | Windows 3.6.8.0 3/14/2024 15:.07
4 Browser 3.6.8.0 3/7/2024 1751
5 Browser 3.6.8.0 3/4/2024 21:48
6 | Browser 3.6.8.0 3/11/2024 14:28
7 | MacOS 3.6.8.0 3/22/2024 17:32

Grel

ERNH

HTl, Splashtop On-Prem sV #5161 2 B0 &R F AT P 2o S5 2H 5 285 1) AL PR 1R 17 o
RNTAEFER, A6 P AT . $e R P s P A BT R AR
ok Gateway Web 77 Wl - BT, AR5 digd.

ER:
o B ECEN R T — M.

e H Gateway v1.1.9 237 £F
B H

Sof P R E 3 AT 2 4 LA TR AL B . 4R)S, 7E Splashtop On-Prem R A2 FE A1 4454 & 1 B 4%
HIATHES

SR HEAT 02, DAMERRAA S HIT7 AR o W] DAY HEAN P AL 8 5 IR B o 5 I 81 28 f3 FH vT A4k
ARZAL VT I BUR e B

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
RAAR. FERAIA T4 BRLL R BRI KA T A7, #5126 T 3t 285 T



;\’ splashtop’

Snlashton On-Prem % %% ¥ 53 =4t

elfeE

Wit &% Gateway Web [TF WSS > B8 > 40k 01E#4A.

A PR AR T EI A
{93 2EL IR T 5ok AL 00 16 PR AR PR P S T BA— VA 2 A FEL P S B«
1 PR 3112 LI T 5087 5 5 LR 000 0 D PR 2 FR A R AL, — R B T £ PR
U PR, ATDAE R P AL, SRR, PP B A BRI AL 4R A U LR

A

FE 3 20 U ] s o A O PR A 8 PR AR g R LA R 1 o AT DU iy 44 2 T LR FH P R R s s T 212 21

WEVIHAR
ViR TR H P R B > AP T RE
A RLY AN P B2 P BB U R R
BT P B P A I R i R AR, SRR U R
SR G B P A RT LA ] R e A FE I 2 AR R 2
M
TEERM o VE A P S 2 U T R R e DA B AR U, TR R T A Ik R HU DA

s AP AT ESC DK ERERIR G B, EHUL 5. @il Splashtop Connector i%#: %] RDS ik
%-4#50F, Splashtop Connector KA Fc B ST H i SR /M i AL -

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
RATR, P M/ R4 BB BORA He B T AT O, #5127 1 3 285 T



;\’ splashtop’

Snlashton On-Prem % %% ¥ 53 =4t

EHIASCHF RDS W&, il TR E, RERAZAE AER, Gateway #iarkiZ4H N

IR B A BRI

AR B A,

1. AMEE R > A > INA I GUEA, 7T LA R iz W E O Rk T,

Management / Grouping / Add Group
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Group Name

Connection Pool Set the group(s) as connection pool

Set the number of enabled user limits for the group(s)

Enabled user limits
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Advanced A

G support connection pool for schedules ®

Support exclusive (remote or local) access for member accounts ©

Set below options as default when create a schedule (can edit later in schedule settings)
Set the schedule as connection pool
Prevent member from accessing a computer which has already been logged in
Allow access to a computer with a logged in user, if idle for more than:

Blank screen and lock keyboard/mouse when in a session
Log out user on a disconnect:

Lock screen before user logout for unintentional disconnects:
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Create Resource

38  Genera General
Resource Name *
&  Resource Manage D ption
Advar Resource Sta
Computers
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Advanced A

&P support connection pool for schedules ©
& support exclusive (remote or local) access for member accounts ®
Set below options as default when create a schedule (can edit later in schedule settings)
Set the schedule as connection pool
Prevent member from accessing a computer which has already been logged in
Allow access to a computer with a logged in user, if idle for more than:

Blank screen and lock keyboard/mouse when in a session

3 Log out user on a disconnect:

B} Lock screen before user logout for unintentional disconnects:
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Private 1

©0:

Default 10

Computers 508 Service Desk Recent

anfalEExt Service Desk #Bh& =
S : 7& Service Desk 1, “HiiE” ] DL AR N AH 15

i N\ Service Desk B}, 1] DLE F) 3= v FAE .

Service Desk

Home 8 Home
Channels @

Private 3

o BT MEW EWUERCHEKIAANMET 1.
o LM LHIETHSERREHEACES.
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PR SVEIRE T -

IR <HOR R

R T AT BT 1

New Session

optional

OJEGG-]

Cance'

S BER R PIN 5K SR 2 18 70 52 3% ) i

test_ap1012

Link PIN Code

Send the following link to your customer
https://192.168.70.75:443/web/service_desk/download...

This link expires on 2024-10-13 15:20:07

OK

Share Your Support Session x

Share Your Support Session

test_ap1012

Link PIN Code

Tell your customer to enter the following PIN code at
https://192.168.70.75:443/help123

494903

PIN code expires on 2024-10-12 15:30:39

OK

SRR, TR BR N R

test_ap1012 Waiting 2024-10-12 15:20:07

AYR 2 <K >

Private (¥ou)

% PR LU IR, PIN B F 336 00 AR«

o TH:

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
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Downloading your support app...

1 If the downloading didn't start, please click the button below to download manually.

== ” i0S *

Windows MacOs i0s Android

Support app for Windows
Windows 7 and above (EXE, X86, SOS version 3.7.2.1)

< Download

2 Launch the downloaded program.

It may be located in your “Downloads” folder.

3 Wait for the connection request.

Before approving the request, please make sure the person connecting in is someone you trust.

o JHBINARER: WIARIAN Gateway HuhibJ¢Mr e CAnsRARNZ P om it P 9%,
AR SR AT IR0 T P G s Bk SREL SOS hieAs, SR 724 B 1 ] G EATIC &

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
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& o = Splashtop SOS = X

Settings
- Gateway Address X

Please enter gateway address

| Connect

(@ Failed to connect to Splashtop servers. 3 Readyf
Please check your network connection.

B 3 <HAR >
7 RO B i 4% (5 1) R
o WUHPRENIRARFE, SR MG E IS

Name Status T Time Channel Technician Device

test_ap1012 Active 2024-10-12 15:20:07 Private

(You) |

o AR TIEBPIRERS, HAR G1AT LS R S AR 2 1 R SRR e K A = i AL

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
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Home
Name Status T Time Channel Technician Device
test_ap1012 Active 2024-10-12 15:20:07 Private (You) |
x

Request Permission
Requesting permissions from test_ap1012 for the following actions:
Permissions

Remote Access (0

View, control, and transfer files

AW 4 <E >

AR SRR R

o HORGUERBURE, B PO TR . T4 AL

A ¥ o *T ]

= |

w Grant Permission

Do you agree for the following actions to be performed ‘
during this support session by the Technician?
(Click Cancel to deny the request.)

View, control, and transfer files

[S

-
o WIRERAM T FERE, WG B LUR N7

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
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., Splashtop SOS = X

Settings

P Security

Revoke Remote Access
- View, control, and transfes

-

0

WS <POR RS> U7 E SRR B AR B

3
o WERMIPRIBER, “JRaafeail” Ebrk A @ 2H C‘", RYIBOR Gy AT LU B

o HUE, BORATLLHRE IHRIZRE 218" IT U E L

Name Status T Time Channel Technician Device s s Sl

test_ap1012 Active 2024-10-12 15:20:07 Private (You) H

Service Desk i & _E XX Frr) B E

B VI IRm R 21" 2 A, 38T APRAT DL T A .
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e
o @ 2 |-
TE I

Transfer

Invite Other Technicians
Show PIN Code

Release

Close

Delete

o EECRG: NIRRT REE T BLBAR A
o R R URER R AN S BN BUE
o BRI HANZIEN, N TRIBBR
o BIRRRRIFARMIE, WA T X IZHUE K77 R AR

o KIFHMBARG: HBEFHINEIE AR BIMASHF 2 (R2 BI3HHAR R
)
o SR

o RPN
o RE: WA R R i
o K KHIRIE

o B WEF B

Ay >+

KIE%&\
Name Status T Time Channel Technician Device
test_ ap1012 Active 2024-10-12 15:20:07 Default (You) BR HGH-Aprily-T490 [__.TA .":;'
Customer998634503 Expired 2024-10-09 13:00:20 Test (You)
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Customer005329358 Waiting 2024-10-09 11:55:38 Of course, at this po... (You)

test_i ] In queue 2024-10-12 15:40:00 Default

AR

o FERF: MR RUH RS SR ME—BES T IFIE1T Service Desk SRR
FREFPIS, IREHE B N S5

o Jfi3l: Service Desk SZHFMAIFESF CfERZM N LR HaihCaBisoR i
s I HAZBOR G C e I R IE AR .

o HEBA: RIECRIH ISR EOR BTN,

o Ol SUMEIE 7 HUE R E PG S T B I A

o LKRHM: BARBCTIRMRU. TIEREIER. MRERKIER, TEE
B 21k

Service Desk - SOS Call

1. B3R
e On-Prem JifHFE51 SOS kAR v3.7.2.1 B8 &
e Gateway MiiAH v3.36.0805 = .

2. SOS Call EHA
B <HA B> g SOS Call
® {TJF SOS Call & ¥ T

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
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A'sploshtop' G Service Desk / Test_april

) My Computers ’ e'—
Home & & Test_apri| €

L0 My Devices =

Channels @

E Logs v
- g
Private 25

«, Downloads

@ sos Default % o =
||@ service Desk Mac SOS call > . =
* Test channel a
ADMIN
Test&Veri 5
88 Management 2 fy
{8 Settings . * Testapril -
& system > herb 3
new._test i

® i SOS Call:

New SOS Call

The assigned technician requires the SOS Call permission to configure this SOS
Call app.

* Name

test2|

Name of Downloaded File (D
Optional

The name cannot contain these special characters <=,.;:"*+=/|\? and space

Technician

Unassigned

® RIUT BB IR HRR R 32 3R -
® i ZANA R LRI —ANSOS Call #4%, Jofk AN sk ) g i .

© 2010-2025 Splashtop Inc.Splashtop & Hf##n/& Splashtop Inc.7£ 3% EFn At 5 B M pEdR, FTa Hih
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SOS Call Download Link

test2

Send the following link to your customer

https://gateway.test.splashtop.com:443/web/service-de...

N

AIR 2 <RSHFJi>: NEIFEAT SOS MR
® I NERBER:, MRS N AN SOS Call AR .

Downloading SOS Call app...

Request support right from your desktop

1 If the download didn't start, please click the button below to download manually.

For Android devices that need support, open this page on your Android device.

0 & L]

Windows macOSs Android

Support app for Windows
Windows 7 and above (EXE, X86, SOS version 3.7.3.55)

4 EXE

® U AT F AL B A B, 3 A BN R

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
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® IRFEE, NN Gateway Huhko FFHEAS T2 44 A e

lashtop SOS =

)

- 5P

Settings

X

« Gateway Address

Please enter gateway address

| Connect

(O Failed to connect to Splashtop servers.
Please check your network connection.

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
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€3 Request Support ot
Request Support
Please fill in your name and issue.
Name
Issue

AR 3 <HR > AR IFIRME SR
ER PSR, HR G AE Splashtop Service Desk#zHil & & 2| —M#i % H

[
, R H P BiERCF .
Name Status | Time Channel Technician Device
test Active @& 2025-06-09 15:29:50 Test_april (You) BB HC ® 20O -
o i BdSEHIGIIAH, TLAEE A A R R R R

%5 157 71 #t: 285 71
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test Z X
[*)
® 2 2 & 5
Session info Device info Comment Transcript
Customer Name test
Customer issue 123
Session ID 990421123
Channel Test_april
Status Active @&

2025-06-09 15:29:50

Technician owner@stp.com (You)
Source SOS call
3. TEEE = & # SOS Call
3.1 /B IR S & AiE J3 A SOS Call
® SOS Call 24iE i —/ N EI, 1l LATESNE 5B T4 :
N " 2 0 Enabled 2025-03-201
- 3 1 Enabled 202503201 |,
Tes il 5 1 Enabled 202506091 &

® o] MRANIIESE U, $KBF A SOS Call:

e @ @ @

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
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505 Call

Technicians can create a 505 Call app and deploy it to end users. End users simply
double click on the S0S Call app to create a support request in this channel.

Enable SOS call

L. One or more of your SOS versions in Splashtop Gateway are below 3.7.4.0
and do not support SOS Call. Please contact your team owner.

3.2 EHAEIE SOS Call T

® SOS Call NHIFER B4R E N B EM, Bt aE AR 1 JBVEE,
PN ZE ) SRR T R A .

® {E3.1 5/ SOS Call 5, WIFHE B i, & SOS Call ElIFsHs AL s )
BEE L

& Test_apr|l €

- rersor [

Name Status |, Time

test Active 5 2025-06-

® [k EIEIEZI, CSARISOS Call B st AT LUl PR 7 AT 4 B
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® ZwiH: IR AU G B N AR R A AR

Edit SOS Call X

The assigned technician requires the SOS Call permission to configure this SOS
Call app.

* Name

test A/64

Name of Downloaded File (1)

The name cannot contain these special characters <>.;:"*+=/|\7 and space

Technician

OU) ov Sott.com -

® . SOS Call ¥ I R B I A8 N 8 DU BN 8 N R P o3 R
SN IR FP A A OB HE SR, BERRIE IR RR AR
® JHlER: Py CATBERECT B0 B I RE PR TE R

C-1

test MNEN@sip.com 2025-06-09 14:16:40

3.3 SOS Call #FR
® R EGEAIR, FTLLSHIREE > M > JiEEOR G AR

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
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Edit technicians & permissions X
Test_april ® + Edit technicians
4 group(s) and 1 technician(s)

Technician or Group Name Channel Manager vite S0S Call Release Close Delete Remote Access ()

im i @
G o0& 2 v
NV )
5~ & v 4
38

® WIRBNZENAN RN, FraHoR s Re & 28 SOS Call B HifEFr

® A SOS Call BURAIEA b1 m] LA/ BB Z B AN HA AR SOS Call 2]
FEFP .

® A% SOS Call BURMIEA SICIEAIE /& B HTA 2471 SOS Call N

Service Desk - £iFit &%

Bk

Splashtop Service Desk IESCRFTRICT, N iE. dRARRRASHIE H R HE%
BRI EEILR. SRR ERUAERG L H)G G2 ERPUT IR E
V IEFRIEHIA R G T AR

SECTHEERNE ?

AR TLH
ST TF 46045 SR 1]
24 1D FEHLEAIE B
SARHPEIE
SAEEE,
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LIPSTERSS
il P 23 1k AR 48 T B A) A IR A2 9 BT SCAGH 2
ARG LARE (AE)

WA EERETE
BEGRE
1. TJF Service Desk il & .
2. FMEFLEIE.
3. EFEMETIEAERT IS
4, BlretRidsk R A K H &,

}(Sploshfop M Service Desk / Test channel
G My Computers
Home & & Test channel
L0 My Devices
E Logs v : @

S
n Private 25

> Downloads

® sos Default 4 Name Status | Time Channel m

| l:_d Service Desk Mac SOS call & Customer321465237 Inqueve 22 2024-10-08 16:46:01 Test channe @ [}J : O
* Test channel 4
test Active 2025-03-05 14:59:53 Testchanne @ FH 2 O -

BEDIL
1. $MEIHESRS &Rl
2. EHEBRNCTEMETE.
3. Riiaihidx LR R IE R H &

SH&EILHE

BHBR: SR UILL CSV KR S, DB
s MBS :

MHEFFTIF P 2 1Ee k.
B, SO M REIA AR S
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Logs / Support Sessions

i =
]
H j—
Support Sessions Transcript Session =
created this support session.
Export 0 : this supp i
:hnician 1 Other Technician 2 Gra The computer » was associated with the support session.
red Unassigned
assigned ' to the support session.
| ia
1invited to join the support session.

ERGR

EMEHE: MRS SR N T 8T A R ER .
HRRHRRR . VEAHAA E bR HE BRI AR AT (1 B A iy & AR R IO ST S e A
FEIABRERES] A S 1SR PP B A STROF SR 4R T

HE

BB T AP R A e B IR P 2 MIE B Streamer. BRG] DURYE & 7 2 4
Fms QAR 1 B 2 BB B

WO JIE B R Bz [ i 2245 Splashtop Streamer. {45 BT 58/ .

1. SIS EBLM. §iE https.//{gateway} > EH > B2, HBEIAFENE
Streamer FIME— K11 20635 & 15 .
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&« splashtop’ M ™

Deployment

3 My computers

B i Manage Deployments

E Logs v Easily deploy Streamers to the computers you want to remotely access

reate

& Downloads

ve the

+ Add Deployment [IRQ)
» Deployment Name Policy Name Computer Naming Rule

Users

® sos

All computers
Al devices

Grouping

Preference Policy

Scheduled Access

Channels

&« splashtop m ™

Deployment / Add Deployment Package

0 st Add Deployment Package
L8 Mydevices
B Logs Y Package Name

& Downloads

Select a preference policy
@ sos

Policy Name None
© Use current OS hostname
88 Management A Keep in sync with OS hostname @

Use custom name + sequence number
Users

e.g. Acme Bakery (Of

AN computars Computer Naming Rule

e.g. Acme Bakery - Steve's Win7
All devices
Grouping
Deployment
Preference Policy o———
Scheduled Access Grouping
Channels Auto-launch Streamer
Idle session timeou

1-to-Many Actions

1-to-Many Schedules

General Settings

Inventory Hide Streamer tray icon
@ settings v
S system v

2. HE B

W up In your ¢

Use custom name + current OS hostname

Date of Creation

Deploy

Deploy

Deploy

@ 00 e e e @
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3. ik P23 streamer. W LUK ERE BB RIEA T B AR, RO
A LL R %k Streamer 23R HiaiTiZ 0. AT LUK Streamer 2235 fE 7 O HRE R IRY,
Fp, HJiE Dropbox. HiT-#EfE&E 7.

}{splosh'op Management / Deployment / Deploy Package
= N e— Deploy Package

L0 My devices

E Logs v Option 1: Share link

4, Downloads 2
. 1. Send the link below to your users. The link will take them to a web page where they can download the installer and follow simple instructions to set up.

@ sos
2. After your users run the installer, their computers will become accessible by you
Shareable Link . Q
88 Management A
Try Link
Users
All computers
Option 2: Download Installer
Al devices Installer cholce
Grouping Platform B @& + A Windows (EXE. X86, Streamer version 3.6.8.0) z
Deployment Download the Streamer installer
Preference Policy 2. Send the installer and the 12-digit code to your users.

Scheduled Access =
3. After your users run the installer and enter the code, their computers will become accessible by you.

12-digit Code Q

Channels

1-to-Many Actions

1-to-Many Schedules

A §4T%34 Streamer. Windows % Mac HJix Fff) Streamer 2Z22Em] DB iy 447 A 4
AT CAEEE MSI DL ER T R FE . {51 RMM T H. Microsoft SCCM B Microsoft ZH 55 [
Syt B 0 2 M A e T B R T

4. fF HEELEE Streamer, %% Streamer J5, 7£ Gateway F-EiiA
{Gateway IP/FDQN:Port} , {EARRDFBINFRERY, SRJ5 i SRVFDT 1) OO .

4437 BN 1, fEf A Gateway bk vy vl 20% .
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Code

Allow Access 0

P\ 3 G2 AT AR B ) & VEARC B Streamer HIV7 HIALFR

HIE prl

T DAAE G A8 B AE IR R 8 BB i I, T T 2 X S A8 SR T 25 3
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Package Name Package name
Select a preference policy
Policy Name None -

Create preference policy
O Use current OS hostname

Keep in sync with OS hostname ©

Use custom name + sequence number
e.g. Acme Bakery (005)
Computer Naming Rule Use custom name + current OS hostname
by Pk ’ . e.g. Acme Bakery - Steve's Win7

Custom name

Group Choice
Grouping Default Group -

Create or manage groups

& Auto-aunch Streamer

Idle session timeout

General Settings
Hide Streamer tray icon

Enable direct connection

Enable direct connection

Require Windows or Mac login

Request permission to connect

puter wh nnecting
Reject connection after request expires (At login screen, reject automatically)
Reject connection after request expires (At login screen, allow automatically)
Allow connection after request expires

O off

Security Blank screen when in a session
Lock screen when disconnect
Lock keyboard and mouse when in a session

puter, lack the computer’s keyt

Lock settings using admin

© Output sound over the remote connection only

Sound
s Output sound on the local computer only
Output sound both over the remote connection and on the local computer (Windows Streamer only)

= -

Y LU 1U~ZULY OPIAdIIVPY L. OPIAdINIWIPY X SRRV AE OPIAadITIWVPY UL SR | AH RS /) WA H1 DN I 7H R0
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T iR R
B2 BWANME— AR LR E | AT X AFRFREES.
B,
SREE 2 K R EIEDURIE AR R | eSS iERE. HEM
HE o AT
LB iy 44 AU - EFARTHRIE RGN : | 78 Splashtop & FE#H] & thifk
L PR S5 E RF ML CIREL B¢ 5 e e
HORFEFA
- fEHB R X AT + PSS
s SRR A SO R
2R (B, “Acme
Bakery-001") .
- E E AR AT EHL
% RVFEE AR, B
KigE, MEIAMEHERER
FEHA
A4 VR B gh R e 2 (o | s A ) g B R A B R AN I/
BRIAA" . YA
3153 Streamer FHL i e Zhist B 38 3 A& T Splashtop
Streamer. Connector #% .

© 2010-2025 Splashtop Inc.Splashtop & HA#4R & Splashtop Inc. 7 3 [EFn Hofth 5 7= M pa R, AT A Hith
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TR EB

FEFG € AR IE BN 8] 45 2R
Ja H BT 2

BEN 0" FRTCE .

e Streamer &5t B

M ARG FELE /S8 F A= B
Streamer KEpr, BAFi1ER
PR

ANi&EH T Splashtop
Connector &% .

BRERER

SV EIEES, LR
— A L T RE .

FE Windows %, Mac &3

TRV 17 7 B SR S A
T .

- PR F PR

- WARFEBUNAEY (AR
#4)

- WARPAT AT AR 5 2h
YERE (AR

- SEAERMEIRE .

A BTN s R U 18] 4 % 4k
Az o

(YN

BBk 2 1 00 1) S 7 7 e Y
AR AL

W T B BB

EREAE B BUE I H
i ¥

PUE B RAT

B LA T P A 2 1 1)
L A2 L
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Hi%E Streamer &E

AVHEEL G

Streamer & B

i I T

- AR

- AN A Hb H i

- 75 A EEL A AT AS b LA C
¥ IR Windows
Streamer)

FCVFAE 2> 15 301 ) i B2 35 At e

o

Fric N “ANiEH Tt Splashtop Connector #B5  FELIG " HI T RE T RETCIE AL TUHIZ 4T, RN

Connector il 2t HIEAE N sed 7 R LehriE il B Thie .

LI

i

HIETUENS M LR, H TR E O E Y Streamer [1) Streamer W E, TIM
Splashtop Gateway W%l S ATECE . 1@IK Streamer 73 FCRISENE, 7T DKL E A7 55
WA Streamer % E, JoiEHHE Streamer BIEA LS 25 T30 H U & .

FFif ¥ Gateway fiiA: v3.24.0 5% g
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F&
HiT, R Windows fi1 Mac Streamer (v3.5.2.5 M E A AT LA NS 8 1% i 55 %
M

g
ollfeiazialis
o ik

EREBIRNS, Jo85k Splashtop Gateway Mgzl G, ¥ RArSEAEEE L, RiEHRET
PR B IR TR . A5, T RIEIRES .

&« splashtop (1]

U SR R B AR T SR, UG 21 LA i
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R SRS, W=7 2 LA UL .

& splashtop o tanagement / Preference Policy o
0 My computers .

~ Preference Policy

L0 My devices

® ogs

&, Downioads

...........

B T BRRAER, oA ARG B RERTHEEE.
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Policy Properties

Policy Name * Add Policy Name

Description (optiona

Group Manager None

Streamer settings

General

H
i @ > Idle Session Timeout

i H

| | =

! O] > Hide Streamer tray icon »

= e

1 Add items from unselected options ! @ > Enabledirect connection | O}

1 The selected options will be appfied 1o the added computers !

H H

: @ > Sound Remote Onl

H H

H H

y !

i i ® > Lockstreamer name

= a

i é @ > Syncwith OS hostname O

H

H H

e e e ) H

Security

by !

| ' elected oprions

i 1 @ > Biank screen when in 3 session O

| |

! Add items from unselected options '@ > Lock screen when disconnected [ @)

i The selected options will be applied 1o the added computers i

| | —

| i (©) > Lotk keyboard and mouse when in 3 s2ssion P2

H H

§ !

; E @ > Lock Streamer settings using Splashtop admin credentials o«

H H

H H

Bandwidth Management

| :

| | Unselect=d options

! Add items from unselected options ! @ > Maximum FPS Option High Vv

: The s=lected options will be appiied 1o the added computers :

H H

H E @ > Maximum Audic Quality Option Hgnh V
Cancel

REAFGNEH Y NIEAPIRE, M —A (CiEESD O&CREmaFmhrsE. A0—8 CRik
BT AL AT DL FEANIN 2SS o i A

AT L SRS T RO B AR
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Policy Properties

Policy Name * Add Policy Name

Description

Group Manager None .

o (R SRS IR BRI H

ZOR I H ARG b, i R i S . P I E R B B B e R A2 — A

Streamer settings

General
Selected options Unselected options
» Idle Session Timeout 0 @ » Hide Streamer tray icon

» Enable direct connection

™
()
=x

=

> Sound Remof

> Lock streamer name

® ® ® ® [@]

» Syncwith OS hostname

IR ENHIE PRI, T R LG T Fe . TR I R RS Bh B R R 1R A A ] — A

Streamer settings

General

! Selected options Unselected options

» Idle Session Timeout 0 @ » Hide Streamer tray icon

@ > Enable direct connection

w
o
EL

Q

@ > Sound Remot
@ > Lock streamer name
@

> Syncwith OS hostname

o BEEBIMINE
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K3t H ANk e, T CARCE HAE . K2 400 A #0A AT C B RO IT BRI i fiME . WSROI SGH% 4L %
AR, MZEBENR . WRITRAGHL B oNiE e, Wz E NIt

Security

Selected options

> Blank screen when in a session G’ e

Selected options

» Blank screen when in a session @

HIREIRAE T, RIS EOVBRIME . B, _EHRIEEAA B R B BOALL TR APIRES -

o IRECEIN

URANH E A BB I TRE, AT LA 45 5 B b DL (] ZE 43
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Security

Selected options

Blank screen when in a session » @

Selected options

v Blank screen when in a session » S

Prevent others from seeing what is on the remote screen while you
are remotely controlling this computer.

Supported Streamer: v3.5.2.4 or higher

o T

WREEL - MHH LA, RVFRYE FPS M5 U 52 HOR % 71 98 .

X TR FPS ST A BB B BRI, WA RFG A (ROK FPS 0L R A
T - 384K") | WA TS 2K B AN ELARA e PSR o SR
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Bandwidth Management

Selected options

Vv Maximum FPS Option High Vv @

The maximum available FPS option when connecting to the computer.
By configuring this policy, you can manage the consumed network
bandwidth from the computer. Some options might not be available
in your product.

Supported Streamer: v3.5.2.5 or higher,

Vv Maximum Audio Quality Option High v @

The maximum available audio option when connecting to the
computer. By configuring this policy, you can manage the consumed
network bandwidth from the computer. Some options might not be
available in your product.

Supported Streamer: v3.5.2.5 or higher.

o TN

UM 5, FT LA I 122 SRS I HL i
BLEAE S A O A AN R

Continue to Add Computer

You have successfully created a policy. Now you could add computers to follow

the policy.
Later Add Computer

BATE ¥ I USRS A R A rh B A
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o Create policies

reamer settings (e.g. idle timeout, tray icon behavior, sound r
e Choose wh e policies should apply to

¢ The selected co he policies in real-time.

+ Create Policy ()
Policy Name D’""':'.'::""“' Computers Group Manager Created at Updated at |
m Add 2024-08-22 17:41:54 @

My Policy 2024-08-22 17:29:09

LN P SRS () L I B R 4L, RS i ORAF . 31 fR Splashtop Streamer T B EHT A

o

HER, WA Streamers v3.5.2.5 B @ ARCAS 2 78 AT LS 0 B SR I 1 B 471 K R RO

Vanagement / Preference Policy / Add Computer ° .

Add Computer X

Updating to the latest Streamer version is recommended to make sure the

computer can comply to all policy settings.

Clear all Select all Only show selected 0 item(s) select

= Filter by group

Status Computer Name Streamer Version () Group Applied Policy

(s ]
m 3721 112334

SRR SRR A2 B - A eI DT T 18 10 SR 44 P P R

Management / All computers ° i
All computers

: Only showselected 0 = Fiters

B & Q
p— — S—— — —— -
[_’ Default Group 3721 My Policy Online ®
EI 112334 3721 My Policy Orline Hello world ®
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R RIRIE S ECE BB

MSplashtop On-Prem Gateway v3.24.0774f, Streamer T £ 382 I 16 47 12 10 7 308 TSR0 .
S B T THT B ) B AR, R
i SR g R ok 8 O I B IR NE « W75 EAE T A an e ) B

WEEMN, ESA: B E SRR R Y UK ?

Add Deployment Package

Package Name ackage name

Select a preference policy

Policy Name None

Create preference policy

1
I ik
P I RE YT ) A ST PN, 2R A e B R AR S T AR il i, R

HEITHME AT FPS lﬁa“*" ﬁ‘ﬁﬁHFz_wﬂ uﬁjj“t*”, I)_]\[J\ﬁw?/ﬁ‘uo

v Zoom to Fit

Zoom In

Zoom Out

Original Size

100% >

FPS: Medium > Ultra High

Best Quality (with YUV 444 support) High
Best Quality Medium
g Original
v/ Best Speed
View Only
View Only (Pen)
View Only (Laser Pointer)

<
Clear All
Show Remote Cursor
-

Performance Status
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oX

FPS

The option is not available due to being
limited by policy control. Please contact
your team admin for more details.

° Streamer

AT 7 B 30 T S 0 o i B ) VF 22 10 B A AT LA Streamer FH P G HEATICE . a0 SR IR TP E (% E
5 Streamer WEEA, W& EKERNKE, HHIEMM Streamer H P FHHIHTACE, FRIEMN
RIS R S Blhn, W RAE R RS R A T R A BEAE, AR T N B SR T A
, BEALBE W EAE Streamer 7 FUE AR AL THUEIRES

ASKIUL yUUL PEUTHIDIUL WIHTH SNULIGT GUUIUHIZSU USTH 19 U yiliy U

connect to this computer.

() Reject connection after request expires
(At login screen, reject automatically)
(O Reject connection after request expires
(At login screen, allow automatically)
() Allow connection after request expires

O oft

["1Enable lock screen at the end of session
Automatically lock this computer at the end of your session

! Enable blank screen
Prevent others from seeing what you're doing while you are
remaotely controlling this computer.

Follow the instruction if biank screen does not work. Learn more.

[_JLock keyboard and mouse
When your device connects to this computer, lock this computer's
keyboard and mouse. Limitations.

AR SRS PN i, mA SRS TR I R L e B (EAB OB AL R e B, AR Streamer
MR mE % E. (B2, WRENKEASAsVREEOME GER, R REBACHD , i

R Z AT EE
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HEgF (SSO)

AONIU1 YU PSHTHIOIUIL $VIITH GLUUITE QUUIUIILCU UITH 19 MYy ty

connect to this computer.
() Reject connection after request expires
(At login screen, reject automatically)

(O Reject connection after request expires
(Atlogin screen, allow automatically)

() Allow connection after request expires
O oft

("] Enable lock screen at the end of session
Automatically lock this computer at the end of your session.

@ Enable blank screen

Prevent others from seeing what you're doing while you are
remotely controlling this computer.

Follow the instruction if blank screen does not work. Leam more.

"] Lock keyboard and mouse

When your device connects to this computer, lock this computer's
keyboard and mouse. Limitations.

T ERIEHTRY SSO Ai%? (SAML 2.0)

Splashtop HHTSCRHHEH SAML 2.0 & w4l 1) T4 & 5% Gateway Al Splashtop On-Prem /7
HFEST . IR LLT U B A FIAHE SSO J7i2:.

R

Splashtop Gateway v3.24.0 =% & i A

# A_IDP/X.509 iFF{= &

1. AT K 5% Gateway, R85 B8 L/ E /By IiE /B riE 5%

2. AN LA N Gateway URL. 1535 IEHY) Gateway URL, LUAfif# Gateway Fl

IDP 2 [a] fr e 4% .
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3. R U in SSO J5ik”, SRR AT S B I ORAE SSO AN E .

Semings / Authentication

Single Sign-On  AD Authentication

General Settings

SSO Name *

Notes

Identity Provider Settings

Service Provider Settings

Protocol SAML 2.0

DP type

Metadata © Import an XML file Import from URL Add manually

XML file

o FHERE
1) SSO £#: i SSO Jrikii# K.
2) &E: N\ SSO JNEIA&IES
o SRHEELE
1 %gﬁ ID: {5\ Gateway Rifi|sethk ID MM 9IRS URL, 85K HoR UG 2]

2) WrSTHZEIRS URL: i5M Gateway B #ilSzik ID A= 25 IR%S URL, 2RJE %
HRGE 2] IDP,

3) TEMRSREREOEIE: thib, RATELRMCEGE F3, LMESE IDP SN SP ()
TCEHE -
o frFIRUENE
1) . 2/8E N SAML 2.0.
2) IDP EL. 4% IDP 257,

® JTHHE (% IDP SSO & URL. IDP HiRE A1 IDP 1) X.509 iEHf5H: Okta.
Azure AD. JumpCloud. OnelLogin B ADFS =XAth IdP)
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1) ATl AR A
« & XML M URL & A
2) SHFBhEM

P X.509, FREM AP N ZE, FRIGIORIG R DU B
R http H#ilk5 https Hibk

4, JlFRAF ¥ 5 H SSO ik
Default SSO Name 4 Protocol IDP Type Status Device Authentication Browser Authentication

® ADFS SAML 2.0 ADFS (-] @ N ) ©
O ADFS 2 SAML 2.0 ADFS (] )i} ) &
O Okta SAML 2.0 Okta (] » 9 ©

® AL /2SI BRR SSO Jrik.

® T LURYEAE SSO Jiik HAE M BL& S il R R BE& B SR 51 T HUIH 8 b AR L R
SSO J5 i1

® FILURYE AR SSO J7 ikl FEAE I A% S AR IS e, 3 A B 3 B 41 T BT 2 A 8
f) SSO JjiERIT] .

® ETTLABLEBIN SSO Jiik. Hdi“BRA"FI N AHRL SSO Jrik i) ik it .

HE

® Gateway (v3.24.0 s mhitA) 1 Splashtop On-Prem AR (v3.5.8.0 (i
FRA) SZHE SSO &t

£l SSO AR

7f Gateway [i%'# SSO Jik/EEI AN SSO A /s

FR
® Splashtop Gateway v3.24.0 55 w4
win SSO A
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1. 4R HIE SSO Jiik.

2. HHFEEEIF - AP, TR I, RS SSO AP,

Users

s

Add Role T

Local User

AD User/Group

SSO User

g Owner

Import

an Manager (groups)
Local Users

AD Users/Groups €3 Member

SSO Users
€3 Member

3. f A\ SSO M i fa s e, AR5 s im.

o JRF: SSO HFHIERKF, 7& Gateway H&ME—[.

o BMRAE: EPEICHLN SSO ik

o BHAF: WAL, WP g RS S, B TESE.

o J3H Web V5. s, WA LAY Web [T RsE. A0, K4 Web il
o S R RTUIE S BIRRIALA, A3 dLAE AP/ U5 I AURR 7 TH AR A R

o At RGTHEPIRMEIAL

o BHEA: FIHARLEIM . BN, T U AR R A DA TR
o

o BR: REESHH T UI A AR B F i AT AR il
o SOS HARR: A SOS i SR IfE.
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o WfN: H SSO HI P AIE Hbrd.

Add SSO User X

* Account

Authentication

SS0O-Marketing-EU -
Group

Default Group -
Role

Member -
Status
Enable user Enable web access

$05S Technician

[] Enables0s

Cancel ‘ ‘

N SSO 4H/SSO Ak

SSO #H/SSO WU A ik Fahidn, Ragidid SCIM B & 4 .

R SSO AR iR kAR FLA SSO AL I f A 5 il BLFR
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HESAN SSO AR

£ Gateway ¥ E SSO J7rikf il vl LA &5, BIRIAER CSV X AH .

ZR

Splashtop Gateway v3.24.0 25 & A

BRI

1. %8 SSO Jjik. (D

2. GG SSO JEGI @A P (BHD , BURILA A SR8 SSO Jridi kit (BLED
3. B P R

4. X EIE Y SSO Jrik, WM CSV A .

S A SSO A

SHRIEEETR - B, RETERRANEE, RIF1LEE SSO A
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Users

:
Ped Role T Source
Local User
AD User/Group
SSgEUser a Owner Local
[ re
o N Manager (groups) Local
Local Users
AD Users/Groups €3 Member Local
SSO Users

) Member Local
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Import SSO Users X

*Upload CSV file 4 Download example

Drag and drop file here to upload

Authentication

SSO-Marketing-EU v
Group
Default Group -

Email notification

Status

Enable users Enable web access

SOS Technician
[] Enable SOS

You have successfully imported 1 users at 2024-10-31 15:25:26. Visit the last imported report.

Cancel

W CSV U FAEAS AD P HIER CSV St
T# CSV UMK . (i CSV SRS A AD FH P

JE MA@ : WK CECE SMTP RS54, o LT, AT wT DAY EDE iR A .
S RAE: GEFEEOCHEA) SSO Trik.

BRRBF: AR ML, WA e et B, KR T
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B Web 5. WRE LS WA ATV Web 117 (k. 500, KHEZ4E Web 1517
SréE: PRI BN FE A, o AR B /U5 R SR 5 T AR H A AL

SOS HARF: JHH SOS #iifi 3K Tife -

A H CSV U ) SSO A P AFIH AR .

SARRE

M SANERE, EERNFEE WUER AL TR AR .

Import SSO Users Report X
Account T Status
v/ Success
v/ Success
v/ Success
v/ Success
v/ Success
v/ Success
Success: 6, Failure:0 Close
y ‘Jé,: :

1. AX3CRe CSV g .

2. SCF A R b R AR HERS 2. T BLR 3T U510 example.csv STPERA & At Ja /1 2
3. IR MHTFARTER, WIEHEFARAL CSV 3ff.
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4. FTAT R N P #RA SRS R A A

o

s SSO JIE ST A ABAER G/ A KEL?

ZR

Splashtop Gateway v3.24.0 55 &4

BIFS R

1. $%R U] FRE SSO J7ik.

2. %53 Gateway — EH — I/, BEHEESH M ECE SRS R BN, AR REERE 4

o

Users
=a :
Account Role T
€3 Member
£ Member
v AlphaCorp 93
O ad

€3 Member

£3 Member

€3 Member

3. IEHEERHR SSO Trik.

Display Name

Last Login Status

4 collapseall = Filters = Ty

@000 @68 0oy |
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Change Authentication Method

Authentication

S50-Marketing-EU

Password for Gateway account

S50-Marketing-EU

4. JeAh, T DU R R AR SR B B B 7y o e T e ) SRR AR K . SR

Je Bttt B A F AT TG B S SO K ) B AR SR

Bulk Actions @) - [] Only show selected

t  Bulk Actions

Granular Control

| Assign Group

Change authentication

Enable User
Disable User
Enable web access
Disable web access
Enable 505

Disable SO%

Unlock User

Femaove User

© 2010-2025 Splashtop Inc.Splashtop K& HAHAR/E Splashtop Inc. 7E 3 E Fn Ho At 5 1) = i P AR,
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Change Authentication Method X

You are changing 5 selected user(s) to a new authentication.

Authentication

S50-Marketing-EU -

Create or manage 550 methods

TR

TR, AT R DLUE SO i 36l 5 2K
T 1 B A B8 IE J5 ST T XL
AD F)/AD 41/AD 415 03 ) 5 3 Bk 75 s0E B e

EH P S IIE 7 U5, IEERTH Web £ iGFIIZfE/SOS £ 1fig W, F - /286 H
Sy BT B %

T £ A SSO Ik B %7

AT LM SSO Tk f1 & 5% Splashtop Gateway # Splashtop On-Prem 3 fHfE/F (v3.5.8.0 M H &
WA o

IR LT BB SSO Mk 8 %
2k

Splashtop Gateway v3.24.0 & 5 & fi A
On-Prem E Py AR v3.5.8.0 B HE S RA

M Gateway &3

1. %\ Gateway bk 335 0] SSO & 5% Wi 1
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2. N\ SSO Tk IF 8%

Account

user@example.com

Password

Password

C» Continue with SSO

Continue with SSO

Account

user@example.com

< Go back
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3. Fi R R SR, K5 AT S SR AR 1 W i, Okta 717 M

@ dev-976235.oktapreview.com

Connecting to &

Sign-in with you nt to access

okta
Sign In
Username
Password

4. GG IR I M fE, BITE S Gateway.

k splashtop

You have successfully logged in with the account
gamer@Alexchjfoxmall.onmicrosoft.com
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M Splashtop On-Prem N FHf2FF 8%
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TE A E Y Splashtop On-Prem [ 2 A& v3.5.8.0+.

1. £ Splashtop On-Prem TR b, B RB SR

Splashtop On-Prem - ] X
File View SOS Window Help

& splashtop on-prem
@ Stay logged in

Eorgot your password?

Single Sign-On login

2. (R G SESK U fI N Gateway Hihi Al SSO Mk, A5 i 5o
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Splashtop On-Prem - o x
File View SOS Window Help

;\' splashtop on-prem

. Stay logged in

Account and Password login

3. Bl BT Web B NA8 JFBRAL B 5 SR LRI 1T Wt o i, Okta 717 R o

Password

>
e

SRR 11 Wt Ja B R]E SRN R -
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;\' splashiop

You have successfully logged in with the account
- = == =

T BY SCIM ECE S ?

TREAE IDP [T ki B 202, PAffR SCIM B & nT BLIER 21T P LAE S Gateway LU
AT SCIM 2 & )3 414

AR

1. 477" Gateway, iR &2/ M i &/ G 17452 i/ 5 7. @0 Gateway URL, #8)5 #idy
SCIMELE.

&% splashtop [)  Settings / Authentication
3 My computers Single Sign-On  AD Authentication
LD My devices
Gateway URL:  https://se gowseny (Edit)

B Logs v

Add SSO Method SCIM Configuration
o Downloads

@ sos Up to 10 5SSO methods can be added.
@

Default $50 Name T Protocot 1 10P Type Status Device Authentication Browser Authentication

88 Management
@ settings A
Team settings

| Authentication

Syslog

AP
.

& system v

There is no data to display temporarily

2. Wi EHEPRAE #] Base URL A1 APl 4,
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SCIM Configuration X

Base URL

APl Token

4

https://w & ‘api/scim/v1 ]

eyJhbGciOijSUzI1NilsInR5cCl6IkpXVC)9.ey)0aWQiOjEsImtleSI6IIBJS3h3ektEYOD
9WVUVRaGpmdIIOSUXETkl6c2d5QnVYliwiaXNzljoiU3BsYXNod GOSwWRWS50ZX)w
cmlzZS)9.P3gpGeqEIC2PulheDk3rOhQOjCgQWtYV4AIHOW8fMkI6dxr-DiKveLUCS
SO0XY-ZubsKVSPt5Kp_brobkXvJE-OhmIQStILFrKdGN7rNrOLVORNCYAOBZKL
COB6SIAD04P_-m_SLf20aU242)Ftrat2YI55QZfajaujLxuRm41_hzFOb0ggsOFzeZ
FCUZEtYKZNhK5PYCTENP4)vBMyCFRIL-4Z5K]MP9IgVSng74A09eRbosO3rylr
HsIN8fWYSFBR6NLCOgjbOCh2LwBr4aOUPz99G8ZOXVqiZT1WbNved4VWGC08

081Y90WO0CiPQxNUeq81sBF0Ss59V_p_s7_EERHQ

O

3. Bl A EAR DAE BOBTIR) AP &R

SCIM Configuration x
Base URL https:/ S geewapnse coms 988/ api/scim/v1 (]}
eyJhbGciOijSUz!I1NilsInR5cCl61kpXVC)9.ey]0aWQiOjEsImtleSI6lIBJS3h3ektEY0
9WVUVRaGpmdIIOSUXETkl6c2d5QnVYliwiaXNzljoiU3BsYXNodGOWRWS50ZXjw
cmlzZS)9.P3gpGeqEIC2PulheDk3rOhOjCgQWtYVAIHOW8fMkI6dxr-DiKveLUCS

APl Token

wE
EilINta

SO0XY-ZubsKVSPt5Kp_brobkXvJE-OhmIQStILFrKdGN7rNrOLVORNCYAOBZKL O W
CO6SIAD04P_-m_SLf20aU242)Ftrat2YI55QZfajaujLxuRm41_hzFOb0OggsOFzeZ
FCUZEtYKZNhk5PYCTENP4JvBMyCFRIL-4Z5K]MP9IgVSng74A09eRbosO3rylr
HsIN8fWYSFBRENLCOgjbOCh2LwBr4OUPz99jG8ZOXVqiZT1WbNve4dVWGCO08

081Y90WO0CiPQxNUeq81sBF0Ss59V_p_s7_EERHQ

7t Splashtop On-Prem [ Z ML R4, &AL BN — BB BPVE 203 7] DU 6] &
7 [ I L [ A4
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a\' splashtop G Settings / Team settings
) My computers 1
General

LD My devices

z
E Logs v Two-step verification
¢t Downloads Device authentication
@ SOsS Account policy
[Q Service Desk Session security

3 Unattended access
ADMIN 4 Attended access
88 Management v 5 User settings
{e) Settings A

Team settings
Authentication
Email

Syslog

API

& System v

P BAASE B U T i DA 5 870 A 2R 2L A

o EA

o EE

o EMNESFVIH
o HBANETFUIH
e RP®E
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B
General
Team name Gateway URL
Z VA
User seats SOS seats
@
Computers
o HBIBAFFR: ATLLEE CHIBANZFR. BB\ FRAERTA Streamer 1%/ i 5 % K
SRR
o FEAL: o IR TT AR R AL B R B DL
C i L P s A 0.
o HUK: SR [A1BA TR B F A PR B KR DL R R I R R
o Gateway URL: MHZ¥H1EViH Splashtop Gateway AR45 AN 84
SOS Jifz: ZoxHIBART H SOS Ji A7 i e R ECE A TS K SOS i A 45 i
prgey

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
RAAR. FERAIA T4 BRLL R BRI KA T A7, #5201 T 3t 285 T



A’ Sp’QS‘h fOp Splashtop On-Prem Z 44 #523 T/t

Security
Two-step verification

Manage trusted devices

Default Granular Settings

Admin | Group Admin
manager Member configurable (1)

Require users to endble two-step verification |:| Off

Allow users to trust devices Forever

CH°

Disable device and browser authenticaiton when two-step verification is enabled

Device authentication

Device authentication Detailed settings

Browser authentication Detailed settings

Device MAC address restrictions  Detailed settings

CHCNCNC)

Device timeout 24 hours v (3)

Browser timeout (£ 8 hours »

Account policy

Remember apg login @

8

Cornplex password  Detailed settings

Account lockout Detailed settings

B

Session security

Default Granular Settings

Admin { Group Admin
manager Member configurable (1)
Remote control (D) Off v

Save security code (Entered when starting a session) (/)

Save Windows / Mac credential (Entered when starting a session)

PP IGAE: PP I IR I FHL A A S AR R R A A 3L TR [ i) OTP 38iE$e = 24t . On-
Prem & im b Ziidm N64H7 TOTP A AEE F ik % .
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Two-step verification

Default Granular Settings

Admin / Group Admin

manager Member, configurable @
Require users to enable two-step verification Off v
Allow users to trust devices Forever v @
Disable device and browser authenticaiton when two-step verification is enabled

BHZEERE: ANEERTUREZEENRE, FHFELENEILMR.

ZORMP G AP IAE: BRRAEAREIIF AR IEE, — I MHREER/AEER, H—1
T FI AR -

WRIERE-ANTEE, WERRA P/ AEEREE KZAER On-Prem Z N TERE
Gz

WMREHE—ATEE, WRAAFEEREZRER On-Prem Z 5N FERERPRIERE

°

Authentication Required X

ou are required to configure Two-Factor Authentication.

OK
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A' sP,QSh topg Snlashton On-Prem & Fi & £t

BT XA EGE, R HATERARENEMS, ERANRTHRL. WRERFE
HRMAEEAEMA BN RE, AR kLT

RFRPEERE: WREFIIES, 1 Splashtop On-Prem Fi /7l DU AE% 1 i B4,
PATER ORGSR TE A TOTP A% mT LR ) N H Sk R BRI W EAR GRAL TR,
7RHM 30K .

Splashtop On-Prem — O X
File View 505 Window Help

& splashtop on-prem

192.168.70.194:443

Two-Step Verification *

Please enter the security code generated by the
authenticator app on your mobile device.

[ Trust this computer. You will not be asked for a code
again on this computer (unless required by admin).

Verify Cancel

Forgot your password?

JA P2 AR B P LA AR B A B A 0. 5 LR IR Y, R ERAWPRE (TRER
2, NPREE B AR SEAR ) B e
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BA B HHIUE: P TN R e HAT & B IAE, RIEA RERBIEESE. W AR RR
B TRARE.

Device authentication

Device authentication Detailed settings G)
Browser authentication Detailed settings G)
MAC address restrictions for On-Prem app Detailed settings G)
Log out idle users from On-Prem app 24 hours ~ (& G)
Log out idle users from browser (@ 8 hours v

IS B IRAUE: R TRUN R AE R ST SR AT HEAT T AR S A R . T BT RN
BE U TRAERE.

On-Prem NMFAEFH MAC HubEFRfH]: B MEEET MAC Kb ME—K, £H MAC Mtk
BT S HRIEE R4 . RGP, U TR EE 58 RE R B B DL B E A E B MAC bk, AT
PRZEANMANEZREE MAC $idk, WATUEZESA (BRH) WAEK csv A

M On-Prem RiFFEFFIESZRE . e rp ORI 24 B P 2 IR TR 20 1 52048/ 1 /Nt /871
i /24/hEPEE, BEH M On-Prem R AFRFIRHITS .

MBEREE R 7 B E, ATUER P B RIAE A (59280/15981/30508F
SV JA/NET /8N B, R B BE A% AR A
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Splashtop On-Prem &4 &H R Tt

T P SR

Account policy
Remember app login @ (’)
Complex password Detailed settings

Account lockout Detailed settings (/)

CEREERAER: WRESTRIER, WAPERESRERK N ERTRMAER.

RN G R I PO R A e, SEENER/MCE. 8RS IR PR Tk
B R PAT B SR

TP B s R I T U T o B P A BB i B T B K

SWERE:

Session security

Default Granular Settings

Admin / Group Member Admin

manager configurable ®
Remote control & off v
Save security code (Entered when starting a session) 0
Save Windows / Mac credential (Entered when starting a session) 0

TARSEH]: R TREIEESEHEE R /A EHE AN /B R KEREFA R WRERFER
RAIA
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EHRANRLMEFRERARE, TURGEERTEE 2 P RR ek, REERET.
RFZEM: B9 HETUTER S GRS G R 2.
{77 Windows / Mac BFE#: %+ i TNER LTRSS ENRF Windows / Mac £i#E

T MNMESFIH

Splashtop Remote Support B Splashtop Remote Access A PAigich 2235 N4 £k
B REEFMEERES. B ELSELTER P ES.

I D33 /e AR K 4 5 B 0 S L Th RE AT A o
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Unattended access

Default Granular Settings

Admin f Group Admin

Member

manager configurable (1)

File transfer (/)

Upload Off v

Download " Off v
Text copy and paste E

From local to remote Off v

From remote to loca Off v
Remote print (l) Off v
Remote command E Off ~
Watermark protection Detailed settings @) ] 4
Request permission to connect (3 [ [ Off v
Centralized session recording Detailed settings (r) Off ~

SR EARMAZ R AL (R Windows #l Mac) Z JB] 8 SO & (CEAR AN /B0 80

o

A ST ATURE UG « A 1t P, 6 A0 3 5 L i 2 T PR L i) SCAS 52 R U T E

TEREATED: N E %% Streamer BRI (B 78 CER P i in (CEfsim) BT ETHL BT
EIE =P

AR W I N (Ef0m) A Streamer BN (Bifiim) KX 2.
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IKENGRY: I AR IEE T, I AT LA B RE SGZRE 2 0 8] R s (R K BN SCAS R =), A48 4k
KNS FHRBUE .. FARAEWIEE . RS, REAE .

TRIEEAR : WA 34 1 32 R E RN I iRk 0, RIS SR B R R 4E i (R8s
G A SELEERD | EREBIWE VRIS (FEE IR H 3N SUVRERD) AIE R B G fovrER:

il JE PRI, SRR 2 TR B SRR P S A A . AT AR VRAR B
B AR AE SO VAR T 3/ M BR SR A SO AN SR
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Local session recording Detailed settings

Concurrent remote session (@

Paste clipboard as keystrokes

Remote wake

Remote reboaot

Off-session chat

Device redirection Detailed settings

Wacom Bridge () Learn more

Remote microphane

In-session voice call (1)

RDOP Computer

WNC Computer

55H Computer

Webapp (0 Learn more

System Tools for Owner only » (D

Offline computers policy Detailed settings

NN N Mo M M M Mo Mo Mo Mo Mo Mol Mol

Auto update Streamers Detailed settings
Scheduled access (1)

Session Indicator (U

Remote session  Background actions (@

Dizplay type Pop-up & Banner

Allow user to close the banner (,)

At osifisg]: A GRS, WA DRSS Windows Bi#R1E R4tF- & SOS 32 A 7 147
fl AT BE B Bl EARAN /N R
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Splashtop On-Prem & 445 53 Fl

FRERESTE: NNk s (Eug) F3hE] Streamer BN (B IR KGR ST
TCRE R HRGNG . — FRFERIORG 77 20, I8 FH LT RE TR A b B U A 1) P 28 DA S 14 7 ORI 281
70 EEL K

EFEMEER . MBS IR (F4EiR) MR Streamer HIMN (HEFEIR) .

AR Wik s (Eiun) )5 Streamer HEN (BRI S
VRSN : TF A 2 &SN R I RE

B EEE N Ja UL IhRER P AT DU FE 2 52 7] USB 15845 o

Wacom Bridge: 3 HILDIRERTAEAHIC4% (8 H Wacom EREEIR

WREZE e e R e Th BE TR AR b 22 T XA i A\ A% i 85z R HL R
USR5 T 8 TR RE S ] 2 Ul R [ B 28 P RGER T Y
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RDP Hifii: M umid g (Eum) mFRES: RDP BN (W) .

VNC Hfix: ME P omidss (Efehn) s VNC Il (B .

SSH rfiii: M7/ omise s (Efain) IEAEIERE SSH I (Befzim) .

Web M. J5 G EhAE LA AC VR (8 P00 U A 12 2 e e FRL i

RS T R R 5 S AR, AT A AR ARG TR A B,
MLE G 2 FE M T 60 0 1 2 B L b 4

EIZ)5 3r Streamer: J2 IR Streamer 5387 N T BT A i sl A0 N FH 145 52 P i A R
i M.«

TR 5 e T B I R R B (]

iRy AT DR AR R R oR M, DRGSO VR P SR HIERE 2 1R A 6 R A AR -
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A MNMESFIE

Splashtop ¥ 3C#F (4 SOS) ARz FEsCRF o, To i sl RATATEAF o I i 75 22 R 3K

IR —AMEHEL SOS MIFEF?
FEFP

Attended access

Centralized session recording Detailed settings

Apply granular control settings as unattended access &

Local session recording Detailed settings

Concurrent remote session @

Paste clipboard as keystrokes

In-session voice call @

Web app @ Learn more

Third Party Integration

Session Indicator
Display type @

Allow user to close the banner

oA Bl LUME ] Splashtop On-Prem % )7 54 SOS 3 FH

Default Granular Settings

Admin

Admin / Group
configurable ®

manager

) [
@ %) v

Member

MoMoNoN®

Set up API Key

Banner v

8

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift

FARR, PR AN w4 PR LR R HeAs [ A B M 72,

%5213 71 #: 285 71



;\’ splashtop’

Snlashton On-Prem % %% ¥ 53 =41t

k. 8 I, S I RE 2 1R B SR RIS T a1 . B AT DA VR B
AR E S VR I/ T 28/ M BRSSO RN B

kg an izl e B N B NAE V7 R I SRR A) 1B e IT, D 79 202 6 A0 A 42 1)K s 2430 FH P )
RS AR R B

LU A AR AR S TE N, FEASHONIZE R R 2 TR AR SR CEAR R/ D .

DA RTURE UG + A 1t P, 6 A0 32 5 L i 2 T PR 0L ) SCAS 52 AR U T E

IKERGRA: JR BRI, F P AT UL A € SGERE 2 TEYIR] BoR RK BN SCARRMAG J&, A aE R b
FRBIE ., FEANEYIE . REHG . REAEYESE.

A TEFA]: Dy SOS AL STRF 2 R I & 1l =%l o

HRERE 2R NEA Splashtop 70 i i I AL RE 215 LR B [F]— A SOS MR -
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RE R RGN — RRRFER ARG T 2, R IR R PR A BY AR 1 P 72 LR B 1) 7 FORG G )

TR R -

SRR TP S D) B8 AT AR 1) 23t 0 A] 10 e 26 P RS T 5 Y

Web N 8 A BEDIREE LA Se v A5 i i 48 12 B R L

B=I7EM: AP DL E AP B S 5 =07 R

KRG MR DI AR R FE R R, DS 75 FovF P R PR

RAF&E
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User settings

Group-specific manager role Learn more

Allow members to see groups

Allow members to connect to computers in an active connection
Allow members to establish concurrent sessions (&)

Allow members to disconnect other's sessions

6600608

Allow members to reboot computers and restart Streamers Detailed settings

Member's permission for computer notes View only v

e HAE B R, R R VFE B A O A G

VPR B Fovr Rk b B AL L

FCVFRR LR 2 TER P RN SOV AR A T 7 5 O RR A s SR R 1
FEVFRA N IR il FoVR O (RTINS I A2 0 17 22 65 L
FCVF R O WT A e 5% A > T RE . SVRAR O3 AT Sl ROHAR T P A R %

FOVF R 53 EL S FLRG AT Streamer: JEFERK L FoAT DATE R B BT IO, BFEE S Streamer.
WAL A A e E

53 LR S A PR s R EE S P B P A E AR, RS RRVF AR AR (NEE . B M
Lt
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T BR 5  E Bt SR

OB 2 i SRS R T R LI B S BR R B SR ThRE SU VR BA T B i B S L B B B B
AL IR FEL o

AT MR £ P SRS 2

1. LT S 8% Gateway BHIZHIG, TIT R E& > M E > LA F 1715 T
T I T 4% P, SR

General VNC Computer
Security i Comtiiti e
Two-step verif
Web app ) Learn more
Account policy for Owner only v G’
Session security
Unattended access 5 pokicy: Detalied settings G’ |
Attended access Auto update Streamers Detalled settings @
User settings
cheduled acce
ession | t
2. FETEAVCE T B B RBAFFIRI ) . A5 s R L IR A7 W B IR Tz T fe .

BRRE: WEBLRE, BB EE R B R,
FrEam IRl B UL TT AR R, BERE R K.
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Offline Computer Policy X

Enabling this policy will result in the permanently remove of computers from this
team if they have been offline for a duration equal to or greater than the
specified number of days.

Offline days 30 =l )]

Start time (Daily) 08:00 @ | (UTCTime: 00:00)

3. MR DUORAF 1

4. PRIRmEERIA AL T AEAPIRAS o B SRR PR A /5 P L TR AT Bl T i) AL

In{aTi% & Web 3j5]a]
4.2 Web 5[]

Web Vi #iE 7 H P Al LA Splashtop Gateway Web [/ (k. 25 Web il J5,
YE ARG BH BB SR 22k, (R AN R0 FH 2 AR 28 7 i 2 FH AR Y (e A2 7 ) TR

fnfeTECE Web 5[]
16 P BT 5 B FE B P B 5 Gateway &4 £ o
AR

A AE GRS E Web V5 RIBUR . SRR web/ & 22/ /70, FREIRNEEA .

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
RAAR. FERAIA T4 BRLL R BRI KA T A7, #5218 T 3k 285 T



;\’ splashtop’

Splashton On-Prem % %% 353 F

Users
=n 5
et
Local User
AD L ¢
§ Owner
) Member
3 Member
350 vee €3 Member

Add User

* Account

* Password

* Confirm Password

Request to change password when next login

Group

Default Group

Role

Member

Status

Enable user

505 Technician

+ Collapse all = Filters

Source Display Name Last Login Status
Al 2024-08-20 16:04:34 Enabled
Local 2024-08-08 17:55:50 Enabled
ocal Enabled
Local 2024-08-20 16:01:22 Enabled

® Password must include:

+ No match of the account name

Enable web access

Enable SOS/On-Demand support

I

WEHL/ R R F 8 /450 Web Uil

Cancel

B B 6 B H
2
®© ©® ©

®
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AR R K, RN E Web ViHIBUR . SIS web/ &2 //H /7 WH, ERHIFRS
MRS 55, TR bR T L £ Web T

&

Assign user group

Access permission
Change role

Granular Control

Change display name
Change authentication
Configure 2-step verification

Reset password

Disable user Enable Web Access *

Enable web access

Are you sure you want to enable web access for User | b7

Cancel Ensule

Enable SOS

& & & 0 8 &8 & @

Remove user

HEHRE

A LB AR N 2 AN K B Web Ui BUR . S01E] web// &£/ S0
R KRR, R 1EEE Web i
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Bulk Actions € - [] only show selected
Bulk Actions
Granular Control ‘mbi
Assign Group ‘mib
mib
Enable User
‘mb
Disable User

| Enable web access

Disable web access

min
Enable SOS
Disable SOS min
Unlock User nag
Remove User
‘mib
Enable web access b

You are enabling web access for 3 selected user(s).

REWSWIE

PG RAIE, WAKNE R By sl 2FA 2 KR S8l (mfa) , 22— Rpifk(HE 2l
HESF ) 22 A Th e -

R, fE% 5% Splashtop I, B 7K E A,  IETREBIMMANGLZ 20, 2Z4ih g
BN S IR A A . CRIASCRARIAS Rk 2 4h5)
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Wk ein, Eiff Splashtop On-Prem iK™ 1D FIZ5 R i AR B B X, R i 10, T 0 e 8 S A5
ET

Splashtop On-Prem S Fp3EF TOTP (IR R Y — M 2500 M S D 00D B E0AE, IF
SCFES ] LR S 40 B0 UE S AT 50 0E -

o Google Authenticator (% /iPhone/®%)
e Duo Mobile (%#./iPhone)
e Microsoft Authenticator (% #/iPhone/Windows Phone 7)

e Okta Verify (“%5./iPhone)
o HAMTEW OTP i fHFEfF

wEIEE

A

LA & Bt S s B S &, SR E > AN E U, Ba] s E smf$#uTrmil K
WER 7 R R %

Settings / Team settings ‘

General

Security

Security
Two-step verification
Two-step verification

Manage trusted devices
Device authentication

Account policy Default Granular Settings
Session security Admin/Group (o Admin
manager configurable (D

Unattended access

Require users to enable two-step verification off v
Attended access
User Settings Allow users to trust devices Forever v (’)

Disable device and t ser authenticaiton when two-step verification is enabled @

Device authentication

Device authentication Detailed settings

CNC)

Browser authentication Detailed settings

QR SR s 5 PP S8, U R 5 20 D S0 IR e B R R A RE AR S 12 55, BB AR a2
B R% i N TR, R T E PR E .
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https://en.wikipedia.org/wiki/Time-based_One-time_Password_algorithm
https://support.google.com/accounts/answer/1066447?hl=en
http://guide.duosecurity.com/third-party-accounts
https://www.microsoft.com/en-us/store/apps/authenticator/9wzdncrfj3rj
https://play.google.com/store/apps/details?id=com.okta.android.auth

A’ sp’QShtop Snlashton On-Prem % %% ¥ E3 Fiit

test2@splashtop.com

Authentication Required X

You are required to configure Two-Factor Authentication.

PIE 2

HRBLE MR, B EA AN AR E % Gateway

(¢} Continue with S50

LR SE R L
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Enable Two-Step Verification

&,

Set up your two-step verification now!

For team security purposes, you are required to set up
two-step verification.

RERBEER—NED SIS ORAERGERIZ g -

Set up Two-Step Verification

1 Scan the QR code or enter your secret key manually.

AGBDMNY4DDWOONGTQ3TDA
YT6HMBOZWQX77NVNVSF2i6k ()

2 Enter the 6-digit code from your authenticator app to
complete the pairing.

Authenticator code

)

*If the 6-digit code dc not work, please make sure system time is

set accurately on your

Cancel

T S EeiE s (BL okta Verify ) 5eR bl T BT,

AN -> LR -> TR TLERD -> SERK.
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Okta Verify

okta Verify

Verify To Continue

If your organization provided a QR code, you can
scan it to continue.

Otherwise, you can sign in with your
organization's Okta account.

No accounts added

Add an account to verify your identity when you
access your organization's apps

—_——
Scan a QR Code

Add Account Sign In

Okta Verify

Account Added

test2@splashtop.com

You can now securely sign in to your
organization's apps.

Return to your organization's instructions to
continue.

Important: Keep this app installed on your device.
You'll need it to sign in.

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
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S AR AT L B At . Fan N B Oy S0 IE B A R 2 At LS XS

okta Verify

& Splashtop+Gateway >

test2@splashtop.com

956 080

HL o S A AR A AR AR SE T — 28
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Save Recovery Code

Recovery codes are as important as your password and are shown
only once for security, which you can use these one-time codes to
access your account if needed.

30253030 47963886
03772248 71163585
70256236 10195447
02536832 16150398
01989073 11974209

*Click Copy or Save codes to proceed to the next step

Copy codes Save codes

PG UE S F R, BT 7R3 ¥ % & % Splashtop!

Two-Step Verification is Enabled X

Congrats! You've enabled two-step verification!
From now on, when you log into Splashtop on a new device,
you'll need to enter a 6-digit code from the authenticator app
on your mobile device.

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
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H 3% 3 FERMPRIEEFE On-Prem N HREFAIZEHIG

JA AN E B IAE IS T RE R N
YU FH P AT EA2) 3 (5 AT B2 DASR v (A

test2{@splashtop.com

Stay logged in M

Cancel

Two-Step Verification

Please enter the security code generated by the
authenticator app on your mobile device.

*

[ Trust this computer. You will not be asked for a code
again on this computer (unless required by admin).

Verify Cancel

k. WIREIAITA & SR REERE

[&.2-On-Prem [/ FE/F L I 25 55 il 22 i35 A XS 15 HE

Enter 6-digit code

Trust this device. 6-digit code will not be requested any
more on this device.

Go back

G2 Recovery Code Login
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K. 2- 25 151 B L I P26 B il 2 R AR T HE
Q&A
1. oA A B RWEIFR S RAE 2R ?

TOTP & Fh5L T (A R B (0 SR S0 E 7 30, AR MR 1 R e B2 e (Bl iiaid 3040
) NPT RE 2 SECGIEFN B IR 22 . 50k Gateway 55 a% i 5 Gt i (8] A i) £ 47y
SRR A I 8] GR35 [F) 26

2. MRFHEREIEILKEHBEATr?
WARIK RS F R, TRIRARBINE B 5 L EH2FA WE.

PR E2FA BT
1) DUEHE G 54 5 5% Gateway

2) FAEIER > FP > R > BLE WP RIE
Management / Users e.

Users

Accoun t Role T Group Source Display Name

03 Member

£ Member Cybersecurity Loca

re e @ eele @@ @ @

3) ZEH 2FA
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Disable 2FA X

User jodie@abc.com has been required to enable 2FA, disable 2FA will lead the
user to set up 2FA again, sure to proceed?

4) F AT AR E 2FA.

= PR TOTP R —FOL TR RN D5 G720, 447 (E 0] 511 7 ot
BRI (BIRIT30R) , NIATHE & S BRI 5 i e 4R, 5
{5 Gateway %% 5 1 R Som 1) AI1ES 19 B 0 Bl PR (45 35

B R E R SR

PIGIRAIE, AR R SR RAEEL 2FA Bl R S HIRIE (mfa) , 52— PRk (H R
HEAF ) 22 A Th e -

JEMJG, fE% 5% Splashtop I, [& 7K/ #i4, ERFEFIMAMANNOL L. 24
K LU 7 BB TR AR RIS R B A o

Wt &Y, BIE On-Prem WK™ ID RSB SLET I, RN B JC I3 6 S A 1) o

M Gateway v3.36.07F44, Splashtop On-Prem S5 oL FHE4E OTP (—RMEZRY) I
WIIE .
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1£ Gateway H'/5 FH SMTP k%583

BT P B E OB T BTl AF, TSR SMTP ik d% &8 CIERIECE AN S . sk, 5 ZE00uEf
(L BRI TR AERG . A, PR TR R R R DA SE P D B

CLEIBA A # 1) Sy ok M2 skl & SHIEIRE > BRFERr, 285 7 ZRCE IR SMTP
H 55 % o

o splashtop @)  Settings / Email O

) My Computers . "
, Email Settings
£ My Devices

# Logs v Enable SMTP Server
<, Downloads

Gateway URL * I3
@ sos

%) service Desk SMTP Server Encryption Port Sender

Gateway Admin @
88 Management v
{© Settings ~
Team settings
Authentication
l Emall
Syslog
API

& system v

JB R I 574

CARIBAEP B B B 0y G M s Pl &5 . SMIBIEESA P, N R WP IE, JFiksemd s
FERARRAIE (F A PP AT
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Require Two-Step Verification x

Please select the available two-step verification methods for this user.
Require users to enable two-step verification

Verification by Authenticator app @

I Verification by Email l

WEMPRIE

TR SR R . O, REREEANT P

r ) |

Enable Two-Step Verification X

Je

Set up your two-step verification now!

For team security purposes, you are required to set up
two-step verification.

[ S ”

SRJE, BRIZGALIGUERS B TS AT . S AGALIGUERY, Bl B — IR -
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Set up Two-Step Verification X

1 Ae6-digit code has been sentto !

If you do not receive the email after a long wait, please contact
your team owner for assistance.

2 Enter the 6-digit code in your email to complete the email
verification.

Authenticator code

Cancel

B F IR RS SRR E A DL ORI D . VR, KRR R — I, TR 28R/ Ar . A
Ja, HligRERIEN T .

Save Recovery Code X

Recovery codes are as important as your password and are shown
only once for security, which you can use these one-time codes to
access your account if needed.

*Click Copy or Save codes to proceed to the next step

Copy codes Save codes

R e FH P2 B6AIE

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
RAAR. FERAIA T4 BRLL R BRI KA T A7, #5233 T 3 285 T



;\' splashtop’

Splashtop On-Prem % %% ¥ 53 41

Two-Step Verification is Enabled X

e

Congrats! You've enabled two-step verification!
From now on, when logging into Splashtop on a new device,
you'll need to enter a 6-digit code sent to your email address.

T8 F T R B e 45 2] 6B Splashtop On-Prem RIS

AR EEAN P e o I RAIE, P SN R RS i, S WA T B 6 ok
PEIGAIERD, LASEROE sk 2

MR BIAITA #Z ERWREEBE, W7 DL S AE R e DA A 1
—
test2@splashtop.com
Enter 6-digit code

P Ple :

Stay logged in o
Cancel
Two-Step Verification >

Please enter the security code generated by the
authenticator app on your mobile device.

il |
[ Trust this computer. You will not be asked for a code
again on this computer (unless required by admin).

Trust this device. 6-digit code will not be requested any
more on this device.

< Go back

Verify Cancel

G2 Recovery Code Login
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Gateway M &12 | & AN <R H
AR FEHIEHASEE

Local Session Recording

Windows

Storage Path Default
Size Limit 500

Auto Recording

Mac

Storage Path Specific

e.g. /Users/username/DocumentsSplashtop On-Prem
Size Limit

Auto Recording

Android

Storage Path App Settings
Size Limit 500

Auto Recording

Cancel

H B3

o ¥Rk E BRI SR H] Splashtop On-Prem N AL AE L% T UA [ 3
A TR

o WRETN > K > S vEEH]” TR R 2 s S ] i B A B A, )
Splashtop Gateway Web [} Wil HH )i B #2278 @5 On-Prem N FE7 % E

&
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e Windows

e macOS
o ZZH (Gateway WRATE v3.36.08 5 5y, LN HRATE v3.7.4.085H &)

s

HRLBRE UNC B84, T RLRE s SO ORAF 2] On-Prem 37 FH 2 Fr HL a9 2% SR 50 25 1) A R A 2

o BUINERAE:

1) Windows - C\#H "\ /" E\ X #9\Splashtop On-Prem
2) macOS - /7 5/ X Fi/Splashtop On-Prem
3) Android -%device_album_path%/Splashtop On-Prem

FREH1E:

12. M 24 On-Prem [7/fFE/7HT I i F 20 AR A FFEETE -
13. Fahi A\ Windows UNC #£4%: \\servername\path

14. F3h#i N macOS UNC #%4%: //servername/path

15, g KRR : 256775,

NHAHEF R E
475 Splashtop On-Prem MR RE 1714 %17
R/NPR

UP SR SRAR SR/ RN SR SRS B BB

B/ME: OMB CIEFR#E], e On-Prem N7 FHFE/F I B i (4 BF A5 v B 23 18]
B oKfE: 40000MB
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KPRV RH

BETA MR - FATH Bl IEAL Tt ThAE i Beta MM B, Wi A A8 HiE NS, 5B R
Splashtop & A .

A A E ], T &R AT DU S H T Splashtop 2R isik. A<
14t Splashtop Gateway Jli 45 a8k, WitRE HILIIRE, HOR R ICTE R P i B
FHAR T b Bh AR 55 155 .

I

SRR BT LB Splashtop W& ¥ & R e N3, H T B I H .

R

o MR CHiARGN) . YR Windows Fl Mac; % F i R R AN v3.5.2.2 B .

o R /&) . Windows. Mac. i0S filZ¢5; Streamer [RASHN
v3.5.2.2 B . iR Streamer AN ERRAER, SUREHHIE, FEEIRPLU R
HE

Splashtop On-Prem X
Cannot Connect

You are not allowed to establish a session since
Centralized Session Recording is enabled. Please

upgrade the Streamer to the latest version to support this
feature

[ ]

TEM IR & B AR s 4]

THEk AR Splahtop # A GOA R AOVE RTIE G B N Zh Bg -
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FOANEER P At 2hfg, W LLE Splashtop MIZ% 4% G /5

CRMJri%: Gateway MZ&4% & -> B0 E -> HIBNBCE ->To ME S U5 3 /A ME Y

Settings / Team settings

General

Security

Watermark protection Detailed settings

Request permission to connect O

Two-step verification

Centralized session recording Detailed settings

Device authentication
Account policy

Session security

Unattended Access

Attended Access

User Settings

Settings / Team settings

General

Security

Local session recording Detailed settings

Concurrent remote session (i

Paste clipboard as keystrokes

Remote wake

Remote reboot

Off-session chat

Device redirection Detailed settings

Wacom Bridge

6000606006000 ¢

Remote microphone

Attended Access

Two-step verification

Device authentication

Account policy

Session security

Unattended Access

ol

Jila))

Centralized session recording Detailed settings

© J

Apply granular control settings as unattended access (i

Attended Access

User Settings

TR E

Local session recording Detailed settings

Concurrent remote session @

Paste clipboard as keystrokes

off v

Default Granular Settings

Admin/Group e
manager

/] a

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
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Admin -
configurable (D
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AT LIRS P A R T 38/ SR B SR ) A ORI o BRINKE LR, BB 2 3 7 T A AR

N T A SR SO SR IR e A, s I U A7 it /E Splashtop Gateway 7, ARSI
e, Splashtop %% /2 i i FH AR5 A1 Streamer 2 [A]f#) LAN 82Kt 5 52 15 Gateway JIR% 5.

SISO AE Gateway RS #% ORBI30R . B IR S I T 8T A BT SO DL R 2 75

Centralized Session Recording

» Requires Streamer or SOS v3.5.2.2 or above.

« Recording starts automatically for sessions to Windows, Mac, iOS, and Android.

» Unsupported OSes and session types (Linux, SSH) will not be recorded.

«» Recordings are retained for 30 days on Gateway server.

« LAN connection will be transfered to remote connection due to the nature of centralization. Learn more (4

» Access centralized session recordings at Session Logs page.

Playback / Download Recordings

Team owner ("] All admins (] Current user

Remove Recordings

Team owner ("] All admins

TN T8
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Af LA Splashtop MZgxtil & R 21l H BTG sk N 2. (J7ik: Gateway MZs¥sii &->H E->4
1)

& splashtop M  tos / RemoteDesktop
@ My Computers .
Session Logs
LD My Devices
R Conpue P— s U - W e et iy e
s : 4 5 - - " = y

il H B R — 21 SR 2 il s i 75

B S 55 AL A SR R R B TR R A

1),
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Access and Support =,
Software
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P  00:00:00 / 00:00:07

s MBA

Download Recording

Monitor 1 Monitor

[+

MBA_02:40:51 PM.Oct 18,2023_00000001_00:00:00_00:00:09.mp4 c

P 1 H S T Bk AR DA R B A, AR B IR R N . mp4.

o kHEAEH Splashtop Gateway #447, K AEFES1EEZRS StEH. i<
ih# ki Splashtop Gateway HEATACHE, PUB{RAT A0 — J5 #R IS5 1) 1) 3045 .

o SR SO R TR BRI T2 E H BRI X

o EHINEANEE RARICHRFIE

o WIR—ASUEH Z M (BIHanFEAR B T BoRZSED SR SO R %
BRSO P B GEREED

1% Splashtop On-Prem 5 FreshService £

WHAEH FreshService Sk Fr& P akld 3, BULEN AT DU A2 VS A B 4 P s, v B S I
T AR AR, B S A RS S . Splashtop On-Prem J& 4755 (1) A Hl 35 58 i A7e A5 55 1 il
W%, BHEIT S FreshService K/ TC4E5E K

ASCK R S E E R R, A A Splashtop K714 FreshService s H ).

#'E Splashtop On-Prem E- FreshService HJ£E
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Splashtop On-Prem 4 Freshservice )% B e — R EERAE, WA APl 28BN 24t
. i H% Splashtop On-Prem F1 FreshService [ # 5K 7 A GEPATIZAESS

M Splashtop Gateway 5% API #4H

R MR & A eI Splashtop Gateway 4= J APl %4H.

15 FHAIRA BT 2 K 71 % 5% Splashtop Gateway, A5 Sfifi%E > BNRE > HANES > £=
FERK -

AR E AP IR .
&« splashtop o ctings / Team settings
D My Computers Attended access

rrrrrrrr

LB My Devices

B Logs

g’ W | AN
4, Download:
o ng Detalled settings © =
@ sos Aovwent picy
[& service Desk Sossion securtty Apply granular cor ettings as unattended acce o
Jnattended access C
88 Management 1 v /
/ Se
@ settings .
Team settings
\
& system v ‘ \
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Set up API Keys X

Third-party Service API Key Guide

eshservice 0 0 Lin

HTIREGHT B 1, UK AP P B OB o SNE, T AN E TR e

=

&R 5 0T

N T $Erm i 4tt, 1217 Splashtop On-Prem NI I-{H ] Splashtop K /™ 5 s i) T A B 4% L
FEHR T LI 7 M PE B 48 P B HEAT SR SRALE .

B HUIN B AR R AR /000 B A OB A — U TR AR . AR, B RE S On-Prem N
FE P 2 il A — U R WIS, 83 D) 2 v 268 g A st e i R — UL T IR A

HUCE SRR, W R GE B AL M S B, FRA TR R A [ A
WAERERE . 7 2 Rl I A RE R, SRR A RERE B3O FEIZ 8% L Splashtop On-
Prem NAIRE Y. (ARS8 )E 8, RGUK B IRAGEIE) .

RO EH AT LLE &5t Splashtop Gateway M5 & SRR - > B -> FINEE, i T
HEWK BB M E .

o HRISIEHE: e F AT DLUER I B T HB A s % 45 &, XF A Splashtop
On-Prem [ 2Rk Splashtop M4 45 & A2 AR08 SR BT B B0 AIE
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&« splashtop B)  Settngs / Teamsettings
© My computers

£D My devices

E Logs v

& Downloads

@ sos

@ service Desk

Unattended access

Attended access

88 Management ~ User settings
@ Settings ~

Team settings

Authentication

Email

Device Authentication

Device authentication

Device authentication Detailed settings

cation Detalled settings

sons Detailed settings

Complex password Detailed settings

Account lockout Detailed settings

SSO Group/AD Group users are not supported as authenticators

Email authentication

@ Addavalid SMTP Server to enable email authentication

Web console authentication

CHCRCN®

8 hours v

CHoN)

Manage authentication at Management > Authentication Requests when feature enabled

Team owner

Add specific admins

Authentication request expiration ©®

() 30 minutes () 2hours
Authenticated Duration
() 1day (") 7days

[ ] All admins

() 24 hours

() 30days

© 48 hours

© Forever
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Browser Authentication
SSO Group/AD Group users are not supported as authenticators

Email authentication

® Addavalid SMTP Server to enable email authentication

Web console authentication
Manage authentication at Management > Authentication Requests when feature enabled

Team owner ] All admins

Add specific admins

Authentication request expiration ®
() 30 minutes O 2hours () 24 hours () 48 hours

Authenticated Duration
() 1day (O) 7 days () 30 days © Forever

Cancel

At LB EIEAE B TR 2

ARG BCA R BT I, TR AU AR
o VEFEJLOTBNE A, WEAREE H AT BEAEIR
o TR A LI MEAEAI ST
o EHHTHEMEARSS (BRI Outlook) R4 FAE A4 5, ik &2 0% s R IE/ MRSk

Pttt .
£ Outlook 2010/2013, Bl DfE X ORISR ERAR 2 EH, AR5 I SRR T
BRAIE I fE ] AR &R A A Z 2B AR TR BB A4 5. B4 AL
TRIER R AR N BT -

o JERIMZE /I CRLIEF B 3IMBRK A Splashtop MIFA HLT HELE

ISR, EIRRER AP LS /IT B, MAavrsii Splashtop H¥
Ao
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Open new tab

New window

Open new window

New incognito window New private window

Google Chrome Mozilla Firefox

Unpin from taskbar Unpin from taskbar

Close window

SRJE BRSO Oy JAIE HL T B, R AR AR P B B 1/ RA S B N O T B AT B BRI

=z
5]

1. VAR B0 2% /0] B8 28 B A B IE 2 BT AR DA R SMTP ik 55 &5 -l 1k 1% 2h g

2. W ICIE U M FAE Splashtop ID fH-FHRAEHEE, &R Splashtop ID Bk
BT IR L, SRS TR G S B SR AIE H T BB A 0% 30 4 1R R T IR A b i
3. Bi% Splashtop ID 43 B A A e i o i & 43 5 E 1% 4%

Splashtop On-Prem Z#3 5% I
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i

o
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1. LIHIBNI AT 3 4 5 5% Gateway B HLEA G, SHRIME > BIABIE > K7 5u% > K 8E
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Settings / Team settings

General Device MAC address restrictions Detailed settings (,)
Secuity Device timeout 24 hours v O @
Two-step verification

Browser timeout (i 8 hours v
Device authentication

Account policy
Account policy

Session security

Unattended access Remember app login (©

Attended access Complex password Detailed settings

User settings

CHoN

Account lockout Detailed settings

2. WRJe, BN & AT LAAE VRS e B A e B W B0 B EL AT ) AR fRp SR e 1]

R R R A R BT T R -

Account Lockout
Account lockout threshold: 10 4 failed login(s) ®

Choose how to lock the account out:

() Account lockout duration: 5 minutes

© Account will be locked out until an admin manually unlocks the account

« AD individual user and AD Group users are not applicable to this policy.

= Admins can unlock the locked account in Management -> Users page

Cancel

ey o L B AR B B R T 7

1. DUEBE R BT # S 5ok Gateway & HEHI G, SAEVE L > HIP 0. 17Tk
W PEAR ISR “BUE

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
RATR, A T4 BB AR B B AT A, #5250 T 3 285 I



;\’ splashtop’

Snlashton On-Prem % %% ¥ 53 =4t

Management / Users ° >

Users

& Add - ($] Tren@ = h Q
erp [ e [ e 1 @ s e melHHIWMW
Unlock

Account Role T Group Source Display Name Last Login psws Status

D jodie@test O Member Default Groug Local 20241023 16:40:34 Enabled ®

2. WEEBUEI S, Hdrie BRI FE MO . Bl)E, CRARBBE .

Management / Users

Users

Bulk Actions a - [_] only show selected

2 Acc  Bulk Actions ®

. Granular Control

[ EH
15 Assign Group
=hl

Enable User
U B Disable User

— ~,, Enableweb access
Disable web access
¥ Enable s0S

Disable 505

0 oy Unlock User

Remove User

] = e e ingounn vy el
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Unlock User X

Are you sure to unlock jodie@test ?

BN S B & AT B A
Splashtop On-Prem SZHFHUINAEL A BORA BRI DAt @A R BEtH T A HLE .

il e
ok Gateway Mz & I SR 22 E-> M) i &

Miscellaneous

Notification Set up Email Notifications

SRIG R “BCE AT ERORE R . ATAEIEAL R /AR A SR R G B RN

Set up Email Notifications

\ Event \ Recipient

A computer goes online Select computers Owner v

(] Acomputer goes offline Select computers Owner and all admins v
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WePEE IS N . IR A AL, SR 2 i R R

Select computers x

Get notified when changes are made on the selected computers.

(O All computers

© Only specific computers and computer groups

Q Search
Select groups Select computers
[ | Only show selected [] only show selected <+
&% Test - Connection Pool (0) () £ > Default Group :
& Test1 (0) ) > Test- Connection Pool
& Test2 (0) O > Test1
& Test3 (0) ) > Test2
& Test4 (0) () > Test3
& Test5 (1) () > Test4
& Test6 (0) O > Test5
& a () O > Test6
- v v
0 Group(s) Selected Clear all 1 Computer(s) Selected Clear all
Cancel
TR

UL REAE T SMTP R 55 25 AR 24
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LIFER

Splashtop Gateway M3.36.0KT4 T4 Y FF £ 7D FODAE, (0450 5URIHT H 5 AEO 1 -2 4 b A
S F R 2 AR SO AER . AR DL R A

BIRid =

O RE SRR T I B 53 Az P 22 18] (8 A B R 3 44

Py 3 TR S

fRE I R 2 DI REAT T A i %

SSH g%

il Splashtop A#TH SSH £ i& i 2 umdi N\ /fr i -
il IRIE S ©

[ BA AT 35 ] CALE 1 BA 6 B R i /25 B 2 il vh Al ig AN R A e R A7 B ik H Bk o, (32
3k On-Prem Streamer v3.7.4.58(0L FiRA) .

SFERMESTHH, SHiE Gateway 1) RE] > [FABBE]) > [T AETURH] .
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a\‘ splashtop’ 0 Settings / Team Settings

2 My Computers

General
L8 My Devices
Security
v
B tLogs Two-step verification
<4, Downloads Device authentication
@ sos Account policy
@ Service Desk Session securlty
Unattended access
Attended access
88 Management v
2 8 Service Desk
@ Settings A

User Settings
I Team Settings Miscellaneous
Authentication
Email
syslog
AP|
& system ~
Status
Network
Security

Notification

Copy and paste

Remote Print

Remote command

Watermark protection Detalled settings

Request permission to connect

Centralized session recording Detalled settings

Local session recording  Detailed settings

Concurrent remote session (1

Paste clipboard as keystrokes

Remote wake

Remote reboot

CHON

Software

Save in-session chat transcript to session logs

Maintenance

Off-session chat

License [

Save off-session chat transcript to session logs (0

About

MTHEMEFVE, FHi2 Gateway 1) [RE] > [HRKE] > [HFAEFUNE] .

Device Redirection Detailed settings

Wacom Bridge (D Learn more ()

58686BBBBEE

< < B < I < |

a

- v~
off v
off v
off v
off v
]

off v

off v
/]
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a\‘ splashtop’ 0 Settings / Team Settings
2 My Computers

General
L8 My Devices

Security
B tLogs ¥ Two-step verification
> Downloads Device authentication
@ sos Account policy

[@) service Desk Session security
Unattended access
Attended access

88 Management v
Service Desk

@ Settings 2 User Settings

| Team settings Miscellaneous
Authentication
Email
syslog
AP|
& system ~
Status
Network
Security
Notification
Software
Maintenance
License

About

IMEFAIEIERE

Centralized session recording Detailed settings

Apply granular control settings as unattended access (O

Insession file transfer Both upload and download v (i

Copy and paste Both local and remote v

Watermark protection Detalled settings

Local session recording Detailed settings

Concurrent remote session (i

Paste clipboard as keystrokes

o
Defauit Granular Settings

Admin / Group Admin
manager Wctier configurable (D

» 2 ]

Save In-session chat transcript to session logs (i

In-session voice call (i

Web app () Learn more (7

Third Party Integration

Session indicator

Service Desk

How technician names are displayed in session transcripts

System Tools (0

8eEBBOEBBE

Set up API Key

Banner v

o

Account Name v

©

IR C IR GRAFE I, WA A 2 il & rh R 2. SHiE THEY > [BIER] B3k

HUORAF B R AT 3%

A MEM g P G b AR iR SHE [THE] > LEEES] USRRRE IR L%

A DAE R 4] B P B R ihid k. $AE [EE]Y > [SSHY DIEREURFER) SSH il .
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S HE

tN{a ERiEHRY SSO 3%? (SAML 2.0)

Splashtop HHEI {84 SAML 2.0 & H24Lps a2 1) 45 5 5% Gateway fil Splashtop On-
Prem fv /7. 4R LU Ui N BRI HIE SSO Jiik.

R
® Splashtop Gateway v3.24.0 =¥ & /A

A IDP/X.509 it H{E R

1. A E &K EF Gateway, REHEREI/ K E/ SO0WIE/ A EE .

2. BT LAA N Gateway URL. 15HH5 IEHY) Gateway URL, LUAfiff Gateway F1 IDP 2 [i]
& .

3. MU SSO JHE”, ARJE RIS BRI SSO AR B E .

Semings / Authentication

Single Sign-On  AD Authentication

General Settings

S50 Name *

Notes

Identity Provider Settings

Please copy these configurations or download the Service Provider Metadas d d Downloa d
Entity ID
Assertion consumer service URL cs O
Service Provider Settings
Protocol SAML 2.0
DP type b
Ena
Enal
Metadata © Import an XML file Import from URL Add manually
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BHARE
SSO #&#R: #A SSO JiikiI 4.
BYE: HA SSO HiEM&E.
SR AR E

Sk ID: 5 M Gateway E IStk ID RIS 24 RS URL, 4R )54 AL IE 3
IDP.
BrE I RS URL: iE M Gateway E#|94Kk ID Fllkis w2 & ks URL, %k
Je s HoRE G 21 IDP
TRRGSREE B s, WATERMCESE T4, LI IDP 5N SP 1)
JUEH .
MRERAERHRE
PH: ©EE N SAML 2.0,
IDP 7. k4% IDP 257,
TeHAE i\ IDP SSO & URL. IDP #ik#& 1 IDP d1f#) X.509 iEH1{55: Okta.
Azure AD. JumpCloud. OnelLogin 8% ADFS 8¢t 1dP)
R TCBIE SN AER N E

4% XML 5 URL &
RF A0

XFFX.509, FREM AP N ZE, I IORIE R DL B
R http Hilk5 https ik

4. Ja P47 R SSO Tk

Default SSO Name 1 Protocol IDP Type Status Device Authentication Browser Authentication
® ADFS SAML 2.0 ADFS (] @ @9 ©
O ADFS 2 SAML 2.0 ADFS (] B @ ©
O Okta SAML 2.0 Okta (] N ) ©

AIAE T R R R /AE L/ BBR SSO J5ik.

A LURIEANF] SSO Jrikife 25 e s S 90, W R 72 B B 3 B e 51 T UV 24 v AT B
f SSO J5 i RITT .

A DURGEANE] SSO J5 V51 A5 FI ) 0 2 5 3 B6AIE, ) 58 254 00 6 IE " 51 U 6 rh A

i SSO J7 RN T .
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A LA E BN SSO Jrike FL BRIV T AN SSO Jridk i sk 4% 4 .
EE:

Gateway (v3.24.0 5% mihit4A) Fl Splashtop On-Prem R AR (v3.5.8.0 5
WERRA) SZHF SSO k.

JaE) B %

Splashtop On-Prem AD 4.5 Windows Server 2008 r2. 2012. 2016. 2019 %31 H
AN Microsoft Azure AD 3% . BIBAITE & G i uE A FE AD )™, JESLRIJFaf s
il Splashtop iR %5 -

LY AD RE &S, AR BV B R/ T K BB > SR IRE>AD SRR Ui T T
I 50 H U -

Settings / Authentication
Single Sign-On  AD Authentication

Add AD Server

You need to add an AD Server before importing AD users and groups.

Name *

LDAP URL *
Users Base DN *

Groups Base DN *

Alternative UPN Suffixes o

Bind Account *

Password * w

Back

SRR T SHBLE AD RS AEHEK AD 55 a4 7K.
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LDAP URL i8¥%;: ZihikuEldap #iht (ldap://) + Ba&Hibk (E4% AD k%

) +4HAS (WRFE) . FF LDAPS.

Fi/ Base DN: i53h H 3¢ /' () Distinguished Name (DN) . FAI1{#H Users
Base DN £y AD JZIR&5H i 2 S Bk A 75 A o

44 Base DN: 53 H%411 Distinguished Name (DN) . F&Al1{# /4l Base DN fE
N AD JZIREEHH 2 S A SRR A A

&M UPN B&: LB ARrdin UPN 542, fEH &AM AD ey, wTblk
FEH P n DU AN S 288 %

kS Hix AD BR&#40 e A P IkS . FH P K P iEyk:
sAMaccountName@ADLocalDomainName

M. kB AD H Pk P ) AD #hS,

MR At AT A A H bR AD JIRSS 23 (10T Bt LABEAT B4 BE
&N s A S 4L B E ) AD R4S 2541 5E 3] Splashtop Gateway AD R4 #3515 .

VER: WERRINEZNEEESK AD RS 4. iEIUEH ' Base DN f141 Base DN [fjmE—+, LA
RN P A H ek —> AD RS 2805,  JuHE B S0 L4 S S B IR TR 4 5k R Tk
fEHT

AD #3

AD 4Pt —AWE T H, HTiEH Splashtop On-Prem RS Hh TG fRMTH) AD HE G . ToifR
BT AD 2% 2 4840 AD AR 55 2% B RABATAFAE T S B R I P o

EVGHEELTCIEMENTE) AD Rk 5L, REEF P ERE R, IR P EAL. BT AD 4TS
, 1HEEZ N Splashtop On-Prem R4 HIER I 7, AR5 s “HIBR " 144
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Settings / Authentication e ¥

Single Sign-On  AD Authentication

Add AD Server Remove Unsolvable AD Group Members

Name 1 LDAP URL Users Base DN

Groups Base DN Bind Account

CBK

Authentication / Unsolvable AD group members

Unsolvable AD group members

Unsolvable AD group members - users not found in all the AD servers but still stored in Splashtop Gateway Database.

Remove the enabled unsolvable AD group members to release user seats.

B Q

Group Member Account | Display Name Status

bob.doe@m1.com Invalid

1 Selected Back

ETFHRAEE (SMTP IRSEE4ER)
bl

SMTP RS2 D RE TV B BB B HOR SMTP %5 #3425 # Splashtop On-Prem Gateway. J%
INBCE SMTP AR5 435, AT LUE B - IR 13 & 34T B 0 E

SMTP RS 2RECE

o H4G, ITIEMINL https://{qatewayaddress} -> #E -> #HFHALLLE SMTP iR
o WEERINRGEHNELERER)G, 4688 H SMTP %5 2.
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& splashtop @) setngs / Email

© My Computers

Email Settings

LB My Devices
© rogs v @ You need to 3dd Gateway URL and complete the SMTP server configuration to enable SMTP server.
& Downloads Enable SMTP Server

08
o Gateway URL *
[B) service Desk

SMTP Server Uneryption Port Sender

ADvN
88 Management v
® settings -

Team setungs

Authentication

Sysiog

APY
8B system v

o RN Gateway URL ik AN Z|HL-FHBFH . Gateway 5540 1B KB5S RIS LR,
Splashtop Gateway H & FREUILAILHUEE I RE 320, DRtk B 7 s F- BB AR 2 7 iy (4 1 >Rk TE v 21
15 Gateway, FHSEELEHARM . Flhn, A& S 50k 2 i i B ol v mEA o 1 S SRR ok 58
B, i ZEEE K Gateway R, EXFPELL T, T EMAIEMM Gateway URL, UIHf{RREA
B BRI R AT LLRIA Gateway k55 &% .

Add Gateway URL

Gateway address

https://

© 2010-2025 Splashtop Inc.Splashtop & Hf##n/& Splashtop Inc.7£ 3% EFn At 5 B M pEdR, FTa Hih
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i SMTP RS MRV IFAS SMTP RS 87 . ZifR SMTPRSS 35 HC & 1L

» DRAFHI 5 ZAIRAUE SMTP k95 25
&« splashtop o er Ema
Email Settings

P Server address *

@ sos Encryption *

I {R17 Gateway URL Fl SMTP %548 % B )5

ettings / Email

Email Settings

SMTP Server Encryption

R E &

o

L FHE LUS H SMTP AR 55 4%

Sener

o {TIFMul https://lqatewayaddress} -> H.Z& -> # 7oA E B T4 H & BIRAITE &
/BRG] DLEMRLE H B R & W RIERE, I M R B

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift

FARR, PR AN w4 PR LR R HeAs [ A B M 72,

%5 263 T1 #t: 285 T1



;\' splashtop’

Snlashton On-Prem % %% ¥ 53 =4t

& splashtop 0

J My Computers
L0 My Devices

E Logs ~
SESSIONS

Remote Desktop
File Transfer

Chat

Remote Command
55H

SERVICE DESK
Support sessions

Management logs

1to-Many Actions

History

® (EHITIERIFHET, CREREEEMECEAR A B H . B H S A RS

NIS/S/ e NS5 NN DN IEASIER

gs / Email

Email Logs

Tim

HE
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® U1 SMTP &2 H AT, 5 KITE Gateway THEEE. B, FIRES FEUBF K%
R

® (R THRAFHE S, ARSI RHERE TS ST K IEE] SMTP JIR554% . THIHS IEHH
¥ WA ik DSOS A o

tn{afE A Open API

Open APLE—TUHThf, FYFU i 8 3 2R P - R i . 38 7] L Open API & B
FEFF, ¥ Splashtop On-Prem IhfgfEREI MR . % 128 LU R B A I i Open API [
R -

ELZHIETES FILCAPL 277
EoR

® Splashtop Gateway v3.24.05 5 & il A .
® C/EVFATUEH JHH Open AP,

FLB Ik

1. R CAEVFRTIET 5 M Open APl QIERIEHEEM IR, SERAME AR THEL .

2. FHEIBA A # FEIEE % Gateway.

3. iz E > API, SRS APl ¥ B 5l Fdin APl R FRRFE 4k .
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https://www.splashtop.com/contact-us
https://www.splashtop.com/contact-us

;\’ splashtop’

Snlashton On-Prem % %% ¥ 53 =4t

& splashtop €  Setngs / API 0
2 My Computers "
API Settings

L0 My Devices g
B Logs . Up to 30 API Applications can be added
A
@ sos
[ Service Desk Neme T Clemt N o Managoment  Atlends jod Suppert  Status Expieation Description
[ serv
88 Management v
@ Settings ~

Team settings

Authentication

Email

4. i\ APl N FHFE PR HFACE APLBFR  (EEERS ), AR5 i in iz .
a. £, HTEx AP NHBERF K.
b. MR, &E APl NAHREFE APl AUR .

1) B, BT LL R /U5 AR / sk /4 H L/ 22 4 A2 AP
2) B MBS (FEK Gateway v3.28.0) , 3 FHILETH DL A0 YF6 FH psa #H% AP,
3) BEE, AR i GET APL.

4) 5N, JaHEm Ll v GET/PATCH/POST/PUT/DELETE API.

C. ARG (K Gateway v3.28.0) , wE APl NHEFIAERIHR . 29 APl N AR
WIRF, MiZ AP N TR RAZHT AP B FH L .

d. CRZE, W APl B HFEF{#F Open API,
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Settings / API

API Settings

Name *
Description

Permissions *

Expiration Date (UTC)

Status

Back

5. Al RH AN CKE PG 1D M P B, RS TE .

API application name for display purpose *

Read Write
Management

Attended Support ]

| | Enable Expiration Date
2024-10-25 [ 1425 ®

Enable API application

==
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Save your Client ID and Client Secret

Please save the Client Secret in a secure place!

© You are able to view the Client Secret in plain text only
this one time.

Client ID 972862708914

Client Secret  sbTyb1[7fAniyNiORY4bzZUq

Copy Save as .txt

API B#t

APl ffFH 2T OAuth 2.0 FiI REST I &y ek, A JSON AT H#5E(E .
AP 3% 2[R ]

A APL P F BR B 9585380 200K

API 304

APl &%

RHEHE
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BT MR EEH G U5 HE4N, Splashtop  HEFFIE A LA IERIA IR b F RS HEK
Syslog/lr %% 8k SIEM T.H. Splashtop FfFHEMHTHEET LM Gateway W& & 51,
W] LR Ry CSV 8k Syslog W45 .

=
1. 224 Splashtop Gateway At E A Syslog K, T LAFIBNFTH # G & FZ MR &, FHEIR
# — Syslog.

2. ALK Gateway LB NI P/ Syslog ks s Kk R HEHE .

& splashtop ) Settings / Syslog e
3 My Computers =

Syslog Settings
L0 My Devices
& Logs v
5 Downloads Syslog Server
@ sos Name syslog Server Port Message Format Status

Syslog 514 RFC 5424 (] ]

88 Management v PP
@ Settings ~

Team settings
Authentication

Email /
Syslog

APl

3. I I LARC & B #x Syslog k%545
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Settings / Syslog

Add Syslog Server

Name *

Syslog Server address *
Port

Syslog Protocol
Message Format
Facility

Severity

Status

Test Message

4. R HEWRE

LR

Syslog 45 #s itk
i 1

Syslog i
EPSYi5ao

Wk

e

R

M B

Syslog server name for display purpose
FQDN/IP
514

uDP

RFC 5424

localo

Notice

Enable Syslog Server

This is a test message generated by Splashtop Gateway [ Send l L

Splashtop Gateway F1 &4 HEEN A

N H S B Syslog RS 28 EHLAEL IP k.

i UDP f&%m & 48 H S BB 3w 115140 BRiA S H AT ASE .
ZFF UDP 8¢ TCP.

Y FF RFC 5424 5 RFC 3164 (BSD) .

M localO - local 7 ik #E A i %

WeFRE 41 Syslog @ HE M.

Eﬁgg Splashtop Gateway ¥ Jt4G1a Syslog M4 2 FF4 k ik 24t H
RHE.

i) Syslog 5548 ik B LA ik ¥ .
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Splashtop Connector

Splashtop Connector F ¥ FriZE 4z Ui A At 15t 4%, S24F RDP/RDS. VNC. SSH ZE-Fptihis,
ST LA B #5454 %) Splashtop On-Prem 7/ i I FH A% e o ) AN HCA 80 4%, R VPN B2
ARAT S FE Vs i) AR

e

E

Splashtop Gateway

Splashtop Business App

Splashtop Connector

| ‘Company Network

LEEEE

Physical Computers

Remaote Apps

__________________________________________

_,WWWW

Zheg

1] RDP H i
7] RDS R %%-5%
iJj 1] Remote N AT

fYFM Windows. Mac. iOS. Android L) Splashtop On-Prem % 5 iy [l

SCAF ARG (ALBR Windows)
SCA S A AR U
A
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TCAEFTER

EZTYN

IP 445/ B4

Piia VNC HLfix

V] SSH. R A A 8 4%

T

o BB HA, IT &P W LIE Splashtop Connector % B 7t it & RDP/VNC/SSH it &
A, F AT LA E VT RDP/VNC/SSH %5, mif% U5 in %% Splashtop Streamer (13
il Windows Hifii—#: ] 2.,

o &M, Splashtop Connector H4#iE /A ML e, £y A Hl WX 4% 4% th 3] RDP/VNC/SSH
W4, B IT &3 5L FHEd M4 FT T RDP/VNC/SSH i 1L fe i 1 i) . Splashtop
Connector 4l RDP/VNC/SSH % E 15 Splashtop Mvi MRR R4, (NHEAEXS VM
BRI P A &2 5] RDP/VNC/SSH %k

® &it, fi/f] Splashtop Connector, i RDP/VNC/SSH R4 2>k H &%, Splashtop
Connector i SCRF R 2 15 5 il o

BB B ST,
1. W[ bk

¥~ Splashtop &8 H N 31T RDP/VNC/SSH £ if (BRI, (B % A] LLLE R 2% rh 338 2 A4
Splashtop EEAE LY BA R .

2. WZ&i75[e]

o {5 Splashtop Connector [FJHLK T LA [ Splashtop Gateway, LIft¥E RDP/VNC/SSH
PP
o i Splashtop Connector B FRL i N g i@ i+ RDP/VNC/SSH 05 17 RDP/VNC/SSH Fa i
o NTHREZAeM, Rfg@EidA# LAN U5 FTJF RDP/VNC/SSH i
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IS B2 32 RDP/VNC/SSH HURIH I P 42 T 1 FAUIR.
RE&

T#k Splashtop Connector %At

KGR

e Windows 7. 8. 10. 11, Windows Server 2012, 2016. 2019 (.Net 45 =i A)
e RAM: 8G L I
o f#ik: 50G T LA L
o Mgk
o A% RDP/VNC/SSH Hif

g7e

1217 Splashtop Connector 23527 . %3 )5, WInIEZF| Splashtop Connector & ¥EH = 5, Wik E
Fis. itz 4T Splashtop Connector fIR%5-8% 2 4TI

BIAE, W UAGIEERCE SCIFLLE AT RDP/RDS Hi i HACE
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Splashtop Connector - m] X

i Profiles

Profiles

No profile yet

Click the add button to create your first profile I

M Import + Add

Settings

Help

Run Splashtop Connector Service: @lD On

#1lZ RDP/RDS B2 & > {4

7£ Splashtop Connector ', RDP % Jsn]fit Splashtop On-Prem [ 25 i 1% B il & -k i
Mo FCE SO E B =Nk BAEE. Streamer wEF RDP #E.

A LAFE Splashtop Connector H 8 2 AMELE SCF. RDP %K 1A Splashtop [41BA ) H i & 45

JE FHRC B SO LU RDP 5335 AT ] T R 1)
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Add Profile

1. General

General

Profile Name *

Streamer Settings I

RDP Settings

Give the profile a name to display in the list

Maximum 64 characters. Name cannot contain <> ;:"*+=\|?

D Enable session recording

Turn on this option to automat ‘:ell;,' record the sessions

2. Streamer Settings

streamer.

Learn more.
Gateway Address *
https://192,168.70.63

~

Deploy Code *

Enter a deployment code from your Splashtop account to specify the default settings of the RDP session's virtua

Click the edit button on the right to configure your Splashtop Gateway address.

|

Enter the Splashtop deployment code

D Enable this profile immediately after saving

Cancel

BHKE

o MEIXXMHEFR, K1t Splashtop On-Prem %/ i HIFRFP o o . NI B OSCHHE E AR,

PTG 1 fif RDP UK &

o JRRASUERS, FTHFMIETA AZhFkH RDP 2xifi, W UAKE T AN E SO T RE . S

¥ RLEAE Splashtop Connector HL 45 & B8 1%

Streamer &&

o Gateway Hilit, Splashtop Connector ¥ [R#il A—A~Gateway. i 75 % & TH AL E

Gateway Hitik. HAEELRAF CLIRTEN Gateway Hiik.
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o ¥EW, Splashtop {fHHZEFEMHE RDP BIEAIERIN AT W ALR . iEZ B bl T
R B A B QUSRI T B A ERE R .

RDP #&

o i, Splashtop Connector S AT H. 65 MY RDP, tHSZREE B ¥ RDS. RDS
¥ 555 Windows Server I RDS #FAJ3E .
o VMERAL, EFF RDS WM E IR, RIAENS (AR EREE] RDS LI P 80E . il
R 2 Splashtop A A ) H ki s %
o ILFREEEMN, T LATHSGHD B R Y IP/DNS, BRI 23] N SR P NS B
o BXRFFIREeEEENEEBR, A RGNk
o HREHKEGEMBEETEERN, HFiEsER e fiN
o BEFRE
o EXRMPMHEH Windows F P ZMERDES, w5 i N fe s i) 8 T 4 fe
B
o [BIEFFLME, Fnr UE TG E R P 42 R 3 4 B Gz A
o HEIEENABRFHEATET, WHRCAE RDS RS FECE IR AN HER, WaLliks
TEPEIEFE N R P NI4T . TPk i e N A W E E 2 W E
o Remote NAfEF % B, Remote N A28, AR TERIEE
o TEMEFEN ST S, TI{E RDS RS 5% S R fE N T S5 .
o IR, EPHEIRE.
o ENREI, P PURGEDL,
o BB, EEESAN R EUE TSR P IS IR R AT S .

] DE I A R AR fE SRS A RS B SO ok L RS AT B S, BT AE A R
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€% VNC F & X

7f Splashtop Connector H, w5 & A & SC{4-# Splashtop On-Prem A2 FHEWE U5 1] VNC
TR LB SR E B =N Ak BARE. Streamer wEA VNC % E.

] LA{E Splashtop Connector H 1 2 ANEC B . VNC BT Splashtop A H 1 HL v

JE P B SO A VNC 520 T B T FE v i)

Profiles

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift
RATR, P M/ R4 BB BORA He B T AT O, #5277 3k 285 T


https://support-splashtoponprem.splashtop.com/hc/en-us/articles/4406907925273

;\' splashtop’

Snlashton On-Prem % % & 3 R M

Add Profile

I General
Streamer Settings

VNC Settings

1. General

Profile Name *

| VNC
Give the profile a name to display in the list.
Maximum 64 characters, Name cannot contain <> :"*+=\/%]|78

D Enable session recording

Turn on this option to automatically record the sessions.

2. Streamer Settings

Enter a deployment code from your Splashtop account to specify the default settings of the VNC session's virtual streamer.
Learn more.

Gateway Address *
https:// V4

Click the edit button on the right to configure your Splashtop Gateway address.

Deploy Code *

| AKPX43LZJAL

Enter the Splashtop deployment code

3. VNC Settings

Specify VNC Parameters Learn more.

Remote Computer
() Ask user to specify which remote computer to connect to

® Fixed remote computer with specified information

D Enable this profile immediately after saving

Cancel

BH®E

o WEXHBH, K1t Splashtop On-Prem & /i P s, NECE CHHRE A, ik
FH PSR T R VNC RN &

o JRRSTERM, 8RN B3R LRI S E . T N B R
Connector HN45 € ME (FEW &Z & - >E#/H)

Streamer &4&

Splashtop

© 2010-2025 Splashtop Inc.Splashtop ¥ H{##r/2 Splashtop Inc.7£ 3% EFnHAth 1 J5 B M s AR, T A Hift

FARR, PR AN w4 PR LR R HeAs [ A B M 72,

%5 278 T1 #t: 285 T




A’ sp’08h top Snlashton On-Prem % % % ¥ 53 £

o HFEW, i\ Splashtop ##E i LAHiE VNC FE UK BRI R LRI U7 R AUPR o 17 2 B
LAY Rty Qe i B . Slda, Rk B N E .

VNC #E&

o ImFEEE, WUATISGACE LR NI IP/DNS, BTE R U N SR A P RN LS B
o ERMFBEEEENTRERMN, ZORASEEZN A SSH AL
1 IP/ LA o T Il 3245
& 5 IPRFIECE, "TUMEE Hbs VNC RN 4 5/ 34

B
o HAREGEENEEBEB, U T & RAHEE VNC HK KR E
IP/EHL4 A

o BFEFRE

o HEESENERAPER, M/ SEMAZERMK VNC B4 stk
Ele ®rg, AT DU TSR E A VNG A5 4 B e H i

A DA AR R LR P R B SO RS HS R B SO, R R R LR .

¢z SSH R B4

M Splashtop Connector v1.1.8.4 JF44, Splashtop On-Prem N Al L I % B fid B ok
i) SSH Tt . BLE A E H =AMk @HRE. Streamer % B SSH & .

Al LLTE Splashtop Connector HAIE 2 MICE . X288 SSH FK1H A Splashtop 1B\ H i L figi
St @8

JE FHBC B SO U SSH B2 AT T SSH D71
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kB Profiles

Profiles

RDP

WNC

ssH A

Add Profile >

1. General
I General

Profile Mame *

Streamer Settings
| 55H

5SH Settings

Give the profile a name to display in the list.

Maximum 64 characters, Name cannot contain <= "%+ =% 78

I:‘ Save session transcript locally

Enable local saving of session transcripts

2. Streamer Settings

Enter a deployment code from your Splashtop account to specify the default settings of the S5H session's virtual streamer.
Learn more,

Gateway Address *

https://- &

Click the edit butten on the right to configure your Splashtop Gateway address,

Deploy Code *

Enter the Splashtop deployment code

|:| Enable this profile immediately after saving

Cancel
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Add Prafile >

3. SSH Settings

Specify 55H Parameters Learn more.

I General

Streamer Settings
Remote Computer

55H Settings ® Ask user to specify which remote computer to connect to
|:| Enable IP restriction configuration

() Fixed remote computer with specified information

Security Check

(® Allow connection to hosts with an unknown fingerprint

() Allow connection to hosts with provisioned fingerprints only

|:| Keep alive during session

|:| Enable this profile immediately after saving

Cancel

BHEE

o  WEIHLHR, K{E Splashtop On-Prem %/ v I FEFF o . AL B0 E 2 FK, ik
PG 2 T ff SSH RN FH &
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Settings

Run Splashtop Connector Service: @D On

Settings >
SSH Keys
General y
I SSH Keys S5H Private Keys
Manage private keys for S5H authentication.
About
MName File Passphrase Acticns
private key [ ) g & ]ﬁ[
+  Add private key K3} Impart M Export
5SH Host Fingerprints
Manage 55H host keys
Host Host Fingerprint Acticns
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+  Add host fingerprint m Import [1] Export
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