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Company Information

Headquartered in San Jose, California and founded in 2006, Splashtop Inc. delivers the
best-in-class remote access, remote support, cross-screen productivity and collaboration

experience - bridging smartphones, tablets, computers, TVs, and clouds.
More than 30 million users have downloaded Splashtop from app stores, and manufacturing
partners including HP, Lenovo, Dell, Acer, Sony, Asus, Toshiba, Intel and others have shipped

Splashtop software on more than 100 million devices.

For further details and to trial Splashtop products, visit www.splashtop.com.

Splashtop Inc.
10050 North Wolfe Road Suite SW2-5260,
Cupertino, CA 95014, U.S.A.
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Introduction

Splashtop On-Prem is an On-premise solution that can be totally self-hosted inside enterprise
network. With a centralized database and management console, the IT admin could conveniently
tackle the system security while providing easy and smooth remote control experience to the

users.

The Team Owner is able to customize a deployment package, which will exempt the end users

from tedious installation and configuration steps.

Remote controlling becomes extremely easy and comfortable with Splashtop
On-Prem applications. You can basically work on a remote computer as if you were sitting in front

of it, without worrying about the slow and sluggish connection over VPN.

Features of Splashtop On-Prem

You can also enjoy the variety of features that are built into our Splashtop On-Prem solution.

Click on individual name of the features to explore more.

HD quality remote performance: Splashtop On-Prem for Remote Access and Support uses the
same high-performance engine that powers our award-winning consumer and mid-market
products used by millions. HD quality, fast connections in real-time, and multiple concurrent

sessions.

Multi-to-multi monitor: View multiple remote screens from multi-monitor systems at the same

time, including multi-to-one and multi-to-multi. Even multi-monitor for Mac!

File transfer: Transfer files quickly thanks to our fast and secure connections. You can

drag-and-drop files between computers and also transfer files without starting a remote session!

Chat: Chat with the user at the remote computer while in a session or outside a session.

Remote reboot: Reboot the remote computer from your Splashtop app or web console. Choose

Normal or Safe Mode reboot.

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in Page 7 of 332
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Remote wake: Remotely wake up your computer. The target computer must support

Wake-on-LAN (Wol) and be connected by an Ethernet cable. And another computer on the same

network must be powered on.

Remote print: Print files on a remote computer to a local printer. No need to transfer files, and no
need to fax printed documents. Just select the file you need from your remote computer and print

it on your local printer instantly.

Session recording: Record remote access sessions. Use the Screen Recording button in your

remote access window to start and stop recording. All recordings are saved to your local

computer.

AD integration: Microsoft Active Directory (AD) is now integrated with Splashtop On-Prem for

Team Owner to easily manage permissions and access to computers and devices. Microsoft
Windows Server 2012, 2016 and 2019 supported.

2-step verification: 2-step verification, also known as multi-factor authentication (mfa), elevates

the security of user's account by deploying a second device which issues a time-dependent

dynamic password to verify the credential. Your account is safer now with 2-step verification!

Microphone passthrough: With microphone passthrough, you can redirect your microphone

input on your local computer to the remote computer as if you were sitting directly at the remote
computer. This enables you to join calls over Skype, Teams, Zoom, VolP, etc. and also use voice

dictation or recording software over the remote session.

USB device redirection: With device redirection, you can redirect a USB device on your local

computer to the remote computer. The redirected device works on the remote computer as if it's

plugged in directly at that computer.

and more...

Ei, Refer to online support site to learn more about new product features.
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Usage scenarios

Splashtop On-Prem is designed to fit into different usage scenarios. Generally, Splashtop On-Prem
can be deployed in one of the three modes: remote access, unattended support or attended

support.
Remote access

REMOTE ACCESS provides individuals and teams with convenient remote access to Windows PCs
and Macs from a computer, smartphone or tablet anywhere anytime - just like the user is sitting in
front of the computer. If you are looking for an alternative to LogMeln Pro or GoToMyPC, choose

Splashtop On-Prem remote access.

Unattended support

UNATTENDED SUPPORT works best for the scenario where an IT personnel is managing a bunch
of dispersed computers and devices, and remote access to these computers and devices from one

single computer would undoubtedly boost his productivity tremendously.

What needs to be done is to install and pre-configure an agent (the Streamer) in each of the

remote devices, and they'll be always ready to connect.

Attended support (SOS)

ATTENDED SUPPORT is a perfect solution for Service Desks and MSPs, and it provides the most
convenient way for a technician to establish an ad-hoc remote session, without needing the end
user to install any software or plug-in in the computer. Instead, the end user just downloads and

launches a standalone application named SOS and provides the displayed code to the technician.

It is also the most cost-effective solution. With one single license, a technician can connect to

unlimited number of computers to make sure every support request is well entertained.

If you are looking for an alternative to TeamViewer, LogMeln Rescue or GoToAssist, choose

Splashtop On-Prem attended support.
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Installation

Key components

& splashtop on-prem

Splashtop On-Prem app Splashtop Gateway Splashtop Streamer

Mobile Devices Web Console, Gateway Service Remote-to Devices

e Splashtop Gateway: Performs Gateway, Relay, User, and Device management functions. This
is the central server that authenticates, secures, and connects users and devices. It provides a
Web Console to configure (and report of) users and devices. It is designed to install on a
Windows server.

e Splashtop On-Prem app: Application makes it possible to establish remote sessions between
local device and the target remote device running Splashtop Streamer.

e Splashtop Streamer: Software needs to be installed and running on the remote device you

would like to access to. It streams audio and video to the On-Prem app device.

Download installation package

As an On-premise hosting solution, most components are packaged into the Splashtop

Gateway installation package, with varies platforms support. Users should be able to download

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in Page 10 of 332
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and install Splashtop Streamer and Splashtop On-Prem app after the success of Gateway

initial setup.

e For Splashtop Gateway installation package, please refer to Splashtop Gateway publish

announcement page

e For Splashtop Streamer installer, please refer to this article on how to get the right

Splashtop Streamer installer

e For Splashtop On-Prem app installer, please refer to this article on how to get the right

Splashtop On-Prem app

In addition to regular Splashtop Gateway releases with the packaged components, Splashtop will
release Splashtop Streamer and Splashtop On-Prem app for patches, such components will be
released as PKG files, that are only available for Team Owner to import into Gateway, before they
are ready for users to download from Gateway, please refer to Software section in System

Configuration on how to download and import new components into Splashtop Gateway.

E, Please always refer to Annoucements & Downloads to get the latest version of the

system.

System requirements

Requirements for Splashtop Gateway Server

e Operating System (64-bit version)
o Windows Server 2022
o Windows Server 2019
o Windows Server 2016
o Windows 11
o Windows 10
e Software
o Run with Administrator privilege.
e Minimum Hardware Spec (less than 100 concurrent sessions without centralized session
recording)

o Processor: 8 Cores or above
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o Memory: 16GB or above
o SSD or HDD: 60GB or above on installed drive (Gateway installed on a Solid-state drive is
recommended)

e Minimum Hardware Spec (more than 100 concurrent sessions + centralized session

recording)

o Processor: 16 cores or above
o Memory: 64GB or above

o SSD: 80GB or above on installed drive
Requirements for Browser type

o Google Chrome

o Safari
o Edge
o Firefox

Requirements for On-Prem app Devices

iPad or iPhone

o i0S 12.x or higher

Android

o Android 4.0* or higher

o ARM 32/64, X86 processor or nVidia Tegra

o Chromebook

Windows
o Windows XP*, Vista*, 7, 8, 10, or 11

e Mac
o macOS 10.10 or higher

* Windows XP/Vista, Windows Server 2003, and Android 4.0 are not supported if TLS 1.0 and 1.1

are disabled (TLS 1.2 only) from Gateway Security tab.

Requirements for Streamer Devices

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in Page 12 of 332
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e Operating System

e  Windows 11

e Windows 10

e Windows 8/8.1

e Windows 7

e Windows Server 2022

e Windows Server 2019

e Windows Server 2016

e Windows Server 2012

e Mac OS 10.10 or higher

e Android 5.0 or higher

e i0OS 12.x or higher ( for SOS on-prem)

e Linux
o Ubuntu desktop 16.04 and 18.04
o CentOS 7 and 8
o Red Hat Enterprise Linux (RHEL) 7.3-8.1
o Fedora 29-31

o i0S 12.x or higher (for SOS on-prem)

o Linux
e Ubuntu desktop 16.04 and 18.04
e CentOS 7 and 8
e Red Hat Enterpr
e Fedora 29-31

e Hardware
o Processor: 1.6 GHz or faster dual-core CPU
o Memory: 2 GB or above

o Network connection

* Windows XP/Vista, Windows Server 2003, and Android 4.0 are not supported if TLS 1.0 and 1.1

are disabled (TLS 1.2 only) from Gateway Security tab.
Requirements for Network

Internet-based Remote Session
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Splashtop On-Prem is an On-premise solution and can be completely self-hosted on your office
LAN network. But there are times that you need access your office computer from home or

somewhere else, and connections must be established through the Internet.

To enable Internet-based remote session in Splashtop On-Prem, you can set up the system with a

couple of options:

e Deploy the Splashtop Gateway Server in a DMZ network

e Assign a public IP address to the Splashtop Gateway Server

e Set port forwarding from a public IP to the private IP assigned to Splashtop Gateway Server
e Host the Splashtop Gateway Server on cloud

e Install VPN application in client devices
Firewall Port

By default port 443 is used by Splashtop Gateway to communicate with the Streamers and client
devices, therefore it is important to make sure port 443 is not blocked by your network firewall or

OS firewall, nor occupied by other applications.

In addition, the following Ports should not be occupied as they are used by Gateway on the local

machine.

e Port number: 9080
e Port number: 5432
e Port number: 7080
e Port number: 7081

Quick installation guide

The basic steps to get Splashtop software up and running will typically look like the followings.
The first five steps should be done by you, the Team Owner or Admin, and the remaining two will

be done by the users

1. Team Owner sets up Splashtop Gateway on the company network.

2. Team Owner groups the computers as desired, and sets permissions accordingly.
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Team Owner creates user accounts

4. Team Owner notifies users that they have been added to Splashtop Gateway, and provides
specific credentials to them such as activation code and password.

5. Team Owner or Admin deploys the Streamers and install them on all the target computers
available for users to remote access.

6. User downloads the Splashtop On-Prem client app via Splashtop Gateway web console to
his/her device and install.

7. User launches Splashtop On-Prem client app and enter Gateway IP address, account name and
password given by Team Owner or Admin. User can then establish a secured remote session

with a computer in work environment.

Splashtop Gateway and Splashtop Steamer can be installed on the same Windows server. In fact,
itis a good practice since remote access to that server can be provided in case Team Owner needs

to configure Splashtop Gateway settings or restart the Splashtop Gateway service.
1. Install Splashtop Gateway

a) Download your program and double click the EXE file to begin installing by going through
Windows Install Wizard.
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ﬁ Splashtop Gateway Setup = >

Welcome to the Splashtop Gateway
Setup Wizard

The Setup Wizard will install Splashtop Gateway on your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard.

=

b) After the installation finished, go to Windows Startup menu in which 3 startup shortcuts just
created. Click Launch Splashtop Gateway web portal to start gateway web console in your default

browser.

Recently added
Start Splashtop® Gateway Service

Stop Splashtop® Gateway Service

Launch Splashtop® Gateway Web P...

s Note: We highly recommend using modern browsers (Google Chrome, new
= Microsoft Edge, Safari, Firefox, etc) to navigate Splashtop Gateway web console.

2. Splashtop Gateway OOBE Setup
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a) Once launched the web console from browser for the first time, an OOBE setup procedure

containing Terms of Service will show up. Click next to continue.

#xsplashiop

@ weicome © s © oaravase sertngs © serupcnores © comnuingsemp

Welcome to Splashtop Gateway

With Splashtop Gateway. you can easily deploy and access your remote devices

b) Set up your Splashtop Gateway Database management and access passwords. Please allow 30

seconds for Database initializing at this step.

E;, Note: Please write down your Database passwords and saved in a secured place

since there will be no way to change DB passwords later on.
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o splashtop

© welcome @ Tos © Database settings ——————————— @) setup Choices —————————— @ Continuing setup —————————— @ Done
Please specify the password of Database Admin to bootstrap the database system:

DB Admin Password *

Confirm DB Admin Password *

Please specify the password of Database role onpremise_support to access Splashtop On-Prem Database

Password *

Confirm Password *

Cancel

0-2024 Splashtop Inc.

c) Chose your Gateway setup preference.

@ splashfop

@ welcome © Database settings —————— @ Setup Choices ————————— @) Continuing Setup

How would you like to set up your Gateway ?

= b

New Gateway Restore

Select and click next to set up  new Gateway. Select and click next to restore a previous
Gateway from backup.

Copyright ©2010- 2024 Splashtop Inc:

d) Establish your first team and owner by entering E-mail account and credentials to finish the
OOBE setups.
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&X splashtop

© weicome @ patabase settings ———————— @ setup choices —————— @) Continuing Setup

Team Name *

Team Owner *

Password *

Confirm Password *

Password must include:
- At least 8 characters
- At least 1 lowercase Latin letter (a-2), 1 uppercase Latin letter (A-2) and 1 number
- At least 1 special character ~1@#8%A8* _+="[\(){}1:"'<>,.2/
- No commonly used words
- Not be the same as the account name

Cancel

Copyright © 2010 - 2024 Splashiop Inc.

e) Once OOBE setup completed, log in to web console with the credentials just created. You will

need to activate online or offline license based on license mode tailored for you.

ox splashtop

@ weicome @ Tos © Database settings ———————— @ setup Choices ———————— @ continuing Setup

Congratulations, you have finished Splashtop Gateway configuration!

After that, you need to configure your license to continue to work.

Copyright © 2010~ 2024 Splashtop Inc.

f) When Splashtop On-Prem activated, you can log in to Splashtop Gateway - System - Network to
see your Ethernet/ Wireless IP addresses and port number as shown in below screenshot. The IP

address displayed in this page is the Gateway IP address which will be filled up along with
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your port number (443 by default) when sign in On-Prem Client Application as well

as Splashtop Streamer.

&« splashtop’ {0 System / Network o
O My Computers
L0 My Devices 1P and Port
@ togs v
L3 192.168.70.96
4, Downloads

33 Management o
@ settings -

= system ~

3. Activate Splashtop Gateway via License

Splashtop Gateway must be activated by a valid license to use.

. Note: Please reach out to Splashtop Sales or Splashtop Support to request for trial

license or obtain purchased license.

Login into https://{gatewayaddress} with System Owner, navigate to System > License page to

import a license to activate.
Splashtop Gateway provides both Online and Offline license activation.

e Online activation: Internet access is required to activate online license, once the Gateway is
activated, it can be moved to offline environment.

e Offline activation: Click Save to download your activation ID and send it to our support. An
activation file shortly will be sent back to proceed activation. Please follow the instructions on

the web console. (See below)
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& Nolicense or license has expired!

o} splashtop’ @ System / License

S system ~

License
Maintenance

License 1. Online Mode: easy to import, activate. and remove. Requires internet access.

About.
2. Offline Mode: an activation file to activate the license for no internet environment.

Activate Online License | Activate Offline License

System / License

Import Offline License Activation File

1. Note: New offline license activation file will overwrite current license list

1. Press the save button to save the Activation ID to a file
2. Send the saved file to Splashtop Support to get your offline activation file

3. Import the offline activation file to activate the offline license

acivatonrite B3

Back

4. Deploy Splashtop Streamer

Below instruction taking deploy Splashtop Streamer on Windows as an example.

On the computers that you'd like to connect to, the Splashtop Streamer must be installed. This

can be done in 3 easy steps.

1. Go to Splashtop Gateway Web Console > Management > Deployment. Click +Add
Deployment button to create a new deployment package. A deployment package consists of a

deployment streamer and a unique 12-digit deployment code.
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& splashtop @  Management / Deployment [ B

3 My Computers M Dl
A anage Deployments
E Logs v

> Downloads

@ sos
32 Management ~ A )
Users i
Allcomputers
Grauping
Deployment
Preference Policy Add Your First Deployment

Deployment allows you to deplay Streamer on the computers you want to connect to

Add Deployment

Scheduled Access
Channels
1-to-Many Actions

1-t0-Many Schedules

Inventory
@ settings v

S system ~

oX splashtop f)  Management / Deployment / Add Deployment Package

© My computers

Add Deployment Package

L0 My devices

B Logs ad Package Name Package name
L, Downloads
Select a preference policy
® sos Policy Name None -
Create preference policy
© Use current 0S hostname
88 Management A [] Keepin sync with OS hostname @

) Use custom name + sequence number
e.g. Acme Bakery (005)
Computer Naming Rule () Use custom name + current 05 hostname
Computers dej e.g. Acme Bakery - Steve's Win7

Users

All computers

All devices
Custom name

Grouping

Deployment

Preference Policy Group Choice

Scheduled Access Grouping Default Group -
Create or manage groups

SERVICES DESK

Channels Auto-launch streamer

Idle session timeout
1-to-Many Actions

1-to-Many Schedules

General Settings

Inventory [[J Hide Streamer tray icon
) Settings v
S system v

2. Select Deploy for the package that was just created.

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in Page 22 of 332
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



;\' splashtop

Splashtop On-Prem Admin Guide

& splashtop B Management / Deployment o 5
© My Computers

i Manage Deployments

B Logs A Easily deploy Streamers to the computers you want to remotely access

1. Click on "Add Deployment® buttn to create a new package.

< Downloads. 2. Click on “Deploy” button to share the deployment package as a link, Yeu also have the option of dewnloading the actual installer and sending it yourself,

3. After your users rur -and enter the code, their P in your computer list
@ sos you piay P
+ Add Deployment I
33 Management - 5
Desloyment Name. Policy Name Computer Naming Rule Desloyment Code Date of Creation Deploy
Users
— - ®
Al computers
Al devices
Grouping
Deployment.

Preference Policy

Scheduled Access

Chanrels

1-to-Many Actions

1-to-Many Schedules

inventory
@ Settings ~
£ system ~

3. Have your users install the streamer. You can send the deployment package link to your
users. By clicking the link, your users can download the streamer installer and run the file. You
can also send the streamer installer file and its associated deployment code directly to your users
(via Dropbox, email, etc.).

;csplashtop' /M Management / Deployment / Deploy Package

(R computes Deploy Package

L0 my devices

E Logs v Option 1: Share link
o, Downloads
1. Send the link below to your users. The link will take them to a web page where they can download the installer and follow simple instructions to set up.
@ sos
2. After your users run the installer, their computers will become accessible by you.
Shareable Link . (]}
88 Management A

Try Link
Users

All computers
= QOption 2: Download Installer

All devices Installer choice

Grouping Platform B8 & b Windows (EXE, X86, Streamer version 3.6.8.0) -
Deployment 1. Download the Streamer installer.

Preference Policy 2. Send the installer and the 12-digit code to your users.

Scheduled Access ) .

3. After your users run the installer and enter the code, their computers will become accessible by you.
SERVICES DESK

12-digit Code (]
Channels

1-to-Many Actions

1-to-Many Schedules
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4. When the Splashtop Streamer App has finished installing, the user can input the
Splashtop Gateway server’s IP address with default port number 443 in conjunction with the
deploy code obtained from Team Owner or Admin to log in. Users who don’t have this

information will need to ask the IT department for it.

Gateway Enter Gateway address

Code I Enter Deploy code

Allow Access E‘

5. Create user accounts

System Owner or Team Admin can create user allowing centralized user management in

Splashtop Gateway.

1. Go to Splashtop Gateway Web Console > Management > Users. Press Add button to create a

new user.
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Users
:
Add itus Web Access User SOS Status More Filters ~
Local User
Role T Source
AD User/Group
S50 User & Owner Local
Import O 2dmin AD Group Member (Member of..
Local Users
Admin Local
AD Users e
ASLeS € Admin Local

2. Team Owner or Team Admin sets the user role and group type during user creation process.

Add User

* Account

* Password

* Confirm Password

[} Request to change password when next login

Group

Default Group

Role

Member

Status

Enable user Enable web access

S0S Technician

"] Enable S05/0On-Demand support

Cancel [

Display Name

Group

Default Group

Alpha Corp, Default Gr.

Gamma Industries

Alpha Corp

Password must include:
» At least 8 characters

= Filters

Last Login

2024-08-20 16:04:34

2024-07-15 11:09:25

2024-08-20 16:06:14

= Atleast 1 lowercase Latin letter (3-2), 1 uppercass

Latin letter (A-Z) and 1 number

« At least 1 special character ~@#5WALF +=" [\

Os"<2t

= No match of the account name

(4

e & @ @

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in
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Field

Account
Password

Request change password when next login

Enable User and web access

Group

Role
SOS Technician*

3. Add AD account

Meaning
This is the user's login account, it's unique in
the system.
Complex password rule.
With this option, when user log-in to the
system, he/she will be required to change the
password.
If an account is enabled, he/she can establish
remote session, if the account is disabled,
he/she can still access the web portal, but
remote session is disabled. Disable web
access for specific account to restrict his/her
web console access, the remote access

(remote session) will not be affected.

User can be grouped into different groups,
grouping is efficient in users management /
access permissions.

There are two types of roles in the system:

If SOS service is included in your subscription,
you can enable SOS capability when create a

user to have on-demand support available.

Once an AD server has been successfully authenticated, it would appear to AD server list in

System- Active Directory tab. Now navigate to Management tab - Users, click on Add AD User

button on the top.

e Type: By selecting AD user, an AD individual user will be authenticated and added to

Splashtop Gateway. Selecting AD group allows bulk authenticationof its AD group

members. (group members will have to login to Gateway Web portal first then displayed in

the user list)
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e AD Server: Select the AD server which contains the target AD user or group.

e Account: Fill up the sAMaccountName@ADDomainName (local AD domain name) or User

Principle Name (UPN) of target AD user or group.

e Group: Chose the initial Splashtop group an AD user or AD group will fall into once added.

e Role: Chose Admin or Member to assign different access permission tailored to needs.

e *SOS Technician: Enable SOS on demand support capability. (*Based on subscription
plan)

e Verify: Check the availability of an AD user or group for authentication.

e OK: Add a validated AD user or group to the target group.

Add AD User/Group X

Type

AD User -

AD Server

CBK (dc=belle, dc=epoque) -

* Account

User account to login @belle.epoque -

@belle.epoque v

@example.com
@test.com
Group @k.com

Default Group @m1.com

@outlook.com

Role

Member -

Status

Enable User Enable web access

505 Technician

[_] Enable S05/0n-Demand support
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4. Add AD group members

AD accounts can be determined by "Source" column from the user list. If an AD group has been
added to Splashtop Gateway, meaning its associated AD members have already been

authenticated and able to log into Splashtop Gateway as well as On-Prem client application.

The AD users in AD Group Members will be showed up in AD Group Members after log into
Gateway portal or client application with his/her AD account at least once. By contrast, an AD

individual user added to Gateway will be displayed and modified property immediately.

Users
() =riters = (Hh Q
Group Role Status Web Access User SOS Status More Filters ~
O jack.doe@test.com 3 Member Default Group AD Group Member (Memb... @
O diane.xiong@k.com €3 Member Default Group AD Group Member (Memb... &

6. Install client app and access

1. Users assigned as a Member can only browser limited content when log in to Splashtop
Gateway web console compared to Team Owner or Team Admin as shown in below screenshot.
Member can log in Splashtop Gateway Web Console and download the latest Splashtop On-Prem

Client via Downloads menu tab and Install desired client applications.

&~ splashtop @  Downloads o
© My Computers

O My Devices Download Splashtop On-Prem app
@ togs A
sessions
Remote Desktop .‘ @ "'

MacOs i0s Android
File Transfer

Chat

Remote Command .
Splashtop On-Prem app for Windows
ssH Windows 7 and above (EXE, X6, On-Prem Client version 3.6.8.0)

History

<> Downloads

with technician

jon code with technician
<he AR Download page.
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2. When Splashtop On-Prem client app installed, user simply inputs the Splashtop Gateway
server’s IP address or FQDN with default port number 443, the account name and password
obtained from Team Owner or Admin to log in. Users with no such information will need to

consult Team owner or Admin.

Splashtop On-Prem == O *
File View 505 Window Help

a\' splashtop on-prem

192.168.70.194:443

admin{@splashtop.com

S

Forgot your password?

3. If a warning message pops up when you tap Log In, stating the SSL certificate is not from a
trusted certifying authority, it is likely that the SSL certificate is self-generated, and you can
choose to ignore it. However, we recommend that users who have encountered this message

popping up should consult their IT department for the proper guidelines to be complied.
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Splashtop On-Prem d

The SSL certificate is not from a trusted certifying
authority

4. When you logged in to On-Prem app, either a list of remote devices ready to be connected will
display or you may just engage a screen does not list any specific computer as shown below. In

this case please consult your Team Owner or Admin.

owner@splashtop.com =t O X
Filte View 505 Window Help

CONNECT TO

&)

Ask your [T admin to deploy Streamer on
the computers you wish to connect to

5. Below Screenshot reveals one specific Windows PC has been successfully deployed so that the
user is able to remote access to this device by clicking connect button to the right or double

clicking the blueish field.
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mountain.hu@splashtop.com - O >
File View 505 Window Help

E S =t

¥ Default Group (1)

E HGH-MOUNTAIN-TY
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Access Gateway portal

Splashtop Gateway web portal is a web-based console to configure and manage Splashtop
On-Prem system. It can be accessed from a web-browser, preferably Chromium based browser

such as Google Chrome.

Every registered user in Splashtop On-Prem system is granted access to the Gateway web portal,

but the menu display varies depending on the assigned role of the user.

A’ S p la sh to P CJcomputers  [[jDevices :=Logs 85 Management t@: s0S 4 Downioads I¥ System

Entry Team Owner Team Admin Member
Computers ./ ./ ./
Devices ./ \/ t/
Logs v v ‘/(1)
Management ./ ./

S0S v v v
Downloads o v v
System \/

User profile ./ ./ ./

E/ Note:

(1) For members, only its own logs is visible

(2) SOS page is visible to a user when SOS feature is enabled on it

Gateway web portal can be easily accessed by opening a web browser and entering the address of

the Gateway Server.

The format of the address is defined as follow:

https://(IP address or FQDN):(Port number)

An example of such address: https://192.168.1.100:443
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This example address points to a Gateway Server with IP address of 192.168.1.100 and the server

uses the default port 443.

E/, Note: You should always use https instead of http here as this is a

secured http connection with SSL encryption.

IP Address of Server

This is the IP address of the server machine where Splashtop Gateway is installed. It can be a local
IP address if you are connecting from a computer sitting in the same LAN network, or it can be a
public IP address if you are connecting via the Internet. If the server machine has multiple network
cards, you can use any of the IP addresses to access the Gateway web portal. With this feature,

you can safely deploy the Gateway server machine in a DMZ network.
Port Number

By default, Splashtop On-Prem makes use of Port number 443, but you can change the port

number following instructions in the article below:
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System Configuration

Introduction

System page of Splashtop Gateway provides the capability for Team Owner to configure

system settings.

Log in as Team Owner, you will see System tab on the top menu bar, click it to enter system
settings.

&k splashtop M System / Status o
© My Computers
L6 My Devices Service Status
[ Legs v status Stopped
&, Downloads
service Activity
@ sos

(3 sarica vk computers 0 deplayed 70 max

28 management v

@ settings ~

e Status shows the current status of the Splashtop Gateway

e Network shows the network configuration of the Splashtop Gateway

e Security allows Team Owner to configure security related settings, such as SSL Certificate, TLS

settings

e Access Control allows Team Owner to configure access policy, such as web console,
Splashtop On-Prem Client

¢ Notification allows Team Owner to set notification to notify users, such as scheduled system

maintenance

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in Page 34 of 332
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.


https://support-splashtoponprem.splashtop.com/hc/sections/900000065346
https://support-splashtoponprem.splashtop.com/hc/sections/900000065606
https://support-splashtoponprem.splashtop.com/hc/sections/900000058163

;\' splashtop

Splashtop On-Prem Admin Guide

e Software allows Team Owner to configure software components, such as enable/disable

particular version of Splashtop Streamer and Splashtop On-Prem, uploading new version of
components

e Maintenance allows Team Owner to do system maintenance, such as backup and restore

e License allows Team Owner to configure license, such as import/update licenses

e About shows the version, copyright, Terms of Service, Privacy, and Acknowledgements

Status

Metrics - Visibility into System Performance

Service Status

Monitor whether critical Gateway-related services are running as expected.

System / Metrics

Metrics  Alerting

Service Status

O Gateway Service © Srids © Monitor
Running since 2025-07-24 10:54:48 ON ON

O Postgres © OnPremise O Relay O Relay frontend
OoN OoN OoN ON

The following is a brief description of each service in the Splashtop On-Prem Gateway.

e Gateway Service: The main Windows service that hosts and manages all core Splashtop
On-Prem components.

e Postgre: Provides the core database storing configuration and runtime data for all
services.

e OnPremise: The API service that handles business logic, authentication requests, and
communicates with the database.

e Relay: Handles secure data transmission during remote sessions.

e Relay frontend: Acts as the entry point for relay connections and dispatches traffic to
backend relay instances.

e Srids: Manages the unique identifiers for remote sessions, tracks session lifecycle and
metadata, and facilitates session routing and auditing within the system.

e Monitor: Observes the health and performance of system components, collecting metrics

such as CPU usage, memory consumption, disk space, and service status, and generates
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alerts for anomalies to ensure system reliability and timely issue resolution. Please

complete the alerting configuration to activate this service.

Hardware Metrics

The Hardware Metrics section provides a visual overview of your system's current health status. It
includes:

e CPU Usage: Track real-time CPU utilization across your system.

e Memory Usage: View memory consumption to detect potential bottlenecks.

e Disk Space: Monitor available disk space and usage trends.

All of these metrics are displayed using intuitive graphs and charts, giving you at-a-glance
visibility into system performance over time.

Sk splashtop m

0 My Computars

£ vy Brvices
B s - Service Status
&, Dawntaas

© Monitor
on

© Gateway Service O srds
& sos. Running since 2025 67 24 105448 o
T Service Desk
© Postgres O OnPremise O Relay © Relay frontend
on on o on

82 Management
© settings

Team Sectings

Atrcriication Hardware Metrics 1)

CPU Usage

U aw

5 U @UJWLUWJWNJLLWWM

Memory Usage Disk(c) v
e

QOO e e e S e O B »e
o I

Alerting - Stay Notified Before Issues Escalate

The Alerting feature helps you set up automatic notifications so you’re always informed about
critical system events.

SMTP Settings

Configure your SMTP server to enable email-based alert notifications.
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SMTP Settings # Edit SMTP Settings
The SMTP Settings will be used for sending alert notifications.

@ Sync Gateway SMTP Settings

* SMTP Server * Port * Encryption

an SMTP server address

ir

e select -

* Sender Email Address * Recipient

alerts will be sent from this address Enter a recipient email address

Enable SMTP Authentication

* Username * Password

Cancel

e SMTP Server: Enter the address of the SMTP server used to send emails.
e Port: Specify the port number used by the SMTP server (typically 25, 465, or 587).
e Encryption: Choose the encryption method for securing email transmission.
e Sender Email Address: The email address that will appear as the sender of alert messages.
e Recipient: The email address where alert notifications will be delivered.
e Enable SMTP Authentication: Check this box if the SMTP server requires login credentials
to send emails.
o Username: Enter a username for SMTP authentication.
o Password: Enter a password for SMTP authentication.
e Sync Gateway SMTP Settings: Click to automatically import SMTP settings from

the web/Management/Email in your Gateway.

Alert Settings

Define the specific conditions under which alerts should be triggered. You can configure alerts
for:

e Service Status changes (e.g., a service stops unexpectedly)

e High CPU Usage

e High Memory Usage

e Low Disk Space
Alerts are sent instantly based on your configurations, helping you respond quickly and minimize

downtime.
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Alert settings
An alert will be triggered when the metric meets the configured thresheld for the evaluation period.

N

Status Metrics Threshold Evaluation Period () Repeat Interval (D)
service Stopped 0 h|5 m|0 s
cPU > B0 % 2 0 |h|5 |m|a s

* |h{D m|O |5
Memory > 90 % % 0 h5 ma s
Disk:  (C:) - < 10 GB 0 h'5 m/0 s

l ave Cancel

e Status: Check this box if you want to enable specific alerts.

e Metrics: The specific monitoring items, such as CPU usage, memory usage, or disk space.

e Threshold: The specific value at which a metric triggers an alert (e.g., CPU usage > 90%).

e Evaluation Period: The time window over which the metric is evaluated to determine if it
meets or exceeds the threshold.

e Repeat Interval: The minimum time between repeated alert notifications for the same

condition.

System / Status

Service Status

Status [ ] Running since 2024-12-03 09:44:53

Service Activity

Computers 1 deployed / 60000 max
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Network

Change network port

Log in to Gateway's management console with the Team Owner, go to System > Network,
the Port section shows the port that Gateway is currently serving, click Change Port will allow

user to input a new port and apply.

& splashtop’ f)  System / Network
) My Computers
IP and Port

L0 My Devices
E Logs v

= IP
¢l Downloads
@ sos
[@ Service Desk Port 443 Change Port
ADMIN
82 Management v
& Settings v
& System A~

Status
Network
Security
Notification
Software
Maintenance
License

About

Notice:

1. Changing port will automatically restart Gateway service, it needs

approximately 30 seconds to be ready again.

2. If you already have Streamer deployed or On-Prem app logged in, these
Streamers and On-Prem apps will be logged off, due to the port change, you need
to specify the correct IP:Port in the Streamer and On-Prem app side to log into the

Gateway again. 443 is the default port, which can be ignored when typing.
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Gateway Enter Gateway address

Code I Enter Deploy code

Allow Access B‘

(Input IP:Port in the Gateway field when deploy)

Splashtop On-Prem — O *
File View 505 Window Help

& splashtop on-prem

___— Gateway
‘ 192168 65 192.22100 A& ‘

/ Username
‘ o, fi@splashtop.com ‘

Forgot your password?

(Input IP:Port in the Gateway field to login)
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3. As a general practice, we would suggest you, as the IT admin, need to make sure the port you
would like to change to has not been occupied, you can use Windows built-in resmon utility to
check. From Windows search, type resmon, run resmon tool, go to Network, expand Listening

Port, and check there is no other software listening on the chosen port.

e Resource Monitor

File Monitor Help
Overview CPU Memory Disk Network
LISTEnINg FOrts L2 A = z
- (> Views
Image PID Address Port Protocol Firewall Status (& =
svchost.exe (netsves -p) 10560 IPv4 unspecified 53 upe Allowed, restri.. Network 100 Kbp
svchost.exe [netsves -p) 10560 172.17.142.241 67 uop Allowed, restri.., 1
svchost.exe (netsves -p) 10560 172.17.142.241 68 upp Allowed, restri...
svchost.exe [RPCSS -p) 1260 IPvE unspecified 135 TCP Allowed, restri..,
svchost,exe [RPCSS -p) 1260 IPv4 unspecified 135 P Allowed, restri..,
System 4 192.168.65.215 137 upp Allowed, not r...
System 4 172.17.142.241 137 upp Allowed, not ... 5] L J
System 4 10.0.75.1 137 upP Allowed, not r... 60 Seconds !
System 4 192.168,65.215 138 uDP Allowed, not r... TCP Connections 101
System 4 172.17.142.241 138 upp Allowed, notr...
System 4 10.0.75.1 138 upp Allowed, not r...
System 4 192.168.65.215 139 TCP Allowed, not r..
System 4 172.17.142.241 139 TCP Allowed, not r...
System 4 10.0.75.1 139 TCP Allowed, not r...
java.exe 37212 IPv6 unspecified 443 TCP Allowed, not r...
java.exe 37212 IPvd unspecified 443 TP Allowed, not r.. !
System 4 IPvE unspecified 445 TP Allowed, restri... vEthernet (DockerNAT)  100%
System 4 IPv4 unspecified 445 TGP Allowed, not r...
svchost.exe [netsves -p) 4536 IPvE unspecified 500 uop Allowed, restri..,
svchost.exe [netsves -p) 4536 IPvd unspecified 500 upp Allowed, restri...
svchost.exe (LocalServiceAndMo.., 7868 febi:f12%:c17b:3e7e:878 1900 upe Allowed, restri..,
svchost.exe [LocalServiceAndMo.., 7868 fedl:u5%d:4ebd:bf34:70... 1900 upp Allowed, restri..,
| svchost.exe (LocalServiceAndMo.. 7868  |Pv6 joopback 1900 upp Allowed. not r, ¥

Security

Import SSL certificate

Splashtop Gateway supports importing your own certificate, which can be self-signed certificate,

or certificate issued by 3rd party authority.
PKCS#12 (PFX) format certificate is supported by Gateway.

Step 1. To import new certificate, please login to Gateway's management console as Team Owner
then go to System > Security page. It shows the current imported certificate information, if there
is no certificate info shown; it means Gateway is using the Gateway bundled self-signed

certificate.
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&< splashtop’ m

3 My Computers

L0 My Devices

E Logs v
ks Downloads

@ sos

Service Desk

ADMIN
88 Management ~
@ Settings v
= System A

Status

Network

Security

Notification

Software

Maintenance

License

About

System / Certificate o-

Certificate  TLS Settings  Access Control

Certificate

No custom SSL certificate imported.

Splashtop Gateway is currently using a default self-signed certificate to simplify initial setup. For improved security and browser compatibility, we strongly
recommend importing a valid SSL certificate from a trusted public Certificate Authority (CA).

th Import

Step 2. Click Import, it will show the importing dialog, select the PFX file and also the password

which is set when generating the certificate.

Import Certificate

Service will be restarted during the process, you current on-going sessions will
be disconnected. You can access the service again after the operation has done.

PFX certificate with password

Select file

Drag and drop file here to upload

Certification protection password

Certification protection password

Step 3. Click Import to finish importing, which will restart Gateway service to make the new

certificate effective.
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Convert SSL certificate to PFX format

On Windows:

1. Click Start followed by Run. Type MMC.exe, and then click OK. Click File and
then Add/Remove Snap-in.

2. Click Add. Highlight the "certificates" and then click Add again.

3. Choose Computer account and then click Next. Select Local Computer followed
by OK. Click Close and then OK to close the "Snap-in" window.

4. Open the Certificates (Local Computer) snap-in that you created. Go to Personal followed
by Certificates.

5. Right-click on the server certificate you want to convert, and then select All Tasks followed
by Export.

6. Click Next on the wizard that opens. If the wizard doesn't open, repeat Step 5. |If it still
doesn't open, restart your computer and go back to Step 4.

7. Choose Private key as your export, and then click Next.

8. Choose the Personal Information Exchange (PFX) file format to create a PFX file.

9. Click Next and choose a password for the file. Click Next again.

10. Choose the file name. Don't include an extension, as the wizard automatically adds the PFX
extension.

11. Click Next, write down where the file is saved to, and then click Finish.

Alternately (using OpenSSL cmd line, and GoDaddy signed certificate as example):

http://support.godaddy.com/help/article/5343/generating-a-certificate-signing-request

We generate CSR via OpenSSL command prompt:
http://support.godaddy.com/help/article/5269/generating-a-certificate-signing-request-csr-apa

che-2x

>openssl req -new -newkey rsa:2048 -nodes -keyout yourdomain.key -out yourdomain.csr

Please refer to this site for command

examples: http://www.sslshopper.com/article-most-common-openssl-commands.html
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1. Convert private key, certificate and godaddy certificate bundle into .PEM file
2. Concatenate .PEM files of private key, certificate, godaddy certificates into one single .PEM file
3. Convert final .PEM file into .pfx file

REQUIREMENTS:

When creating PFX, the middle/intermediate layer CA cert must be included. If the PFX does not

contain the direct issuer’s CA, issues may be seen from portable OS.

The openssl command line is:

openssl pkcs12 -export -out output.pfx -inkey private.key -in star-splashtop.com.crt -certfile
int.cer

Openssl will prompt IT to input password to protect output PFX file.

Output.pfx: the output file name.

Private.key: the private key for certificate.

Star-splashtop.com.crt: the signature for our site, provided by 3rd CA

Int.cer: 3rd CA’s certificate

TLS settings

Splashtop Gateway allows Team Owner to configure which TLS versions are supported for client
and browser connections. You can choose between two options, depending on your security

requirements and compatibility needs.

Log into Gateway's management console as Team Owner, go to System > Security > TLS Settings
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&~ splashtop’ @)  System / TLS Settings

Preference Poli i i
Telerence rolicy Certificate  TLS Settings  Access Control

Scheduled Access

SERVICE DESK TLS Settings

Channels
Choose the TLS versions supported by Splashtop Gateway:

ENDPOINT MANAGEMENT
© TLS 1.2 and above (Recommended)

1-to-Many Actions Provide modern security standards. Splashtop endpoints or browsers without TLS 1.2+ support cannot connect.

() TLS1.0/1.1 and above
Allows connections from Splashtop endpoints or browsers requiring TLS 1.0 or 1.1. Higher TLS versions (TLS 1.2, 1.3) remain supported.

1-to-Many Schedules

Inventory
{&} Settings v
= system ~
Status
Network
Security

Option 1: TLS 1.2 and above (Recommended)

e Provides modern security standards.
e Ensures compliance with current industry and regulatory requirements.
e Only endpoints or browsers that support TLS 1.2 or higher can connect.

e Recommended for most deployments where security is the priority.

Option 2: TLS 1.0 / 1.1 and above
e Allows connections from older Splashtop endpoints or browsers that require TLS 1.0 or
1.1.
e Maintains backward compatibility with legacy environments.
e Higher TLS versions (1.2 and 1.3) remain supported, but this option is less secure than

enforcing TLS 1.2+.

Applying Changes

e When you switch between these options and click Save changes, the Splashtop Gateway

service will restart, and any active sessions will be disconnected.
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TLS Settings

TLS 1.2 and above = TLS1.0/1.1 and above

Modify TLS settings will restart Splashtop Gateway service, all live sessions will

be dropped.

With TLS 1.1 and 1.0 disabled, you need to do some system tunes on Windows 7 and Server 2008,

because the default setting for these OS versions is TLS 1.0. Here are the instructions:

1. Get Windows update to support TLS 1.2

Please refers to this article https://support.microsoft.com/en-us/help/3140245/ to get the

update to support TLS 1.2.

2. Register TLS 1.2

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Prot
ocols\TLS 1.2\Client]

"Enabled"=dword:ffffffff

"DisabledByDefault"=dword:00000000

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Prot
ocols\TLS 1.2\Server]

"Enabled"=dword:ffffffff

"DisabledByDefault"=dword:00000000

3. Configure TLS 1.1 to be used for WinHTTP by default

For 32-bit Windows 7/Server 2008
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[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\WinHttp]
"DefaultSecureProtocols"=dword:00000200

For 64-bit Windows 7/Server 2008

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Interne
t Settings\WinHttp]
"DefaultSecureProtocols"=dword:00000200

4. Configure TLS 1.2 to be used for WinHTTP by default

For 32-bit Windows 7/Server 2008

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet
Settings\WinHttp]
"DefaultSecureProtocols"=dword:00000800

For 64-bit Windows 7/Server 2008

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Interne
t Settings\WinHttp]
"DefaultSecureProtocols"=dword:00000800

E/ Note:

1. Windows XP uses SSL v3 by default for WinHTTP. Windows 8 or later uses TLS 1.1 for
WIinHTTP by default.

2. Please add key if there is none showing: TLS 1.2\Server, TLS 1.2\Client

Reference Article: Microsoft Support
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Access control

The access control page allows the team owner to manage the access of Gateway web console,

On-Prem client app and Open APl with IP restriction.

;{ splashtop’ 0 System / Access Control

Pref Poli - i
JEIEERCE BlCy Certificate  TLS Settings  Access Control

Scheduled Access

EERVICE D<K Web Console On-Prem Client Open API
Channels o

|| Enable web console access with IP restrictions
ENDPOINT MANAGEMENT 1. Enter the IP ranges in the format shown below to allow access.

2. IPs without subnet masks are treated as single IPs.

1-to-Many Actions
3. Splashtop Gateway will always include the local loopback address in the allowed IP ranges list.

1-to-Many Schedules

IP ranges
Inventory 127.0.01 for example, [Network Address/Subnet Mask], [Single IP Address]
{8} Settings v
= system A
Status
Choose what to display when access web console without permission.
Network
. (O Ablank page with HTTP 404 status code.
l Security
© Asimple page prompts "Access forbidden".
Notification
Softw Allow access to the support session app download pages (SOS, Service Desk, PIN Code) from all IP ranges.
oftware
Maintenance
About
Step 1

Log into Gateway's management console as Owner, go to System > Security > Access Control.

Splashtop currently supports IP restriction on the access to Gateway web console, On-Prem client

app or Open API.

Filled up the allowed IP addresses into IP range list. The IP syntax should be in CIDR or single IP

address.
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System / Access Control

Certificate  TLS Settings  Access Control

Web Console On-Prem Client Open API

(] Enable Splashtop On-Prem Client access with IP restrictions

1. Enter the IP ranges in the format shown below to allow access.
2. IPs without subnet masks are treated as single IPs.
3. Splashtop Gateway will always include the local loopback address in the allowed IP ranges list.

IP ranges

127.0.0.1 for example, [Network Address/Subnet Mask], [Single IP Address]

Step 2

In addition, owner can choose different display methods for web console access denied.

Choose what to display when access web console without permission.

() Ablank page with HTTP 404 status code.

O Asimple page prompts "Access forbidden".

Step 3
Enable IP access restrictions for Splashtop On-Prem Client or Web Console so that access

generated from IP sources excluded from the list will be blocked.

Click Save button to save the settings and turn on the feature.

Software

The software component page in Gateway's System > Software page allows Team Owner to

manage the software components.
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a,' splashfop‘ Eh] System / Software o -
Preference Policy
Scheduled Access SOftwa re
+ Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.
SERVICE DESK

+ Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will be removed
Channels during the upgrade process.

+ The minimum "upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0.
ENDPOINT MANAGEMENT  SOS does NOT support software updates.

: * AR does NOT support software updates.
1-to-Many Actions

1-to-Many Schedules Streamer On-Prem Client S0s AR
Inventory Platform Version Status Update at
& settings v n 3745 Enabled 2025-08-01 10:28:59 @
= System ~ .
[ § 3745 Enabled 2025-08-01 10:28:58 @
Status
3.7.4.20 Enabled 2025-08-01 10:28:54 @
Network
Security o 3740 Enabled 2025-08-01 10:28:55 @
Notification Add another platform
Software

Maintenance
License

About

Team Owner can configure the following software components:

Splashtop Streamer: Software needs to be installed and running on the remote device you
would like to access to. It streams audio and video to the client device.
Splashtop On-Prem Client App: Application makes it possible to establish remote sessions
between local device and the target remote device running Splashtop Streamer or Splashtop
SOS.
SOS: The application running on the target device that user would like to have an on-demand
support, it will show a 9-digit session code that allows technician to remote in for support.
AR: An innovative app that enables seamless augmented reality collaboration and

support for remote teams.

Team Owner can do the following operations in this page:

e Import new version of software components
e Set software components as enabled / disabled
e Remove software components

e Customize software components

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in Page 50 of 332
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



;\' splashtop

Splashtop On-Prem Admin Guide

Software updates
1. Introduction

Splahtop Gateway (v3.24.0 or higher) server initiated update involves a built-in update repository
loaded with the latest Splashtop endpoints software and also controls the distribution and
deployment of software updates to your client devices (Windows, Mac and Linux) based on
customized schedule. This architecture facilitates centralized management and deployment of

updates, offering flexible control and better security to meet your special maintenance needs.
2. Requirements

e Splashtop Gateway v3.24.0 or higher
e Splashtop Streamer and On-Prem Client app v3.5.8.3 or higher.
o Vv3.5.8.3 is the default version for Windows and Mac endpoints that packed into
Gateway v3.24.0
o Vv3.5.8.3 serves the first "upgrade from" version. Endpoints software version lower

than v3.5.8.3 does NOT support upgrades.
Important: Upgrade Gateway behavior changes

1. After upgrade your Splahtop Gateway to v3.24.0, all previous client app/Streamer
version lower than v3.5.8.3 will be removed and replaced by v3.5.8.3. The server will maintain

only to the latest software suite at a given version.

For example, after an upgrade of Gateway from v3.20.x to v3.24.0, the v3.5.2.x packed in
the Gateway v3.20.x will be replaced by v3.5.8.x in v3.24.0.

Below are the default endpoints version in the last 4 major releases of Splashtop Gateway.
Gateway v3.16.x -> Default Endpoints v3.4.8.x
Gateway v3.18.x -> Default Endpoints v3.5.0.x
Gateway v3.20.x -> Default Endpoints v3.5.2.x

Gateway v3.24.x -> Default Endpoints v3.5.8.x
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Gateway v3.26.x -> Default Endpoints v3.5.8.x
Gateway v3.28.x -> Default Endpoints v3.6.8.x
Gateway v3.32.x -> Default Endpoints v3.7.2.x

2. When back up your Splashtop Gateway v3.24.0, the endpoints will no longer to be included in
the backup file. As Splashtop continues to introduce new compatible platforms for the upmost
cross-platform experience, the maintenance process should not be comprised by the ever

increasing package size.

3. Endpoints software feature scope

Splashtop On-Prem Client

Platform Supported Since

Windows v3.5.8.3 (Supports check for updates manually or automatically)
macOS v3.5.8.3 (Supports check for updates manually or automatically)
Android Not supported. (Get new apps from Google Play)

i0OS Not supported. (Get new apps from App Store)

Linux Not supported.

Splashtop Streamer

Platform Supported Since

Windows v3.5.8.3 (Supports silent update and check for updates)
macOS v3.5.8.3 (Supports silent update and check fo updates)
Android Not supported. (Get new apps from Google Play)

Linux v3.5.8.3 (Supports silent update and check fo updates)

* Splashtop SOS and AR do NOT support updates from Splashtop Gateway.
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4. Update Management
Auto Updates

In the unattended scenario, Streamer auto update can be managed from Splashtop Gateway web

console.

1. Log in as Owner and navigate to Settings > Team Settings

Settings / Team settings

Cararal SSH Compuiter [ &)
Security web app @ Learn more (I)
Two-step verification
Dk dthentiasdon System Tools for Owner only v (@ G)
oot oy Offline computers policy Detailed settings G)
Session security
Auto update Streamers Detailed settings
Unattended access P B G)
Attended access Scheduled access @
Ysersetlings Session Indicator (0
Remote session  Background actions @
Display type Pop-up & Banner
Allow user to close the banner (.:,)

2. In Unattended access section, find Auto update Streamers, open Detailed Settings.
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Auto Update Streamers
Requires Streamer v3.5.8.0/v3.7.4.5 (Android) or above

Apply the updates to

O All computers

(O Only specific computers and computer groups

Update Schedule
Start Time 2025-12-25

Repeat Interval 09:00 ® - 1800
Repeats daily from 09:00 to 18:00

3. Staging and full-fledged updates

Apply the updates to - All computers

- Select this option if you plan to upgrade all of your deployed Streamers in one attempt.

Apply the updates to - Only specific computers and computer groups

- Select this option to validate the functionality of Streamer upgrades in your company

environment by limit the upgrade scope to a selected group of computers.

We highly recommend all users start with partial updates first as a staging process before
eventually apply the upgrades to all computers, especially in the scenario where large number of

Streamers had been deployed.
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4. Update Schedule
Start Time

- Schedule a proper date to start your update event. Note there is no end time, meaning the

update event is always happening (if a lower version was detected) when enabled.

Repeat Interval

- Determines the update interval. There will be no update events out of the scheduled interval.
It is suggested to schedule the update interval during non-working hours.

Manual Updates

1. Splashtop On-Prem Client app

Log in to your Client app

Mac: Splahtop On-Prem > Check for Updates

Splashtop On-Prem File View

About Splashtop On-Prem
Settings...
Services >

Hide Splashtop On-Prem 3 H
Hide Others T H#H
Show All

| Check for Updates

Quit Splashtop On-Prem

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in Page 55 of 332
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



;\' splashtop’

Splashtop On-Prem Admin Guide

Windows: File > Check for Updates

File View SOS Window Help
Go to Web Console...

Options...
| Check for Updates |

Set Up Remote Print

Windows: Settings > About > Check for Updates

N L
ok = Tl Tl ED

Splashtop On-Prem
0 2025 Splashtop Inc. All rights reserved.

Version
37422

Check for Updates

Acknowledgements

Note: Client apps can only get updated manually by Check for Updates.

2. Splashtop Streamer: About > Check for Updates
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Version 3.5.8.3

Copyright @ 2010-2023 Splashtop Inc. Patent pending in the United
States and other countries. Your use of this product is subject to
the Terms of Service.

To learn about the open source components used in this product,

click here.
Visit www.splashtop.com/support for help.

[ Check for Updates... ]

Note: Streamer updates by clicking "Check for Updates" will need user interaction to
complete the whole update process. This update event is irrelevant to "auto-update

Streamer interval".

Import new version of software components

In addition to the embedded software components in Splashtop Gateway, Splashtop will release
new components with new features, patches. You can import into your Gateway, and also you are
recommended to do so to keep the system running healthy. This section explains how to import

new version of software components into Splashtop Gateway.

Get PKG file

In the following new version announcement pages, you can dget new versions of software

components in PKG file format.

e Splashtop Gateway - new version announcements page

e Splashtop Streamer - _new version announcements page

e Splashtop On-Prem Client App - _new version announcements page

I-i’). Notice: Please check the version compatibility info in the page
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Import PKG file into Splashtop Gateway

Note: Since Gateway v3.24.0, upload PKG has been relocated to Software list -> Gear button ->
Edit

a;splnshfop ca) System / Software o -

1-to-Many Actions
Software

1-to-Many Schedules

* Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.

Inventory * Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will be removed

during the upgrade process.
@ Settings A~ * The minimum "upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0.
* SOS does NOT support software updates.

Team Settings * AR does NOT support software updates

Authentication

Streamer On-Prem Client S0s AR
Email
Syslog Platform Version Status Update at
API -] 3745 Enabled 2025-08-27 16:00:15 @
= System ~
= [ 3745 Enabled 2025-08-01 10:28:58 )]
Status
37420 Enabled 2025-08-01 10:28:54 Disable
Network
Security A 3740 Enabled 2025-08-01 10:28:55 -
Remove
Notification
Software
Maintenance
License
About

Import Streamer

1. Log in as Team Owner, go to Gateway's management console > System > Software > Streamer,

select Streamer based on OS platform and click Edit as showing below.

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in Page 58 of 332
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



;\' splashtop

Splashtop On-Prem Admin Guide

;{ splashtop’ [0} System / Software ° >

1-to-Many Actions

Software

* Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.

1-to-Many Schedules

* Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will be removed

Kenon during the upgrade process.
© Settings A~ * The minimum "upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0.
* SOS does NOT support software updates.
Team Settings

* AR does NOT support software updates.

Authentication

Streamer On-Prem Client SOs AR
Email
Syslog Platform Version Status Update at
AP| ] 3745 Enabled 2025-08-27 16:00:15 &
[ ]
System ~
Rk 1 3745 Enabled 2025-08-01 10:2858 ©
Status
37420 Enabled 2025-08-01 10:28:54 Disable
Network
Security A 3740 Enabled 2025-08-01 10:28:55
Remove
Notification rpla
Software

Maintenance
License

About

2. Select the PKG file, the system will verify if the PKG is packaged for Gateway correctly, and

show the package info, like platform and version. Finally click Save to save the settings.

Enable the uploaded Streamer to make it available for deployment and updates.

Edit Streamer X

* Upload mac pkg file

Mac Streamer 3.7.4.5

Select again
Drag and drop file here to upload

Platform Version
Mac 3.7.4.5
Status

Enable Streamer for deployment and updates

3. Once done, the newly uploaded software is now available for deployment and updates.
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Management / Deployment / Deployment Options e ¥

Deployment Options

Deploy with Link Deploy with Installer

1 Download the Streamer installer.

]a] £ Y
] @ L
Windows mac0S Android Linux

Splashtop Streamer app for Windows

Windows 7 and above (Streamer version 3.7.4.5)

4 EXE 4 msi

Import Splashtop On-Prem App

1. Log in as Team Owner, go to Gateway's management console > System > Software > On-Prem

Client, select Client app based on OS platform and click Edit as showing below.

a{SP’OSthp' in] System / Software o -

1-to-Many Actions

Software

+ Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software

1-to-Many Schedules

+ Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will be removed

ity during the upgrade process.
& settings A + The minimum “upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0.
+ SOS does NOT support software updates.
Team Settings

* AR does NOT support software updates.

Authentication

Streamer On-Prem Client S0s AR
Email
Syslog Platform Version Status Update at
AP| B 3746 Disabled 2025-08-27 16:01:30 5]
= System ~

[ 3745 Enabled 2025-08-01 10:28:47 Enable

Status
37423 Enabled 2025-08-01 10:28:45

Network Remove
Security
Notification
Software

Maintenance

License
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2. Select the PKG file, the system will verify if the PKG is packaged for Gateway correctly, and

show the package info, like platform and version. Finally click Save to save the settings.

Enable the uploaded Client app to make it available for downloads and updates.

Edit On-Prem Client x

* Upload windows pkg file

Windows Client 3.7.4.6

Select again
Drag and drop file here to upload

Platform Version

Windows 3746

Status
Enable On-Prem Client for downloads and updates

3. Once done, the newly uploaded software is now available for downloads and updates from

Gateway.
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Downloads

Download Splashtop On-Prem app

’ r
-] o 05| L

Windows macQS i0s Android

Splashtop On-Prem app for Windows

Windows 7 and above (On-Prem Client version 3.7.4.6)

L EXE

Notes:

1. If you are looking for Splashtop Streamer, which needs to be installed on the computer you would like to remote access to, please
visit the Management -> Deployment page.

2. If you are looking for Splashtop S0S, which allows user to run on the computer and share the 8-digit session cade with technician
instantly, please visit the SOS Download page.

3. Ifyou are looking for Splashtop AR, which allows user to run on the mobile device and share the 9-digit session code with technician
instantly, please visit the AR Download page

Remove software components

Team Owner can remove particular Streamer or On-Prem app from Splashtop Gateway, a
removed component will not be able to be downloaded anymore, but it does not impact the

existing installations.

Remove Streamer

1. Log in as Team Owner, go to management console > System > Software > Streamer, in the

gear button menu, click remove to remove the Streamer from Gateway.
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a\‘ splashfop (a0} System / Software o .

1-to-Many Actions

Software

+ Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.
* Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will be removed
during the upgrade process.
© Settings A + The minimum "upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0.
* SOS does NOT support software updates.

1-to-Many Schedules

Inventory

Team Settings + AR does NOT support software updates.

Authentication

Streamer On-Prem Client SOs AR

Email

Syslog Platform Version Status Update at

API H ] 3745 Enabled 2025-08-27 16:00:15 ©
=

System A
= 3 3745 Enabled 2025-08-01 10:28:58 ©

Status

37.4.20 Enabled 2025-08-01 10:28:54 Disable
Network
Edit

Security Fo 3740 Enabled 2025-08-01 10:28:55

Notification

Software

Maintenance
License

About
2. If a Streamer is removed, it will not be available in the deployment page.
Remove Splashtop On-Prem app

1. Log in as Team Owner, go to management console > System > Software > On-Prem Client, in

the gear button menu, click Remove to remove it from Gateway.
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a;spl'nshtop' M System / Software

1-to-Many Actions Software

1-to-Many Schedules

- Since Splashtop Gateway v3.24.0, each operating system platform supports one specific endpoint software.

~ Since v3.24.0, Splashtop Gateway only keeps the latest built-in endpoint software in the system. When upgrade your Gateway, previous endpoints will be removed

Invwertory during the upgrade process
& settings A « The minimum "upgrade from" version of On-Prem Client and Streamer starts from v3.5.8.0.
+ SOS does NOT support software updates.
Team Settings

* AR does NOT support software updates.

Authentication

Streamer On-Prem Client
Email
Syslog Platform Version
API = 3746
= system A
3 3745
Status
37423
Network
Security
Notification
| Software
Maintenance

License

About

Status

Disabled

Enabled

Enabled

Update at

2025-08-27 16:01:30

2025-08-01 10:28:47

2025-08-01 10:28:45

Enable

Edit

Remove

2. If an On-Prem client is removed, it will not be available in the Downloads page.

Maintenance

It is important to back up the system regularly. It helps to recover Splashtop On-Prem system after
unexpected hardware/software failure or accidental data deletion. System backups are essential

for protection against data loss that can completely disrupt business operations.

Backup

To start a system backup or restore task, you have to use the system owner account to log in to

the Splashtop Gateway web portal. The system owner account is the email address used to

activate the license of Splashtop On-Prem system.

After logging in to the Gateway web portal, go to the System menu bar, and then navigate to

Maintenance page.
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;\'sploshfop' D System / Maintenance ° =

CJ My Computers
JESE Backup & Restore

LC0 My Devices

& Logs ~ @ Secure your Gateway data with manual or scheduled backups directly to your computer. Backup schedule
@ You have successfully backed up at i

Downloads

o
@ sos

Bk @ Easily restore your Gateway data from a previously saved backup file. Restore setlings

88 Management v

{8} Settings ~ Storage
Team Settings

Authentication E]ﬂ Remove old logs to reduce the size of database storage. (Estimated size: 12.4 MB®)

Remove logs
@ You have suecessfully removed logs up to (including)

Email

Sysls
e E'l-a Remove old inventory to reduce the size of database storage. (Estimated size: 14.1 MB®)

Remove inventory
API @ You have successfully removed inventory up to (including) &

00

System ~
Status

Network

Security

Notification

Software

I Maintenance

Click on Backup Now button. You are required to set a password for the ZIP file to be produced,

before initiating the whole backup process.
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Backup Now X

Backup Choice

Include Gateway logs in the backup
Estimated size: 6.0 MB @

Include Computer Inventory in the backup
Estimated size: 2.8 MB @

Set password for the output ZIP file

* password

(N

* Confirm Password

ssword, minimum 8

Cancel 2

A confirmation dialog will appear, listing the size of backup items in the database included in this

backup.

These items will be included in the backup:
+ Certificate

v/ Gateway settings and data

v/ Gateway logs

v/ Computer Inventory

These items will not be included in the backup:
X License

X Software Component (Streamer, On-Prem app,
S0S)

X Centralized session recordings
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Start Backup Now

Are you sure you want to start the backup?

Backup item Size

Gateway settings and data 51.5MB
Gateway logs 124 MB
Computer Inventory 14.1 MB
Estimated backup size @) 78.0 MB

When you click the Start button, a password protected ZIP file will be automatically saved into

your browser download folder. This ZIP file contains an SQL script with detailed system
configuration, including the system settings, users and groups, deployed computers and client
devices, logs etc. However, license is not a part of the backup, hence the system requires license

re-activation if restored from the SQL script.

Backup schedule

Backup schedule is a useful way to ensure that backups are done in a consistent and timely
manner. If the backup schedule is configured and enabled, the system can regularly perform a

data backup in a proper schedule.
Where can you configure Backup Schedule?

To configure Backup Schedule, you have to use the Team Owner Account to log in to the
Splashtop Gateway web portal. Team owner account is the email address used to activate the

license of Splashtop On-Prem system.

After logging in to the Gateway web portal, go to the System menu bar, and then navigate to

Maintenance page and click Backup Schedule button.
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@< splashtop [ System / Maintenance

& My Computers Backup & Restore

LB My Devices

[E Logs v @ Secure your Gateway data with manual or scheduled backups directly to your computer. Backupnow:| | Badkupachedule

cb Downloads
@ sos

[ service Desk

@ Easily restore your Gateway data from a previously saved backup file. Restore settings

88 Management v
@ Settings v Storage

S system ~
Et:o Remove old logs to reduce the size of database storage. (Estimated size: 6.0 MB®)

Remove logs
@ ou have successfully removed logs Up to (including) 2024-11 (UTC) at 2025-07-04 14:07:56.

Status
Network
Sacurity ES Remove old inventary to reduce the size of database storage. (Estimated size: 2.8 ME®) Remove inventory
Notification
Software
| maintenance

License

About

Backup Schedule Settings

Now you need to configure these items to create your backup schedule policy.
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Backup Schedule x

Status
Enable Backup Schedule ® These items will be included in the backup:
+ Certificate

Backup Folder + Gateway settings and data

C:\Program Files (x86)\Splashtop\Splashtop Remote\Splashtop Gateway\Backup
Schedule + Computer Inventory

+ Gateway logs

These items will not be included in the backup:
Backup Choice X License

Include Gateway logs in the backup X Software Component (Streamer, On-Prem app,
s0S)

- "
B include Computer Inventory in the backup X Centralized session recordings

Set passwaord for the output ZIP file

* password

........ =

* Backup Days
EI

Backup Time

08:00 @® | (UTC Time: 00:00)

Retention Rule

Keep the number of backups 5 %

Cancel

e Status, turn on this option to enable backup schedule. If this option is not enabled, the
backup schedule will not run even if the configuration is saved.

e Backup Folder, show the path where the backup schedule file is stored.

e Backup Choice, choose whether to include Gateway logs Computer inventory history in the
backup schedule file and the right-hand area of the page will show the exact scope of the
current backup according to the settings of backup choice.

e Enter Password, you are required to set a password for the ZIP file to be produced, before
initiating the whole backup process.

e Confirm Password, you are required to set a password for the ZIP file to be produced, before
initiating the whole backup process.

e Backup Days, choose the backup days for backup schedule.

e Backup Time, choose the backup time for backup schedule.

e Retention Rule, choose how many backups you need to keep in backup folder.
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Note:

e  Only one backup can run at the same time.
e To ensure the efficiency of the backup schedule, the endpoints will not be included in the

backup schedule file

Starting from Gateway v3.36.x, the team owner can remove computer inventory for maintenance

purpose.

& splashtop [ Sysem / Maintenance 0O

My Computers
| b R conti Backup & Restore

L0 My Devices
[E Logs d @ Secure your Gateway data with manual or scheduled backups directly to your computer. Backupnow  Backup schedule
o, Downloads @ You have successfully backed up at &
| @ sos
f& Easily restore your Gateway data from a previously saved backup file. Fesbove setiings
service Desk
58 Management v
{8) Settings > Storage
= System ~
Status Elﬂ‘ Remove old logs to reduce the size of database storage. (Estimated size: 12.4 ME @) Remove logs
@ ¥ou have successfully removed logs up to (incuding)
Metwork
==y R id duce the size of datab (Estimated size: 14.1 MB®
E’I-o emove old inventory to reduce the size of database storage. (Estimated size: 14.1 MB®) Remove inventory
Motification @ vou have successfully remaved inventory up to (including)
Software
I Maintenance

Log in to Splashtop Gateway as a Team Owner, go to web/system/maintenance

Find "Remove inventory" and start to clear up your computer inventory to release the disk

space.

Note:

1. Removed computer inventory are gone for good and will not be possible to retrieve back. If
regular auditing is serving as a routine in your organization, please consult before removing any

computer inventory.

2. Computer inventory is removed by month(s), and logs of the nearest 2 months cannot be

removed.
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Restore

Before a restore task is performed, it is important to make sure:

e You have the license key for Splashtop On-Prem at hand. You will be asked to activate the

license again after a system restoration.

e Get the restore file ready by unzipping the backup ZIP file and saving the SQL script into a local
folder.

e Back up the current system as all existing configurations will be deleted permanently.

Same as Backup, you have to log in with the system owner account to the Splashtop Gateway web

portal, click on System menu and navigate to the Maintenance page.

Click Restore settings button and click on Select button to browse the SQL script file.

ok splashtop M) System / Maintenance 0O
2 My Computers
Mrsamp Backup & Restore
0 my Devices
[ Logs o @ Secure your Gateway data with manual or scheduled backups directly to your computer. Beckupnow | | Backup schedule

@ You have successfully backed up at 2025-04-23 17:37:22,
< Downloads .4

@ sos

] servies ek @ Easlly restore your Gateway data from a previously saved backup file.

ADMIN
88 Management v

@ sedings o Storage
Team Settings

= i (Ect tad size: 17.4 o)
At hentkation Tﬂl Remove old logs to reduce the size of database storage. (Estimated size: 124 MB D) Remove logs
© You have successfully removed logs up to (including) 2023-04 (UTC) at 2025-06-19 16:42:19.
Email

Syslo; N " - 14 e
i Eg Remove old inventory to reduce the size of database storage. (Estimarad size: 14.1 ME@)

Remove inventory
API @ You have successfully removed inventory up to including) 2023-0d {UTC) at 2025-06-19 16:42:53.

11}

System ~
Status

Metwork

Security

Motification

Software

I Maintenance
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Click on Restore button and confirm to restore the system.

Restore x

- Choose a Gateway backup file to restore. This operation forces an automatic
restart of the Gateway.

+ Note that all of the current Splashtop Gateway configuration data will be
overwritten.It is recommended to back up your current Splashtop Gateway data
before restoring.When a restore is completed, please re-import your license.

Restore file

SplashtopGateway_ = - - 3.sql

Select again

Drag and drop file here to upload

cancel

Restore

Restore all settings will stop the Gateway service and overwrite the current

configurations. Proceed now?

Cancel

After the Splashtop On-Prem system is successfully restored, the page will automatically be

redirected to License page.
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;\'sploshfop' (GH] System / License
£ System -~
Maintenance

v
I License

About

License Activation

Choose your preferred activation method to get started with your licensed software

Online Mode

.,))

Q Offline Mode

An activation file to activate the license for
no internet environment.

Easy to import. activate, and remove.
Requires internet access.

@ |nstant activation ® No internet required
® Automatic updates ® File-based activation
® Easy management ® secure offline use

b Import Online License ch Import Offline License

Activate the license through online or offline mode, depending on the type of license you
acquired before.

Now you have done a successful system restoration.
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Remove Splashtop On-Prem logs
System administrator can remove Gateway logs for maintenance

purpose.

a\'sploshfop‘ 0]} System / Maintenance o -
LO My Devices

B Logs 9y Backup & Restore
¢ty Downloads

@ sos

Service Desk

f&] Secure your Gateway data with manual or scheduled backups directly to your computer. Backupnow  Backup schedule

@ Easily restore your Gateway data from a previously saved backup file. Restore settings

ADMIN

88 Management v
(@ Settings v
=}
= System & Storage
Status
Network E:% Remove old logs to reduce the size of database storage. (Estimated size: 6.0 MB®) Remove logs
@ You have successfully removed logs up to (including) 2024-11 (UTC) at 2025-07-04 14:07:58.
Security
Notification . . .
@ Remove old inventory to reduce the size of database storage. (Estimated size: 2.8 MB®) Remove inventory
Software

Maintenance
License

About

Log in to Splashtop Gateway as Owner, go to web/system/maintenance

Find "Remove logs" and start to clear up your logs to release the disk space.

I-i'}. Notice:
- 1. Removed logs are gone for good and will not be possible to retrieve back. If

regular auditing is serving as a routine in your organization, please consult before

removing any logs.

2. Logs are removed by month(s), and logs of the nearest 2 months cannot be

removed.

3. Neither removed logs can be visible in web/log/... nor export the

correspoinding CSV.

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in Page 74 of 332
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



;\' splashtop

Splashtop On-Prem Admin Guide

Notification

A Splashtop On-Prem Team Owner can publish a system notification from the Notification page,
in order to notify the users if there is an expected downtime due to system maintenance, or if any

update on the endpoints is available.

The Notification page is available for a Team Owner account at Splashtop Gateway > System >

Notification
To publish a notification, firstly check the Enable box.

Type the notification content in the blank space below and set an End Time when the notification

will stop being seen by the users.

Note: System Notification is in UTC Time. Please calculate time difference before publish

notification.

System / Notification

System Notification

] Enable

Input notification content, max 300 characters

End Time (UTC) 2024-12-06 B 1652 @®

Below screenshot provides System notification as an example:
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System Notification

Enable

Input notification content, max 300 characters

Our service will be unavailable on 2025/01/01 from 1:30 AM to 6:30 AM UTC due to scheduled maintenance. We apologize
for any inconvenience caused.

Select Date Select Time

End Time (UTC) 2025-01-01 B 0630 O

Save

After being saved, System notification will be displayed at the top right corner of the Gateway
page with a yellow exclamation mark. Hovering over the mark, the notification will be displayed to

every logged in user.

! ov

Our service will be unavailable on 2025/01/01 from 1:30 AM to 6:30

AM UTC due to scheduled maintenance. We apologize for any
inconvenience caused.

This notification also can be seen at any active On-Prem app (click blue exclamation at bottom to

see more) or Streamer from current enabled time to the End Time, i.e. 6:30 AM on 2025/01/01.

Our service will be unavailable on 2025/01/01 from 1:30
AM to 6:30 AM UTC due to scheduled maintenance. We
apologize for any inconvenience caused.

OK

125/01/01 from 1:30 AM 10 6:30.. @
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Splashtop On-Prem License

a: splashtop streamer

l;g Status
@ Settings
Security

=0- Advanced

@ About

Computer Name

Connection Status
No active session

Computer Deployed by

Understand your license and privileges

Splashtop Gateway web portal and its service must be activated by at least one authorized license

(trial or paid) in order to function.

To access the information of your license, open Splashtop Gateway in a browser using Team

Owner's account, and go to System > License.

&« splashtop

CJ My Computers
LB My Devices
B Logs

& Downloads
@ sos

Service Desk

88 Management

@ Settings

= system
Status
Network
Security
Asccess Control
Notification
Software
Maintenance

License 4

About

System / License

License

[P  Check Update

Authorized to T

Privilege

-ature detalls

valid  2022/08/19 - 2029/12/31

Kind Start Time

trial

End Time Status
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Splashtop On-Prem supports multi-licensing, meaning you can apply two or more licenses with
different periods of validity and privilege sets to the same system. On the License page,

information including license owner, key number, validity and status is displayed for each license.

You can check the privileges coming with the specific license by clicking on the icon at end of the

line or go to the Privilege session and click on the license validity to show its license details.

A license is described in three parts: general, unattended feature, attended feature (also named
SOS). An unattended session refers to a scenario where no acknowledgement is required from the
remote computer to establish a remote connection, while an attended session needs help from
someone at the remote computer to set up the connection. Refer to Usage scenarios for more

info.

To understand what privileges your license is entitled to, please check the following table which

explains the features associated with license items.

Validity Meaning
Date range The date range of the following privilege set
Max unattended user Max number of unattended user accounts can be enabled

Max Unattended Concurrent Max number of unattended users can establish the sessions

User at the same time

Max Unattended Streamer Max number of unattended Streamers can be deployed

Max number of user accounts can be enabled with SOS
Max Attended User

feature
Max Attended Concurrent Max number of attended users can establish the SOS session
User at the same time
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Unattended Feature

Max Remote Session

Max concurrent remote

session to one Streamer

Max File Transfer (outside

session)
Max concurrent file transfer

(outside session) to one

Streamer

Max Chat (outside session)

Max concurrent chat

(outside session) to one

Streamer

Remote Print

Remote Wakeup

Remote Reboot

Remote Command

Audio

Max number of unattended concurrent sessions on the
entire system, even if it is set to unlimited, the Max

Unattended Concurrent User policy will still be enforced

Max number of users can be allowed to access to one

Streamer at the same time

Max number of outside session file transfer sessions can be

established on the entire system

Max number of outside session file transfer allowed to one

Streamer at the same time

Max number of outside session chat sessions on the entire

system

Max number of outside session chat sessions can be

established to one Streamer at the same time

Remote print feature is allowed or not

Remote wakeup feature is allowed or not

Remote reboot feature is allowed or not

Remote command feature is allowed or not

Audio redirection feature is allowed or not
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Computer Streamer is allowed or not, which means
Computer Streamer . _ _
Windows, Mac, Linux (coming soon)

Mobile Streamer Mobile Streamer is allowed or not, which means Android
Terminal Session Access RDP terminal session is allowed or not
Multi-to-one Monitor Multiple screen to one screen is allowed or not
Multi-to-multi Monitor Multiple screen to multiple screen is allowed or not
Session Recording Session recording is allowed or not

Attended feature

Max number of attended sessions on the entire system, even
Max Remote Session it's set to unlimited, the Max Attended Concurrent

User policy will still be enforced

Max concurrent remote Max number of users can be allowed to access to one

session to one Streamer Streamer at the same time

Computer Streamer is allowed or not, which means
Computer Streamer . ) )
Windows, Mac, Linux (coming soon)

Mobile Streamer Android Streamer is allowed or not

Multi-to-one Monitor Multiple screen to one screen is allowed or not
Multi-to-multi Monitor Multiple screen to multiple screen is allowed or not
Session Recording Session recording is allowed or not
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License Expiration Reminder

Splashtop On-Prem provides automatic license expiration notifications to help administrators

take timely action and avoid service disruptions.

Feature Details

e This feature is enabled by default, and no manual setup is required. You can find it

under System -> License.

System / License o v
License
Check Update
Authorized to T Key Kind Start Time End Time Status
trial 2023/04/23 (UTC +08:00) 2025/12/10 (UTC +08:00) (] X B

e Team Owner will receive email notifications 30, 7, and 1 day(s) before the license expires.

e This feature takes effect when the SMTP server is enabled.

Activate license

Splashtop Gateway supports license activation in two modes, online activation and offline

activation. You will be required to activate the license before you are able to use the system.

You need to login as Team Owner to activate the license, which is in

Gateway's System > License page.
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};Splashfop' B System / License

= system ~
Maintenance

: v e
License

About

License Activation

Choose your preferred activation method to get started with your licensed software

Online Mode

Easy to import, activate, and remove.
Requires internet access.

.)))

’>,-\:‘ Offline Mode

An activation file to activate the license for
no internet environment.

@ [nstant activation @ No internet required
® Automatic updates @ File-based activation
® Easy management ® Secure offline use

&b Import Online License  Import Offline License

Online license activation

For online license activation, click Import Online License, enter the Authorized to and License key
which you obtain from Splashtop Sales.

Import Online License x

©® New license will be merged with your current license set.

License information

Authorized to

E-mail associated with your license

License Key

Online mode license key

E/, Notice: Your Splashtop Gateway needs Internet access, and the

outbound license.splashtop.com:443 should not be blocked by your firewall.
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Offline license activation

If your Splashtop Gateway has no Internet access, you can choose offline license activation.

Import Offline License X

©® New offline license activation file will overwrite current license list

1 Press the save button to save the Activation ID to a file

2 Send the saved file to Splashtop Support to get your offline activation file

3 Import the offline activation file to activate the offline license

Select file

Drag and drop file here to upload

1. Click Import Offline License on license page, click Save to download Activation ID.

2. Send the activation ID file to Splashtop Sales, Splashtop Sales will generate offline activation file

and send back to you.

3. Click Select to upload the activation file and click Import to finish offline license activation.

About

The About page provides relevant system information, includes:

e Version: version number of the Splashtop On-Prem followed by the build number.

e Build Time: the date and time when this release was built.

e What’s new: The new features and enhancements of this release.

e Terms of Service: terms and conditions of your use of Splashtop’s Services between you
and Splashtop.

e Privacy Policy: documentation describing Splashtop’s privacy policy for your peruse.
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e Support site: a link directing you to Splashtop support site. Please choose Splashtop

On-Prem in the linked page if you are a Splashtop On-Prem user.
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Management Console

Introduction

Management console is an important panel in Splashtop Gateway web portal for Team
Administrator and Group Manager to manage system configurations, such as the users and

groups, computers and end points, deployment package, and etc.

o~ splashtop &)

J My Computers

L0 My Devices

[E] Logs v
o Downloads

@ sos

o8 Management ~

{&) settings ~
= System ~

The menu available in management console varies depending on the role you are assigned to,

whether a team administrator, a group manager or just an ordinary member.

Member users are not allowed to access the management console, so Management and Settings

tab will not appear in the menu.

In this example, team owner and admin can see below items in Management context menu: Users,
All Computers, All Devices, Grouping, Deployment, Preference Policy, 1-to-Many Actions,

1-to-Many Schedules, Channels, and Inventory.
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Team owner exclusive management scope including: Settings - Team settings, Authentication,

Email, Syslog, and API.

We will explain the functionality of each item in Management Console from the team owner's

perspective.

e Users

e All Computers

e All Device

e Grouping

e Scheduled Access

e Deployment

e Preference Policy

e 1-to-Many Actions

e 1-to-Many Schedules

e Settings

Users

Team Owner/Admin can use this page to create a new user or modify attributes of existing users.

There are two types of user account in Splashtop On-Prem: local account and active directory (AD)
account. To add an AD user, Team Owner should firstly configure the active directory server

in System settings.

User attributes, including role, group, access permission, display name, password, 2-step

verification, are available to configure in the Users page.

Create user accounts

User management is in https://{gateway} > Management > Users.
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Users

Add itus

Local User

AD User/Group

550 User

Import
Local Users
AD Users

SSO Users

0
Web Access User SOS Status More Filters -
Role T Source
& Owner Local
O 2dmin AD Group Member (Member of...
Q Admin Local
€ Admin Local

Create local account

Field

Account

Password

Generate Password

Add User

* Account

* Password

* Confirm Password

["] Request to change password when next login

Group

Default Group

Role

Member

Status

Enable user Enable web access

505 Technician

[C] Enable s05/0n-Demand support

Ccancel [

Display Name Group

Meaning

Default Group

Alpha Corp, Default Gr.

Gamma Industries

Alpha Corp

® Password must include:
« Atleast & characters
« At least 1 lowercase Latin letter (2-2), 1 uppercase
Latin letter (A-Z)and 1 number
« Atleast 1 special character ~@#$%na* +="|\00}
Dime> 2/

« No match of the account name

Srites = (h Q
Last Login
2024-08-20 16:04:34 @
2024-07-15 11:09:25 @
2024-08-20 16:06:14 @

This is the user's login account, it is unique in the system.

Minimum 8 characters.

This helps to generate a more random password for secure reason.
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Request change

With this option, when user log-in to the system, he/she will be
password when next

required to change the password.

login
c User can be grouped into different groups, group is a great way to
roup
Mmanage users / access permissions.
There are two types of roles in the system:
Admin: An admin can manage the users, computers, grant access
Role permissions etc. Admins can have remote sessions too.
Member: A member can only have remote sessions with the
computers with access permission granted.
If an account is enabled, he/she can establish remote session, if the
Enable user account is disabled, he/she can still access the web portal, but
remote session is disabled.
Enable web access Disable this option will disable the web access for this account.

o If SOS service is included in your subscription, you can enable SOS
SOS Technician* - _
capability when create a user to have on-demand support available.

Add AD account

Once an AD server has been successfully authenticated, it would appear to AD server list in
System- Active Directory tab. Now navigate to Management tab - Users, click on Add AD

User button on the top.
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Add AD User/Group X

Type

AD User -

AD Server

CBK (dc=belle, dc=epoque) -

* Account

@belle.epoque -

@belle.epogue v
@example.com
@test.com

Group @k.com

Default Group @m1.com

@outlook.com

Role

Member -

Status

Enable User Enable web access

505 Technician

"] enable S05/0On-Demand support

Cancel ‘ dd ‘

Field Meaning

By selecting AD user, an AD individual user will be authenticated
and added to Splashtop Gateway. Selecting AD group allows bulk
Type authentication of its AD group members. (Group members will

have to login to Gateway Web portal first then displayed in the user

list)
AD Server Select the AD server which contains the target AD user or group.
Account Fill up the sAMaccountName@ADDomainName (local AD domain
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name) or User Principle Name (UPN) of target AD user or group.

c Chose the initial Splashtop group an AD user or AD group will fall
roup
into once added.

Rol User can be grouped into different groups, group is a great way to
ole
Mmanage users / access permissions.

o Enable SOS on demand support capability. (Based on subscription
SOS Technician

plan)
Verify Check the availability of an AD user or group for authentication.
Add Add a validated AD user or group to the target group.

Ad Group Members

Green user icon represents AD users or AD groups as shown in the below screenshot below. If an
AD group has been added to Splashtop Gateway, meaning its associated AD members have
already been authenticated and able to log into Splashtop Gateway as well as On-Prem client

application.

The AD users in AD Group Members will be showed up in AD Group Members after log into
Gateway portal or client application with his/her AD account at least once. By contrast, an AD

individual user added to Gateway will be displayed and modified property immediately.
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Users
Group Role Status Web Access User SOS Status More Filters ~
O Account Role Group AD Group Member (Member of Remote Support / CBK) [Reelil
O jack.doe@test.com ) Member Default Group AD Group Member (Memb... @
O diane.xiong@k.com 3 Member Default Group AD Group Member (Memb... @

Note: An AD account authenticated via its parent AD Group would inherit the user role and access

permission of that group.

All successfully authenticated AD users can login On-Prem client application with their AD

credentials and start to use Splashtop remote service.

Bulk import user accounts

With Bulk Import, you can easily import a large number of local users or AD individual users into

your Gateway instead of adding them one by one.

Users

:
A Role T Source Display Name
Local User
AD User/Group
530 User 4 Owner Local
lingort € member Local
Local Users
AD Users ) Member Local
550 Users #

Q Member Local

Import local user

When the users have been imported, the system will assign a one-time password which is valid for
7 days to each successfully imported local user account. These users will not be able to log in to

the Gateway and Splashtop On-Prem app until the passwords for these users have been reset.
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Import Users X

#*Upload C5V file 4 Download template

Select file

Drag and drop file here to upload

Group

Default Group -

Email notification

Status

Enable users Enable web access

S0OS Technician
] Enable sos/on-Demand support

You have successfully imported 1 users at 2024-07-23 17:11:59. Visit the last imported report.

cancel \ 1

Download CSV file template: Import users using the CSV file template.
Select CSV file: Upload the CSV file with the user account list.

Enable email notification: if you are configured SMTP server, enable this checkbox, user can

receive the account and one-time password by email.

Status: If an account is enabled, he/she can establish a remote session, if the account is disabled,

he/she can still access the web portal, but the remote session is disabled.

Group: Users can be grouped into different groups, grouping is efficient in users

management/access permissions.

SOS Technician: Enable SOS On-Demand support capability.
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Import: Import the local users in the CSV file to the target group.
Import AD users

Once an AD server has been successfully authenticated, it would appear in AD server list in
System- Active Directory tab. Now navigate to Management tab - Users, click on Import button on
the top, then select AD Users. All successfully authenticated AD users can log in On-Prem client

application with their AD credentials and start to use Splashtop remote service.

Import AD Users X

Authentication

CBK (dc=belle, dc=epoque) -

*Upload CSV file 4 Download template

Select file

Drag and drop file here to upload

Group

Default Group -

Email notification

Status

Enable users Enable web access

505 Technician
[} Enable 505/0On-Demand support

Cancel

AD Server: Select the AD server which contains the target AD user.

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in Page 93 of 332
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



;\' splashtop

Splashtop On-Prem Admin Guide

Download CSV file template: Import AD users using the CSV file template.

Select CSV file: Upload the CSV file with the AD user list.

Enable email notification: if you are configured SMTP server, enable this, user can receive the

account and one-time password by email.

Status: If an account is enabled, he/she can establish remote session, if the account is disabled,

he/she can still access the web portal, but remote session is disabled.

Group: Users can be grouped into different groups, grouping is efficient in users management /

access permissions.

SOS Technician: Enable SOS-On Demand support capability.

Import: Import the AD users in CSV file to the target group.

Imported report

After the user import is completed, Admin or Owner can view the import results and download

the imported report.
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Import Users Report X

@ FPlease download the imported report te get the one-time password for each imported users after the import
is completed. The one-time password only can be used within 7 days.

Account T Status

' Success
' Success
' Success
b iRl ' Success
' Success

v/ Success

12 Completed 0 Failed Close Download Report

Important Notes

1. Itis only CSV file format supported.

2. The data in the file has to follow the standard layout. You can download the example.csv
below to check the layout/format.
You cannot start importing another CSV file until the current import has been completed.

4. All successfully imported users will be given the member role.
Set access permission
Access permissions

Access permissions determine which users have access to a certain computer.
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Access permissions can be configured to be:

e No computers

e All computers

e  Only computers in its group

e  Only computers based on group permission

e  Only specific computers and computer groups
Where to configure access permissions
Log into your Gateway web console with the owner or admin account.

Navigate to web/management/users page, next to each user in the user list, click on the gear icon

and choose Access permission. This is for setting the access permissions of this user.

User Access Permissions

Additionally, you can choose a specific user account and set the access permissions for the
specific account. This will override any group permissions settings even if you change the group
permission settings, unless you change the settings back to follow the group access settings.

This is useful if you want to give each end-user only access to their own computer(s).

;: lashtop m ags / Users o ’
© My Computers
Users
LB My Devices
B u e = =
e 8 ndd - (] + collapseall  TFiters = h Q
45 Downloads
@ ot Account - Role T Souree Display Name Last Login Status web 505 Granularc
Service Desk ~ Default Group 1028
ADVIN O Admin Local Disabled Rl &
88 ~ rMIssion
pdiManasanant O Admin AD User (CBK) Disabled e}
users Change role
" B admin S50 User (SSO-Marketing:-... 202410-2917:39:35 Disabled i o)
computers
Fri @ Manager (groups) Local 2024-11-1313:33:22 Enabled P — @
Grouping ) Member Local Enabled Eliaige autienacaron @&
‘ Configure 2-step verification
Deployment
3 Member Local Enabled — @
preference Policy
8 Member Local cnabied @
Scheduled Access Enable user
€ member Local Enabled Disableweb accass, ©
Disable SOS
Channels 3 Member Local Enabled A [o)
NT MANAGEMEN: B 3 Member Local Enabled ) @ Ba ©
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User Access Permission X

Admins can grant users/user groups access to computers/computer groups.caleb@sop.com can access:

(O No computers

O All computers

(O Only computers in its group

(O Only computers based on group permission

© Only specific computers and computer groups

Q Search
Select groups Select computers
Only show selected Only show selected +
> Default Group
0 Group(s) Selected Clear all 1 Computer(s) Selected Clear all

Cancel Save

Access Permissions Options
Option 1 - No computers

The user will not be able to access any computers. This is the default option for a newly created

user.

Option 2 - All computers
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The user will be able to access all computers.

Option 3 - Only computers in its group

The user will be able to access computers assigned to the same group.

Option 4 - Only computers based on group access permission

Group access permission contains

e No Computers (within this group)
e  Only computers in its group (within this group)

e  Only Specific computers and computer groups (all groups)

Option 5 - Only specific computers and computer groups

Splashtop is flexible enough to allow specific computers or a group of computers tied to specific

users.

Meaning users can extend their access permission across all groups with more granular settings.

Group Access Permissions

If you want a group of users to follow the same access permissions, you can create a group, add

all the users to that group, and set the access permissions for that group.

[ + collapseall T rilters (= (T Q
Group Role Status Web Access User SOS Status More Filters ~
O Accoun: 3 Role T Source Display Name Last Login Status
(] J— ) Member Local 2024-08-20 16:01:22 Enabled ()]
] S ) Member AD Group (CBK) Enabled )
0~ AlphaCorp ‘93 Granular Control
] = O admin Local 2024-08-20 16:06:14 [c)

By default, the users will have access to only the computers in the same group. You can set "Only

specific..." to choose multiple groups of computers or specific computers only.
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Group Access Permission X

Admins can grant users/user groups access to computers/computer groups. Users in this group Accounting who are
configured to follow the group's access permissions can access:

(O No computers

© Only computers in its group

(O Only specific computers and computer groups

Updating access permissions via CSV

The CSV upload feature allows administrators to efficiently manage access permissions for users

and groups by:

1. Exporting current permissions to a CSV file.
2. Editing the exported file to update access permissions.

3. Re-uploading the edited CSV file to apply changes.

This functionality supports bulk updates, validation, and detailed reporting to ensure accurate

permission management.

Steps to Update Access Permissions

1. Access the CSV Update Feature

e Navigate to the Management section in the Splashtop web console.
e Select Update Users' Access Permissions via CSV or Update Groups' Access

Permissions via CSV, depending on your needs.
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A’ Sp’OSh I‘op' 6] Management / Users I -
©J My Computers
L0 My Devices Users
B Logs N
< Downloads
® sos Account Role T Group Source Export as CSV
[&] service Desk @ Owner Default Group Local Update users' access permissions via CSV
Update groups' access permissions via CSV
ADMIN ﬂ Admin Local
oo
oo Management ~ .
(] ©\ Admin Local @
Users

2. Download the Preformatted CSV File

e In the Preparations step, download the relevant files:
o Users' Access Permissions CSV
o All Computers CSV
o All Groups CSV

e Use these files to ensure proper formatting and references when editing permissions.

1 Preparations

1) Review the instructions before editing the access permission CSV file. Instructions (5

2) Export the pre-formatted Access Permissions list for modification. Use only the exported file to ensure proper
formatting.

Export Users' access permissions

3) Download the Computer list to assign computers to users or groups by UUID. Download All Computers CSV.

4) Download the Group list to assign computer groups to users or groups by Group Name. Download All Groups CSV.

3. Edit the CSV File

e Open the downloaded CSV file using a spreadsheet editor.
e Update the following fields as needed:

o Access Permission: Set values (1-5) based on the access type.

o Assigned Computer ID and Assigned Computer Group Name: Specify unique

identifiers for computers or groups (if Access Permission = 5).
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Validation Rules:

e Ensure no conflicting permissions exist for the same account.

e Follow the predefined formats for each field.

30 |# 3. Conflict Handling Rules:
31 # -Ifmultiple rows for the same " Account” have conflicting " Access Permission” values, nane of the rows for that account will be processed.
32 |# - Example of confiicting permissions:

33 |#  -Rowl:john. com, ission =1

34 |# -Row2:john. i =

35 |4 Correct and re-upload.

36 |» - Rowswith duplicate * Assigned Computer ID* or * Assigned Computer Group Name" for the same " Account” will

a7 ¢

38 # 4. Reference Fields (Non-Editable):

39 |# - Computer Name: i .

40 |# -"HostName : Displays the OS-level host name or IP K D"

41 # - "User GroupName': Specifies the group or department to which the user belongs.

42 18

«{ Tsplashtop Account AccessPermission  Assigned Computer ID Assigned Computer Group Name | Assigned Computer Name Host Name User Group Name
44 user01@example.com 1 TestGroup
41 |user02@example.com 2 TestGroup
4 |usero3@example.com 3 TestGroup
4] |user0a@example.com 4 TestGroup
4 |user05@example.com 5 1 TestGroup
44 'user05@example.com 5 6596309db2{9148cE548ec73cOelfde6 TestGroup
5( |useros@example.com 5 TestGroup TestGroup
51 user06@example.com 5 6596309db219148c6548ec73c0elfde6 TestGroup
51 user0s@example.com 5 6cdcabdBed53a97648584de9a616045 TestGroup
51 |useros@example.com 5 SfeffdeaB2e192b1t4ad7baaBi0bal19t TestGroup
54 |user07@example.com § 9feffdeas2e192b14ad7baasiobalof TestGroup

4. Upload the Edited CSV File

e Drag and drop the edited file into the upload area on the Upload CSV File page or use the
file selector.

e The system will automatically validate the file and generate a pre-validation report.

2 Upload the edited CSV file

User-access-permission_2024-12-19_16-54-50.csv

Select again

Drag and drop file here to upload

@ The uploaded CSV has been validated. A file with the Validation Result column is ready for download. Review and fix any
issues before proceeding with the update. Download validation results

5. Review Validation Results

e Download the validation report to check for errors.

e Correct any issues highlighted in the report and re-upload the corrected file.
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2 Upload the edited CSV file

User-access-permission_2024-12-19_16-54-50.csv

Select again

Drag and drop file here to upload

@ The uploaded CSV has been validated. A file with the Validation Result column is ready for download. Review and fix any

issues before proceeding with the update. Download validation results &

6. Confirm and Apply Updates

e Once the file passes validation, click the Update button.
e A confirmation dialog will appear:
o Review the summary of changes.

o Confirm the update to proceed.

Confirm Access Permissions Update

Uploading this CSV file will overwrite and replace all existing access
permissions. This action is irreversible. It is highly recommended to
export the current access permissions list as a backup before
proceeding.

Download current access permissions
Cancel Confirm update

7. Review Update Summary

e After the update, the system will display a detailed summary of the operation:

o Number of successful updates.
o Errors encountered (if any).

e Download the update report for records.
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Update Users' Access Permission Report

Row Number Account Status

44 user01@example.com +/ Success
45 user02@example.com Vv Success
46 user03@example.com v/ Success
47 user04@example.com + Success
48 user05@example.com v/ Success
49 user05@example.com +/ Success
50 user06@example.com +/ Success
51 user06@example.com v/ Success
52 user06@example.com v/ Success
53 user06@example.com v/ Success

54 user07@example.com v/ Success

Success: 11, Failure: 0 Close Download Report

Best Practices

e Always export and back up current permissions before making changes.
e Use the preformatted CSV file to minimize errors.

e Validate the file thoroughly before applying updates.

Troubleshooting Common Issues

1. File Validation Errors:
o Check for missing or improperly formatted columns.
o Ensure the file is UTF-8 encoded.

2. Conflicting Permissions:
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o Resolve conflicts by ensuring each user/group has a single permission type per
row.
3. Exceeding File Size/Row Limits:

o Split the file into smaller segments or use filters to reduce the dataset.

Granular feature control

With Granular Control, you can take more control of the features on your team, and limit certain

features to certain users or certain user groups.
Details:

e Splashtop On-Prem can now use our granular control features to specify which users on
the team can use File transfer, Copy paste, Remote print, Remote command, Watermark

protection, Remote control, and two-step verification.

Default Granular Settings

e The Team Owner can configure the default feature permission per user role
under Settings — Team settings — Default Granular Settings. This determines a user’s
default Attended Access permission when they are invited to the team (l.e., if Owner and
Admin are checked under Default Granular Settings next to attended access, they will have
attended access by default when first joining the team).

e Configurable by Admin: If this option is selected, this will grant Admins / Group managers

the ability to configure Member's capability for the certain feature.
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Unattended access

Default Granular Settings

Admin / Group Mernber Admin

manager configurable @

File transfer (/)

Upload Off v

Download Off v
Text copy and paste (/)

From local to remote Off v

From remote to local Off v
Remote print (l) Off v
Remote command (f> Off v
Watermark protection Detailed settings G’
Request permission to connect (@ [ (I} Off v
Centralized session recording Detailed settings (/) Off v

User Granular Settings

Under Management — Users, you can also configure Granular Control per group. Click the gear

button to the right of the group's name and click "Granular Control".

Ll - i
O O Admin Local 20240820 16:06:14 Enabled Accessparmission:  WHeY
O O Admin AD Group (CBK) Enabled @ @ )

To configure this per user, click the gear button next to the user's name and click "Granular

Control"
3 Owner Local 2024-08-21 15:57:25 Enabled i Lser group
(] €3 Member Local 2024-08-08 17:55:50 Enabled ~_/CCeSS permission &
(] IS o 6 vember Local Enabled o))
Change display name

O z €3 member Local 2024-08-20 16:01:22 Enabled o aire 2.step verfication &
O Enabled

() ) vember AD Group (CBK) nable Gisable user &
[ ~ AlphaCorp 9 Dables0s &
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Granular Control

jane.doe@abc.com

Security

Name Status Admin configurable ®

Remote control Default Default

Require 2-step verification Default Default

Oon
Unattended Access

Off

Name Admin configurable ®

Follow group

File transfer Default

Upload Default Default

Download Default Default
Copy and paste

From local to remote Default Default
From remote to local Default Default

Remote print Default Default

Cancel Save

e On: This user will have access to the selected feature.

e  Off: This user will NOT have access to the selected feature.

¢ Follow Group: Selecting this option will follow the group granular settings. To set the user
group granular settings, click the gear button next to the Group name and select "Granular
Control".
o When adjusting the group setting, you can configure this option for the entire

group to either On/Off or to follow the team default settings.
e Default: Selecting this option will follow the Default Granular Settings set under Settings —

Team settings — Default Granular Settings
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Bulk Actions

e Under Management — Users, you can also configure Granular Control by bulk actions.

e Select account by clicking on the checkboxes to the left of the account. Then click the Bulk

Actions button to configure the granular control items for selected accounts.

e Click the Save button to save the settings.

Users

Bulk Actions ) ~ [] only show selected

e Ace  Bulk Actions
Granular Control |
& v De |
cal Assign Group
2@ r
Enable User
dia Disable User f
jod Enable web access E
Disable web access
U Rel  Enable sOS
Disable SOS
B v A
m 3@ Unlock User

Remove User

B RENmue Access P AU

Q

Source Display Name

Local

Local

Local

Local

AD Group (CBK)

Local

AD Group (CBK)
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Granular Control

Security

Name Status
Remote control Please select

Require 2-step verification Please select

Unattended Access

Name Status
File transfer

Upload Please select

Download Please select
Copy and paste

From local to remote Please select
From remote to local Please select
Remote print Please select

Remote command Please select

Set admin rights

On Splashtop On-Prem, an Admin user can remotely access and manage all computers by

default.

Sometimes you may want a user to be entitled as admin privilege but limit their access to only a
subset of computers. This allows the user to do things like add computers, remove computers,

create user, etc., but only for the groups that you authorized.
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Please see instructions below to enable and to use the feature.
Enable group-specific manager feature

Log into Splashtop Gateway as Team Owner. Navigate to Settings> Team settings> User settings.

Enable group-specific manager role.

& splashtop M) setungs / Team settings O
) My computers User settings
General
[0 Mydevices
Security Group-speciic manager role. Learn more o«
B Logs e Two-step verificacion
Allow members (o see groups
> s O s ©
® sos Account policy Allow members o connect to computers in an active connection [ ]
Session security
Allow members to establish concurrent sessions @ [ &}
Unattended access
2 Manaaemry 1 o Attendeit access Allow members to disconnect other's sessions [ o]
- Alowmembers i reboot compiters tnd restaesreamers Detaled sertings
Member's permission for computer notes View only v
Authentication ]
2
Email
syslog
APl
= gystem =

Set a user as a group-specific manager

Navigate to Management > Users. Click on the gear icon next to the user whom you want to set

as a group-specific manager. Click on "Change role."

O Account Rele T Source Display Name Last Login Status Assign user group

a : € Member Local 2024-08-20 16:01:22 emipn) | Accesspermission )
Change role

O 3 Member AD Group (CBK) Enabled - 1ar Control e

In the resulting dialog box:

1. Select the "Admin" radio button
2. Check the "Set as group-specific manager" checkbox

3. Select the checkboxes for whichever group(s) you want this user to manage

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in  Page 109 of 332
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



;\' splashtop

Splashtop On-Prem Admin Guide

Change Role x

[ set as group-specific manager instead of regular admin

User access permission to computers will not be altered by role change. You can fine

tune the "Access permission” later to the new role.

Another way to assign group-specific managers
Group-specific managers can also be assigned from the Grouping page.

Navigate to Management > Grouping. Click on the gear icon next to the group that you want to

set a group manager for. Click on "Assign group manager."

In the resulting dialog box, you can choose which user(s) can manage this group.

Grouping

Group your users and computers for easier management. Use computer groups to better organize your computer list. Use user groups to easily control access permissions for multiple users. Learn more about greuping.

* Note that each user or computer can only belong to one group

I -

Group T Number of Group Managers Number of Users Number of Computers Number of enabled user limits

Accounting o 14 0 edit group

Africalil 1] 0 0 Assign user @
Assign group manager

Alpha Corp 2 93 0 Assign computer @

Analysts 1] 0 0 Remove group @

What a group-specific manager can do

The group-specific manager can perform these functions only on the users and computers in
the groups managed by him or her. The group-specific manager will not be able to see the

group names, users, and computers in other groups.

e Rename computer
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Notes

Add/edit computer notes

Add/delete computers, including create deployment packages
Create/enable/disable/delete users

Set access permissions

Configure user’s 2FA (aka. MFA) and trusted devices

When an admin is assigned to be a group-specific manager, the management scope is
reduced from the whole team to only specific group(s).

You can always see which users have been assigned group-specific manager rights by
navigating Management > Users. The role for such users is labeled as "Manager
(groups).”" Mouse over the label to see the list of groups managed by the user.

The role of group-specific manager will be changed to Member when the relevant

group is deleted from Gateway web portal.

Enable SOS for AD group members from user list

Since Gateway v3.20.0, the AD group members can be displayed all at once in user view.

Users

] Account

[] ~ Default Group 5

(&) + collapseall = Filters dh Q
= Group View v

Role T Source Display Name Last Login

Switching the view list from Group view to User view allows you to enable or disable SOS for AD

group members.

O A D Group Member (Memb. 24-10-24 10:14 Enabied @ QE ®
O Agmin D User (12 2 4135 Enabled @ QQ B @
P D Group e @ oearme
O 2dmin AD User (123 Enabled @ ® QRO
3 terber 210241 i @ QEEE
O Vemoer @ ©® Qree
€3 Member Enabled @ ® QrEE
Y Member DU 4 8 Enabled @ @ QEEE
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Note: Because a single AD group member can exist in different AD groups at the same time, the
granular control settings for AD group member will be the merged results from those AD groups,

it is not supported to configure these settings right from a single AD group member.

Export user list or access permission list

When you are managing several users on your team, you may want to export the user list or

access permissions to maintain a record. The user list and access permissions can be exported as
a CSV file.

Required Gateway version v3.28.2 or higher.

Login to Gateway web portal, then click the Management tab, then click the Users button.

&« splashtfop’ m
) My computers

L0 My devices

& Logs v
<\, Downloads

@ sos

DMIN
88 Management ~

Users

|
All devices
Grouping
Deployment
Preference Policy
Scheduled Access
SERVICES DES|

Channels

1-to-Many Actions

1-to-Many Schedules

If you click the Export icon, and click the option in the droplist, you can download the user

list, user access permission or group access permission as a CSV file.
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Management / All computers °-

All computers

- Only show selected () = Filters ? (@,
O Computer Name Group Streamer Version Policy Name IP Address Last Online Notes £
o A 3721 online @
=] m 3721 Online Hello world o)

The User List's CSV file includes the Account, Group Name, Status, Role, etc.

A B [ C | D | = | F
1 |Splashtop Account Group Status (setting) Status (result) Source  Role
2 | Default Group enabled enabled Local owner
3 a enabled enabled Local group_manager
4 | C enabled enabled Local admin
5 | Default Group enabled enabled Local member
6 | b enabled enabled Ad Group( admin
i Default Group enabled invalid Ad Group member

The User Access Permission's CSV file includes the Account, Role, Status, User Group Name,

Access Permission, etc.

- B , £ | D | e
1 |Splashtop Account Role Status User Group Access Permission
2 | admin enabled ¢ All computers
3 | member enabled Default Group No computers
4 admin enabled b All computers
< owner enabled Default Group All computers
6 | group_manager enabled a All computers
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The Group Access Permission's CSV file includes the Group Name, Access Permission,

Computer Name, Computer Group, etc.

A B | € | D | B L G

! Computer Name  Host Name UuID Type Pool Size Group Name Operating System

2 |rds-2 rds - 2 RDP Default Group Microsoft Windows

3 |rdp rdp RDP Default Group Microsoft Windows

4 |rds-1 rds - 1 RDP Default Group Microsoft Windows

5 |rdspool rdspool RDS pool 2 Default Group

6 |Macmini Macmini Computer Default Group macOS Ventura 13.3.1
Super Admin

Starting with Gateway version 3.40.0, we have introduced the Super Admin feature, which
provides your organization with more flexible permission management and enhanced system
control capabilities. This article will guide you through configuring Super Admin, understanding

the differences in permissions, and following best practices.

How to Promote a User to Super Admin

Log in to your Gateway as the Team Owner.
. Go to Management > Users.
Click the Gear icon of the user profile you would like to modify.

Select Change role.

vi h W N —~

Select Super Admin as the user's role from the dropdown menu, then select at least one
permission to save the settings.
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[ 4 .|
Change role X
Role
Q Super Admin -

Grant permission to have full control over all admins

Grant permission to manage team policies and settings

Select at least one permission for the super admin to save the settings.

A Super Admin has all Admin permissions by default, along with the ability to configure

additional privileges.

After completing the above configuration, you can see the user's role has been changed to Super

Admin in the user list.

Users

Bulk Actions [ Only show selected =~ T}
] Account ~ Role T
[ w 4

& Owner

[ ) Member

L] ) member
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What can a Super Admin do?

A Super Admin has all the permissions of a regular Admin, plus two additional configurable

privileges:

1. Grant permission to have full control over all admins
This permission grants the Super Admin full authority to manage all administrative users across

the organization, including both Admins and Group Managers.
When enabled, the Super Admin can:

e Change the role of existing Admins or Group Managers.
e Remove (delete) Admins or Group Managers from Gateway.
e Assign the Admin or Group Manager role to members.

e Reset passwords for any Admin or Group Manager.

2. Grant permission to manage team policies and settings
This permission allows the Super Admin to configure organization-wide policies and settings at

the team level.
When enabled, the Super Admin can:

e Modify settings within the Team Settings interface.
e Configure the Authentication interface, including Single Sign-On (SSO) and AD

Authentication.

Grant/Revoke System Management

System Owner can grant or revoke system management permissions for other users. Users with

system management permissions can view and configure system-level settings in the web portal.

This article explains how to grant and revoke System Management permissions, what access

changes for affected users, and security best practices.
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How to grant system management

1. Log in to Gateway web console and navigate to Management > Users.

&% splashtop’ N
() My Computers

L0 My Devices

F) Logs v

> Downloads

& Ssos

service Desk

o5 Management S

Users

All Computers
All Devices

Device Approval

Grouping

Deployment

2. Locate the user you want to update.

3. Click the gear button and find the "Grant system management" option for that user.

Users

8 Add - only show selected ) Texpandall SFiters) = Q

Aceount - Role T Source Display Name Last Login Status Web 2FA Status 505 Gre

v Testl 1 © &

test@1.com W Member Local Ensbled
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4. Click the option and confirm the change in the confirmation dialog.

Grant System Management X

Are you sure you want to grant system management to test@1.com?

Once granted, this user will be able to maodify system settings, including but not
limited to:

« Security settings

- Backup and restore settings

- License management

Incorrect changes may cause service disruption, data loss, or security risks. For
security reasons, it is strongly recommended that the user enables Two-Step
Verification before performing system operations.

How to revoke system management

1. Log in to Gateway web console and navigate to Management > Users.
2. Locate the user who is granted system management.

3. Click the gear button and find the "Revoke system management" option for that user.

Users
K Action [lonlyshowselected T} Lexpandall Thiers@ = Q-
Account - Role T Source Display Name Last Login Status: Web 2FASwatus 505 Gra
v Testl 1 &
test@1.com 3 member Local Enabled & PRRT—— B

Access permission

Change role

Revoke system management

Granular Control

4. Click the option and confirm the change in the confirmation dialog.
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Revoke System Management X

Are you sure you want to revoke system management from test@1.com?

Once revoked, this user will no longer be able to modify system settings,
including but not limited to:

» Security settings

- Backup and restore settings

« License management

What system management permissions include

Once granted system management, a user can access system-related settings pages in the web

portal and modify system-level configurations, including but not limited to:

e Security settings

e Backup and restore settings
e License management

e System monitoring

e Network settings

e SMTP settings

e Syslog settings, etc.

Users without system management will not see system-related pages or settings in the web

portal.

Quick filter

The system owner can view the users who have been granted system management by filtering.
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Users 1
Bulk Actions 1 = B only show selected T 2 + Expandall | SFilters [: = Q
Group Role Status Web Access User SOS Status More Filters -
Account ~ Role T [ Last Login ame Last Login Status Web 2FAStatus  SOS Gre
K Filk
v Testl @ Quick Filters @
[] One-time password expired
@ = Enabled
SRR €3 Member |L! Granted system management RARS @ = @

B »

Security best practices

Because the system management grants access to critical system configurations, we strongly

recommend the following for all users with this permission:

Enable 2FA: Users with system management should have Two-Factor Authentication

enabled on their accounts. This adds an extra layer of protection in case credentials are

compromised.

e Limit access: Only grant system management to users who genuinely need it. Regularly
review the User Management page to ensure permissions remain appropriate.

e Revoke promptly: If a user no longer requires system access (e.g., role change,

offboarding), revoke the permission immediately.

Note: This feature is available from Gateway v3.40.1 and later.

Computers

With All Computers page, an administrator can have an overview of the registered computers
with the Splashtop Gateway. A computer is considered "registered” in the Gateway after applying

a deployment package or manually installing Streamer and granting access.
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Management / All computers

All computers

+ Add Computer w

Only showselected ~ T)

[]  Computer Name Group
O Default Group
O m 112334

Streamer Version Policy Name IP Address
3724

37241

Last Online

Online

Online

= Filters

Notes

Hello world

You can choose to display the computers in list view or in group view and you can select to show

a specific computer group only.

Manage a specific computer

An administrator can remotely manage a specific computer by clicking the gear icon at the end of

its row.

Management / All computers

All computers

+ Add Computer

only showselected ()

[]  Computer Name Group
o K3 Default Group
(] EI 112334

Functions include:

e Reboot computer

e Delete computer

Streamer Version Policy Name IP Address
3721

721

Last Online

Online

Online

= Filters

Notes

Reboot computer
Rename computer

Assign computer group

System Inventory
See user list

Add notes

Properties

Remove computer

G
fe)

\,,

>

e (g
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e Rename computer

e Assign computer group
e Add notes

e System inventory

e See user list

e See properties

Reboot computer

Administrator can remotely restart the Streamer, and perform a normal computer reboot or a

safe-mode reboot with networking.

Remote Reboot- o« & 1« e X

() Restart Streamer (does not reboot the computer)

© Normal reboot

Delete computer

Administrator can remove the computer from the Gateway by logging out the Streamer. Once a
computer is deleted, the Streamer of that computer must re-grant access using the deployment

code in order to register again in the system.
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Computer Name

HGH-Jackyl &

Connection Status

Mo active session

Computer Deployment

Enter code from your admin to allow access to this computer.

Gateway | 192.168.65.192:22100 |

Code | |

Allow Access

Rename computer

Administrator can assign a customized name for the computer.

Rename Computer x

This name will be displayed in the computer list. It will not change the OS
hostname.

New Name

HGH-CALEBD's MBA| 18/200

The name cannot contain these spedial characters <" %+=\ |7

Assign computer group

Administrators can assignh the computer to a group to inherit the access permission of the group.

Add note

A note field available to add description to the computer.
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See user list

Administrators can check the list of users that have access permission to this computer.

User list

The users who have access to HGH-CALEBD's MBA

= AD/SSO group members will not be displayed.

* On Users page, you can change the access permission

Role T Account User Group

Q Admin Developers

@ Manager (groups) 112334

\;3 Member Developers

\,3 Member Default Group

\,3 Member Default Group
a Owner Default Group

= 6Users

See properties

This page displayed the properties of the computer.
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Management / All computers / Properties

General

Export and save a copy/record of the computer list

Inventory  User list

Computer info

Computer Name Device Name

HGH-CalebD-Vistro /2 HGH-CalebD-Vistra

Streamer Version 05 Version

37.21 Windows 10 Pro 64-bit 22H2 (10.0.19045.5011)
WAN IP Address (&) LAN IP Address

Status
Online since 2024-10-25 09:22
The computer has no user activity for 17 minutes

Last Session

From 2024-09-27 10:38:29 to 2024-09-27 10:40:24 by user caleb@sop.com from device Web Client

Group

112334

Notes

Hellg world

Remove computer

This will permanently remove "HGH-CalebD-Vistro” from this team, and the action cannot be undone.

Remove this compuiter

When you are managing several computers on your team, you may want to export the computer

list to maintain a record. The computer list can be exported as a CSV file. The Computer List's CSV

file includes Computer Name, Host Name, Group Name, OS, etc.

Required Gateway version v3.28.2 or higher.

Login to Gateway web portal, then click Management tab, then click the All

Computers button.
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o~ splashtop 0

J My computers

L0 My devices

= Logs v
o, Downloads

@ sos

88 Management ~
Users
|
All devices
Grouping
Deployment
Preference Policy

Scheduled Access
Channels

1-to-Many Actions

1-to-Many Schedules

If you click the Export icon, you can download the computer list as a CSV file.

Management / All computers G-

All computers

+ Add Computer - Only show selected T = Filters

]  ComputerName Group Streamer Version Policy Name 1P Address Last Online Notes
[m] 3721 online &
o B 3724 Online Hello world o)
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The CSV file includes Computer Name, Host Name, Group Name, OS, etc.

- A | B | G [ D | E | F [ G
1 Computer Name  Host Name UuID Type Pool Size Group Name Operating System
2 |rds-2 rds - 2 RDP Default Group Microsoft Windows
3 |rdp rdp RDP Default Group Microsoft Windows
4 |rds-1 rds-1 RDP Default Group Microsoft Windows
5 |rdspool rdspool RDS pool 2 Default Group
6 |Macmini Macmini Computer Default Group macOS Ventura 13.3.1

Computer Inventory

System, Hardware, and Software Inventory can be viewed and exported from the web portal.
View Inventory for one computer

Step 1: Log in to Gateway web console and navigate to My Computers or Management -> All
Computers. For the computer you want to check System Inventory for, click the gear icon and

select System Inventory.

My Computers
+ Add Computer b On-PremClient ) = Filters = ComputerView Q,
Computer Name Group IP Address Last Online Notes
] ms Test7 2024-07-3113:51:20 Wakes up computer &

Rename computer
~—

Step 2: Select the action type (View snapshot/Compare snapshot/View changelog) and date for
the snapshot that you'd like to check, then click the "Fetch" button. In the right panel, you can also

choose different reports for System Inventory: System, Hardware, and Software.
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View snhapshot:

My Computers / System Inventory

General Inventory User list

View the system inventory of

Select action
System Hardware Software
View snapshot -
Manufacturer Apple Inc.
Select snapshots date
20251020 Madel MacBook Air (M1, 2020)
Serial Number
Last Report Time
20251020 03:40:10 +0800 1) Matharboand Chipset NiA
Memory Slots 1
SMC Version N/A
Type Apple M1
Speed N/A
Slot 1
Number of cores 8

Number of logical proces 8
sors

Compare snapshot:

My Computers / System Inventory

General Inventory  User list

View the system inventory of

Select action
System Hardware  Software

Compare snapshat -

2025-10-15 2025-10-20
Select Date
20251015 £ and 20251020 8 Manufacturer Manufacturer Apple Inc. Manufacturer Apple Inc.
Model Model MacBook Air (M1, 2020) Model MacBook Air (M1, 2020)
Last Report Time
2025-10-20 03:40:10 40800 T) Serial Number Serial Number Serial Number
Motherboard Chipset Chipset
Chipset N/A Chipset NiA
Memory Slots Memary Slots
Memory Slots 1 Memory Slots 1
SMC Version SMC Version
SMC Version N/A SMC Version NiA
Pracessor Processor 1 Processor 1
Type Apple M1 Type Apple M1
Speed N/A Speed NA
slat 1 slot 1
Number of cores 8 Number of cores 8
Number of logical proces 8 Number of logical proces 8

sors

sors
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View changelog:

My Computers / System Inventary e :

General Inventory User list

View the system inventory of

Select actior
" System  Hardware  Software

View changelog

2025-10-15 2025-10-16
Select Date
2025-10-15 and  2025-10-21 (=] Drive Drive 1 Drive 1
Partition 1 Partition 1
Last Report Time
Mount Point IsystemAVolumes/Data Mount Paint ISystemNolumes/Data
2025-10-2003:40:10 +0800 {2 o e i Data
File System APFS File System APFS
* Used Space 204.19GB * Used Space 204.07 GB
Capacity 2451168 Capacity 24511 6B
Partition 2 Partition 2
Mount Point / Mount Point /
Name Macintosh HD Name Macintosh HD
File system APFS File System APFS
* Used space 2041968 + Used Space 204.07 GB
* Free Space 4091 GB * Free Space 41.04GB
Capacity 2451168 Capacity 2451168
2025-10-16 2025-10-17
Drive Drive 1 Drive 1
Partition 1 Partition 1
Mount Point I5ystemAVolumes/Data Mount Point ISystemNolumes/Data
Name Data Name Data

View Inventory for all computers

e As an Owner/Admin/Group Manager, log in to Gateway web console and navigate to
Management -> Computer Inventory. The list shows the latest computer inventory, which

users can view and export.
a.‘ splashtop [n] Management / Computer Inventory o =

2 My Computers
Computer Inventory

L0 My Devices
B Logs ~
5 Export JRE) AlGrougss | S & q

b5 Downloads

@ s0s Computer Name Group Report Time 05 Version Device Name Manufacturer Model/Product

[ Service Desk Test2-Mac Test5 2025-09-11 12:16:34 +0800 macOS Ventura Apple Inc. Mac mini (M1, 2020) Apple
Test1-Windows Default Group 2025-09-17 10:09:14+0800  Windows 11 Enterprise LENOVO LNVNB161216 :':’:12

88 Management - ‘ »

Users

All Computers

Computer Inventory

All Devices

e Clicking on any computer will pop up a full report for that computer.
e Filters are available to help you view specific inventories, including group filter, time filter,

column selector, and search.
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Computer Inventory

Export [I®)] All Groups ~  2025-09-17 Q
Computer Name Group Report Time 0s Version Device Name M Column settings E
Test1-Windows Default Group 3853609—17 10:09:14 x:;{;:z;‘\ i Ev Computer Name & Group 2
‘ 2 Report Time QS Version s
(] Os Build [ Architecture
Device Name Manufacturer
Model/Product [ Serial Number
cPU Total RAM (GB)
Total Free Space (GB) Total Storage (GB)
LAN IP Address [C) Time Zone
Last Boot Time Last Boot Time

e Clicking the "Export" button will pop up a menu where you can export System/Hardware

Inventory and Software Inventory to a CSV file.

Export as CSV X

Select export type

O System /Hardware Inventory

[ | Filtered results only

() Software Inventory

Cancel Export

Note: The column selector on the web console does affect the exported CSV file. The CSV file will

include all hardware and software columns.

Devices

Administrator can manage the devices from All Devices in the Management console. A device
refers to a client endpoint which the user uses to access the remote computer. It can be a

computer, a smart phone device or a tablet.

Clicking on All devices from Management tab, you can see the list of enrolled devices.
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& splashtop’ ) Mansgement / All devices

) My computers

All devices
L0 My devices

E] Logs ~
@Client  @Browser ) 10 Devicels

Allusers- (Tl Q
5 Downloads

@ s0s

Q

Davies Name Aceount Version 19 Address Last Login (D)

.
-
Users
All computers
Grouping
Deployment
Preference Policy

Scheduled Access

® I H & X & a8 8
G 6 & @ &@ 8 & &

This table includes information such as the device name, IP address, version of client app, logged
Splashtop account and time of last login.

You can choose to delete a device by clicking on the Bin icon at the end of each row.

Export the device list

When you are managing several devices on your team, you may want to export the device list to

maintain a record. The device list can be exported as a CSV file. The Device List's CSV file includes
Device Name, Platform, Account, Version, etc.

Required Gateway version v3.28.2 or higher.

Login to Gateway web portal, then click Management tab, then click the All Devices button.
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&< splashtop’ M Mansgement / All devices 0o
& My computers <
All devices
L0 My devices
Le v
B8 tog @ Client @ Browser T) 10Device(s) Allusers- 1y Q
&y Downloads
® sos os Device Name Account it Version 1P Address Last Login (D)
L w
2
Users ‘ @
All computers = &
Grouping
L w
Deployment
-
Preference Policy L W
Scheduled Access ‘ @
Channels
= w

Firstly, you can choose the Client tab or the Browser tab, then click the Export icon. You can

download the client list or browser list as a CSV file.

All devices

— N\

@ Client @ Browser ) 10 Device(s) All Users ~ Q
os Device Name Account Version 1P Address Last Login (D
“ W

The CSV file includes Device Name, Platform, Account, Version, etc.

A B c | D | E , F
1 |Device Name Platform  Account WVersion |IP Addres:Last Login
2| Browser 3.6.8.0 2/27/2024 11:13
3 Windows 3.6.8.0 3/14/2024 15.07
4 Browser 3.6.80 3/7/2024 1751
5 Browser 3.6.8.0 3/4/2024 21:48
B Browser 3.6.8.0 3/11/2024 14:28
7 MacOS 3680 3/22/2024 17:32
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Grouping
Manage grouping

Now Splashtop On-Prem allows the administrator to create groups that contain specific

computer(s) and user(s). It is easy to manage access permission based on groups.

Group your users and computers for easier management. Assign access permissions by user or

by user group.
Get started by logging in to your Gateway Web Portal - Management and clicking on Grouping.
Notes:

e Each user or computer can only belong to one group.

e Supported since Gateway v1.1.9

General

Group the computers for easier management. Your computers will then be organized by groups

on your Splashtop On-Prem app and the web console.

Group users for easier access permission control. You can set access permissions for an entire

group of users. New users added to the group can inherit that group's access permission settings.

Create a group
Create groups by login to your Gateway Web Portal >Management > Grouping.
Add users or computers to the group

From the grouping page, use the gear icon to the right of the group to add users or computers.

Multiple users or computers can be added at a time.

From the computer list page, use the gear icon to the right of each computer to assign that

computer to a group, one computer at a time.
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When creating a user, you can optionally choose a user group. When done, the user will

automatically be placed in that group and inherit the group's access permissions.
Edit group

From the grouping page, use the gear icon to the right of the group to edit the group

properties. You can rename the group. You can also add users and computers to the group.
Set access permissions

Access permissions are set on the Users page, under Management > Users.

You can set access permissions for a single user or a group of users.

Click on the gear icon to the right of a user or user group and choose "Access Permission."

You can then select any combination of computers and computer groups to be accessible by that

user or user group.

Connection pool

Connection pool allows user to connect to the remote computer by just clicking the Connect
button under the group section, rather than expanding the group and select one particular
computer to connect, which provides convenience when user don't need to care which computer
it will connect to, like the following scenarios: When connecting to a RDS server through
Splashtop Connector, Splashtop Connector will fork virtual computers per the profile's pool size

definition.

Connection pool works not only with RDS setup, but also physical computers setup, as long as the
group is enabled as connection pool, Gateway will regard all the computers inside the group as

the pool.
Steps to setup Connection pool:

1. When you are creating a group in Management -> Grouping -> Add Group, you can check Set

the group as connection pool option.
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Management / Grouping / Add Group

Add Group

Group Name Group name

For multiple groups, just separate them by commas or enter sach ona new line

Connection Pool [] set the group(s) as connection paol

] set the number of enabled user limits for the group(s)
Enabled user limits

5000

* By default, all admins have access to all computers unless access permissions are explicitly modified.

Add. cancel

For existing group, you can click the gear button in the group list, choose "Edit group" and enable

the option.

Grouping
Group your users and computers for easier management. Use computer groups to better organize your computer list. Use user groups to easily control access permissions for multiple users, Learn more about grouping.

* Note that each user or computer can only belong to one group.

e -

Group T Number of Group Managers Number of Users Number of Computers Number of enabled user limits {

Edit group

Assign user
Assign group manager
Assign computer

Remove group

@ & o o (o]e

2. And then on user's On-Prem client app, there will be Connect button appear under the group,

user can click Connect to connect a Gateway assigned computer

> Groupl (1)

8 1available
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Notice: Please enable Allow members to see groups option in Team settings to make sure user

can see the group. (Settings — Team settings — User settings)

&k splashtop @)  Settings / Team settings
D My computers User settings
General
LD mydevices
Security Group-specific manager role Learn more ©
@ Logs <
o
Allow members to see groups
ek Downloads o | Brech ©
® s0s Account policy . /Aunw mermbers to connect to computers in an active connection
Session security
Allow members to establish concurrent sessions G
Unattended access
1 )
%8 anapemert o 3 \ Aferdcd et Allow members to disconnect other's sessions o«©
& settings ~ Usersettings Allow members to reboot computers and restart Streamers Detailed settings
Members permission for computer notes View only v
Authentication
Email 2
sysiog
API
= system v

Group user limits

Define a max user number for groups could be useful if your Gateway groups are designed to be
isolated from each other, and IT admin would like to have better control over license seat

management.

1. Go to Management/grouping
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&~ splashtop’ )

J My computers

L0 My devices

E Logs ~
o, Downloads

@ sos

ap Management ~

Users

All computers

All devices

)
Deployment
Preference Policy
Scheduled Access

SERVICES DESK

Channels

1-to-Many Actions

1-to-Many Schedules

2. Set a user limit number and apply to the group by enable the checkbox and save.

Management / Grouping / Edit Group

Edit Group

Group Name Accounting

Connection Pool [} set the group as connection pool

Set the number of enabled user limits for the group(s)
Enabled user limits

5000

* By default, all admins have access to all computers unless access permissions are explicitly modified.

m Fancel

3. Below actions will be blocked when trying to break the limits.

e Adding new users to a group
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e Moving users between groups

e Enabling users (in the group)

Scheduled access

Introduction

Scheduled Access is a new feature that will allow admins to schedule users, groups, and

computers for remote access on a time-slot basis.

See this article for a few example scheduling scenarios.

Notes and Best Practices

e Scheduled Access are granted in addition to existing user/group permissions that are set
under Management -> Users - they do *NOT* override existing user/group permissions.

e If there are already existing permissions configured under Management -> Users, it is
recommended to de-associate these existing permissions and “migrate” to use the
Scheduled Access feature for users who only need scheduled remote access.

e The Team Owner and Admins can use the Scheduled Access feature.

e For open lab hours, create a separate schedule and configure a timeslot for it. For
example, 0:00 - 9:00, include all groups of members. 17:00 - 23:59 another timeslot and
include the group of members.

e To receive the proper disconnect warning messages, it requires Splashtop On-Prem app
v3.4.4.0.

e The select computer page may not work well on IET1. If you see issues with IE11, please

try another browser or upgrade IE.
Scheduled Access Configuration

1. Before creating any new schedules, go to Splashtop web console -> Settings -> Team settings
-> Unattended access to configure the Scheduled Access timezone. Timezone cannot be

changed when a schedule is in place. Only the team owner has access to this setting.
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}:sploshtop B Settings / Team settings
© My Computers In-session voice call »
General
Lo My Devices Security RDP Computer
El Logs 24 Twwo-step verification o,
< Downloads Device authentication
Besslamseomity. Webapp @ Learn more & (-D
Unattended access
88 Management ~ System Tools for Owner only v
Attended access
Settings ~
3 satting User settings Offline computers policy Detailed settings © ]
Auto update Streamers Detailed settings »
Authentication
Eimall | Scheduled access America/Los Angeles (GMT -08:00) vl

2. Go to https://{gatewayaddress} -> Management -> Scheduled Access

3. Click "Create Resource" and fill in the fields. The resource will contain what set of computers

will be scheduled for access, such as a specific computer lab.

ok splashtop’ F)  Management / Scheduled Access

3 My Computers

“ - Scheduled Access
0 My Devices

E Logs v

<t Downloads

® sos

88 Management ~

Users

All computers & _,/ B
\

All devices s

Grouping

Deployment

Create Your First Resource
Preference Policy

Scheduled Access allows you to manage user's access within a certain time period
Scheduled Access

Channels

4. Click "Advanced Settings" to enable support for Exclusive Mode. This setting prevents a

remote user from accessing a computer if there is a user logged into the operating system.
This helps with preventing users from connecting to a computer that is in local use. The

logout and lock screen settings also help for cases where students forget to log out of their
OS accounts.
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Advanced A

(3 support connection pool for schedules €

@ support exclusive (remote or local) access for member accounts @

Set below options as default when create a schedule (can edit later in schedule settings)
Set the schedule as connection pool
[] Prevent member from accessing a computer which has already been logged in
Allow access to a computer with a logged in user, if idle for more than: 1 it -

Blank screen and lock keyboard/mouse when in a session
Log out user on a disconnect:

Lock screen before user logout for unintentional disconnects: ediate -

5. Select the computers or computer groups that you would like to make available in the

resource.

Create Resource

00 o
65 General General
@ Computers = "
Resource Name * Add Resource Name
&  Resource Managers Description e
avanced Resource Status Active
Computers.

+ Add Computers
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Select Computer x
Q, Search
Groups Computers
[C] Only show selected [_] Only show selected %
& Alpha Corp (0) 0 & a

= ¥ Developers

Beta Enterprises (0] [
£2 P @ = » Designers

g% Gamma Industries (0) [}
= > Analysts

Delta Systems (0] L
£ ¥ ¢l = » Technidians

Epsilon Holdi (1)
&5 Epstion hieldings(0) U » Support Staff

Zeta Solutions (O
& =) H > Interns

Eta Technologies (O ([l
£ gz 0 = > Meeting Rooms

Theta Innovations (0) (W
& = > Office Equipment

& lota Consulting (0) O

= » Vehicles
&% Kappa Services (0) (] » Laptops
&% Accounting (0) O » Desktops
&8 HR (0 o > Mobile Devices
& T U

» Software Licenses

Marketing (0
& 2 (0 U » Metwork Resources

Sales (0] ]
& © > Storage Solutions

& Customer Support (0) =

- » Printers
Research & Development (0] O
& o 1 — w » ProjectAlpha v
0 Group(s) Selected Clear all 0 Computer(s) Selected Clear all

Cancel n

6. (Optional) Assign a Group Manager to help with managing schedules on the resource. Group

managers also have the capability to create resources and schedules.

Resource Managers (optionzl) &

Resource Managers Assign resource manager(s) to the resource (0

7. Click Manage Schedule from context drop-down menu (Gear Button) to assign Schedules to

the resource.
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Management / Scheduled Access o &

Scheduled Access

en click on the Resource Name 10 manags schedules

dition to existing user/group permissions.

+ Create Resource [$]
Resource Name Computer Ovned by Resource Manager Created at Updatedat |
Edit
Remove @
Management > Scheduled Access > Ftt222
CEEn < > August2024 -~ 0 Month ~ Week  Day
sun Vion Tue Wed Thu Fri Sat Wednesday. Aug 28
1 2 3
4 5 6 7 8 9 10
12 3 1 15 5 17
18 19 20 2 22 23 24
00:00 fewafew
25 26 27 28 29 0 31

8. Create the Schedule for the resource by filling in the Name, Starting Date, and Recurrence.
Select user groups or individual users to associate with the schedule. You may also paste a
list of user emails. Note: The time drop-down selection is a 30-minute interval, but you can

manually type in a value granular to a minute.
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Schedule Name *

Select Date * @] 00:00 ® - 2350 ®

¢>  Never v

Q0
-1
T

w
n
A
i

g Associate users to the schedule 13 00) @
% Assign a Schedule Manager to the schedule (optional) &
*® Force session to disconnect when schedule ends @

Notify users before session ends: | 3 inutes

-

Cancel

Repeat X

Repeat on:

End Time:

O NeverEnd
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Check "Force session to disconnect when schedule ends" if you would like sessions to
forcefully disconnect at the end of the timeslot. Note: This does not log out of the remote

computer's user account.

Exclusive mode:

Click "Advanced Settings" to turn on/off exclusive access

Advanced A

G support connection pool for schedules ©
B support exclusive (remote or local) access for member accounts @
Set below options as default when create a schedule (can edit later in schedule settings)
Set the schedule as connection pool
Prevent member from accessing a computer which has already been logged in
Allow access to a computer with a logged in user, if idle for more than:

Blank screen and lock keyboard/mouse when in a session

B Logout user on a disconnect: | 1 minute -

[ Lock screen before user logout for unintentional disconnects: nmediatel -

Allows computers that are part of this schedule to be accessed only if the computer is
currently at the Windows/Mac Login screen, making the computer exclusive for the user that
is currently logged in to the Operating system using the computer. Applies for users either

present at the lab or remotely connected through a Splashtop session.

Auto-logout after disconnection might be helpful for exclusive access. Make sure streamers

are updated to v3.4.4.0 to use the checkbox option above.

9. To pause / resume a Schedule, click on the Schedule and then pause / resume button.
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8 fewafew

® 00:00-23:59 Aug 19, 2024

g Force sessien to disconnect when schedule ends and notify
users 3 minute(s) in advance.

Groups 2

Users 1

Owned by Resource Manager

None

® fewafew

00:00 - 23:59 Aug 19, 2024

®
2

Force session to disconnect when schedule ends and notify
users 3 minute(s) in advance.

Groups 2
Users 1

Owned by Resource Manager

Neone

10. To clone a Schedule, use the Clone button.
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8 fewafew

@ 00:00 - 23:59 Aug 19, 2024

3 Force session to disconnect when schedule ends and notify
users 3 minute(s) in advance

Groups 2
Users 1

‘Owned by Resource Manager

None

Service Desk
Service Desk - Channel
Overview

The Service Desk - Channel feature in Splashtop On-Prem simplifies IT support by organizing

support sessions into manageable channels.

Features of Service Desk - Channel

1. Channel Management:
a. Create and edit channels for organized support.
b. Associate technicians and groups with channels.
c. Enable granular permissions for each channel.
2. Permissions and Roles:
a. Assign roles such as Channel Manager or Technician with distinct permissions.

b. Permissions include creating, transferring, and managing support sessions.
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3. Support Sessions:
a. Each channel can manage up to 100 support sessions.
b. Sessions can be transferred, closed, or reassigned across channels.
4. Default Channel:
a. A system-created default channel ensures seamless transition for unassigned
sessions.
5. Granular Control:
a. Fine-tuned permissions for tasks such as remote access, file transfers, and

command execution.

How to Use Channels

1. Creating a Channel

p

Navigate to Management > Service Desk > Channels.

b. Click on Create Channel.

c. Fill in the required fields:
i. Channel Name: Must be unique (up to 64 characters).
ii. Description: Optional but helpful for identification.
iii. Session Expiration: Define expiration (e.g., 30 mins, 1 day).
& splashtop [0 Management / Channels o .

ek Downloads

@ sos

Channels

+ Create Channel || KW Q

88 Management ~
Channel Name Permissions (i) Support Sessions. Status. Last Updated
Users

ATComptars CompanyA 1 o Enabled 2024-12-16 13:24:36

Al devices c 8
Company 1 0 Enabled 2024-12416 13:24:47

Grouping

Deployment Company C 1 a Enabled 2024-12-1613:25:12
Preference Policy
Company D 3 7 Enabled 2024-1216 13:25:31

chiCLed Access s trying to shiake it off or ignore it, he says that we sho

2 & @ @ @

Default
Default channe

2 1 Enabled 2024-08-16 18:42:37

2. Assigning Technicians and Groups
a. Use the Assign Technicians & Groups panel.
b. Select from available groups or technicians.

c. Note: Up to 1,000 technicians and 100 groups can be associated with a channel.
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Assign technicians and groups

Q Search

Select groups Select technicians
Only show selected Only show selected

& 1T (0

1 group(s) Selected Clear all 0 technician(s) Selected Clear all

3. Editing or Deleting a Channel
a. Access the gear menu next to the channel name.
b. Select Edit Channel to modify properties or permissions.

c. Choose Remove Channel to delete. Note that this action is irreversible.

Last Updated

202412161 g4t channel properties @
Edit Technicians & Permissions

2024-12-16 1 Set as default channel {§}

Disable channel
2024-12-16 1 {o}
Remove channel
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Permission Matrix

Roles dictate the actions a user can perform. Below is a summary:

Role Permissions
Owner Full access to manage channels, permissions,

and support sessions.

Team Admin Similar to Owner, but cannot remove default
channels.

Technician Limited to managing assigned sessions.

Group Manager Manages associated groups and permissions

but cannot create channels.

Channel Behaviors

Default Channel

e Assingle default channel exists per team.
e Unassigned sessions from private channels are automatically moved here.
e Cannot be deleted or disabled.

Enabling/Disabling Channels

e Disabled channels are hidden from the Service Desk console but retain their data.

e Enabled channels appear in the console and allow session management.

Error Handling

e Duplicate names trigger an error prompt.

e Session limits: Exceeding 100 sessions or maximum active channels results in errors.
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Best Practices

1. Organize Channels:
a. Use descriptive names and appropriate session expiration times to streamline
management.
2. Utilize Default Channel:
a. Ensure proper handling of unassigned sessions by configuring the default channel
correctly.
3. Leverage Granular Controls:

a. Assign permissions based on roles for precise control over session actions.

Logs and Reporting

e Channel logs include details of changes, session activities, and user actions.

e Export logs monthly or filter by date and channel for detailed reports.
Troubleshooting Common Issues

e Channel Not Visible: Check the channel status (enabled/disabled).
e Permission Errors: Verify role assignments and granular settings.
e Session Transfer Errors: Ensure technicians are assigned to both source and destination

channels.

Service Desk - Console and general usage

Service Desk provides not only a new interface for users to monitor and manage attended
sessions but also an opportunity to enhance user’s workflow. You don’t need to wait for a new
9-digit code generated from the end users' side each time when starting an attended remote

connection.
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Requirements

For a user account to be able to use the feature:

Both On-Prem app and SOS version v3.7.2.1 or newer

The attended access feature (SOS) should be included in your license.

He/she must have the attended access feature available to him/her, being a

technician role for example.

How to enter Service Desk console;:

& splashtop
) My Computers
LD My Devices

& Logs

<k, Downloads

@& sos

| @ service Desk

88 Management
@ settings

£ system

From Web console:
& splashtop’

| CJ My Computers

L0 My Devices
[E Logs
o+, Downloads

) sos

[%] service Desk

ADMIN

88 Management

{5} Settings

= system

service Desk
Home 8
Private 3

Default o

Of course. at this point. whenKeats . 1

= Test 3

« this is a longlong channel name: 1

Home

o

Name
xx

Customer462770186
Customerd47687971
Customer487538613

Customer180996376

My Computers

My Computers

+ Add Computer th On-Prem Client

Computer Name

2= E

Status | Time

Closed 2024-09-03 15:54:3%

Closed 2024

317:49:51

Expired 2024.09-14 16:58:13

Expired

15813

Expired

809:33:05

Channel Technician

Private

this is a lenglong ch.

this is alonglong ch...

Private

Private

(You)

(You)

(You)

(You)

(Vou)

You can enter Service Desk console from either the web console or the On-Prem client app.

il
jol

Device
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From On-Prem client app

e Windows users
| &= | m = [m] X
| File View ServiceDesk SOS Window Help

'C 8|R = B>

¥ 112334 (1)
! E wH [ & |
| ¥ 555223 (0)
Iv<a' - . N T mmem {0)

¥ Accounting (0)

Splashtop Service Desk

&~ splashtop’ Home
- . .
Name Status ~ Time Channel Technician Device
Private 3 | IA::!NE 2024-10-11 12:51:36 this is a longl (You) F
Default 0 ] Active 2024-09-29 17:26:43 Test (You) b
Of course, at this point, wh... { Customer582718260 | Active 2024-09-03 12:12:39 Test (You) Xiaomi14Pro

e Mac users

Q
58)
=]
Jo,
|
g

v new (1)

l:] V¢ NN mini
~ RDP (1)

E 17 Galaxy Tab Active2
v test (1)

[:' 2 He p=m
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[ XN
;4 splashtop’
Home 7
Private 2
1 0
123 (]

Atactosnaw rhannal n 2

Splashtop Service Desk
Home

Name Status

~ Time Channel Technician Device
1win-1325 I Active &% 2024-09-14 08... channel123222 (You) HGHT-Mi...
Customer274748691 I Active 2024-10-10 16:... Private (You) HGH-Ben...
o | Active 2024-10-08 09... Private (You) GalaxyA9...
win-1008 I Active 8% 2024-10-10 09... Ttest<>:;-newc... HGHT-Mi...

e Android users

Service Desk

a Home 1
Channel

e Private 1
e Default 10

-

Computers

Recent

Q

Actions
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How to help your client via Service Desk

Channels: In Service Desk, “Channel” is like the concept of group of related sessions.

When you enter Service Desk, you will find Home and Channel there:

Service Desk

Home 8 Home
Channels @

Private 3

e Home: On Home, you can find all the attended sessions that are assigned to you.

e Private: Sessions in Private channel can only be seen by yourself.
Create a new session and get it ready for support:

Step [1] <Technician side>:

Click the "New session" button on your chosen channel

New Session

0/200 ]
carICEI

Share this support session to you client via link or pin code:
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Share Your Support Session X

Share Your Support Session x test ap1012

¥Estiap1012 Link PIN Code

Link PIN Code
Tell your customer to enter the following PIN code at
https://192.168.70.75:443/help123

Send the following link to your customer

https://192.168.70.75:443/web/service_desk/download... 494903

This link expires on 2024-10-13 15:20:07 Elicod Srpiies oA Zua iut2 i 1

OK oK

The status of the session will be "Waiting" by now:

S
n

test_ap1012 Waiting 2024-10-12 15:20:07 Private (You)

Step [2] <Client side>:
With the link or pin code, the client can download the app and launch it.

e Download:
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Downloading your support app...

1 If the downloading didn't start, please click the button below to download manually.

| [} 2
EE %

Windows Macos

Android

Support app for Windows

Windows 7 and above (EXE, X86, SOS version 3.7.2.1)

2 Launch the downloaded program.

It may be located in your "Downloads” folder.

3 Wait for the connection request.

Before approving the request, please make sure the person connecting in is someone you trust.

e Launch the app: Input your team gateway address and get ready (If you want to skip this
for your client, can contact us and get a SOS build with gateway address, then config it on

your admin console)

& splashtop SOS X - Splashtop SOS = X

Settings
- Gateway Address X
Please enter gateway address E] Security
| Connect
(@ Failed to connect to Spiashtop servers. 2 Readyfc e
Please check your network connection. i
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Step [3] <Technician side>:

Request the access permission to the client's device

e Once the end user launches the support app, the status of the session will change from

o s ”

Waiting” to

“ H ”

Active

MName Status T Time Channel Technician Device

test_ap1012 Active 2024-10-12 15:20:07 Private (¥ou) - ® 2

e When the session is active, technician can request permission to connect by clicking “Start

Remote Session”

Home

o 8 *a

Name Status T Time Channel Technician Device

test_ap1012 Active 20241012 15:20:07 Private (You) . B

Request Permission X
Requesting permissions from test_ap1012 for the following actions:
Permissions

Remote Access (@)

View, control, and transfer files

Step [4] <Client side>:
Handle the permission request from technician

e After the technician requests permission, the end user would see the prompt as follows to

reject or grant permission.
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L K x

wy Grant Permission X

Do you agree for the following actions to be performed
during this support session by the Technician?
(Click Cancel to deny the request.)

T -—

e The following will show on the end user’s side if he/she grants the permission:

v Splashtop SOS = X

Settings

T e T Y

oy

Revoke Remote Access
- View, control, and transfer

-

] Ready for connection
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Step [5] <Technician side>: Access to the target device to support

e If the user grants the permission, the “Start Remote Session” icon will change

® 10 & i .
from to =@ | which means the technician can connect to the user.

e Now, the technician can start to connect by clicking “Start Remote Session”

Name

test_ap1012

Other actions s

Status T Time Channel Technician Device

Active 2024-10-12 15:20:07 Private

upported on Service Desk console

In addition to “Start Remote Session”, you can also take the following actions.

Transfer
- Invite Other Technicians
Show PIN Code
Release
Close
Delete

—F
—

®

(You) -4

= e
‘_’

e Assign Technician: assign or re-assign a technician to the support session.

e Transfer:

transfer the session to another assignee or another channel

e To transfer to another assignee, permission for Release should be granted

e To transfer to another channel, access to another channel should be granted

e Invite Other Technicians: Invite up to 2 other technicians to the support session (max total

3 techs)

e Copy Session Link
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e Show PIN Code
e Release: release the session from the assigned technician
e Close: close the session

e Delete: delete the session from the channel

Session status

Name Status T Time Channel Technician Device

test_ap1012 Active 2024-10-12 15:20:07 Default (You) BR HGH-Aprily-T490 L?g =
Customer998634503 Expired 2024-10-08 13:00:20 Test (¥ou)

Customer005329358 Waiting 2024-10-09 11:55:38 Of course, at this po... (You) (5’ (’3

test & ' In queue 2024-10-12 15:40:00 Default -] ] M 2

e Waiting: The status will be “Waiting” for the user to download and run the Service Desk
support app from the unique link right after a new session link has been generated.

e Active: The Service Desk support app has been started on the end user's computer; this
session has a technician assigned, and the technician is ready to request permission to
connect.

e In queue: The session has been released, and it is waiting for a technician to take the
session.

e Expired: The session exceeded the Session Expiration time that was preset from the
Channel settings.

e Closed: The technician has manually closed the session. No further connection is possible.

To connect again, generating a new session is required.

Service Desk - SOS Call

1. Requirements
e Both On-Prem app and SOS version v3.7.4.5 or newer.

e (Gateway version v3.36.0 or newer.
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2. The main usage flow of SOS Call

Step[1]<Technician side>: Create the SOS Call

e Enter the SOS Call management:

&\ splashtop’ &n)

) My Computers
L0 My Devices
[E Logs v

o+, Downloads

@ sos

|I[§] Service Desk I
ADMIN
88 Management ~
{a} Settings ~
£ system v

e Create a new SOS Call:

Service Desk / Test_april

4 & Test_apri

&
2

25

* Name

g test

4

5

0

1

4

New S0S Call

The assigned technician requires the SOS Call permission to configure this SOS
Call app.

* Name

test2]

Name of Downloaded File (1)
Optional

The name cannot contain these special characters <»,.;:"*+=/|\? and space

Technician

Unassigned

e Get the download link and send it to your supportee:

Statu

Ing
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e Note: A single SOS Call link can be used by multiple users without the need to create a link

for each user.

SOS Call Download Link

test2

Send the following link to your customer

https://gateway.test.splashtop.com:443/web/service-de...

Step[2]<Supportee side>: Download and run the SOS app
e With the download link, get the SOS Call app based on your platform:
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Downloading SOS Call app...

Request support right from your desktop

1 If the download didn't start, please click the button below to download manually.

For Android devices that need support, open this page on your Android device.

i ¢ L

Windows macOs Android

Support app for Windows

Windows 7 and above (EXE, X86, SQS version 3.7.3.55)

4 EXE

e Once there's any issue need to be help with your technicians, launch the app:

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.

Page 163 of 332



;\' splashtop

Splashtop On-Prem Admin Guide

e Input your gateway address if needed. And submit your name and issues.

-, Splashtop SOS = X

)

-, Gateway Address X

Settings

Please enter gateway address

| Connect

(» Failed to connect to Splashtop servers.
Please check your network connection.
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€3 Request Support o

Request Support

Please fill in your name and issue.

Name

lssue

Step[3]<Technician side>: Find the request and offer support

e After the request has been submitted on the supporter side, technicians would then see a

new entry in the Splashtop Service Desk console indicating the user has requested
support.

Name Status | Time

Channel Technician Device

test Active @? 2025-06-09 15:29:50 Test_april (You) ﬂ HE

®ep -

Additional information about name and issue details can be found by clicking on the

newly-created entry:
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test =
2]
HIE - )
Session info Device info Comment Transcript
Customer Name test
Customer issue 123
Session ID 990421123
Channel Test_april
Status Active @

2025-06-09 15:29:50

Technician owner@stp.com (You)

Source S0Os call

3. The management of SOS Call on the admin console
3.1 Enable SOS Call for new/existing Service Desk channels

e SOS Call is a setting item belonging to channel, it can be edited from the channel settings:

Add [ Enabled 2025-03-19 17:56:50 (o)
Edit channel properties
At nal 2025-03-.
L 3 g Srsstitel s Edit Technicians & Permissions @
Set as default channel
[ S 3 1 Enabled 202503201 ot channel &
Remove channel @

Tes il 5 1 Enabled 2025-06-09 1

e Scroll down the channel edit page to find Enable SOS Call:
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505 Call
Technicians can create a 505 Call app and deploy it to end users. End users simply
double click on the SOS Call app to create a support request in this channel.

Enable SOS Call ®

i Oneor more of your SOS versions in Splashtop Gateway are below 3.7.4.0
and do not support 505 Call. Please contact your team owner.

3.2 Manage and create SOS Call download links

e SOS Call applications should be dedicated to a whole group of end-users (E.g. A specific
company, team of users, etc) since the generated link is reusable.

e After enabling SOS Call in 3.1, you can access the management section. The Manage SOS

Call icon will be found on the channel you've

& Test_april €

- rersr [

Name Status | Time

test Active @5 202506

enabled.
e Besides the creation, the existing SOS Call apps can be managed as follows:

e Edit: To assign a new technician or to change the name of the application
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Edit SOS Call X

The assigned technician requires the SOS Call permission to configure this SOS
Call app.

* Name

test /64

Name of Downloaded File (1)

The name cannot contain these spedal characters <=,.:"*+=/|\7 and space

Technician

) OV Rsim.com -
Cancel [ ]

e Suspend: Would temporarily make this SOS Call application link invalid for any new
downloads, as well as for existing downloaded applications. Resuming an application
won't generate a new link, the link would remain unchanged.

e Remove: Would invalidate any existing link or downloaded applications.

)

test owner@stp.com 2025-06-09 14:16:40

Edit
suspend

Remove

3.3 SOS Call permissions

e To edit permissions, go to Management > Channels > Edit technicians & permissions
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Edit technicians & permissions X
Test_april ® + Edit technicians
4 group(s) and 1 technician(s)
Technician or Group Name Channel Manager vite 505 Call Release Close Delete Remote Access (D)
/m El ] /]
e o0&
R
5e &
34

e All technicians will be able to see new SOS Call applications if the default assignee is
"Unassigned"

e Technicians with SOS Call permission can create/manage SOS Call applications whose
default assignee is themselves.

e Technicians w/o SOS Call permission cannot create/manage any existing SOS Call

applications.

Service Desk - Transcripts

Overview
Splashtop Service Desk now supports session transcripts, providing a full record of key
session activities for auditing, troubleshooting, and compliance purposes. These
transcripts include chat interactions, remote controls, and system tool operations

performed during a system tool background session.

What Is Recorded in a Transcript?

Session Metadata
o Session start and end time
o Session ID and host machine details
o Session transition records.

o Session comments.
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Chat Messages

o All text messages exchanged during the session

System Tool Usage (if applicable)

How to View Transcripts

For Active Sessions

1. Open the Service Desk console.

2. Navigate to the Support Session list.
3. Select the session you are currently in.
4

Click the Transcript tab to view real-time logs.

a{S_OfOSth,O‘ (8] Service Desk / Test channel
© My Computers 5
= KA = & Test channel
0 My Devices
& Logs " Channels &
Private 2
<} Downloads
® sos Default L Name status |, Time
| [ service Desk Mac 505 call L Customer321465237 Inqueve 28 2024-10-08 16:46:01
+ Test channel 4
ADMIN test Active 2025-03-05 14:59:53

For Past Sessions
1. Go to Logs — Service Desk — Support Sessions
2. Select the completed session you want to review.

3. Click the session record to display the recorded logs.

Exporting Transcripts

Channel

Test channe

Test channe

® M
® &%

uu
O

e Export Formats: Transcripts can be exported in CSV format for record-keeping.

e How to Export:

o Open the desired session’s transcript from logs.

o Click Export and the file will download to your local system.
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Logs / Support Sessions

NOX
|
support SESSIonS Transcript Session = ch
Expost 0 created this support session.

2025-05-29 14:15:14
:hnician 1 Other Technician 2 Gra The computer » was associated with the support session.

2025-05-29 14:33:51
red Unassigned

assigned ' to the support session.

2025-05-29 15:41:44

1invited to join the support session.

2025-05-2915:41:50

Use Cases
e Compliance & Audit - Ensure your support sessions meet internal IT or industry
compliance requirements.
e Troubleshooting - Review exactly what commands and file transfers occurred during
problem resolution.
e Training & Quality Control - Use transcripts to review team performance and provide

targeted coaching.

Deployment

Deployment package provides quick and easy way to install and configure Streamers in
computers. Administrators can create different custom deployment packages based on company

security policies.

On the computers that you'd like to connect to, the Splashtop Streamer must be installed. This

can be done in 4 simple steps.

1. Create a deployment package on https://{gateway} > Management > Deployment. A

deployment package consists of a deployment streamer and a unique 12-digit code.

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in  Page 171 of 332
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



;\' splashtop

Splashtop On-Prem Admin Guide

&« splashtop’ )  Manogement / Deployment

3 My computers

S Manage Deployments

& Logs v Easily deploy Streamers to the computers you want to remotely access

1. Click on "Add Deployment” button to create a new package.
& Downloads 2. Click on "Deploy” button to share the deployment package as a link. You also have the option of downloading the actual installer and sending it yourseff.

® 3. After your users run the installer and enter the code, their computers will show up in your computer list
sos

+ Add Deployment ]
= Deployment Name Policy Name Computer Naming Rule Deployment Code Date of Creation

Users

All computers

Al devices
Grouping
Preference Policy

Scheduled Access

Channels

o splashtop’ f)  Management / Deployment / Add Deployment Package

3 My computers

Add Deployment Package

L0 My devices

B Logs . Package Name Package name

@ @ & o & @ & @

o
3

3

o

2

L, Downloads
Select a preference policy

® sos Policy Name None

Create preference policy
BDEN © Use current 05 hostname
88 Management A [] Keepin sync with OS hostname @
() Use custom name + sequence number
e.g. Acme Bakery (005)

Users

Computer Naming Rule i
Allcompaiers Lomp g *) Use custom name + current GS hostname
col e e.g. Acme Bakery - Steve's Win7
All devices )
Custom name
Grouping
Deployment

Preference Policy Group Choice

Scheduled Access Grouping Default Group

Create or manage groups

ESK

Channels Auto-launch Streamer

1-to-Many Actions

1-to-Many Schedules

General Settings

Inventory [[J Hide Streamer tray icon
&) Settings v ; S
S system v
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Deplay
2. Select -for the package that was just created.

3. Have your users install the streamer. You can send the deployment package link to your
users. By following the link, your users can download the streamer installer and run the file. You

can also send the streamer installer file directly to your users (via Dropbox, email, etc.).

;;sploshtop' Gn) Management / Deployment / Deploy Package

2 B Deploy Package
L0 My devices
B Logs =~ QOption 1: Share link

b Downloads

@ sos

1. Send the link below to your users. The link will take them to a web page where they can download the installer and follow simple instructions to set up

2. After your users run the installer, their computers will become accessible by you.

ADMIN

Shareable Link . (]}

88 Management ~
Try Link
Users

All computers
e Option 2: Download Installer

All devices Installer choice
Grouping Platform B8 [ & A Wwindows (EXE, X86, Streamer version 3.6.8.0) -
Deployment 1. Download the Streamer installer.

Preference Policy 2. Send the installer and the 12-digit code to your users.

Scheduled Access .
3. After your users run the installer and enter the code, their computers will become accessible by you.
SERVICES DESK

12-digit Code []]

Channels

ENDPOINT MAN;

1-to-Many Actions

1-to-Many Schedules

Or install the streamer yourself. Streamer installation on Windows or Mac computers can be
done silently via command line executable or MSI. This is the easiest way to automatically mass

deploy computers with the help of RMM tool, Microsoft SCCM, or Microsoft Group Policy.

4. Activate the Streamer with the deploy code. Once the Streamer is installed, input
the {Gateway IP/FDQN:Port} in the Gateway field and Deploy code in the Code field, and
click Allow Access to activate.

Port 443 is default, so you can ignore it when entering the Gateway address.
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Gateway Enter Gateway address

Code I Enter Deploy code

Allow Access ﬂ'

Team admin can further configure the Streamer's access permission on the management

console.
Deploy options

You can specify deploy options when creating the deployment package. Here explains the

meaning of these options.
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Package Name Package name

Select a preference policy

Policy Name None %
Create preference policy

© Use current 0S hostname
Keep in sync with OS hostname @
() Use custom name + sequence number
e.g. Acme Bakery (005)
Computer Naming Rule () uUse custom name + current OS hostname
" gup . AP pHEOp: Hialw . e.g. Acme Bakery - Steve's Win7

Custom name

Group Choice
Grouping Default Group -

Create or manage groups

Auto-launch Streamer

ile session timeout

General Settings

tem tray or Mac menu bar

Enable direct connection

When o

connection for bet

Enable direct connection

Request permission to connect
Pr t 26

for user rmission at the

r when connecting remotely

() Reject connection after request expires (At login screen, reject automatically)

(_) Reject connection after request expires (At login screen, allow automatically)
() Allow connection after request expires

O off

Security Blank screen when in a session

© Output sound over the remote connection only

Output sound on the local computer only

Qutput sound both over the remote connection and on the local computer (Windows Streamer only)

| Cancel
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Option Description Notes

Package Name Enter a unique name to | Helps distinguish between
identify the deployment | different deployment
package. packages.

Policy Name Select a preference policy or | Determines session

create a new one.

settings, quality, and

security options.

Computer Naming Rule - Use current OS hostname:
Keeps the computer name
synced with the OS
hostname.

- Use custom name +
sequence number:
Customize computer names
with an incremental
number (e.g., 'Acme
Bakery-001").

- Use custom name or
current hostname: Allows a
custom name but defaults to
the OS hostname if

unspecified.

Organizes computers with
identifiable names in the
Splashtop management

console.

Grouping Assign the computer to a
specific group (e.g., 'Default
Group").

Use the 'Create or manage
groups' link to add/edit

groups.

Auto-launch Streamer Automatically starts the
Streamer when the

computer boots up.

Not applicable to Splashtop

Connector deployments.

Idle Session Timeout Automatically disconnects
sessions after a specified

period of inactivity.

Setto '0' for no timeout.

Hide Streamer Tray Icon Removes the Streamer icon

Not applicable to Splashtop
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from the system tray/menu
bar to prevent user

tampering.

Connector deployments.

Enable Direct Connection

Allows direct connections
for better performance
when on the same local

network.

Require Windows or Mac

Login

Options for requiring login
credentials for remote
access:

- Prompt for user
permission.

- Reject if no permission is
granted (auto-reject).

- Allow connection
automatically if no action is
taken (auto-allow).

- Turn off the feature

entirely.

Helps enforce security and

control over remote access.

Blank Screen

Hides the content on the
remote screen during

sessions for privacy.

Lock Screen on

Automatically locks the

Disconnect remote computer’s screen
after a session ends.
Lock Keyboard and Mouse | Prevents local users from

interacting with the

computer during a session.

Lock Streamer Settings

Restricts changes to
Streamer settings to

administrators.

Sound

Options for sound output:

- Remote connection only.

Let you configure audio

routing during sessions.
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- Local computer only.
- Both remote and local
computers (Windows

Streamer only).

Features marked as 'Not applicable to computers deployed via Splashtop Connector' may not
function as expected, as the connector bypasses certain standard deployment features by

providing a direct deployment mechanism.
Preference Policy
Introduction

Preference Policy is a tool to remotely configure the Streamer settings of your deployed Streamers
and is accessible from the Splashtop Gateway web console. By assigning Streamers to your policy,
you can configure and overwrite existing Streamer settings without having to redeploy the

Streamer or manually change the settings locally at the endpoint.
Required Gateway version: v3.24.0 or higher
Platforms

At the current time, only Windows and Mac Streamers (version 3.5.2.5 and higher) can be

added to a Preference Policy.
Usage

Create Policy

e QOverview

To create a new policy, log into your Splashtop Gateway web console, hover over Management,

and click on Preference Policy in the drop-down menu. Then, click on Create Policy.
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&< splashtop i

L) My computers

CO My devices

E Logs ~

s Downloads

B 505

B8 Management -~
Lisers

All computers
All devices
Grouplng

Dreplayment
Preference Policy
Scheduled Access

Charnneds

1-to-heany ACTOMS

1-to-hiany Schedules

You will see the following screen if you have not created any policy yet.
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& splashfop 0 Management / Preference Policy

) My computers .
Preference Policy

Lo My devices

B vogs v

& Downloads

@ sos

85 Management ~
Users
All computers
All devices
Grouping
Deployment
Preference Policy

Scheduled Access
Channels

1-to-Many Actions

1-to-Many Schedules

Inventory
& Settings ~
£ system v

If you have already created a policy, you will see the following screen instead.

&< splashtop @0 Management / Preference Policy

O My computers )
Preference Policy

L0 My devices

B Logs v

b5 Downloads

@ sos
+ Create Policy @]
Policy Name Deployment Package Name
88 Management i~
My Policy
Users

All computers

Al devices
Grouping
Deployment
Preference Policy

Scheduled Access

Channels

NDPOINT MANAG!

1-to-Many Actions

1-to-Many Schedules

Preference Policy

Create Policy

« Create policies for your desired Splashtop Streamer settings (e.g. idle timeout, tray icon behavior, sound redirection, etc.)
+ Choose which computers or computer groups the policies should apply to
« The selected computers will be synchronized to the policies in real-time.

Computers Group Manager

Add

Created at

2024-08-2217:29:09

Updatedat |

2024-08-2217:29:09 &

Beside Name and Description, there are three major categories: General, Security, and

Bandwidth Management.
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Policy Properties

Policy Name * Add Poficy Name
Description {optiona et OO T e
Group Manager None -
Streamer settings
General
__________________________________________________________________________________ ;
: tons
i
! @ > IdleSession Timaout
|
|
1 @ ? Hide Streamer tray icon
i
i
Add items from unselected options P @ > Enable direct connection . O]
i The selected options will be appiied 1o the added computers :
H i
E i @ > Sound
H i
H i
H i @ ? Lock streamer name
i i
H H
: L@ > Syncwith G5 hostname
1 |
Security
E E nselected opTion:
E ' @ » Blank screen when in 3 session
Add items from unselected options ! @  » Lockscreenwhen disconnactad @
The be zpp
@ » Lock keyboard and mouse when in a sessian
H i
5 |
' | @ » Lock Streamer settings using Splashtop admin credentials [ @
H i

| Unsalecwed options
Add items from unselected options ! @ >  Maximum FFS Option Hzn
The sslected options will be applied o the added computers :
i (‘B »  Maximum Audic Quality Option Hian ™

e

Each of the three categories divide up into two boxes. The left box (Selected Options) contains the
settings that you have added to your policy. The right box (Unselected Options) contains the

settings that you can choose from to add to your policy.

You can also assign a group manager to your policy.
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Policy Properties

Policy Name * Add Policy Name

Description (of 1 Eolicv descriotion
Group Manager Nane ¥

e Add and remove items to your policy

To add an item to your policy, click on the blue plus button. The selected item will be moved to

the left box of selected options.

Streamer settings

General
Selected options ! Unselected options
> Idle Session Timeout 0 @ » Hide Streamer tray icon
L @ » Enable direct connection
@ > Sound Remote Only
@ > Lock streamer name
@ » Syncwith OS hostname

Instead, if you want to remove an item from your policy, click on the red minus button. The

selected item will be moved to the right box of unselected options.

Streamer settings

General

Selected options Unselected options

> Idle Session Timeout o @ > Hide Streamer tray icon

> Enable direct connection L

» Lock streamer name

> Syncwith OS hostname

@
@ > sound Rerbte OFl
]
@

e Configure the value of an added item
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After you have added an item to your policy, you can configure its value. Most of the items have
binary values that you can toggle on or off. If the switch is greyed out, the value is set to off.

Conversely, if the switch is blue, the value is set to on.

Security

Selected options

> Blank screen when in a session G’ @

Security

Selected options

> Blank screen when in a session @

Initially, the item values are set to their default value. For example, the blank screen setting above

is by default turned off.
e Know your item

If you are not sure about the function of an item, you can click on the angle bracket icon to display

a concise description.
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Security

Selected options

Blank screen when in a session » e

Selected options

~ Blank screen when in a session » ©

Prevent others from seeing what is on the remote screen while you
are remotely controlling this computer.

e Bandwidth Management

Bandwidth Management is a brand new tool that allows you to control bandwidth in terms of the

parameters FPS and audio quality.

As for the items Maximum FPS Option and Maximum Audio Quality Option, if you select the
highest value (Maximum FPS Option: "Ultra High", Maximum Audio Quality Option: Ultra High -
384k"), it will have the same effect as not adding these items to your policy at all: no bandwidth

restrictions for your users.
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Bandwidth Management

Selected options

%  Maximum FPS Option High v e

The maximum available FPS option when connecting to the computer.
By configuring this policy, you can manage the consumed network
bandwidth from the computer. Some options might not be available
in your product.

Supported Streamer: v3.5.2.5 or higher.

v Maximum Audio Quality Option High v e

The maximum available audio option when connecting to the
computer. By configuring this policy, you can manage the consumed
network bandwidth from the computer. Some options might not be
available in your product.

Supported Streamer: v3.5.2.5 or higher.

e Add computers

After you have created the policy, you can then add computers to it.

Directly click on Add Computer in the pop-up.

Continue to Add Computer

You have successfully created a policy. Now you could add computers to follow

the policy.
Later Add Computer

Alternatively, click on Add in the Preference Policy dashboard.
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Preference Policy

« Create policies for your desired Splashtop Streamer settings (e.g. idle timeout, tray icon behavior, sound redirection, etc.).
+ Choose which computers or computer groups the pelicies should apply to.
o The selected computers will be synchronized to the policies in real-time.

=

Policy Name De"“y"l:“:’::“kage Computers Group Manager Created at Updated at |
111 Add lone 2024-08-22 17:41:54 2024-08-22 17:41:54 @
My Policy Add = 2024-08-22 17:29:09 2024-08-22 17:29:09 @

Select the computer or computer group you want to apply your policy to, and click on Save. Please

also make sure that the Splashtop Streamer is updated to the latest version.

Please note that only Streamers v3.5.2.5 or higher will be displayed in the list of computers that

you can add to your policy.

Management / Preference Policy / Add Computer ev
Add Computer X
Updating to the latest Streamer version is recommended to make sure the computer can comply to all policy settings.
Clear all Select all [ onlyshowselected 0 item(s) selected = Filterbygroup () search
[ stws Computer Name 4 Streamer Version @ Group Applied Policy
o E3 37.21 Default Group

O 3.7.21 112334

a

The associated policies will be displayed in a new column "Policy Name" at Management - all

computers page.

Management / All computers ev

All computers

- only showselected ) Trlters = h Q
[]  computerName Group Streamer Version IP Address Last Online Notes
o B3 Default Group 3724 My Policy Online @
O m 112334 37.21 My Palicy Online Hello world [
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Assign Preference Policy to Deployment Package

Since Splashtop On-Prem Gateway v3.24.0, you can have your Streamers to follow a specific
preference policy the moment they get deployed. Select a created preference policy from the
dropdown shown in the below screenshot when creating a new deployment package from the
Deployment page. Please refer to this article for more information on how to create a new

deployment package: How do | set up the computers that | want to access remotely?

Add Deployment Package

Package Name Package name

Select a preference policy

Policy Name None >

Create preference policy

Behavior

e In-Session
When a user remotes to a computer that associated to a preference policy, the configured settings
or restrictions apply to the remote session. For example, if your policy restricts the FPS to High

and the user tries to set it to Ultra High, an error message will pop-up.
l.-—:-—_m e o
v Zoom to Fit

Zoom In

Zoom QOut

Original Size

100% >

FPS: Medium > Ultra High
Best Quality (with YUV 444 support) High

Best Quality ¥ Medium
Original Low

& v Best Speed

View Only

View Only (Pen)

View Only (Laser Pointer)
Clear All

Show Remote Cursor

Performance Status
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o

FPS

The option is not available due to being
limited by policy control. Please contact
your team admin for more details.

oK

e Streamer

Many of the items that you can configure within Preference Policy can also be configured from
within the Streamer Ul. If a setting that you have configured in your policy is also part of the
Streamer settings, the respective setting will be greyed out and cannot be configured from within
the Streamer Ul until detached from the policy. For example, since the blank screen setting has

been enabled in the preference policy, this option is locked in the Streamer Ul for all computers

that this policy has been applied to.

AR TUL PULL PSLEHIIU IS SITULIS] @ TU U3 T 13 Ui L

connect to this computer.

(") Reject connection after request expires
(Al login screen, reject automatically)

() Reject connection after request expires
(At fogin screen, allow automatically)

() Allow connection after request expires

Qor

[_|Enable lock screen at the end of session
Automatically lock this computer at the end of your session.

_!Enable blank screen
Frevent others from seeing what you're doing while you are
remaotely controlling this computer.

Follow the instruction if blank screen does notwork. Leamn more.

[_1Lock keyboard and mouse
When your device connects to this computer, lock this computer's
keyboard and mouse, Limitations.

If you remove the computer from the policy, or if you remove the item (in this case Blank Screen)

from your policy, the setting can be configured from the Streamer Ul again. However, its value will
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not automatically switch back to the default value (remember Blank Screen is turned off by default)

but will keep the value it had been given to before.

PR U UL S AU L WIS SLIULISE AULUTRAEU AT 13 WY L

connect to this computer.

(_)Reject connection after request expires
(At login screen, reject automatically}

() Reject connection after request expires
(At login screen, allow automatically)

() Allow connection after request expires

Qof

[C|Enable lock screen at the end of session
Automatically lock this computer at the end of your session.

B Enable blank screen

Prevent others from seeing what you're doing while you are
remotely controlling this computer

Follow the instruction if blank screen does notwork. Leam more.

| Lock keyboard and mouse

When your device connects to this computer, lock this computer's
keyboard and mouse. Limitations.

Endpoints Management

Introduction to 1-to-Many Actions (Windows and Android)

1-to-many actions is a premium feature included with Splashtop On-Prem Gateway. Simplify
endpoint management by instantly executing or scheduling tasks to multiple endpoints
simultaneously. 1-to-many allows you to use the web console to select one of the below action
types, set up an instant or scheduled action, and select which computers you would like to

perform that action on.

Note: If you were using 1-to-Many features (e.g., Android APK install, File Dispatch). When you
upgrade Gateway to v3.38.x or later, please follow the steps below to ensure these features

continue functioning after the upgrade.
For online license users:
Go to System — License — Check Update to reactivate the feature.

For offline license users:
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Please contact your sales representative to update your license file.
Security Requirements

1-to-Many Actions can take effect directly on deployed computers. To mitigate security risks,

users must meet the following two requirements to use this feature

¢ You need to configure Two-Factor Authentication (2FA) and will be required to enter the
2FA code for the high-risk operations.

e Ensure your Streamers are deployed using the trusted SSL certificate.

Working Flow

1. Log in to Gateway web console and select Management > 1-to-Many Actions.
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& splashtop 0

2 My computers

L0 My devices

[

Logs ~

Downloads

@

505

7] Service Desk

12

oo
oo

Management ~
Users

All computers

All devices

Grouping

Deployment

Preference Policy

Scheduled Access

Channels

| | 1-to-Many Actions

1-to-Many Schedules

2. Select Create Action and select which action you'd like to set up.
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1-to-Many Actions

=

System Reboot

Remote Command (Windows)
Batch/Executable File (Windows)

Remote Install MSI (Windows)

Remote Install APK (Android)

File Dispatch (Windows)

File Dispatch (Android)

3. Set the Action Name and the Action Settings. Each 1-to-Many Action has different Action

Settings to review.
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File Dispatch (Windows) X

&, Actions will be executed across multiple computers. Confirm details before proceeding.

* Action Name

Test Action

Action Settings

* Default file path

C:\Documents \{filename}

Create path if not already exists

Overwrite identical files in destination path

*Upload files

@ openAPLyaml w

G’ Customize file path
+ Add file Allow up to 10 files to dispatch at a time

* Requires Streamer version 3.7.4.8 or higher.

4. Click Save and Run to set up for executing the action now. Click Save and Schedule to set up

executing the action at a later time.

Cancel Save and Schedule Save and Run
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5. Select which computers you want to run the action on and select Enter Credentials and Run.

6. Enter Admin credentials for the computers. Verify the credentials on the computer by selecting

the computer, clicking on Manage Credentials > Edit Credentials.

Manage Credentials X

Set up credentials to execute the action on each computer. The action will only be executed on computers with verified
credentials.

Manage Credentials 1 ~ [ Only show no credentials yet All Groups ~ % Q

= Computer Name Credentials Status

B  Default Group 2
= :
i ==

+ Verification success

%T.]

X No credentials or verification failed

g

System Reboot

Description
e This allows you to schedule a full system reboot for your computers.
Action Setup

e Action Name
e Name this action instance.
e Action Settings
¢ Notify remote computer XX minutes after reboot
e You have the option to send a notification to that computer 2-5 minutes before the action
reboots the computer.
e Notes

e If you would like to add any custom notes for this action.
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System Reboot X

1. Actions will be executed across multiple computers. Confirm details before proceeding.

* Action Name

Test

Action Settings

Notify remote computer 2 ~ minutes before reboot

Notes

* Requires Streamer version 3.3.6.0 or higher.

Remote Command (Windows)
Description

e This allows you to send a Command Prompt or PowerShell command to your computers.

Requirements
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e Requires Windows Streamer version 3.7.4.8 or higher.

o Action Setup

e Action Name
o Name this action instance.
e Action Settings
o Language
= CMD
=  Powershell
o Command
= Note: Only use silent commands without user Interaction

o Notes
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Remote Command (Windows) X

L. Actions will be executed across multiple computers. Confirm details before proceeding.

* Action Name

Test

Action Settings

Language

CMD -

* Command

test commands

Only use silent commands without user interaction.

Notes

* Requires Streamer version 3.7.4.8 or higher.

Cancel m Save and Schedule

Batch/Executable File (Windows)

Description

e This allows you to deploy and install new software to your computers silently.

Requirements
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e Requires Windows Streamer version 3.7.4.8 or higher.

Action Setup

e Action Name
o Name this action instance.
e Action Settings
o Upload File
= NOTE: Must be .BAT, .CMD, .EXE format file
= Size limit: 200 MB
o Parameters
= Command line parameters for silent install
= Note: Uploaded file must execute in silent mode without user interaction.
o Log source
= Standard output and standard error
= Custom log file

o Notes
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Batch/Executable File (Windows) X

& Actions will be executed across multiple computers. Confirm details before proceeding.

* Action Name

Test

Action Settings
*Upload files

selectagain @ testbat T

Parameters

Uploaded file must execute in silent mode without user interaction.

Log source
© standard output and standard error

() Custom log file

Notes

* Requires Streamer version 3.7.4.8 or higher.

Remote install MSI (Windows)
Description

e This allows you to deploy and install/uninstall software via .MSI files to your computers

silently.
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Requirements

e Requires Windows Streamer version 3.7.4.8 or higher.

Action Setup

e Action Name
o Name this action instance.
e Action Settings
o Upload File
= NOTE: Must be .MSI format file
= Size limit: 1 GB
o Parameters
= Command line parameters for silent install
= Note: *Uploaded file must execute in silent mode without user interaction.
o Log source
= Standard output and standard error
= Custom log file

o Notes
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Remote Install MSI (Windows) X

. Actions will be executed across multiple computers. Confirm details before proceeding.

* Action Name

Test|

Action Settings
*Upload files

Selectagain @ testmsi TiJ

Parameters

Uploaded file must execute in silent mode without user interaction.
© Install () Uninstall

Log source
© standard output and standard error

() Custom log file

Full Command
Msiexec.exe /| "test.msi” /g /*v output.log

Cancel Save Save and Schedule

Remote Install APK (Android)
Requirements

e Android Streamer v3.2.0 or higher.
e Remote control must be enabled for the Android devices.

e File dispatch only supports Android 10 and lower for now.
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1.log in to Splashtop Gateway web console and select Management > 1-to-Many Actions -> Create

Action -> Remote Install APK (Android).

2. Action Settings

e Android APK Flle - Select a APK file
e Uninstall to clear storage data then fresh install - Select this option when there are old
apps installed and you think there are insufficient space on your Android devices that may

lead to installation failure. Only the target intall app will be affected.

3. Notes

e If you would like to add any custom notes for this action.

4 . Click Save and Run to set up for executing the action now. Click Save and Schedule to set up

executing the action at a later time.

5. Select which Android Devices you want to run the action on and Run.
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Remote Install APK (Android) X

. Actions will be executed across multiple computers. Confirm details before proceeding.

* Action Name

Test

Action Settings

*Upload files

Selectagain @& 1T}

[ ] uninstall to clear storage data then fresh install

Notes

* Requires Android Streamer version 3.2.0 or higher.

Cancel Save Save and Schedule

File Dispatch (Windows)

Description

e This allows you to dispatch the files to your computers silently.
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Requirements

e Requires Windows Streamer version 3.7.4.8 or higher.

Action Setup

e Action Name

o Name this action instance.
e Action Settings

o Default file path

= Enter the default file path for your file dispatch.

o Create path if not already exists - Determines whether new locations can be
created on the target Android devices for the storage of dispatched files.
o Overwrite identical files destination path - Determines whether to overwrite

identical files on the target Android devices when dispatching files.

o Upload files
= Customize file path
e Configure the specific file path for each file.
e Allow up to 10 files to dispatch at a time.

= Size limit: 1 GB

o Notes
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File Dispatch (Windows) X

& Actions will be executed across multiple computers. Confirm details before proceeding.

* Action Name

Test

Action Settings

* Default file path

C:A\Documents \{filename}

Create path if not already exists

Overwrite identical files in destination path

*Upload files

@ test.txt [T}
G) Customize file path

Eal.UD Rl Allow up to 10 files to dispatch at a time

Motes

File Dispatch (Android)

Requirements

e Android Streamer v3.2.0 or higher.
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e Remote control must be enabled for the Android devices.

e File dispatch only supports Android 10 and lower for now.

1.log in to Splashtop Gateway web console and select Management > 1-to-Many Actions -> Create

Action -> File Dispatch (Android).

2. Up to 10 files can be added to in 1 action. The Destination path will be under Android primary

external storage directory /sdcard/.

3. Action Settings

e Overwrite identical files destination path - Determines whether to overwrite identical files
on the target Android devices when dispatching files.
e Create path if not already exists - Determines whether new locations can be created on the

target Android devices for the storage of dispatched files.

4. Notes

e If you would like to add any custom notes for this action.

5. Click Save and Run to set up for executing the action now. Click Save and Schedule to set up

executing the action at a later time.

6. Select which Android Devices you want to run the action on and Run.
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File Dispatch (Android) X

5. Actions will be executed across multiple computers. Confirm details before proceeding.

* Action Name

Test

Action Settings

Default file path

fsdcard/ Hfilename}

Create path if not already exists

Overwrite identical files in destination path

*Upload files

© W
@) Customize file path

+ Add file Allow up to 10 files to dis

Notes

Cancel ﬂ Save and Schedule
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Introduction to 1-to-Many Actions (Mac)

Starting from Gateway v3.40.3, MAC-based 1-to-many actions are supported. These actions

require Mac Streamer version 3.8.0.7 or higher.

Security Requirements

1-to-Many Actions can take effect directly on deployed computers. To mitigate security risks,

users must meet the following two requirements to use this feature:

e You need to configure Two-Factor Authentication (2FA) and will be required to enter the
2FA code for the high-risk operations.

e Ensure your Streamers are deployed using the trusted SSL certificate.
Shell Script (Mac)
Description

e This allows you to send a shell script to your Mac computers.
Requirements

e Requires Windows Streamer version 3.8.0.7 or higher.
Action Setup

e Action Name

o Name this action instance.
e Assign Group Admin

o If you would like to assign this action to a specific group admin to make them the

action owner.

e Action Settings
o Shell Script:
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= NOTE: Only use silent commands without user interaction.

e Notes

o Add your notes here.
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Shell Script (Mac) X

. Actions will be executed across multiple computers. Confirm details before proceeding.

* Action Name

Shell Script (Mac)

Assign Group Manager

None -

Action Settings

* Shell Script

Only use silent commands without user interaction.

Notes

* Requires Streamer version 3.8.0.7 or higher.

Cancel ‘ H 5 H
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Script/Executable File (Mac)

Description

e This allows you to deploy new software or scripts to your Mac computers silently.
Requirements

e Requires Windows Streamer version 3.8.0.7 or higher.
Action Setup

e Action Name

o Name this action instance.
e Assign Group Admin

o If you would like to assign this action to a specific group admin to make them the

action owner.
e Action Settings
o Upload File
= NOTE: Must be .pkg, .py or Shell script format file.
o Log source

= Standard output and standard error

= Custom log file
e Notes

o Add your notes here.
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Script/Executable File (Mac) X

. Actions will be executed across multiple computers. Confirm details before proceeding.

* Action Name

Assign Group Manager

None

Action Settings

*Upload files

~+ Add file

Parameters
Uploaded file must execute in silent mode without user interaction.
Log source

Q standard output and standard error

(") Custom log file

Notes

* Requires Streamer version 3.8.0.7 or higher.

Cancel ‘ : H = : H
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File Dispatch (Mac)
Description
e This allows you to dispatch the files to your computers silently.
Requirements
e Requires Windows Streamer version 3.8.0.7 or higher.
Action Setup
e Action Name
o Name this action instance.
e Action Settings
o Default file path
= Enter the default file path for your file dispatch.

o Create path if not already exists
= Automatically generates any missing folders in the destination path to
ensure the file can be placed correctly.

o Overwrite identical files destination path

= Replaces any file at the target location with the same name, even if the

content is identical.
o Change ownership

= Modifies the file's user ownership to a specified owner account on the

system.

o Change group
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= Assigns a specific group to the file, determining access permissions for

members of that group.

o Change permission

= Sets specific read, write, and execute access rights for the owner, group,

and others.

o Upload files

= Customize file path

= Configure the specific file path for each file.

= Allow up to 10 files to dispatch at a time.

= Sjze limit: 1 GB

e Notes

o Add your notes here.
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File Dispatch (Mac) X

#.  Actions will be executed across multiple computers. Confirm details before proceeding.

* Action Name

Assign Group Manager

None

Action Settings
* Default file path
/System/Library/ Hfilename}
Create path if not already exists
Overwrite identical files in destination path
["] change ownership
[] change group

["] change permission

*Upload files

+ Add file

Notes

* Requires Streamer version 3.8.0.7 or higher.

Cancel ‘ Sav H save and Schedule H
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OS Patch (Computer View)

Introduction

The OS Patch (Computer View) page allows you to manage operating system updates for

Windows devices directly from the computer view. For a broader overview of patch status across

your team, see Patch View.

We currently support Critical, Important, Optional, and Feature updates as well as full system

upgrades.
Requirements
Platform Streamer Supported
Versi Notes
ersion OS Versions
Windows 10+ cannot use the Windows API to set
update policies.
Windows | v3.8.0.7 and | Windows 7 and
up newer . . o
Only Professional or higher editions can
modify Group Policy for update control.
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Instructions

Default schedule

e Log in to Gateway web portal and navigate to Settings > Team Settings > Endpoint

management.

Endpoint management

Computer Inventory

©
©

0S patch Detailed settings

e Configure the default scan schedule by selecting a Daily, Weekly, or Monthly frequency,
along with your preferred day and time. The Streamer will then perform scans accordingly.
e Configure the default install schedule by selecting a Daily, Weekly, or Monthly frequency,
along with your preferred day and time. The Streamer will automatically install approved

patches accordingly.

0S patch default schedule X

equires Streamer v

andomize the scan

R

minutes after the scheduled time

Scan Schedule

Set the default scan schedule to your preferred time so the Streamer can report patch information.
Mode Time

Daily - | 02:00 ®

Install Schedule
Set the default install schedule to your preferred time so the Streamer can install approved patches.

Mode Day Choice Time

Weekly - Saturday, Sunday 2 - 02:00 O]

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in ~ Page 217 of 332
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



;\' splashtop

Splashtop On-Prem Admin Guide

Scan and apply OS patches

e Log in to Gateway web console and navigate to Management > OS Patch > Computers.

oo Management ~

Users
All Computers

All Devices

Grouping
Deployment
Preference Policy
Scheduled Access

Conditional Access

Channels

Computer Inventory

0S5 Patch

1-to-Many Actions

1-to-Many Schedules

e Select the computers you would like to check, or select all, then click Bulk Actions >

Patch scan.
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Bulk Actions 1 ~ [

Apply patches
Change patch setting

Patch scan

e Click OK to continue.

e After scanning, select the computers and click Bulk Actions > Apply patches to apply
patches.

e On the page that appears, select the patches you would like to apply, and click Next to

continue.

Apply Patches X

Apply 3 selected patch(es) for 1 computer(s). Q| search

Patch KB Important Category Reboot Computer

e You will see the options below:
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Apply Patches

“Processing time varies based on online computers and system workload.
Apply 3 selected patch(es) for 1 computer(s).

Install Patches

© Immediately after the patches have been downloaded

Attempt to install between

Reboot Computer (if required)

© Immediately after patches are installed
) At the computer's local time:

On the date:

Notify User

Warn logged-on user before restart computer: = 10 minutes -

e Install Patches:

o Choose to install the patches immediately after the patches have downloaded, or
during a specific date range.

e Reboot Computer:

o Choose to reboot the computer immediately after the patch is installed, or at a

certain time after the patch is installed.
e Notify User:

o Warn logged-on user before restart computer: You have the option to send a
notification to that computer 3-120 minutes before the patch reboots the

computer if a user is logged in.
Change patch setting
Enhanced Update Control

For Windows streamer version 3.8.0.7 and higher, ticking Enhanced Update Control will
ensure correct control of Windows updates on Windows 10 and 11 by utilizing GPO (Group

Policy).
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Supported Editions for Windows update on Windows 10 and 11 by utilizing GPO (Group
Policy):

e Windows Pro Edition
e Windows Enterprise and Education Editions

e Windows Server Editions

Change Patch Setting X

Processing time varies based on online computers and system workload.

Enhanced Windows Update Control

jon to utilize GPO (Group Policy Object), which ensures correct control of Windows update behavior on

Patch Setting

Let OS install patches automatically -

Restart the computer when a patch requires a reboot to take effect: Monday v 00:00 v

[} Include patches for other Microsoft products

Selected Computers

B

Patch Setting

There are 3 patch settings you can pick from:

1. Let OS install patches automatically
2. Download patches but let me choose whether to install them

3. Scan patches but let me choose whether to download and install them

If you select "Let OS install patches automatically”, you can choose one day/every day and

what hour to reboot the computer to install pending patches.
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Patch Setting

Download patches but let me choose whether to install them

Let OS install patches automatically
Download patches but let me choose whether to install them

Scan patches but let me choose whether to download and install them

Lormerars & s e S

For Windows devices, there is also an option to include patches for other Microsoft Products
supported by Windows Updates.

Patch Setting

Download patches but let me choose whether to install them

Include patches for other Microsoft products

Filtering and searching
Filters: Sort patches by:

e Group: All Groups, Default Group.

e Patch Status: Up to Date, Important Patches Pending, Optional Patches Pending, Patching

in Progress, Reboot Required, Never Scan for Patches, and Scanning.

Search:

You can search for computers by computer name, group name, patch setting, and OS
information.

Computer property

e Log in to Gateway web console and navigate to Management > All Computers > Gear
button > Properties > Patches. From here, you can manage the patches by viewing
details, scanning, and applying patches.
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Management / All Computers / OS Patch

General Patches Inventory User list

05 Version windows 11 Enterprise 64-bit 24H2 (10.0.26100.7840)
Last Patched 2026-02-27 09:37:54 DF

Status Ready

Patch Setting Let OS install patches automatically

Patch L) Patch scan (Last Scan Time: 2026-02-26 11:07:42)

Include patches for other Microsoft products

Q, searc

Patch KB Important Category Reboot Size

OS patch logs

Log in to Gateway web console and navigate to Logs > OS Patch. You can view the patch install

requests and click the Details icon to view the specific results.
Logs / O Patch o

OS Patch

1 Refresh Last7Days-

Computer Name Group Requested by Requested at Status Success Failure Details
Waiting for
2 efault Gro ¢
qa Default Group installation ¢
g3 Default Group Complete 2 0 E:j
ga Default Group Complete 2 0 @
Waiting for
3 . i & 0
ga Default Group installation 8 : @
Waiting for
a Def ol A ’
q efault Group installation ¢ ®
) ) Waiting for 0
ga Default Group installation 4 : @
ga Default Group o 0 @
) . Waiting for 0
ga Default Group installation # : @
ga Default Group Complete 0 0 @
ga Default Group Complete 1 0 @
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Patch history for ga x

The patches on 2026-02-27 (4 success, 0 failure) -

Status Complete

Requested by Requested by at 2026-02-27 11:11:53 (UTC +08:00)
Success: 4, Failure: 0

Patch KB Important Category Result

B Success
Success
Success

Success

Note: This feature is available from Gateway v3.40.1 and later.

OS Patch (Patch View)

Introduction

The OS Patch (Patch View) page provides a centralized interface for managing operating system

updates for Windows devices. Unlike the Computer View, which focuses on individual device

updates, the Patch View allows for bulk management, enabling administrators to oversee patches

across multiple devices efficiently.

Requirements
S
Streamer upported
Platform . Notes
Version

OS Versions

Windows 10+ cannot use the Windows API to set

v3.8.0.7 and | Windows 7 and | update policies.
Windows
up newer Only Professional or higher editions can modify

Group Policy for update control.
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Instructions

Accessing OS patch (Patch View)

e Log in to Gateway web console and navigate to Management > OS Patch > Patches.

oo Management ~

Users
All Computers

All Devices

Grouping
Deployment
Preference Policy
Scheduled Access

Conditional Access

Channels

Computer Inventory

0s Patch

1-to-Many Actions

1-to-Many Schedules

e The page will display lists of updates under various statuses: Pending, Approved, Failed,

Installed, Ignored, and Expired.
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Management / OS Patch (Patches)

Patches Computers

OSPatch © [m]
Approve and monitor patches here. How to setup 03

Pending 3  Approved 0 Failed © Installed @ Ignored 0  Expired o

Only show selected

Managing patches

=rilters Q

Computers

The available actions vary depending on the tab. No actions are available in the Installed tab

and Expired tab.

e Tabs Representing Different Status:

o Pending: Lists available patches awaiting action.

o Approved: Patches approved for installation at the scheduled time.

o Failed: Patches that failed during installation and can be retried.
o Installed: Patches that have been successfully installed.

o lIgnored: Patches that have been excluded from installation.

o Expired: Patches that can't be installed because they’re no longer available.

e Available Actions:

o Approve/Approve Again: Select patches and click Approve to move them to th

e Approved tab. These patches will be installed at the scheduled time.

o Ignore: Exclude specific patches from installation by clicking Ignore.

o Apply Patches: Install selected patches.

e Actions by Tab:

o Pending tab: You can Approve, Ignore, or Apply Patches for the pending pat

ches.

o Approved tab: You can Ignore, or Apply Patches for the approved patches.

o Failed tab: You can Approve again, or Apply Patches for the failed patches.
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o Ignored tab: You can Approve, or Apply Patches for the Ignored patches.

Filtering, searching, and viewing patches

e Filters: Sort updates by:

o Days since Release: <7 days, 7-30 days, 31-60 days, >60 days, and custom dat
e range.

o Category: All, Feature Updates, Security Updates, Critical Updates, Definition Up
dates, Drivers, Feature Packs, Service Packs, Update Rollups, Updates, Others.

0S Patch © (=]

Approve and monitor patches here, How to setup &3

Pending 3  Approved ®  Failed 0 nstalled 8  Ignored @  Expired ®

Only show selected Q

Rebost Release Date Size Computers

KB Important Category

Days Since Release (
<7 days
7-30 days C
31-60 days !
=60 days

Custom date range

Clear Apply
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© Category

[T] Feature Updates

[T security Updates
f [ critical Updates
ol [ Definition Updates

[T Drivers

[ Feature Packs

[T service Packs

[T] update Rollups

[ Updates

[ others

Clear all 0/10

e Search:

o You can search for patches by patch name, KB number, and category.

e Viewing Patches:

o Click any patch to view affected computers. From the details drawer, you can per

form bulk actions for that specific patch.

| Lenovo Driver Update (25.9.0.49) N X
: a
[]  Computer Name Scanned Time os 05 Build
(] : L) = 9
«

Limitation

OS patch records older than 3 months will be deleted. You can scan your computer again to
obtain the latest patches.

Note: This feature is available from Gateway v3.40.1 and later.
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Single Sign-On (SSO)
How to apply for a new SSO method? (SAML 2.0)

Splashtop now supports logging in to your Gateway and Splashtop On-Prem app using the
credentials created by your SAML 2.0 identity providers. Please follow the below instructions to

apply for an SSO method for your team.

Requirements
e Splashtop Gateway v3.24.0 or higher
Insert the IDP/X.509 cert info

1. Log in to your Gateway with the owner account, then go to

Management/Settings/Authentication/Single Sign-On.

2. Click "Add" to add Gateway URL. Please fill in the correct Gateway URL to ensure the connection

between Gateway and IDP.

3. Click "Add SSO Method”, then insert the required information and save the settings for your
SSO method.

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in ~ Page 229 of 332
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



;\' splashtop

Splashtop On-Prem Admin Guide

Semings / Authentication

single Sign-On  AD Authentication

General Settings
S50 Name *

Notes

Identity Provider Settings

Please copy these configurations or download the Service Provider Metadata to create a custom app in your Identity Provider. Download

Entity ID

Assertion consumer service URL

Service Provider Settings

Protocol

IDP type

onpremise.splashtop.com Oy

https://test.gatewayaddr.com:443/apifsamlfacs 0

SAML 2.0

ADFS

[_] Enable force authentication
le this item to require S5O users to re-login to the IDP each time.

[J Enable login hint

Enatle this ftem to pre-fill the 550 user name in IDP.

Metadata © Import an XML file () Import from URL () Add manually

XML file =

Back

e General Settings
o SSO Name: Insert a name for your SSO method.
o Notes: Insert the notes for your SSO method.
e Identity Provider Settings
o Entity ID: Please copy Entity ID and Assertion consumer service URL from
Gateway, then paste it to your IDP.
o Assertion consumer service URL: Please copy Entity ID and Assertion consumer
service URL from Gateway, then paste it to your IDP.
o Download service provider metadata: In addition, we also provide a metadata
download for you to import SP's metadata in IDP.
e Service Provider Settings
o Protocol: Fixed to SAML 2.0.
o |IDP Type: Choose IDP Type.
e Metadata (Insert the IDP SSO Login URL, IDP Issuer, and X.509 Certificate info from
your IDP: Okta, Azure AD, JumpCloud, OnelLogin or ADFS, or Other IdPs)

o Use the metadata import to automatically populate the settings

* Upload an XML or Import from URL
o OR Add manually
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= For X.509, you need to copy the contents from IdP and then paste it to the
field below.

= Be careful on http versus https addresses

4. After clicking "Save", the SSO method will be enabled.

Defaul SSO Name T Protocol IDP Type Status Device Authentication Browser Authentication

® ADFS SAML 2.0 ADFS (] & ] @ &
O ADFS 2 SAML 2.0 ADFS (] ® ©
O Okta SAML 2.0 okta (] @ &

e You can enable/disable/remove the SSO method in the gear button.

e You have the option to disable device authentication for each SSO method - just uncheck
the appropriate SSO method under the "Device Authentication" column.

e You have the option to disable browser authentication for each SSO method - just uncheck
the appropriate SSO method under the "Browser Authentication" column.

e You can also set the default SSO method. Click the radio button for the appropriate SSO

method under the "Default” column.
Note:

e SSO login is supported on Gateway (v3.24.0 or higher) and Splashtop On-Prem app
(v3.5.8.0 or higher).

Create SSO user
After you set up an SSO method on your Gateway, now you can add the SSO user.
Requirements
e Splashtop Gateway v3.24.0 or higher
Add SSO user

1. Follow the instructions to apply for SSO methods.
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2. Go to Management tab - Users, click on Add button on the top, then select SSO Users.

Users

:

ik Role T

Local User

AD User/Group

550 User

4 Owner

Import

A Manager (groups)
Local Users

AD Users/Groups 3 Member

S50 Users
"f" Member

3. Insert the required information of the SSO user, then click Add.

e Account: This is the SSO user's login account, it's unique in Gateway.
e Authentication: Select the SSO method you would like to associate.
e Enable users: If this item is enabled, users can establish a remote session. Otherwise, the
remote session is disabled.
e Enable web access: If this item is enabled, users can access the web portal. Otherwise,
web access will be denied.
e Group: Users can be grouped into different groups, grouping is efficient in users
management/ access permissions.
e Role: There are two types of roles in the system:
o Admin: An admin can manage the users, computers, grant access permissions, etc.
Admins can have remote sessions too.
o Member: A member can only have remote sessions with the computers with

access permission granted.
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e SOS Technician: Enable SOS-On Demand support capability.
e Add: Add the SSO user to the target group.

Add SSO User X

* Account

Authentication

SS0-Marketing-EU -

Group

Default Group -

Role

WMembear -

Status

Enable user Enable web access

S0S Technician
] Enable SOS

Cancel ‘ Add

Add SSO Groups/SSO Group members

SSO groups/SSO group members cannot be added manually, these items can only be created

through SCIM provisioning.
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Note: An SSO group member would inherit the user role and access permission of its parent SSO

Group.

Bulk import SSO users

After you set up an SSO method on your Gateway and confirm that you can log in successfully,

now you can import your users using a CSV file.
Requirements

Splashtop Gateway v3.24.0 or higher
Working Flow

1. Set up your SSO method. (Instruction)

2. Create a user with the created SSO method (Instruction) or associate an existing user with the

created SSO method (Instruction).
3. Test login using the above user.
4. For your created SSO method, start to import users using a CSV file.

Import SSO users

Go to Management tab - Users, click on Import button on the top, then select SSO Users.
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Users

Add
Local User
AD User/Group

550 User

Import

Local Users

AD Users/Groups

550 Users

(@]

Role T

a Owner
(2] Manager (groups)
£33 Member

£33 Member

Source

Local

Local

Local

Local
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Import SSO Users X

*Upload C5V file 4 Download example

Drag and drop file here to upload

Authentication

550-Marketing-EU v

Group

Default Group -

Email notification

Status

Enable users Enable web access

S0S Technician
[} Enable SOS

You have successfully imported 1 users at 2024-10-31 15:25:26. Visit the last imported report.

Cancel [

e Select CSV file: Upload the CSV file with the AD user list.

e Download CSV file template: Import AD users using the CSV file template.

e Enable email notification: if you are configured an SMTP server. Enable this item, then
users can receive the notification email.

e Authentication: Select the SSO method you would like to associate.

e Enable users: If this item is enabled, users can establish a remote session. Otherwise, the

remote session is disabled.
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e Enable web access: If this item is enabled, users can access the web portal. Otherwise,
web access will be denied.

e Group: Users can be grouped into different groups, grouping is efficient in users
Mmanagement/ access permissions.

e SOS Technician: Enable SOS-On Demand support capability.

e Import: Import the SSO users in a CSV file to the target group.

Imported report

After the user import is completed, Admin or Owner can view the import results and download

the imported report.

Import SSO Users Report X
Account T Status
" Success
" 5Success
" Success
" 5Success
" 5Success
' Success
Success: 6, FallurerD Close
Notes

1. Itis only CSV file format supported.

2. The data in the file has to follow the standard layout. You can download the example.csv
below to check the layout/format.

3. You cannot start importing another CSV file until the current import has been completed.

4. All successfully imported users will be given the member role.
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How to associate SSO method to existing team admin/member?

Requirements

e Splashtop Gateway v3.24.0 or higher
Working Flow
1. Follow the instructions to apply for SSO methods.

2. Log in to your Gateway — Management — Users, click the gear icon of the user profile you

would like to modify and select Change authentication.

Users
0 +Collapseall T riters (= (T Q
(] Account Role T Source Display Name Last Login Status Assign user group
O 3 Member Local prn Access permission ®
Change role
O €3 Member AD Group (CBK) Enabled) | oo conral (&)
[J ~ AlphaCorp 9 Change display name &
O 2 O admin Local 2024-08-20 16:06:14 Eii|| LChangeauthentcation &
Configure 2-step verification
O O admin AD Group (CBK) Frebled peset password ®
O R Manager (groups) Local Ensbled  pcable user @
O - €3 vember Local Enabled  Disable web access @
Enable SOS
O € Member Local Enabled o ser &
O i ) Member Local Enabled @ &

3. Select the SSO method you would like to associate with.
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Change Authentication Method X

Authentication

S50-Marketing-EU -

Password for Gateway account

550-Marketing-EU v

4. Additionally, you can change authentication by bulk actions. Select the account by clicking on
the checkboxes to the left of the account. Then click the Bulk Actions button to configure

the Change authentication items for selected accounts.

Bulk Actions §) ~ [] Only show selected

t Bulk Actions

Granular Control

| Assign Group

Change authentication

Enable User
Dizable User
Enable web access
Dizable web access
Enable 505

Disable 505

Unlock User

Remove User
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Change Authentication Method

You are changing 5 selected user(s) to a new authentication.

Authentication
550-Marketing-EU

Create or manage 550 methods

Notes

e For security concerns, only Owner can change Authentication Method.

e Owner's authentication can not be changed.

e AD user/AD group/AD group member's authentication can not be changed.

e When the authentication of the user has been changed, the ongoing web session and

remote/SOS session will be interrupted and the user need to log in again based on their

new authentication.

How can | log in using an SSO account?

You can use an SSO account to log in to your Splashtop Gateway and the Splashtop On-Prem app

(v3.5.8.0 and newer).
Please follow the instructions below to log in using an SSO account.
Requirements

e Splashtop Gateway v3.24.0 or higher
e On-Prem Client app version 3.5.8.0 or higher

From Gateway

1. Enter your Gateway address and visit SSO login page
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2. Insert your SSO account then log in.

Login

Account

user@example.com

Password

Password

C} Continue with SSO
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Continue with SSO

Account

< Go back

3. Click Single Sign On button, it will lead you to the identity provider portal. E.g., Okta portal.

C O @ dev-976235.0ktapreview.com

Connecting to &

Sign-in with your account to access

okta

Username

Password

| Remember me

Need help signing in?

Powered by Okla Privacy Policy
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4. Log in to the identity provider portal then, it will log in to your Gateway.

&% splashtop

©

You have successfully logged in with the account
gamer@Alexxhifoxmail,onmicrosoft.com

From Splashtop On-Prem app

Please make sure you are using v3.5.8.0+ Splashtop On-Prem app.

1. On Splashtop On-Prem app, click Single Sign-On login link.

Splashtop On-Prem = [m] X
File View S05 Window Help

& splashtop on-prem

B Stay logged in

Forgot your password?
Single Sign-On login
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2. On the Single sign-on login page, insert your Gateway address and SSO account then click Log

In.

Splashtop On-Prem - o X
File View SOS Window Help

& splashtop on-prem

@ Stay logged in

3. Clicking the Log In will bring up your web browser and go to the identity provider portal. E.g.,
Okta portal.

Connecting to &}

okta

-

sign In

Username

Password
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4. Log in to the identity provider portal then, your app will log in.

;\’ splashtop

You have successfully logged in with the account
Lo =0 - - =

Please continue using your Splashtop On-Prem app

How to generate the SCIM provisioning token?

A secret token is required to be configured on your IDP portal so the SCIM provisioning can work.

You can log on your Gateway to generate your secret token for SCIM Provisioning.
How to generate

1. On your Gateway, go to Management/team settings/authentication/single sign-on. Add your

Gateway URL, then click SCIM Configuration.

& splashfop ] Settings / Authentication

@ My computers Single Sign-On  AD Authentication

L0 My devices
Gateway URL:  httpsi/ites. oy (Edit)

B Logs v
Add S50 Method SCIM Configuration
s Downloads

Up to 10 SSO methods can be added.

@ sos
Default SSO Name T Protocol IDP Type Status Device Authentication Browser Authentication

38 Management v
@ Settings ~

Team settings

| Authentication

Email

syslog

API

A

£ system v =

There is no data to display temporarily

2. Click the copy icon to copy the Base URL and API Token.
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SCIM Configuration X

#

Base URL https:/Mmes 4 ‘api/scim/vl 0y

eylhbGciOi)SUzITNilsInR5cClelkpXVC]9.ey]0aWQiOjEsImtleSi6liB)S3h3ektEYD
9WVUVRaGpmdllOSUXETkI6c2d5QnVYliwiaXNzljoiU3BsYXNodGIwRWS0ZX)w
cmlzZS)9.P3gpGeqElC2PulheDk3rOh0jCaQWrYVAIHOWBfMkl6dxr-DikveLUCS
SO0XY-ZubsKVSPI5Kp_brobkXv]E-OhmIQStILFrKdGN7rNrOLVORNCYAOBZKL
COBSIADO4P_-m_SLf20alU242]Ftrat2YI55QZfajaujLxuRm41_hzFOb0ggsOFzeZ
FCUZELYKZNhK5PYCTENP4)vBMyCFRIL-4Z5K)MP9IgVSng74A09eRbosO3rylr
HsINSfWYSFBRENLCOgjhOCh2LwBrd40OUPz99jGBZOXVqiZTTWbNvedVWGC08

081Y90WOCiPQxNUeq81sBF0Ss59V_p_s7_EERHQ

API Token g n

3. Click generate icon to generate a new APl Token.

SCIM Configuration X
Base URL hittps:/ M e oo ®98)/ 2 pi/scim/v1 0
eyhbGciOi|SUzITNilsInR5cCI6IkpXVC]9.ey]0aWQiOjEsimtleSI6lIB]S3h3ektEYD
IWVUVRaGpmdlIOSUXETkI6c2d5QnVYliwiaXNzljoiU3BsYXNod GOWRWS0ZXJw
cmlzZ5)9.P3gpGeqElC2PulheDk3rOhOjCgQWeYVAIHIWSBMKI6dxr-DikveLUCS

sO0XY-ZubsKVSPt5Kp_brobkXv]E-OhmIQStILFrKdGN7rNrOLVORNCYAOBZKL
COB6SIADO4P_-m_SLf20aU242)Ftrat2YI55Q7ZfajaujlxuRm41_hzFOb0ggsOFzeZ
FCUZEtYKZNhKS5PYCTENPA)VBMyCFROL-4Z5KIMPOIgVSng74A09eRbosO3rylr
HsIN8fWYSFBRENLCOgjhOCh2LwBr4d0UPz99]G8ZOXVgiZT1WhNvedVWGCO08

081Y90WOCIPQxNUeq81sBF05559V_p_s7_EERHQ

API Token g

Settings

Team Settings

A team is a concept in multi-tenant Splashtop On-Prem system, where a tenant is regarded as a
team. The Team Administrator can access and manage the Team Settings in the Management

Console.
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}:sp!ashfop' D Settings / Team settings
CJ My computers 1
General

L0 My devices

z
B Logs v Two-step verification
¢t; Downloads Device authentication
@ S0s Account policy
E Service Desk Session security

3 Unattended access
ADMIN B Attended access
88 Management "~ 5 User settings
{o} Settings ~

Team settings
Authentication
Email

Syslog

API

= System W

There are 5 sections in the team settings page:

e General

e Security

e Unattended access
e Attended access

e User settings
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General

General

Team name Gateway URL

& Fd

User seats 505 seats

Computers

e Team Name: you can customize the Team Name here. The Team Name will reflect in
account information of all Streamer and client devices.
e User Seats: it shows the maximum count of the team's available user seats and the count

of the enabled user seats.

e Computers: it shows the maximum count of the team's deployable computers and the
count of the deployed computers.

e (Gateway URL: This parameter serves as the external domain name for accessing the
Splashtop Gateway service.

e SOS Seats: it shows the maximum count of the team's available SOS seats and the count of
the enabled SOS seats.
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Security

Security

Two-step verification

Manage trusted devices

Default Granular Settings

hdmin Growp Admin ~
manager configurable (1)
Require users to enable two-step verification O Off v

Allow users to trust devices Forever ~

v e

Disable device and browser authenticaiton when two-step verification is enabled

Device authentication

Device authentication Detailed settings

Browser suthentication Detailed settings

Device MAC address restrictions  Detailed settings

CHCNCN®

Device imeout 24 hours v (3

Browser timeout (& & hours ~

Account policy

Remember app login (@

50

Complex password Detailed settings

Account lockout Detailed settings

Session security

Default Granular Settings

Admin/Group d .
manager configurable ()
Remote control @ Off v

Save security code (Entered when starting a session)

Save Windows / Mac credential (Enterad when starting a session) (f)

Two-step verification: 2-Step Verification adds another layer of security by time-based OTP
verification provided by prevalent authenticator APPs in mobile phones. An On-Prem client must
input a 6-digit TOTP code to log in to the

device.
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Two-step verification

Default Granular Settings

Y w6
Require users to enable two-step verification Off w
Allow users to trust devices Forever v G)
Disable device and browser authenticaiton when two-step verification is enabled (l)

Manage trusted devices: Team administrator is able to overview the trusted devices and

remove them if necessary.

Require users to enable two-step verification: Here are two checkboxes in the Default Granular

Settings column, one is for Admin/Group manager and the other is for Member.

If the first checkbox is checked, an admin user/group manager is required to set up a 2-step

verification device when trying to log in to On-Prem client for the first time.

If the second checkbox is checked, a member user is required to set up a 2-step verification

device when trying to log in to On-Prem client for the first time.

Authentication Required X

You are required to configure Two-Factor Authentication.

OK

In addition to the two checkboxes, there's a separate column named Admin configurable
with a down arrow. If you want to allow admin and group manager to configure granular

settings for others, you can click the down arrow and select ON.
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Allow users to trust devices: if this option is checked, a Splashtop On-Prem user can choose to
trust a client device so that he is exempt from entering TOTP code for future login. And you can
click the down arrow to set a valid period (Forever, 1 days, 7 days, and 30 days) for the trusted

devices.

On-Prem — O

.4

St

File

View 505 Window Help

& splashtop on-prem

| 192.168.70.194:443

Two-Step Verification >

Please enter the security code generated by the
authenticator app on your mobile device.

[ Trust this computer. You will not be asked for a code
again on this computer (unless required by admin).

WVearify Cancel

Forgot your password?

Disable device and browser authentication when two-step verification is enabled: enabling
this option means that device and browser authentication is disabled if you've enabled

two-step verification (which provides even greater security).

Device authentication: if this option is checked, device authentication is required before a

remote session can be initiated. You can click Detailed settings for more granular settings.
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Device authentication

Device authentication Detailed settings G)
Browser authentication Detailed settings G)
MAC address restrictions for On-Prem app Detailed settings G)
Log out idle users from On-Prem app 24 hours v @ G)
Log out idle users from browser (& 8 hours v

Browser authentication: if this option is checked, browser-based authentication is required
before a remote session can be initiated. You can click Detailed settings for more granular

settings.

MAC address restrictions for On-Prem app: because MAC-based addresses are unique to
each device, using MAC addresses for authentication might seem more secure. If you check
this option, you need to complete more detailed settings to ignore specific MAC addresses.
You can input MAC addresses to ignore one by one, or directly import an existing .csv

formatted file (which can also be exported).

Log out idle users from On-Prem app: if this option is checked, users will be force logged out

from on-prem app when idle time reaches 15 minutes /1 hour /8 hours /24 hours.

Log out idle users from browser: this setting lets you log out users from the browser when
they are idle for a certain amount of time (5 minutes /15 minutes /30 minutes /1 hour /4

hours /8 hours)
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Account policy:

Account policy

Remember app login @ (’)
Complex password Detailed settings \T’\
Account lockout Detailed settings (’)

Remember app login: if this option is checked, users don't need to enter their credentials

every time they log in their account.

Complex password: by checking this option, you can finely tune the complex password
policy, including password minimum length, enable password expiration period, and

enforce password policy at next login.

Account lockout: by checking this option, you can set the account logout threshold and

choose how to lock the account out.

Session security:

Session security
Default Granular Settings

Admin / Group Admin

manager Mol configurable @)
Remote control () Off ~
Save security code (Entered when starting a session) (/)
Save Windows / Mac credential (Entered when starting a session) (f)

Remote control: this option is designed to disable to restrict remote control from Admin /
Group manager and/or Member in a remote session. If you want to allow admin and group
manager to configure granular settings for others, you can click the down arrow from the

separate column of Admin configurable and select ON.

Save security code: if this option is checked, the security code will be saved while

establishing a remote session.

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in  Page 253 of 332
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



;\' splashtop

Splashtop On-Prem Admin Guide

Save Windows / Mac credential: if this option is checked, the Windows / Mac credential will

be saved while establishing a remote session.

Unattended access

Splashtop Remote Support or Splashtop Business Access can enable remote support and
control with the endpoint installing corresponding software. And initiating a remote

session doesn't need anyone being present.

In this section, some features are supported to be finely tuned from the Default Granular

Settings column.

Unattended access

Default Granular Settings

Admin/ Group Admin

Member

manager configurable @
File transfer
Upload off v~
Download s Off v
Text copy and paste E
From lacal to remaote off v
From remote to local Ooff v~

Remote print Off v
Remote command Off ~
Watermark protection Detailed settings G) (]

Request permission to connect (3 ] (| Off v
Centralized session recording Detailed settings Off ~

File transfer: enable file transfer (upload and/or download) between the local and remote

computer (Windows and Mac only).
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Text copy and paste: enable text copy and paste from local to remote computer and/or from

remote to local computer.

Remote print: enable document printing from a Streamer computer to a printer connected to the

client computer.

Remote command: enable sending command to a Streamer computer from a client computer.

Watermark protection: by checking this option, users can customize the watermark text and
layout to display during remote session, including font size, font color, font opacity, outline color,

outline opacity, etc.

Request permission to connect: it provides the user 3 options on how to accept the remote
connection prompt, namely reject connection after request expires(at login screen, reject
automatically), request expires(at login screen, allow automatically), and allow connection after

request expires.

Centralized session recording: by checking this option, recorded remote sessions will be
automatically recorded to a centralized cloud location. Users can further select who can

playback/download/remove recordings from Detailed settings.
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Local session recording Detailed settings

Concurrent remote session (1)

Paste clipboard as keystrokes

Remots wake

Remote reboot

Ofi-session chat

Device redirection Detailed settings

Wacom Bridge () Learn more

Remote microphone

In-session voice call &)

ROP Computer

WMNC Computer

353H Computer

Web app @ Learn more

System Tools for Owner only v (1)

Cffline computers policy Detailed settings

eeoBABAGBNNBNBHBNAABN

Auto update Streamers Detailed settings
Scheduled access (1

Session Indicator (D

Remote session  Background actions (0

Display type Pop-up & Banner

Allow user to close the banner ‘,})

Local session recording: enable local session recording to assign auto recording, path and size

limit to storage folder for SOS app by Windows or OS platforms.
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Concurrent remote session: enable concurrent remote session to a Streamer computer from

multiple client devices.

Paste clipboard as keystrokes: a special way to paste, you can enable it to paste the content in

local clipboard to remote computer as key strokes.

Remote wake: enable waking up a Streamer computer from a client device.

Remote reboot: enable rebooting a Streamer computer from a client device.

Off-session chat: enable off-session chat function.

Device redirection: enable it to select the USB class to user for device redirection.

Wacom Bridge: enable this function to seamless use Wacom's pen technology on local.

Remote microphone: enable this function to transmit a local microphone input to a remote

computer.

In-session voice call: enable this function to initiate a voice call to the end-user during the remote

access session.

RDP computer: enable connecting to an RDP computer from a client device.

VNC computer: enable connecting to a VNC computer from a client device.

SSH computer: enable connecting to an SSH computer from a client device.

Web app: enable this function to allow users to connect to remote computers with browsers.

System tools for: By entering computer's admin username and password, to designate who can

access system tools.

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in  Page 257 of 332
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



;\' splashtop

Splashtop On-Prem Admin Guide

Offline computers policy: Enabling this option to set how many days offline computers will be

automatically removed.

Auto update Streamers: enable this to apply the Streamer updates to all computers or only

specific computers and computer groups.

Scheduled access: enable this to schedule times for when users can remotely access.

Session indicator: from here you can choose display type and if you allow user to close the banner

for remote session and background actions.

Attended access

Splashtop On-demand support, a.k.a SOS, is a way of remote support without the endpoint
installing any software. Instead, the endpoint downloads and launches a portable SOS app, to

which a technician can connect with a Splashtop On-Prem client.
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Attended access

Default Granular Settings

B e | e,
Centralized session recording Detailed settings G) (] ]
Apply granular control settings as unattended access (3 (/)
ession file ®

Text d paste @

Vate e
Local session recording Detailed settings G)
Concurrent remote session (3 (l)
Paste clipbeard as keystrokes (f)
In-session voice call @ (x)
Web app @ Learn more (/)
Third Party Integration Set up API Key
Session Indicator

Display type O Banner ~

o

Allow user to close the banner

Centralized session recording: by enabling this option, recorded remote sessions will be
automatically recorded to a centralized cloud location. Users can further select who can

playback/download/remove recordings from Detailed settings.

Apply granular control settings as unattended access: if this option is unchecked, e2-step

verification and remote control would always follow granular control settings as the user level.

In-session file transfer: enable file transfer (upload and/or download) between the local and

remote computer during the remote session.
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Text copy and paste: enable text copy and paste from local to remote computer and/or from

remote to local computer.

Watermark protection: by enabling this option, users can customize the watermark text and
layout to display during remote session, including font size, font colour, font opacity, outline

colour, outline opacity, etc.

Local session recording: enable session recording for SOS remote support session.

Concurrent remote session: enable concurrent remote session for multiple Splashtop client to

connect to the same SOS app.

Paste clipboard as keystrokes: a special way to paste, you can enable it to paste the content in

local clipboard to remote computer as key strokes.

In-session voice call: enable this function to initiate a voice call to the end-user during the remote

access session.

Web app: enable this function to allow users to connect to remote computers with browsers.

Third Party Integration: from here users can integrate with a third party by clicking Set up API
Keys.

Session indicator: from here users can choose display type and if allow user to close the banner.
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User Settings

User settings

Group-specific manager role Learn more

Allow members to see groups

Allow members to connect to computers in an active connection
Allow members to establish concurrent sessions @

Allow members to disconnect other's sessions

Allow members to reboot computers and restart Streamers Detailed settings

68060606080

Member's permission for computer notes View only v

Group-specific manager role: enable group manager role who manages a group.

Allow members to see groups: allow member users to see computers in his group.

Allow members to connect to computers in an active connection: allow member users to establish

remote sessions to the computers that have already been connected.

Allow members to establish concurrent sessions: allow member users to remote into multiple

computers concurrently.

Allow members to disconnect from other's sessions: allow member users to end others' remote

connections.

Allow members to reboot computers and restart Streamers: select actions that member users can

perform on the computers, including restart Streamer, normal reboot, and safe-mote reboot.

Member's permission for computer notes: manage member users' permission for computer notes,

including cannot view and edit, view only, and view and edit.
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Remove offline computers policy

The Remove offline computers policy determines how many days offline computers will be
automatically removed. This feature allows Team Owner to set policy parameters to clean the

obsolete computers automatically.
How to set Remove offline computers policy?

1. Log in to Gateway's management console as Owner, go to Settings > Team Settings >

Unattended access. Check the Offline computers policy.

General VNC Computer
Security SSH Computer
Two-step verification

G
Device authentication Weh app @ Learnimore

Accoline golicy System Tools for Owner only v @

Session security

Offline computers policy Detailed settings
Unattended access P polcy. &

CICICH NN

Attended access Auto update Streamers Detailed settings

User settings =
Scheduled access (0

Session Indicator (0

2. Configure Offline Days and Start time in Detailed Settings. Then click Save button to save

the settings and turn on the feature.

o Offline days: Set the offline days, the computers that meet the offline days will be

removed.

e Start time: Set this policy's start time, which will repeat every day.
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Offline Computer Policy X

Enabling this policy will result in the permanently remove of computers from this
team if they have been offline for a duration equal to or greater than the
specified number of days.

Offline days 30 & @D

Start time (Daily) 08:00 (& | (UTC Time: 00:00)

3. Click Save to save the settings.

4. This policy is disabled by default. Enabling the option when auto-remove computers will help in

your scenario.
How to set web access?
What is web access

Web access determines whether or not a user can access Splashtop Gateway web portal. When
web access is disabled, a login attempt will be blocked by browser, although this option does not

affect the user's remote access capability from native Client apps.
Where to configure web access

Log in to your Gateway web console with the owner or admin account.
Create User

You can set the web access when creating new users. Navigate to web/management/users page,

click on Add or Import.
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Users
s
Akl Role T Source
Local User
AD User/Group
S50 User § Owner Local
3 Member Local
Local Users
AD Users & member Local
S50 Users € Member Local

Add User

* Account

* Password

* Confirm Password

("] Request to change password when next login

Group

Default Group

Role

Member

+ collapseall =Fiters = Q
Display Name LastLogin Status
2024-08-20 16:04:34 Enabled @
2024-08-08 17:55:50 Enabled @
Enabled ©
2024-08-20 16:01:22 Enabled @

@ Password mustinclude:
« Atleast8 characters
« Atleast 1 lowercase Latin letter (3-z), 1 uppercase
Latin letter (A-Z) and 1 number

t 1 special character ~1@#§%A8_—+="[\){}

* No match of the account name

Status
Enable user nable web access

505 Technician

() Enable 505/0n-Demand support

Edit User

Cancel ‘ ‘

Enable/Disable Web access from /management/users tables.
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® 5 6 8 i
N

®©@ ©® © @

You can choose a specific user account and set the web access for the specific account. Navigate
to web/management/users page, next to each user in the user list, click on the gear icon and

choose Web access.

Assign user group

Access permission
Change role

Granular Control

Change display name
Change authentication
Configure 2-step verification

Reset password

Bisabie teer Enable Web Access X

Enable web access

Are you sure you want to enable web access for User 7

Cancel Ensuvle

Enable 505

& @& &8 8 & & & @@

Remove user
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Bulk actions

You also can set the web access for multiple accounts via bulk actions. Navigate

to web/management/users page, click on the gear icon and choose Web access.

Bulk Actions §) - [] only show selected
Bulk Actions
Granular Control ‘mbx
Assign Group 'mb
‘mbi
Enable User
‘mbi
Disable User

| Enable web access

Disable web access

min
Enable SOS
Disable SOS min
Unlock User nag
Remove User
'mbe
Enable web access X

You are enabling web access for 3 selected user(s).

Setup two-step verification

Two-step verification, also known as 2-factor authentication or 2FA, or Multi-factor authentication

(mfa) is an optional but highly recommended security feature.
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Once enabled, logging into Splashtop will require an additional six-digit security code, in addition
to your account's password. The security code will be generated by an authenticator app on your

mobile device. (Text messaging is not supported.)

This means, even if someone has figured out or stolen your Splashtop On-Prem account ID and

password, he or she will not be able to log into your account and access your computers.

Splashtop On-Prem support TOTP (Time-based One-Time Password algorithm) based 2 step

verification, and verified with the following authenticator apps:

e Google Authenticator (Android/iPhone/BlackBerry)
e Duo Mobile (Android/iPhone)
e Microsoft Authenticator (Android/iPhone/Windows Phone 7)

e Okta Verify (Android/iPhone)
e Other popular OTP apps

Setup Guide
Step 1

Login to management console as Team Owner, and go to Settings > Team Settings, you can

specify how and whom the 2-step verification should be enforced.

Settings / Team settings ‘

General

Security

Security

— Two-step verification
Two-step verification

N - Manage trusted devices
Device authentication

Account policy Default Granular Settings

Session security Admin/Group Admin
manager configurable ()

Unattended access
Require users to enable two-step verification J J Off v

Attended access

User Settings Allow users to trust devices Forever v

Disable device and browser authenticaiton when two-step verification is enabled G()

Device authentication

Device authentication Detailed settings

CN°)

Browser authentication Detailed settings
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If an account has been enforced to enable 2-step verification, he/she will be required to pass
through the 2-step verification setup guide to continue using the service, or it will pop up the

following window when they try to log in to the client app.

test2@splashtop.com

Authentication Required x

You are required to configure Two-Factor Authentication.

Step 2

To set up the 2-step verification account for the first time, the user is required to log in to

the Gateway using his/her own account.
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Account

Password

C}, Continue with SSO

Follow the instructions to complete the setup.
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Enable Two-Step Verification

Set up your two-step verification now!

For team security purposes, you are required to set up
two-step verification.

Click Setup, It would generate a QR code, users need to launch the authenticator app to scan

it.

Set up Two-Step Verification

1 Scan the QR code or enter your secret key manually.

AGBDMNY4DDWOONGTQ3TDA
YT6HMBOZWQX77NVNVSF2i6Kk ()

2 Enter the 6-digit code from your authenticator app to
complete the pairing.

Authenticator code

)

*1f the 6-digit code does not work, please make sure system time is
set accurately on your mobile device.

Launch the authentictor, take okta Verify as an example, and complete the following steps.
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Add account -> Organization -> Scan a QR code -> Done.

al T
okta Verify + Okta Verify Okta Verify
Verify To Continue @
If your organization provided a QR code, you can
scan it to continue. Account Added

test2@splashtop.com
Otherwise, you can sign in with your
organization's Okta account. You can now securely sign in to your
organization's apps.

Return to your organization's instructions to
continue.
No accounts added
Important: Keep this app installed on your device.
Add an account to verify your identity when you You'll need it to sign in.
access your organization's apps

——
\ Scan a QR Code

]
—

It will generate the security code on your app. Enter the security code from your authenticator

app to finish pairing.

okta Verify

S Splashtop+Gateway >

test2@splashtop.com

956 080
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Click Copy or Save codes to proceed to the next step.

Save Recovery Code

Recovery codes are as important as your password and are shown
only once for security, which you can use these one-time codes to
access your account if needed.

30253030 47963886
03772248 71163585
70256236 10195447
02536832 16150398
01989073 11974209

*Click Copy or Save codes to proceed to the next step

Copy codes Save codes ’

Now, we have finished enabling two-step Verification. Users can login to Splashtop on a new

device now!
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Two-Step Verification is Enabled X

Congrats! You've enabled two-step verification!
From now on, when you log into Splashtop on a new device,
you'll need to enter a 6-digit code from the authenticator app
on your mobile device.

Step 3 Login console or On-Prem app with two-step verification enabled

Users will be required to enter the one-time passcode when 2-sv is enabled and setup. If Team

Owner has allowed trust device, users can check trust this device for convenience.

test2@splashtop.com

srnnknns

Stay logged in =
Cancel
Two-5tep Verification X

Please enter the security code generated by the
authenticator app on your mobile device.

[ Trust this computer. You will not be asked for a code
again on this computer (unless required by admin).

Verify Cancel

Figure. 2-sv passcode input dialog on On-Prem app
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Trust this device. 6-digit code will not be requested any
more on this device.

< Go back

&3 Recovery Code Login

Figure. 2-sv passcode input dialog on web console
Q&A
1.Why do | always get errors with 2-sv passcode?

TOTP is working as a time and clock-based authentication, when there are obvious system clock
differences, like more than 30 seconds, you may encounter error to pass 2-sv passcode. Please

make sure the system time of Gateway server and your authentication keep in synchronized.
2.What if | lost my cell phone and forget my recovery code?

Please contact your Team Admin to reset your 2FA settings if recovery codes are lost.

The following is the procedure of resetting 2FA for administrator:

1. Login to gateway as administrator
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2. Go to Management ->Users -> Gear button -> Configure 2-step
verification

Management / Users °v

Users

Assign user group

Access permission
Change role

O Account Rele T Group Source Display Name Granular Control

(] ) Member Cybersecurity Local Change display name @
Change authentication

0 3 Member Alllis Ceirfy Local Configure 2-step verification @

O ) Member Cybersecurity Local Reset Password @

(] €3 Member Cybersecurity Local Disable user ©
Disable web access

O ) Member Cybersecurity Local — @

O 3 Member Alpha Corp Local Remove user

(] O Member Cybersecurity Local )

O 3 Member Cybersecurity Local @

] ) Member Cybersecurity Local @

O ) Member Cybersecurity Local @

m ~a RS Pz ™

3. Disable 2FA

Disable 2FA X

User jodie@abc.com has been required to enable 2FA, disable 2FA will lead the
user to set up 2FA again, sure to proceed?

4. User could set up 2FA again.

I-i’}. Note: TOTP is working as a time and clock-based authentication, when there are

obvious system clock differences, like more than 30 seconds, you may encounter
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error to pass 2-sv passcode. Please make sure the system time of Gateway server

and your authentication keep in synchronized.

Set up Two-Step Verification with Email

Two-step verification, also known as 2-factor authentication or 2FA, or Multi-factor authentication

(mfa) is an optional but highly recommended security feature.

Once enabled, logging into Splashtop will require an additional six-digit security code, in addition

to your account's password. The security code will be sent to your email.

This means, even if someone has guessed or stolen your On-Prem account ID and password, he or

she will not be able to log into your account and access your computers.

From Gateway v3.36.0, Splashtop On-Prem supports email OTP (One-Time Password) based

two-step verification.

Enable SMTP server in Gateway

Since two-step verification relies on email, please ensure the SMTP server is correctly configured
and enabled. Additionally, verify that users' email addresses are accurate. Otherwise, they will not

receive the one-time password to complete the two-step verification process.

Log in to the web console as Team Owner, go to Settings > Email, then you need to configure

and enable your SMTP server.
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& splashtop’ () Settings / Email (v B

2 My Computers

Email Settings

L0 My Devices

E Logs » Enable SMTP Server
> Downloads
Gateway URL * 2 m
@ sos
[ service Desk SMTP Server Encryption Port Sender
. Gateway Admin @
28 Management ~
{&) settings ~

Team settings

Authentication
l Email

Syslog

APl

System w~

0o

Enable and select the method for two-step verification

Log in to the web console as Team Admin. Go to Management > User, enable two-step

verification for users and select Verification by Email as the two-step verification method.

Require Two-Step Verification X

Please select the available two-step verification methods for this user.
Require users to enable two-step verification

Verification by Authenticator app @

Verification by Email

Set up two-step verification

Please follow the instructions to complete the two-step setup flow. First of all, Click Set up to

proceed to the next step.
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F . |

Enable Two-Step Verification x

Set up your two-step verification now!

For team security purposes, you are required to set up
two-step verification.

Then, the 6-digit code will be sent to your email. Enter the 6 code and click Next to finish pairing.

Set up Two-Step Verification X

1 A 6-digit code has been sent to

If you do not receive the email after a long wait, please contact
your team owner for assistance.

2 Enter the &-digit code in your email to complete the email
verification.

Authenticator code

Cancel

Click Copy codes or Save codes to save your recovery code. Please note that this code will only

be displayed once, save it in a secure place. Then, click Proceed to go to the next step.
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Save Recovery Code X

Recovery codes are as important as your password and are shown
only once for security, which you can use these one-time codes to
access your account if needed.

*Click Copy or Save codes to proceed to the next step

Copy codes Save codes Proceed

Finally, you've successfully enabled two-step verification.

Two-Step Verification is Enabled X

-

Congrats! You've enabled two-step verification!
From now on, when logging into Splashtop on a new device,
you'll need to enter a 6-digit code sent to your email address.
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Log in to Web Console or Splashtop On-Prem app with email

If an account has been enforced to enable two-step verification, after the user enters the account
and password, he needs to fill in the one-time 6-digit code received in his mailbox to complete the

login process.

Otherwise, if Team Owner has allowed trust device, users can check trust this device for

convenience.

]

Enter 6-digit code

Please enter the 6-digit code sent to 2 .
you do not receive the email after a long wait, please contact
your team owner for assistance.

[ Trust this device. 6-digit code will not be requested any
more on this device.

< Go back

&7 Recovery Code Login

Use saved recovery code to log in if your phone or authenticator
app is missing
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test2@splashtop.com

Stay logged in S
Cancel
Two-Step Verification X

Please enter the security code generated by the
authenticator app on your mobile device.

[ Trust this computer. You will not be asked for a code
again on this computer (unless required by admin).

Verify Cancel
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Local session recording on Gateway web console

Local Session Recording Detailed Settings

Local Session Recording

Windows
Storage Path Default
Size Limit 500

Auto Recording

Mac

Storage Path Specific

e.g. /Users/username/DocumentsSplashtop On-Prem
Size Limit

Auto Recording

Android

Storage Path App Settings
Size Limit 500

Auto Recording

Auto Recording

e Keep Auto Recording checked would force Splashtop On-Prem app to automatically

records each remote session when the session started.

e Settings from Splashtop Gateway Web Portal would overwrite On-Prem app settings by
displaying “Session recording is managed by team settings” on Options >

Advanced > Session Recording
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Platform

e Windows
e macOS

e Android (Requires Gateway v3.36.0 or later and Android app 3.7.4.0 or later)

Storage path

Recording files can be saved to different locations on On-Prem app computers or network drives

by mapping UNC path to it.

e Default:

1. Windows - C:\Users\username\Documents\Splashtop On-Prem
2. macOS - /Users/username/Documents/Splashtop On-Prem

3. Android -%device_album_path%/Splashtop On-Prem

e Specific:

1. Manually input local folder path from On-Prem app computer.
Manually input Windows UNC path: \\servername\path
Manually input macOS UNC path: //servername/path

AW N

Max path length: 256 characters.

e App Settings

Follows storage path based on Splashtop On-Prem app settings.

Size Limit

Recording files will be deleted automatically if the total recording file size exceeds the size limit.

e Minimum: 0 MB (Unlimited, all available space on On-Prem app computer)
¢ Maximum: 40,000 MB
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Centralized session recording

With centralized session recording, IT admin can enforce the recording of all Splashtop remote
desktop sessions. All sessions are recorded by Splashtop Gateway server, and once this feature

enabled the technicians do not need to manually start or stop recording from client app side.

The session recording videos can be played back or downloaded via the Splashtop web console,

for training as well as auditing purposes.

Requirements

e Local Computer (technician side): Windows and Mac only; Client app v3.5.2.2 or higher.
e Remote Computer (endpoint/end user side): Windows, Mac, iOS, and Android; Streamer
v3.5.2.2 or higher. If the streamer does not meet the version requirement, the session will

be blocked with the following error message.

Splashtop On-Prem X
Cannot Connect

You are not allowed to establish a session since
Centralized Session Recording is enabled. Please
upgrade the Streamer to the latest version to support this

feature

Enable Centralized Session Recording on the Web Console
Please contact Splahtop sales representative to activate the add-on feature for your license.

Centralized session recording is disabled by default and can be enabled via the Splashtop web

console.

(Gateway web console-> Settings ->Team Settings -> Unattended Access / Attended Access)
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Settings / Team settings

Watermark protection Detailed settings @
General
: i @ ] O ~
Security Request permission to connect @ L - off
Two-step verification | Centralized session recording Detailed settings a | a =2
Device authentication
Local session recording Detailed settings
Fssuunpliig : s ©
Session security Concurrent remote session @
Unattended Access
Paste clipboard as keystrokes (1)
Attended Access
User Settings Remote wake
Remote reboot (1)
Off-session chat (f)
Device redirection Detailed settings (’)
Wacom Bridge & (’)
Remote microphone (’)
Settings / Team settings
Attended Access
General
Security Default Granular Settings
Admin / Grou Admin
Two-step verification manager | Member configurable (D
Device authentication = =
Centralized session recording Detailed settings @ a v
Account policy
Session security Apply granular control settings as unattended access (l)

Unattended Access e ; p -/

Attended Access

User Settings

Local session recording Detailed settings

Paste clipbeard as keystrokes

Concurrent remote session & (1)

Detailed Settings

The ability to playback / download or remove recordings can be granted based on user role. Team

owner is granted all permissions by default.

For utmost security in handling the recording files, the encrypted streaming data must be stored
in your Splashtop Gateway to make sure file integrity. As a result, the LAN connection between

Splashtop client app and Streamer will be redirected to your Gateway server.

The recording files are retained for 30 days on your Gateway server. Make sure to download all

the files needed in time for future use.
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Centralized Session Recording

« Requires Streamer or SOS v3.5.2.2 or above.

« Recording starts automatically for sessions to Windows, Mac, iOS, and Android.

« Unsupported OSes and session types (Linux, SSH) will not be recorded.

« Recordings are retained for 30 days on Gateway server.

« LAN connection will be transfered to remote connection due to the nature of centralization. Learn more (3
« Access centralized session recordings at Session Logs page.

Playback / Download Recordings

Team owner (] All admins (] Current user

Remove Recordings

Team owner [] All admins

Cancel

Playback and Download

Recordings can be accessed from sessions log page in Splashtop web console.

(Gateway web console -> Logs -> Sessions)

& splashtop’ @)  Logs / Remote Desktop [ B
@ My Computers R
Session Logs
L8 My Devices
[t &
8 togs € Refresh Unattended Access - Last7Days= Q)
sessions
Remote Desktop Status Start Time Computer Computer Owner Accessed By Accessed From Duration Type Fite Voice Call Recording Note
File Transfe
Al 2024-10-30 14:58:08 Deployed computer 00:07:03 & ® & B ya
Chat
Remte Commared EportasCSv: 2024710 20249 20418 202477 B o

ssH

SERVICE DESK

Support sessions

Management logs

The Recording column on Session logs displays the access methods of a specific session.

Click on the recording icon next to a session to see the recording(s) for that session.
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Playback

Software

Explore Products

oG rrnRoe»x0g
a:spiosmop Products  Solutions  Pricing  Resources  Company Support Downioods tngish + 2
The #1Rated Remote a
Access and Support =,

v - @ x

P 00:00:00 / 00:00:20

-Vistro

+ Monitor 1

The recording will be split into multiple files when:

Technician switches the view to a different monitor.

Technician changes the frame rate.

End user's device switches orientation between portrait and landscape.

File size reaches 512 MB (e.qg. if total recording size is 3GB, it will consist of six files).
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Download your recordings

P 00:00:00 / 00:00:07

s MBA

Monitor 1

; Monitor 2

Download Recording

Monitor 1 Monitor 2

MBA_02:40:51 PM,Oct 18,2023_00000001_00:00:00_00:00:09.mp4 8

I

Click the download button either from Session logs web page or Player toolbar to enter the

download interface and choose the .mp4 to download.
Storage configuration

With Gateway v3.40.3, you can configure the recording storage path and retention period by
nhavigating to System > Maintenance > Storage > Configuration. Splashtop Gateway

service needs to restart to apply the changes.
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Centralized session recording X

Storage Path

Local absolute paths only. Make sure the directory exists and has enough available space.

© Default

C:h\Program Files (x86)\Splashtop\Splashtop Remote\Splashtop Gateway\sessionrecording

() Specific

Retention Period
O 30days

() 90 days

() 180 days

() 365 days

() Custom

If the centralized session recording storage path could not be found after restoration. Both the

path and retention period will be reset to the default values.

Notes

e Recording is performed by Splashtop Gateway as the sessions pass through the server. All
sessions will be proxied through Splashtop Gateway so that no other parties can touch the
recordings.

e Timestamps of recordings are based on the time zone of the session logs.

e Mouse cursor and audio are not part of the recording.

e If a session has multiple recording files (e.g. if technician switched the monitor view), the
files are organized by monitor and by timestamp in the file name (see screenshot above).

e This feature provides granular control at the account level. (Requires Streamer or SOS

v3.7.2.1 or above.)
e For the Clustering Gateway, additional configuration is required to enable centralized

session recording.
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Integrate Splashtop On-Prem with Freshservice

If you are using Freshservice to support customers or colleagues, it is now possible to remotely
access the end user's computer to troubleshoot an issue easily, closely, and efficiently, by
launching the connection from the support ticket itself. Splashtop On-Prem, a top-notch remote
desktop solution with in-house deployment capability, is currently available to seamlessly

integrate with your Freshservice account.

This article will guide you through the setup of the integration and how to use Splashtop to

support your Freshservice end users.

Set Up Splashtop On-Prem - Freshservice Integration

The setup of Splashtop On-Prem - Freshservice Integration is a one-time effort to connect the two
systems using an API key. You'll need an administrator account for both Splashtop On-Prem and

Freshservice to carry out the task.
Generate APl key from Splashtop Gateway
Only a team owner is able to generate APl keys from Splashtop Gateway.

Log in to Splashtop Gateway using team owner account, and browse to Settings > Team

Settings > Attended access > Third Party Integration.

Click on the button Setup API Key.
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&« splashtop M sewngs / Team settings
© My Computers Attended access

General
L0 myDevices Default Granular Settings

security
2 - Admin 1 Group Admin
Logs T step verifiation mancger | Member | eirable @
4, Downloads y
s D thenticati

Srenselentore Centralized session recording Detailed settings Off v

@ sos Accaunt policy
[ service Desk Session security Apply granular control settings as unattended access ( [ O]

Unattended access

Attended access
88 Management 1 v

User Settings
@ settings ~ 5

Team settings
Local session recording Detailed settings
Authentication

Concurrent remote session (&
Emal 2 e
sysiog Paste clipboard as keystrokes
AP ;
In-session veice call ©
= system ~ 4

webapp @ Learn more (4 \
Third Party Integration Set up API Key

session Indicatol

I@@e@@

Display type Banner v

Allo user to close the banner

8

In the pop-up window, check the checkbox at the beginning of the Freshservice row. This would

generate an API key in the Key field.

Set up API Keys X

Third-party Service APl Key Guide

eshservice D_J ) Link

The API key can be replaced with a new one by clicking on Get New Key button. The previous key
will then be nullified.

Device/Browser authentication

For better security, all devices where you run the Splashtop On-Prem app and log in with your

Splashtop Account now need to be authenticated via email or web console.
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The emails should only trigger once per application/browser per computer. Meaning logging into
the On-Prem app for the first time will trigger the email once and logging into the website in a new

browser should trigger it once.

When you log into a new device for the first time, if your system administrator decided to use
email authentication, we will email you an authentication link. You will need to click on the link
before you can log in successfully and start using the Splashtop On-Prem app on that device. (Wait

5 minutes to try a login to get another email sent out).

System administrator can configure detail settings with the owner account by log in Splashtop

Gateway web console top menu-> Settings -> Team Settings.

e Authenticator: Selected users can authenticate each log-in attempt generated from
Splashtop On-Prem app or Splashtop web console by verification email or from web
console.

e Authentication request expiration: If the authentication request is left pending for longer
than the configured expiry time without anyone verifying it, end users need to resend the
authentication request.

e Authentication duration: Once authenticated, the user won't have to authenticate the

same device/browser within the configured duration.
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&< splashtop m settings / Team settings
O My computers Device authentication
General
L0 My devices Device authentication Detailed settings G’
Security
B Logs v .
8 Tiwo-step verification Browser authentication Detailed settings »
b Downloads Device authentication
Device MAC address restrictions Detailed settings »
@ 505 Account pelicy
Service Desk Session security Device timeout 24 hours v @ @
Unattended access
Browser timeout (T 8 hours v
Attended access
88 Management ~ User settings Account policy
& settings ~ Remember app login G ‘3
Team settings &
Complex password Detailed settings @)
Authentication
Account lockout. Detailed settings »
Email
Device Authentication X

S50 Group/AD Group users are not supported as authenticators
Email authentication

©® »Addavalid SMTP Server to enable email authentication

Web console authentication
Manage authentication at Management > Authentication Requests when feature enabled

Team owner [ ] All admins

Add specific admins

Authentication request expiration @

(") 30 minutes () 2 hours (") 24 hours © 48 hours

Authenticated Duration

() 1day () 7days () 30 days Q© Forever

Cancel
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Browser Authentication X

S50 GI’OUDWED Group users are not suppcrted as authenticators
Email authentication

@ Addavalid SMTP Server to enable email authentication

Web console authentication
Manage authentication at Management > Authentication Requests when feature enabled

[ Team owner [ ] All admins

Add specific admins

Authentication request expiration ©®
() 30 minutes © 2hours () 24 hours () 48 hours

Authenticated Duration

() 1day (") 7days () 30days O rorever

Cancel [

Why am | not getting verification emails?

If you are not seeing the emails, please check the following:
e Please check in a few minutes, mail routing may be delayed
e Please check your spam and junk folders
e Your email service (i.e outlook) has a black or whitelist and we are being blocked by that
list/ yet to be approved.
o In Outlook 2010/201 3, click the Junk button on the ribbon and select Junk E-Mail
Options. You'll find the whitelists on Safe Senders and Safe Recipients tabs.
Blacklist is on Blocked Senders tab.
e Your network/domain has all emails from splashtop blocked and auto removed
o Should this be the case please communicate with your local network/IT admin to

allow splashtop emails through.
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Clicking on the verification link doesn't work?

Sometimes you receive the verification email but clicking on the authentication link doesn't work.
This can happen if the saved cookies on the browser are interfering sometimes. The easiest

solution is to open a new private browser/incognito window.

Open new tab

MNew window Open new window

MNew incognito window

Mew private window

Google Chrome Mozilla Firefox

Unpin from taskbar Unpin from taskbar

Close window

Then from here fetch a fresh authentication email and go to your email to authentication all while

using the incognito window/private window.

Notes

1. Please add a valid SMTP Server and test the function before using Email device/browser

authentication.

2. If you no longer have access to the email address you used as the Splashtop ID, please change
your Splashtop ID to a new email address and try to log in again. The authentication email will
be sent to your new email address.

3. Changing your Splashtop ID will clear all previously authenticated devices.

Splashtop On-Prem password policy

When create or update a password, it is important to choose one that meets the password

complexity requirements.
Complex Password Policy:

e 8 (minimum length is defined by your system administrator) or more characters
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e At least 1 uppercase Latin letter (a-z), 1 lowercase Latin letter (A-Z), 1 number (0-9)
e At least 1 special char ~l@#$%A&*_-+="\O{}[]:;"'<>,.2/
e No commonly used words

e No match of the account name or the last 5 passwords

Account lockout policy

The Account lockout policy setting determines the number of failed logins attempts that will
cause a user account to be locked. A locked account can't be used until Admin or Owner reset it

or until the number of minutes specified by the Account lockout duration policy setting expires.
Introduction

Account lockout threshold: The policy setting determines the number of failed login attempts

that will cause a user account to be locked.

Account lockout duration: The policy setting determines the number of minutes that a

locked-out account remains locked out before automatically becoming unlocked.

Manual unlocking: Admin or Owner can manually unlock the locked account in Management >

Users page
How to set the account lockout policy?

1. Log into Gateway's management console as Owner, go to Settings > Team Settings > Account

policy > Account lockout.

Settings / Team settings

General Device MAC address restrictions Detailed settings G)
Security Device timeout 24 hours v & G)
Two-step verification
Browser timeout @ 8 hours v
Device authentication
Account palicy
Account policy
Session security
®
Unattended access RemEmbERARRIGElN G (’)
Attended access Complex password Detailed settings
User settings
Account lockout Detailed settings @
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2. Then, Owner can configure the Account lockout threshold and Account lockout duration in

detailed settings.

Click Save button to save the settings and turn on the feature.

Account Lockout
Account lockout threshold: 10 4 failed login(s) @

Choose how to lock the account out:

() Account lockout duration: = 5 minutes

© Account will be locked out until an admin manually unlocks the account

= AD individual user and AD Group users are not applicable to this policy.

s Admins can unlock the locked account in Management -> Users page

How to unlock the locked account by Admin?

1.Log into Gateway's management console as Admin or Owner, go to Management > Users page.

Open the User Choice filter and select "Locked Users".

Management / Users °-
Users
s —
© Group © Role © Status Web Access D User SOS Status [ Locked Users More Filters ~
O Account it Role T Source Display Name Last Login :’i:":"k Status
O l:l jodie@test ) Member Default Group Local 2024-10-23 16:40:34 Manuall... Enabled &
« »
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2.Find the locked account, click on the gear icon and choose Unlock user. The locked user will be

unlocked after the confirmation.

Management / Users

Users

Bulk Actions @ - [] only show selected

2 Ace  Bulk Actions @

.- Granular Control
&2

57 Assign Group
0 o)

Enable User
U =8 Disable User

; Enable web access
Disable web access

O 2 Erable sos

- +,, Disablesos
O E:k
@) 5 Unlock User
Remove User
J Bt unmanciese g vy el
~
Unlock User X

Are you sure to unlock jodie@test ?

Getting notified when a computer goes online or offline

Splashtop On-Prem supports notifications for computer online and offline status. These

notifications can only be configured by the Owner.
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Getting started

Log in to the Gateway web console and navigate to Settings -> Team Settings.

Miscellaneous

Notification Set up Email Notifications

Then click on the "Set up Email Notifications" link. You can enable/disable notifications and

configure who receives them.

Set up Email Notifications

Event Recipient

A computer goes online Select computers Owner v

[[] Acomputer goes offline Select computers Owner and all admins v

Cancel Save

Choose the computers to monitor. Recipients will be notified when their status changes.
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Select computers

Get notified when changes are made on the selected computers.

(O All computers

Q© oOnly specific computers and computer groups

Q Search

Select groups

[ ] only show selected

o Test - Connection Pool (0)
& Test1 (0)

2 Test2 (0)

2 Test3 (0)

& Test4 (0)

& Test5 (1)

& Test6 (0)

& oaw

0 Group(s) Selected

Notes

Select computers
[ ] only show selected
Wl > Default Group
Il > Test - Connection Pool
[ > Test1
I > Test2
i > Test3
() > Test4
) > Test5s

) > Testé

Clear all 1 Computer(s) Selected

This feature takes effect when the SMTP server is enabled.

1-|-o

»

Clear all
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Session Transcript

Starting from version 3.36.0, Splashtop Gateway introduces support for Session Transcripts,
enabling administrators and auditors to review textual records of user sessions for security and

compliance purposes. This includes transcripts for:
Chat Transcript

Records all chat conversations between the technician and the remote user during a remote

support session.

Remote Command Transcript

Captures all commands executed via the Remote Command feature.

SSH Transcript

Records the terminal input/output of SSH sessions initiated through Splashtop.
How to enable chat transcripts?

Team Owner can either enable/disable the option to save in-session and off-session chat

transcripts to session logs in Team Settings. (Requires On-Prem Streamer v3.7.4.5 or above).

For Unattended access, navigate to [Settings] > [Team Settings] > [Unattended access] in

your Gateway.
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a
}:sploshfop D Settings / Team Settings 0 b
uuuuuuuu — - o
) My Computers
General
Copy and paste
L0 My Devices (’)
Security From local to remote off v
B togs % Two-step verification
B Do T From remote to local Off +
@ sos Account policy Remote Print off v
- Session security
[5] service Desk
Remote command Off v
Unattended access (’D
h Attended access Watermark protection Detailed settings G)
88 Management v
22 E Service Desk
g Request permission to connect
@ settings -~ User Settings -
X For general sessions J (] Off v
| Bl A Miscellaneous
Authentication For RDP terminal sessions (] a Off v
Erpiod Centralized session recording Detailed settings o ]
Syslog
Local session recording Detailed settings G’
API
& System ~ Concurrent remote session @
Status Paste clipboard as keystrokes (1)
Network
Remote wake E
Security
Remote reboot e
Notification
Softiore | Save in-session chat transcript to session logs @ [© ]
Maibernz Off-session chat
License
| Save off-session chat transcript to session logs @) G)
About
Device Redirection Detailed settings (1)
Wacom Bridge @ Learn more (% (-/) v

For Attended access, navigate to [Settings] > [Team Settings] > [Attended access] in your

Gateway.
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& splashtop’ BD  settings / Team Settings
©) My Computers

General
L0 My Devices

Security
© togs % Two-step verification
b Downloads Device authentication
@ so0s Account policy

Session security

[5] service Desk
Unattended access

S Attended access

88 management v

Service Desk

{& settings o User Settings

I Team Settings Miscellaneous
Authentication
Email
Syslog
API
& system ~
Status
Network
Security
Notification
Software
Maintenance
License

About

0 ’ a
Default Granular Settings
M::,n;:;ﬁ“p MCmoes cm::%r:::ble @

Centralized session recording Detailed settings. %
Apply granular control settings as unattended access & G’
In-session file transfer Both upload and download v @
Copy and paste Both local and remote v & o
Watermark protection Detailed settings @
Local session recording Detailed settings @
Concurrent remote session (3 «©
Paste dlipboard as keystrokes
Save in-session chat transcript to session logs & Gr|
In-session voice call © @
Webapp @ Learn more (-3
Third Party Integration Set up APl Key
Session Indicator

Display type @ Banner v

Allow user to close the banner o©

Service Desk
How technician names are displayed in session transcripts Account Name v
System Tools @) (’)
-

How to view these transcripts?

If you have the chat saving option enabled, you can see the transcripts in your web console.

Navigate to [Logs] > [Chat] to get the saved chat transcripts.

You can see the transcripts in your web console. Navigate to [Logs] > [Remote Command] to get

the saved chat transcripts.

You can see the transcripts in your web console. Navigate to [Logs] > [SSH] to get the saved SSH

transcripts.
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Authentication
How to apply for a new SSO method? (SAML 2.0)

Splashtop now supports logging in to your Gateway and Splashtop On-Prem app using the
credentials created by your SAML 2.0 identity providers. Please follow the below instructions to

apply for an SSO method for your team.

Requirements
e Splashtop Gateway v3.24.0 or higher
Insert the IDP/X.509 cert info

1. Log in to your Gateway with the owner account, then go to

Management/Settings/Authentication/Single Sign-On.

2. Click "Add" to add Gateway URL. Please fill in the correct Gateway URL to ensure the connection

between Gateway and IDP.

3. Click "Add SSO Method”, then insert the required information and save the settings for your
SSO method.
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Semings / Authentication

single Sign-On  AD Authentication

General Settings
S50 Name *

Notes

Identity Provider Settings

Please copy these configurations or download the Service Provider Metadata to create a custom app in your Identity Provider. Download

Entity ID

Assertion consumer service URL

Service Provider Settings

Protocol

IDP type

onpremise.splashtop.com Oy

https://test.gatewayaddr.com:443/apifsamlfacs 0

SAML 2.0

ADFS

[_] Enable force authentication
le this item to require S5O users to re-login to the IDP each time.

[J Enable login hint

Enatle this ftem to pre-fill the 550 user name in IDP.

Metadata © Import an XML file () Import from URL () Add manually

XML file =

Back

e General Settings
o SSO Name: Insert a name for your SSO method.
o Notes: Insert the notes for your SSO method.
e Identity Provider Settings
o Entity ID: Please copy Entity ID and Assertion consumer service URL from
Gateway, then paste it to your IDP.
o Assertion consumer service URL: Please copy Entity ID and Assertion consumer
service URL from Gateway, then paste it to your IDP.
o Download service provider metadata: In addition, we also provide a metadata
download for you to import SP's metadata in IDP.
e Service Provider Settings
o Protocol: Fixed to SAML 2.0.
o |IDP Type: Choose IDP Type.
e Metadata (Insert the IDP SSO Login URL, IDP Issuer, and X.509 Certificate info from
your IDP: Okta, Azure AD, JumpCloud, OnelLogin or ADFS, or Other IdPs)

o Use the metadata import to automatically populate the settings

* Upload an XML or Import from URL
o OR Add manually
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= For X.509, you need to copy the contents from IdP and then paste it to the
field below.

= Be careful on http versus https addresses

4. After clicking "Save", the SSO method will be enabled.

Defaul SSO Name T Protocol IDP Type Status Device Authentication Browser Authentication

® ADFS SAML 2.0 ADFS (] = ] @ &
O ADFS 2 SAML 2.0 ADFS (] ® ©
O Okta SAML 2.0 okta (] @ &

e You can enable/disable/remove the SSO method in the gear button.

e You have the option to disable device authentication for each SSO method - just uncheck
the appropriate SSO method under the "Device Authentication" column.

e You have the option to disable browser authentication for each SSO method - just uncheck
the appropriate SSO method under the "Browser Authentication" column.

e You can also set the default SSO method. Click the radio button for the appropriate SSO

method under the "Default” column.
Note:

e SSO login is supported on Gateway (v3.24.0 or higher) and Splashtop On-Prem app
(v3.5.8.0 or higher).

Active Directory

Splashtop On-Prem AD integration is compatible with Windows Server 2008 r2, 2012, 2016, 2019
Active Directory and Microsoft Azure AD. This allows Team Owner easily authenticates and

manages AD accounts and start to use Splashtop remote service immediately.

To add an AD server, open the Active Directory page using team admin/owner account from

Settings > Authentication > AD Authentication
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Settings / Authentication

Single Sign-On  AD Authentication

Add AD Server

You need to add an AD Server before importing AD users and groups.

Name * AD server name for display purpose

LDAP URL *
Users Base DN *

Groups Base DN *

s (distinguished name)

on to search groups (distinguished name)

Alternative UPN Suffixes o example.com

Bind Account *

Password *

Back

X

Name: Fill up an AD Server name concatenated to the actual AD server of your
organization.

LDAP URL Syntax: The syntax here including Idap scheme (Idap://) + implied address
(of target AD server) +port number (if needed). LDAPS is supported as well.

Users Base DN: The active directory user's Distinguished Name. We use Users Base DN
as user authentication checkpoint in AD hierarchy.

Groups Base DN: The active directory group's Distinguished Name. We use Group Base
DN as group authentication checkpoint in AD hierarchy.

Alternative UPN Suffixes: This field allows you to add those UPN suffixes, when adding
AD user in user management page, you can choose which domain suffix the user can use
to login

Bind Account: User account from target AD server to bind. The user account

syntax: sAMaccountName@ADLocalDomainName

Password: The AD password of associated AD user account.

Test Connection: Click this button to check the availability of target AD server for
authentication.

Add: Click this button to bind a validated AD server to Splashtop Gateway AD Server list.

Note: Avoid adding multiple AD Servers with overlapping scope. Please verify the uniqueness of

Users Base DN and Groups Base DN so that each user and group only roots from one AD Server
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source. Overlapping scope may cause authentication invalidity and unsolvable group

members.

AD maintenance

This is a built-in tool to clean up unsolvable AD group members in the Splashtop On-Prem system.
Unsolvable AD group members refer to the users that are missing from external AD servers but

still in the internal database.

It is suggested to clean up the unsolvable AD group members to keep the user database neat and
release user seats. To perform an AD maintenance task, check the users that are to be removed

from the Splashtop On-Prem system and simply click on the Remove button.

Settings / Authentication ev
Single Sign-On  AD Authentication

Add AD Server Remove Unsolvable AD Group Members

Name T LDAP URL Users Base DN Groups Base DN Bind Account

CBK &

Authentication / Unsolvable AD group members

Unsolvable AD group members

Unsolvable AD group members - users not found in all the AD servers but still stored in Splashtop Gateway Database.

Remove the enabled unsolvable AD group members to release user seats.

Q, search

Group Member Account | Display Name Status

bob.doe@m1.com Invalid

1 Selected Back
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Email settings (SMTP server integration)

Introduction
SMTP Server is a feature that allows you to integrate a Smtp server to Splashtop On-Prem
Gateway in the team settings. When SMTP server is successfully configured, devices can be

authenticated by email.

SMTP Server Configuration

e First, go to https://{gatewayaddress} -> Settings -> Email to configure the SMTP server.
The SMTP server can only be enabled if all required information has been successfully

saved

&% splashtop M Settings / Email 0

2 My Computers

Email Settings

L8 My Devices

& Lo e @ You need to add Gateway URL and complete the SMTP server configuration to enable SMTP server.
o, Downloads Enable SMTP Server

@ sos

@ Gateway URL * Edit

[ service Desk

SMTP Servar Encrypion Port Sender

38 Mansperment v : - : : [ ]

@ settings ~

e Click "Add" to embed the Gateway URL in your Email. In the scenario that Gateway server is
behind layers of firewall, Splashtop Gateway itself has limited capability to acquire its
public address, thus requests origin from user’s Email client would fail to reach Gateway
and result in failure of some events. For instance, device authentication is done by clicking
the authentication link in the email, which will be handled by your Gateway system. A
correct Gateway URL insert is needed in this case to ensure every auth requests can reach

the Gateway server.
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Add Gateway URL

Gateway address

https://

o (Click "Add” for SMTP server and fill in the fields of SMTP server. To ensure that SMTP
server is configured correctly, the SMTP server needs to be verified before saving.
&« splashtop E seriogs / Emall o

2 My computers o .
Email Settings

L@ My devices.
B Logs v
SMTP Server address * Enter an SMTP server address
&> Downloads
505 neryption Nane
Encryption *
Service Desk. Pore 1 -65535
Port * 25
s Sender Name * Gareway Admin
83 Management ~
@ settings - sender Email address* Al notifications will be sent from this address
Team settings
= Username T your SMTP Server requires authentication, enter a username.
Authentication
e Password i your SMTP Server requires authentication, enter a password. w
Syslog
Test Email m
APl
S : By
Back

o When Gateway URL and SMTP server settings are successfully saved, click the check box to
enable SMTP server.
Settings / Email o-

Email Settings

Enable SMTP Server
Gateway URL * .
SMTP server Encryption Port Sender
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Email Logs

e Go to https://{gatewayaddress} -> Logs -> Email to check the email log. Team
owner/Admin can check the status of emails sent in the email log and detect problems in

time.
& splashtop &N

J My Computers
L0 My Devices

E Logs A~

SELNNS

Remote Desktop
File Transfer

Chat

Remote Command

55H

Support sessions

Management logs

Email

14to-Many Actions

History

e Inthe email log, a separate log is generated for each mail sent. Each log consists of time,

status, source, subject, sender, recipient and tpye.
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Logs / Email G'

Email Logs

T Refresh Last7Days- Q

Time Status Subject Source @ Sender Recipient Type

2024-10-31 16:30:55 Send succes: sful Browser authentication

Export s CS\: 2024/10 n 10/ page ~

Notes

e |f SMTP server has changed, please modify the settings in Gateway in time. Otherwise, it
may cause mail sending failure.
e In the email log, the status only indicates whether the mail was successfully sent to the

SMTP server or not. Please fill in the correct email address to get the email.

How to use Open API

Open API is a new feature that allows you to access data and manage your user accounts and
computers. You can also use the Open APl to develop apps that integrate Splashtop On-Prem
functionality into your own corporate environment. Please follow the below instructions to apply

for an Open API application for your team.
For more details, please refer to the API reference .

Requirements
e Splashtop Gateway v3.24.0 or higher.
e Open APl is enabled in your license.

Configuration flow

1. Make sure that Open API in your license is enabled. If you have any questions, please contact

sales for more information.

2. Log in to your Gateway with the Team Owner’s credential.

3. Go to Settings > API, and Click Add API Application button on API Settings page.
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& splashtop ] Sexings / API e

CJ My Computers

API Settings

Loy v Up to 30 API Applications can be added
8s
b Downloads Add API Application V'
@ sos
E 5. Desk Name T Client ID Management Attended Suppert Status Expiration Date (UTC) Description
ggggggg
Read Enabled Never 2 &
88 Management ~
{8 Settings ~
Team settings
Authentication
Email
Syslog/

4. Enter APl Application Name and configure the APl permission (read or write), then click
Add button.
a. Name, API application name for display purposes.
b. Permission, set the APl permission for the APl application.
i. Management, when this item is enabled, allows you to use user/access
permission/computer/group/schedule/security-related API
ii. Attended Support (Requires Gateway v3.28.0), when this item is enabled,
allows you to use psa-related API.
iii. Read, when this item is enabled, allows you to use GET API.
iv. Write, when this item is enabled, allows you to use
GET/PATCH/POST/PUT/DELETE API.
c. Expiration Date (Requires Gateway v3.28.0), set the expiration date for your API
application. When the API application expires, APIs initiated from this API
application will be blocked.

d. Status, enable the APl application to use Open API.
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Settings / API
API Settings

Name * APl application name for display purpose *

Description

Permissions * Read Write
Management O O
Attended Support O O

Expiration Date (UTC) "] Enable Expiration Date
20241025 B 1425 ®

Status Enable API application

Back

5. Click Copy or Save as .txt to save Client ID and Client Secret in a secure place, then

click OK.
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Save your Client ID and Client Secret

Please save the Client Secret in a secure place!

D You are able to view the Client Secret in plain text only
this one time.

Client ID 972862708914

Client Secret  sbTyb117fAniyNiORY4bzZUq

Copy Save as .txt

API functions

The APl uses OAuth 2.0 and REST-based for authentication and JSON for data communication.

API rate limit

Each API has a limit of 200 calls per minute.

APl Documentation

API reference
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Syslog

In addition to accessing logs from web console, Splashtop log events can also be sent to a Syslog
server or SIEM tool that support Syslog in your local environment. The auditing of Splashtop event

logs can be accessed both from Gateway web console, download as CSV or Syslog collectors

simultaneously.
1. Configuration

1. To configure Splashtop Gateway as Syslog source, log in web console as Team Owner, go to

Settings — Syslog.
2. You can configure Gateway to send Syslog messages up to two Syslog servers.

}:sp.’oshfop‘ @ Settings / Syslog o =

) My Computers

Syslog Settings

£0 My Devices

E Logs ~
¢ Downloads Syslog Server
@ 292 Name Syslog Server Port Message Format Status
Syslog 514 RFC 5424 ° @
88 Management v
{© settings A m
Team settings
Authentication
Email /

Syslog

API

3. Click add to configure your target Syslog server.
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Settings / Syslog ov

Add Syslog Server

Name * Syslog server name for display purpose

Syslog Server address*  FQDN/IP

Port 514
System listen port: 1 ~ 65535

Syslog Protocol ubp A

Message Format RFC 5424 -

Facility localo -

Severity Notice ~

Status Enable Syslog Server

Test Message This is a test message generated by Splashtop Gateway Send [

4. Syslog Settings

Name Syslog host name in Splashtop Gateway.
Syslog Server address Enter the hostname or IP address of the syslog server

receiving log messages.

Port Syslog over UDP defaults to use port 514. The defaults
can be changed.

Syslog Protocol Supports UDP or TCP.

Message Format Supports RFC 5424 or RFC 3164 (BSD).

Facility Choose proper facility from localO - local?.

Severity Choose the proper Syslog severity.

Status Once enabled, Splashtop Gateway starts to send

persistent syslog messages to your Syslog Server.

Test Message
Send a message to your Syslog Server to test the above

settings.
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Splashtop Connector

Splashtop Connector allow users to connect to computers and devices, it supports vary protocols,
including RDP/RDS, VNC, SSH, user can directly connect to the computers and devices

within Splashtop On-Prem client app, without using VPN or installing any remote access agent.

LEEEE

Physical Computers

= o] B B B
! Virtual Desktops ;
& Remate Apps
_ -q ‘_::::::::::::::::::::::::::::::::::::::::
(4
e Ly-1-4.1
A, Splashtop Gateway '_)!
! Virtual machines
L -

i
Splashtop Business App L ﬂ ﬂ ﬂ ﬂ

f S8H Devices
Company Netwark 2 =5

e

Capabilities

Access RDP machines

e Access RDS server

e Access Remote App

e Allow accessing from Splashtop On-Prem client on Windows, Mac, iOS, Android
e File copy and paste (Windows only)

e Text copy and paste

e Session recording
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e Remote print
e Multi-monitor
e |IP Whitelist/Blacklisting
e Access VNC computers

e Access SSH computers and devices

Advantages

e Ease of use, IT admin can pre-configure RDP/VNC/SSH profiles in the Splashtop
Connector management interface, and users can access the RDP/VNC/SSH resources as
easy as accessing generic Windows machines with Splashtop Streamer installed.

e Security, Splashtop Connector will be deployed in the local network where it is routable to
the RDP/VNC/SSH machines, so it's not necessary for IT admins to open the RDP/VNC/SSH
port over the Internet to allow users to access. Splashtop Connector simulates the
RDP/VNC/SSH resources and follows Splashtop's access permission system, so only users
with proper access permissions will be able to connect to the RDP/VNC/SSH resource.

e Auditing, with Splashtop Connector, all RDP/VNC/SSH connections will have session logs

recorded. Splashtop Connector also supports video session recording.

Best practices for deployment

1. Scalability

A single Splashtop Connector has its limitations of simultaneous RDP/VNC/SSH sessions, but you

can deploy multiple Splashtop Connectors in your network to scale the capacity.

2. Network access

e The machine where Splashtop Connector is deployed should be able to access your
Splashtop Gateway so that it can proxy the RDP/VNC/SSH protocol.

e The machine where Splashtop Connector is deployed should be able to access the
RDP/VNC/SSH machines via RDP/VNC/SSH protocol. For better security, you can open the
RDP/VNC/SSH protocol over local LAN access only.
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3. Security

Grant access permission only to users that need to access these RDP/VNC/SSH machines.

Installation

Download Splashtop Connector software

System requirements

e Windows 7, 8, 10, 11, Windows Server 2012, 2016, 2019 (with .Net 4 or up)
e RAM: 8G or up
e Storage: 50G or up
e Network
o Routable to the RDP/VNC/SSH machines

Installation

Run the Splashtop Connector installer. Once installed, you should be able to see the Splashtop
Connector management user interface, pictured below. Please make sure Run Splashtop

Connector Server is turned ON.

Now you can create profiles to enable proxying to your RDP/RDS machines.
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Splashtop Connector - m] X

[ Profiles

Profiles

No profile yet

Click the add button to create your first profile

Settings

Help

Run Splashtop Connector Service: (@lD On

Create RDP/RDS profile

In the Splashtop Connector, RDP resources will be available for the Splashtop On-Prem app to
access by setting up Profiles. A profile setting consists of three sections: General

settings, Streamer settings, and RDP settings.

You can create multiple Profiles in the Splashtop Connector. These RDP resources will contribute

to the total computer number of your Splashtop team.

Enable the profile to make the RDP resource available for remote access.
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Add Profile x

1. General

General

Profile Mame *
Streamer Settings |

RDP Settings

Give the profile a name to display in the list

Maximum 64 characters, Name cannot contain <= "%+ =\|7

|:| Enable session recording

Turn on this option to automatically record the sessions.

2. Streamer Settings
Enter a deployment code from your Splashtop account to specify the default settings of the RDP session’s virtua
streamer,

Learn more.

Gateway Address *

https://192.168.70.63 &

Click the edit button on the right to configure your Splashtop Gateway address,

Deploy Code *

Enter the Splashtop deployment code

|:| Enable this profile immediately after saving

Cancel

General settings

e Profile Name, which will be shown in the Splashtop On-Prem client app. Give the Profile a
meaningful name to let users know what the RDP machine is for.

e Enable session recording, turn on this option to automatically record the RDP sessions,
which can be set on an individual Profile basis. The recordings are saved in the specified

path on the Splashtop Connector machine.
Streamer settings

e Gateway Address, Splashtop Connector will be limited to one Gateway. User needs to
configure the Gateway Address in Settings page. Only verified Gateway Address can be

saved.
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e Deploy Code, Splashtop uses deploy packages to determine the RDP resource's default
computer group and access permissions. Please see this article on how to create deploy

packages. Once created, enter the Deploy Code in this field.

RDP Settings

e Mode, Splashtop Connector supports both RDP for individual computers, and RDS as
virtual desktops. RDS will require Windows Server and RDS licenses.

e Pool Size, if RDS is chosen, you can set the pool size, which means how many users can
connect to RDS virtual desktops simultaneously. The pool size will contribute to the total
number of computers in the Splashtop team.

¢ Remote Computer, you can pre-configure a remote computer's IP/DNS or ask the user to
input this info when connecting to the machine.

o Ask user to specify which remote computer to connect to, useful for ad-hoc
support

o Fixed Remote computer with specified information, for connecting to a specific
machine

e Login Credential

o Ask user to login with Windows username and password, user needs to input
the remote computer's login credential to connect

o Fixed username and password, user can connect to the remote computer with
the pre-configured user name and password

e Run in remote application mode, if you have configured and published remote apps on
your RDS server, you can let the session run in remote app mode. Turn on this option to
set further settings for remote application

o Remote App alias, or Remote App full path, depending on your choice
o Optional remote application parameters, you need to enable remote application
parameter support on RDS server.

e Color depth, choose the color depth.

e Audio playback, choose the audio playback option.

e Keyboard layout, choose the keyboard layout or add a new keyboard layout that is not in

the pre-set list.

You can enable this profile immediately by turning on Enable this profile immediately after

saving, or enable it in the main window.
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Create VNC profile

In the Splashtop Connector, VNC resources will be available for the Splashtop On-Prem app to
access by setting up Profiles. A profile setting consists of three sections: General

settings, Streamer settings, and VNC settings.

You can create multiple Profiles in the Splashtop Connector. These VNC resources will contribute

to the total number of computers on your Splashtop team.

Enable the profile to make the VNC resource available for remote access.

M Profiles

Profiles

+ Add

RDP

VNC rd
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Add Profile *

1. General
I General

Profile Name

Streamer Settings
| VNC

VNC Settings o

e the profile a name to dis

Maximum 64 characters, Nam

I:‘ Enable session recording

Turn on this option to automatically record the sessions,

2. Streamer Settings

Enter a deployment code from your Splashtop account to specify the default settings of the VNC session's virtual streamer.
Learn more.

Gateway Address *
https:/f &

Click the edit button on the right to configure your Splashtop Gateway address.

Deploy Code ™

| AKPX43LZIAL

Enter the Splashto ployment code

3. VNC Settings

Specify VNC Parameters Learn more.
Remote Computer
() Ask user to specify which remate computer to connect to

®) Fixed remote computer with specified information

l:‘ Enable this profile immediately after saving

Cancel

General settings

e Profile Name, which will be shown in the Splashtop On-Prem client app. Give the Profile a
meaningful name to let users know what the VNC machine is for.

e Enable session recording, Turn this on to automatically record sessions for this resource.
Recordings are saved in the specified path on the Splashtop Connector machine (See

Settings -> General)
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Streamer settings

e Deploy code, Enter a Splashtop deployment package code to determine the VNC
resource's default computer group and access permissions. Please see this article on how

to create deploy packages. Once created, enter the deployment code in this field.
VNC Settings

¢ Remote Computer, you can pre-configure a remote computer's IP/DNS or ask the user to
input this info when connecting to the machine.
o Ask user to specify the remote computer to connect to requires users
to enter the VNC machine’s IP/hostname upon connecting. This may be
useful for ad-hoc support.
= Enable IP restriction configuration, you can specify the whitelist/blacklist
of the target VNC computers
o Fixed computer with specified information, allows IT admins to
preconfigure the VNC machine's specific IP/hostname and port.
e Login Credential
o Ask user to login when connect to the session, user needs to input the remote
computer's VNC password to connect
o Fixed password, user can connect to the remote computer with the

pre-configured VNC password

You can enable this profile immediately by turning on Enable this profile immediately after

saving, or enable it in the main window.

Create SSH profile

Since Splashtop Connector v1.1.8.4, SSH resources will be available for the Splashtop On-Prem

app to access by setting up Profiles. A profile setting consists of three sections: General

settings, Streamer settings, and SSH settings.

You can create multiple Profiles in the Splashtop Connector. These SSH resources will contribute

to the total number of computers on your Splashtop team.
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Enable the profile to make the SSH resource available for SSH access.

kB Profiles

Profiles

WNC

ssH M

Add Profile X

1. General
I General

Profile Name *

Streamer Settings
| 55H

SSH Settings

Give the profile a name to display in the list

Maximum 64 characters. Name cannot contain <> "%+ =\/%|78

D Save session transcript locally

Enable local saving of session transcripts

2. Streamer Settings

Enter a deployment code from your Splashtop account to specify the default settings of the S5H session's virtual streamer.
Learn more,

Gateway Address *
https://: J

Click the edit button on the right to configure your Splashtop Gateway address.

Deploy Code ©

Enter the Splashtop deployment code

|:| Enable this profile immediately after saving

Cancel

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in  Page 327 of 332
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.



;\' splashtop

Splashtop On-Prem Admin Guide

Add Profile

I General
Streamer Settings

5SH Settings

3. SSH Settings

Specify 55H Parameters Learn more,

Remote Computer
@ Ask user to specify which remate computer to connect to
|:| Enable IP restriction configuration

() Fixed remote computer with specified information

Security Check

(® Allow connection to hosts with an unknown fingerprint

() Allow connection to hosts with provisioned fingerprints cnly

|:| Keep alive during session

|:| Enable this profile immediately after saving

Cancel

General Settings

e Profile Name, which will be shown in the Splashtop On-Prem client app. Give the Profile a
meaningful name to let users know what the SSH machine is for.

e Save session transcript locally, Turn this on to automatically save session transcripts for

this

resource, which can be set on an individual Profile basis. The recordings are saved in the

specified path on the Splashtop Connector machine.

Streamer Settings

e Deploy code, Enter a Splashtop deployment package code to determine the
SSH resource's default computer group and access permissions. Please see this article on

how to create deploy packages. Once created, enter the deployment code in this field.
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SSH Settings

e Remote Computer, you can pre-configure a remote computer's IP/DNS or ask the user to
input this info when connecting to the machine.
o Ask user to specify the remote computer to connect to require users to enter
the SSH machine’s IP/hosthame upon connecting. This may be
useful for ad-hoc support.
= Enable IP restriction configuration, you can specify the whitelist/blacklist
of the target SSH computers.
o Fixed computer with specified information, allow IT admins to preconfigure the
SSH machine's specific IP/hostname and port.
= Use preset public key authentication, Instead of password authentication,
you can turn on public key authentication and select the preconfigured
private key.
e Security Check

o Allow connection to hosts with an unknown fingerprint, user can connect to
the SSH computer with unknown SSH Host Fingerprints. When you successfully
connect to the SSH server, the fingerprint will be automatically added to the SSH
Host Fingerprints in SSH keys.

o Allow connection to hosts with a provisioned fingerprint, user can only
connect to the SSH computer with the pre-configured SSH Host Fingerprints in SSH
Keys.

You can enable this profile immediately by turning on Enable this profile immediately after

saving or enabling it in the main window.

SSH Keys

Additionally, you can go to Settings -> SSH Keys to manage your private keys and SSH Host
Fingerprints in the Splashtop Connector.
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rd

Settings

Run Splashtop Connector Service: @D On

Settings X
SSH Keys
General
I SSH Keys 5SH Private Keys
Manage private keys for S5H authentication.
About
MName File Passphrase Actions
private key ¥ gy, f rI_I=IT
+ Add private key m Impart [1] Export
55H Host Fingerprints
Manage 55H host keys
Host Host Fingerprint Acticns
¢ SHAZSG:LY T PR . S Zom
" SHA236:+Di SRl m oW
+ Add host fingerprint [£3] Import M Expaort

SSH Private Keys, allow IT admins to configure the private keys for SSH authentication by
manually adding or importing.
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e SSH Host Fingerprints, allow IT admins to configure the SSH host fingerprints by

manually adding or importing.

You can find more helpful resources by accessing the online support portal.

© 2010-2026 Splashtop Inc. Splashtop and the logo are registered trademarks of Splashtop Inc. in ~ Page 331 of 332
the U.S. and elsewhere. All other trademarks, product and company names, and logos are the
property of their respective owners.


https://support-splashtoponprem.splashtop.com/hc/sections/10184064677401

;\' splashtop

Splashtop On-Prem Admin Guide

Support Resources

About this document

This document is provided for information purposes only. Splashtop Inc may change the contents
hereof without notice. This document is not warranted to be error-free, nor subject to any other
warranties or conditions, whether expressed orally or implied in law, including implied warranties

and conditions of merchantability or fitness for a particular purpose.

About Splashtop On-Prem

Splashtop On-Prem is an on-premises solution that can be self-hosted inside an enterprise
network. With a centralized database and management console, the IT admin could conveniently

tackle system security while providing easy and smooth remote-control experience to the users.

Product page: https://www.splashtop.com/on-prem

Technical Support

At Splashtop, we are committed to providing the best technical support to our customers.

Looking for more support resources?

Help site: https://support-splashtoponprem.splashtop.com/

Contact us: support-onprem@splashtop.com
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