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Copyright Information

This Splashtop Gateway Setup Guide, as well as the software described in it, are furnished under
license and may only be used or copied in accordance with the terms of the license. This
document is furnished for informational use only, is subject to change without notice, and should
not be construed as a commitment by Splashtop Inc. Splashtop Inc. assumes no responsibility or
liability for any errors or omissions that may appear in this document or any software that may
be provided in association with this document, and makes no warranties for damages resulting
from corrupted or lost data due to misuse, wrong operation, or malfunction of the products.

Except as permitted by such license, no part of this document, in whole or in part, may be copied,
reproduced, adapted, transmitted, reduced, transcribed, stored in a retrieval system, or translated
into any human or computer language, in any form or by any means, either mechanically,
electronically, or manually, without prior consent in writing from Splashtop Inc.

The illustrations that appear in this Setup Guide may differ slightly from the screens that actually
appear when you operate the product. All names, telephone numbers, Email addresses, and other
data shown within the examples are fictional and for illustrative purposes only. Any similarity to
actual names, telephone numbers, Email addresses, IP addresses, and other data is purely
coincidental.

Splashtop Gateway, Splashtop On-Prem App, Splashtop Streamer and Splashtop Connector are
trademarks of Splashtop Inc. The names of all other actual companies, products, and brands
mentioned herein may be claimed as the trade/brand names, service marks, trademarks, or
registered trademarks of others.
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Key components:

e Splashtop Gateway: Performs Gateway, Relay, User, and Device management
functions. This is the central server that authenticates, secures, and connects users and
devices. It provides a Web Console to configure (and report of) users and devices. It is
designed to install on a Windows PC server.

e Splashtop On-Prem app: Application makes it possible to establish remote sessions
between local device and the target remote device running Splashtop Streamer.

e Splashtop Streamer: Software needs to be installed and running on the remote device
you would like to access to. It streams audio and video to the On-Prem app device.

o Splashtop Connector: Deployed in the local network to proxy RDP, VNC, SSH, and
tunnel resources, so users can access them from the Splashtop On-Prem app without
installing an agent on the target machines.

& splashtop on-prem

Splashtop On-Prem app Splashtop Gateway Splashtop Streamer

Mobile Devices Web Console, Gateway Service Remote-to Devices

Splashtop Connector Agentless Devices

- -

Connector Service RDP / VNC / SSH
Tunnel Resources
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1. Splashtop Gateway Setup General Guidelines

The basic steps to get Splashtop software up and running will typically look like the followings.
The first five steps should be done by you, the Team Owner or Admin, and the remaining two

will be done by actual users.

b=

Team Owner sets up Splashtop Gateway in the company network.

Team Owner groups the computers as desired and sets permissions accordingly.
Team Owner creates user account.

Team Owner notifies users that they have been added to Splashtop Gateway, and
provides specific credentials such as Gateway address, user account and password to
login.

Team Owner or Admin creates Streamer deploy packages from Gateway and deploy
streamers on all the target computers available for users to remote access.

Users download the Splashtop On-Prem app via Splashtop Gateway web console to their
device and install.

User launches Splashtop On-Prem app and enter Gateway address, account name and
password provided by Team Owner or Admin. The user can then start to establish a
secured remote session with any device that has the app installed.

Splashtop Gateway and Splashtop Streamer can be installed on the same Windows server. In
fact, it is a good practice to allow remote access to Gateway server in case Team Owner needs to

configure Splashtop Gateway settings or restart the Splashtop Gateway service.

Copyright © 2026 Splashtop Inc. All rights reserved. 5
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2. Install Splashtop Gateway

1. Download your program and double click the MSI file to begin installing by going through
Windows Install Wizard.

ﬁ Splashtop Gateway Setup

Welcome to the Splashtop Gateway
Setup Wizard

The Setup Wizard will install Splashtop Gateway on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard,

==

2. After the installation finished, go to Windows Startup menu in which 3 startup shortcuts just
created. Click Launch Splashtop Gateway Web Portal to open gateway web console in your
default browser. (Preferred Google Chrome)

Recently added

@l Start Splashtop® Gateway Service

£ Stop Splashtop® Gateway Service

4 | Launch Splashtop® Gateway Web P...

Note: We highly recommend using Chromium based browser to navigate your Splashtop
Gateway web console.

Copyright © 2026 Splashtop Inc. All rights reserved. 6
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3. Splashtop Gateway OOBE Setup

1. Once launched the web console from browser for the first time, an out-of-box-experience
(OOBE) setup procedure containing Terms of Service will show up. Click Get Started to

continue.

& splashtop’

Welcome to Splashtop Gateway

With Splashtop Gateway, you can easily deploy and access your remote devices.

|| 1 have read and agree to Terms of Service

2. Set up your Splashtop Gateway Database management and access passwords. Please
allow about 30 seconds for Database initializing at this step.
Note: Please write down your Database passwords and saved in a secured place since
there will be no way to change DB passwords later.

Copyright © 2026 Splashtop Inc. All rights reserved.
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&< splashtop

Database Settings Setup Choices Continuing Setu Done
4 P 4 P

Create new database passwords for this Gateway. These will be used to initialize and
access the database service.

DB Admin Password

Securely store these credentials for authorized future access or maintenance.

3. Choose your Gateway setup preference.

& splashtop

@ Database Settings @ Setup Choices Continuing Setup Done

How would you like to set up your Gateway?

New Gateway o
0 select and click next to set up a new Gateway.

'! Restore

Select and click next to restore a previous Gateway from backup.

Copyright © 2026 Splashtop Inc. All rights reserved.
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4. Establish your first team by create Team Owner E-mail account and credentials to finish
the Splashtop Gateway setups.

&< splashtop

@ Database Settings @ Setup Choices © Continuing Setup

* Team name

Test

* Team Owner

Test@test.com

* Password

* Confirm Password

Password must include:

+/ Atleast 8 characters

+ At least 1 lowercase Latin letter (2-z), 1 uppercase Latin letter (A-Z) and 1 number
+ Atleast 1 spedial character ~1@#5WA8*_+=" [\ 00" <>/

+ Not be the same as the account name

Gateway URL Port

https:// 443

BaCk m

5. Once OOBE setup completed, log in to web console with the credentials just created.
You will need to activate online or offline license based on license mode tailored for
you. (See section 4)

Copyright © 2026 Splashtop Inc. All rights reserved. 9
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&< splashtop

@ Database Settings @ Setup Choices & Continuing Setup O Done

Congratulations!

You have finished Splashtop Gateway configuration!

Next, log in with your Team Owner account to import your license key and activate the

Splashtop Gateway.

6. When Splashtop Gateway activated, please navigate to System > Network to check your
Ethernet/ Wireless IP addresses and port number as shown in below screenshot. The IP
address displayed in this page is the Gateway IP address which will be filled up along
with your port number (443 by default) when sign in Splashtop On-Prem app as well
as Splashtop Streamer.

Copyright © 2026 Splashtop Inc. All rights reserved. 10
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A‘SP'OSH’OP ] System / Network o.

Channels Gateway URL

Specify the public address through which users access this Gateway, such as the WAF, load balancer, or DMZ server's FQDN o IP. This address is used in emails and system links when the Gateway cannot
determine its own external URL.

Endpoint Policies pew Gateway URL https://, Edit
Computer Inventory
05 Patch
1-to-Many Actions
1-to-Many Schedules IP and Port
G . P 10.10.1.10
Team Settings
Authentication Port 443 Change Port
API
& System A

Status

| Network
Security
SMTP
Syslog
Notification
Software
Maintenance
License
History

About

4. Activate Splashtop Gateway

Splashtop Gateway must be activated via a valid license issued by Splashtop or its partners.

Login into https://{gatewayaddress} with System Owner account, navigate System > License
page to import a license to activate.

Note:

Splashtop Gateway provides both Online and Offline license activation.

Copyright © 2026 Splashtop Inc. All rights reserved. 11
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& No license or license has expired!

&% splashtop’ B System / License 0O
& System A~
Maintenance
ve
I License

2 License Activation

Choose your preferred activation method to get started with your licensed software

Online Mode = Offline Mode
Easy to import, activate, and remove. &
Requires internet access.

.,))

An activation file to activate the license for
no internet environment.

® Instant activation ® Nointernet required

® Automatic updates ® File-based activation

® Easy management ® Secure offline use

ch Import Online License ch Import Offline License

Online activation: Internet access is required to activate online license, once the Gateway is
activated, it can be moved to offline environment.

Offline activation: Click Save to download your activation ID and send it to support-
onprem(@splashtop.com with the email account to bind your license. An activation file shortly

will be sent back to proceed activation. Please follow the instructions on the web console. (See
below)

Import Offline License X

©® New offline license activation file will overwrite current license list

1 Press the save button to save the Activation ID to a file m

2 Send the saved file to Splashtop Support to get your offline activation file

3 Import the offline activation file to activate the offline license

Select file

Drag and drop file here to upload

Copyright © 2026 Splashtop Inc. All rights reserved. 12
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5. Splashtop Streamer Deployment

5.1 Deploy Splashtop Streamer for Windows/Mac

For the computers that you'd like to remote access, Splashtop Streamer must be installed. This
can be done in 4 easy steps.

1. Go to Splashtop Gateway Web Console > Management > Deployment. Click +4dd
Deployment button to create a new deployment package. A deployment package
consists of streamers for various OS and an unique 12-digit deployment code.

Ssplashtop TR ——

Manage Deployments

4 Dovrdands

Add Deployment Package x

* Package Name

Computer Naming Rule €
O Use current OS hostname
(] Keep in sync with OS hostname @

Use custom name + sequence number

Grouping
Default Group

Create or manage groups

General Settings

Auto-launch Streamer &
Automatically launch Splashtop Streamer every time the computer starts.

Cancel

Copyright © 2026 Splashtop Inc. All rights reserved.
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2. Select Deploy for the package that was just created.

S splashiop B sageeet | Deployment e
2 My Computers
Manage Deployments

1 ray Brvices

Easily deploy Streamers to the computers you want to remotely access
1. ek

@ s0s
Lo s By e Dby

3. Have your users install the streamer. You can send the deployment link to your
users. By clicking the link, your users can download the streamer installer and run the
file. You can also send the streamer installer file and its associated deployment code
directly to your users (via Google Drive, Dropbox, email and etc.).

& splashtop 21} Management / Deployment / Deployment Options 0,

© My Computers

B My Devices Deployment Options

& Logs v

cts Downloads Deploy with Link Deploy with Installer
® sos

1 Send the link below to your users. The link will take them to a web page where they can
download the installer and follow simple instructions to set up.

88 Management ~ Shareable Link
https://gateway.test.splashtop.com/web/deployment/GCHLWWPQOXDG Try Link
Users
All Computers 2 After your users run the installer, their computers will become accessible by you.
All Devices
Grouping
| Deployment

Preference Policy

Scheduled Access

4. When Splashtop Streamer has finished installing, the user can input the Splashtop
Gateway server’s address (FQDN/IP) with default port number 443 in conjunction
with the deploy code obtained from Team Owner or Admin to log in. Users who don’t
have this information need to consult with IT department.

Copyright © 2026 Splashtop Inc. All rights reserved. 14
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Gateway Enter Gateway address

Enter Deploy code

Allow Access ﬂ'

5.2 Deploy Splashtop Streamer for Android

Deploy Splashtop Streamer for Android is almost the same as deploy Splashtop Streamer for
Windows. A few ways to activate Splashtop Streamer.

1. Manual activate Splashtop Streamer:
Launch Splashtop Streamer app, tap Gateway to input Gateway
address, and the deploy code.

;: splashtop

streamer

Enter Gateway address

---& Enter Deploy code

2. Activate by setting App Configuration through Android for Work:
Splashtop Streamer for Android supports the following App Configuration.

Copyright © 2026 Splashtop Inc. All rights reserved. 15
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| Field _____ __ Type Meaning

API Server Address* String Please fill in the Gateway’s address in IP/FQDN:Port format, for
example, 192.168.1.1:8443. If the Port number is 443, it can be
ignored

Relay Server Address* String In most cases, you just need to input the same value as the API Server
Address field

Product Code* String Please fill in the following value
SPTO1

Deploy Code* String The deploy code is created in Splashtop Gateway web console >

management > deployment page.
Different deploy codes can represent different deploy policy.

SSL Verification Bool This field indicates whether Splashtop Streamer should explicitly check
Gateway’s SSL certificate, the default value is “true”, which means SSL
Certificate warning will be prompted if the SSL certificate is not
authorized by trust CA, for zero-touch activation, you may set it to
“false” to have Splashtop Streamer automatically ignored the SSL
certificate check

SSL Certificate String Reserved for future use, can leave it blank

Copyright © 2026 Splashtop Inc. All rights reserved. 16
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6. Splashtop Connector Deployment

Splashtop Connector lets users access internal resources, such as RDP/RDS computers and other

internal services, through the Splashtop On-Prem app, without exposing these resources to the
internet. Splashtop Connector is installed on a Windows machine in your local network and

publishes each resource as a profile.

6.1 Supported Profile Types

Each Connector profile publishes one resource. The following profile types are supported:

Profile Type

RDP

VNC

SSH
HTTP/S

Port Forwarding

Access Windows computers and RDS servers over RDP. In the profile, set
Mode to RDP for individual computers, or RDS for virtual desktops on an
RDS server (requires Windows Server and RDS licenses).

Access computers running a VNC server. Users can enter the remote
computer and VNC password when connecting, or you can preconfigure
them in the profile.

Access Linux/Unix servers and network devices over SSH. Supports password
or public key authentication, host fingerprint checks, and session transcripts.
Publish an internal web application (HTTP/HTTPS service), such as an ERP
system or admin portal, so that users can access it from a browser.

Forward a non-web internal service port, such as a database port, so that
users can connect with their usual native client tools.

6.2 Deploy Splashtop Connector

Deploying Splashtop Connector is similar to deploying Splashtop Streamer: get a deploy code
from Splashtop Gateway, then add the profiles you need in Splashtop Connector.

1. Prepare a Windows machine for Splashtop Connector. The machine must be able to

reach both Splashtop Gateway and the target resources.
2. Go to Splashtop Gateway Web Console > Management > Deployment. Create a new
deployment package with the +4dd Deployment button, or use an existing one, and

copy its deploy code.

Copyright © 2026 Splashtop Inc. All rights reserved. 17
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Add Deployment Package

* Package Name

Policy Name &

None

Create preference policy

Computer Naming Rule €
© use current 0S hostname
["] Keep in sync with OS hostname ®

") Use custom name + sequence number
e.g. Acme Bakery (005)

() Use custom name + current OS hostname

e.g. Acme Bakery - Steve's Win7

Grouping
Default Group

Create or manage groups

General Settings

Auto-launch Streamer €

Automatically launch Splashtop Streamer every time the computer starts.

Idle session timeout

|

cancel {

3. Run the Splashtop Connector installer on the machine prepared in step 1.
4. Open Splashtop Connector. On the Settings page, enter the Gateway server's address

(FQDN/IP). Click Apply after the address is verified. Each Connector supports one

Gateway.

Settings

I General
SSH Keys

About

General

Automatically launch when computer starts

Show tray icon

Gateway Address *

https://c

Specify the Splashtop Gateway address. Learn more,

Apply

Session recording path

I C:\Users\ Videos

| » B

Specify a storage path for session recordings to be saved in. If the path is invalid, the file is saved to

the default folder: C:\ProgramData\Splashtop\Splashtop Connector

[ ] Protect the recordings with password

This option will be effective for all new sessions once applied. The password will be required when converting the session

recording videos, Minimum 6 characters

Password

Confirm Password

Apply

Copyright © 2026 Splashtop Inc. All rights reserved.

18



& splashtop

5. Add a profile and select its type (see Supported Profile Types). Enter a Profile Name,
which users see in the Splashtop On-Prem app, and the Deployment Code obtained in
step 2, then complete the settings for the selected profile type.

Add Profile m} X

‘ 1. General
I General

Profile Name *

| Streamer Settings
Test Profile
RDP Settmgs Give the profile a name to display in the list

Maximum 64 characters. Name cannot contain <> ;:"*+=\/%]|?&

I Enable session recording

Turn on this option to automatically record the sessions

2. Streamer Settings

Enter a deployment code from your Splashtop account to specify the default settings of the RDP

session'’s virtual streamer. Learn more.

Gateway Address *

Click the edit button on the right to configure your Splashtop Gateway address.

Deployment Code *

DEPLOYMENTCODE

Enter the Splashtop deployment code

E Enable this profile immediately after saving

Cancel

6. Select Enable this profile immediately after saving, or enable the profile later from
the main window. Only enabled profiles are available for remote access.

7. In Splashtop Gateway Web Console, grant access to the published resources only to
the users who need it.

Copyright © 2026 Splashtop Inc. All rights reserved. 19
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7. Create User Accounts

7.1 Create Remote Support / Remote Access Users

Team Owner or Admin can create users to allow centralized user management from Splashtop
Gateway.

1. Go to Splashtop Gateway Web Console > Management > Users. Press +4dd button to
create a new user.

Users
3 Thies = (B Q
Acdd ius Wei Access User S0O5 Status More Fliters «
Role T Source Diisplay Name Group Last Login
550 User g Cwmer Local Diefault Group 2024-08-20 150434 @'}
B 2dmin AD Group Member (Member of. #lpha Corp, Default Gr... 2024-07-15 1120925 @
[« Fn Local i
350 Lsers O aitmin arzl Alpha Comp FN74-0R-20 16:06:14 )

2. Team Owner or Admin sets the user role and group during the user creation process.

Copyright © 2026 Splashtop Inc. All rights reserved. 20
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Add User

* Account

* Pagawaord

* Confirm Password

|_| request to change password when next login

Group

Default Group

Rele

Member

Status

Enable user Enable web access

505 Technician

"] Enable sos/On-Demand support

Cancel

& Password must include:

= Atleast8

= Afleast
[

* Mo match of the sccount name

acters

ase Latin letter (-2}, 1 uppercase
etter (A-Z)and 1 nu r

pecial character ~1E#FHALT_-+="|\[H}

3. Team Owner or Admin can assign user access permission to specific devices or groups
by clicking Access permission from context drop-down menu (Gear Button).

~  Accounting 1

) Member Local

O Admin AD User (CBK)
O Admin AD Group (CBK)
A Manager (groups) Local

R Manager (groups) Local

€3 Member Local

ttt

2024-12-1312:42:47

2024-07-1517:.03:14

2024-11-20 10:05:23

Enabled

Disabled

Enabled

Enabled

Disabled

Enabled

Copyright © 2026 Splashtop Inc. All rights reserved.
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Assign user group
Change role

Granular Control

Change display name
Change authentication
Configure 2-step verification

Reset Password

Disable user
Disable web access
Disable SOS

Remoave user

@

@ @

e @ @ e @ @

21
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7.2 Create users with additional On-Demand Support/SOS capability (*based
on subscription).

1. Team owner or admin can enable a user’s SOS capability either from user creation page or
from the user list after the user has been added.

Add User X

* Account

* password

Password must include:
« Atleast 8 characters

= At least 1 lowercase Latin letter (a-z), 1 uppercase
Latin letter (A-Z) and 1 number

= Atleast 1 special character ~I@#$%"&*_-+="|\({}

* Confirm Password

05", 2/
Request to change password when next login « Not be the same as the account name
Group
Default Group
Role
Member
Status
Enable user Enable web access
50S Technician
Enable SOS
Cancel
2. A user can be granted SOS feature via user list.
member@example.com 2024-12-1312:42:47 Enabled 2] BR e &60Q @ ® )

3. Users with SOS capability can be found on the SOS page.

Copyright © 2026 Splashtop Inc. All rights reserved. 22
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& splashtop’ M sos

My C
" computers Instantly access your customers’ computers without them having to pre-install anything

1. Your eustomer can easily access support by running the SOS tool which requires o installation, available at They can also receive remote assistance via the AR tool, accessible a

@
£0 My Devices.
5]

Logs o 2. Your customer tells you the 9-digit session code that's shown on the screen,
o Dovmionds 3, Use your Splashtap On-Prem Client Windows/Mac/iOS (v3.3.8.0 or above), Android (v3.4.2.7 or above) to enter the session code and start accessing the computer.
@ sos

Current Sessions  Technicians

ADMIN

Role T Aecount Display Name
88 Management 7
Admin
@ settings v
= system e Admin

Manager (groups)
Manager (groups)
Member
Member
Member
Member
Member

Member

Copyright © 2026 Splashtop Inc. All rights reserved.
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8. Install Splashtop On-Prem app and access

1. Users granted as Member can only browse limited content when log in to Gateway web
console compared to Team Owner or Team Admin as shown in below screenshot.
Member can log in Splashtop Gateway Web Console and download the latest Splashtop
On-Prem apps via Downloads menu tab and Install desired client applications.

& splashtop i Downioad 0
Download Splashtop On-Prem app

= &« @

Splashtop On-Prem app for Windows

2. When Splashtop On-Prem app installed, user simply inputs Gateway server’s IP
address or FQDN with default port number 443 and the account credentials obtained
from Team Owner or Admin to log in. Users with no such information will need to
consult Team owner or Admin.

Copyright © 2026 Splashtop Inc. All rights reserved. 24
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Splashtop On-Prem — O X

File View 505 Window Help

;\' splashtop on-prem

aaaaaaaaaaa

Stay logged in

Forgot your password?
Single Sign-On login

3. If a warning message pops during Log In, stating the SSL certificate is not from a trusted
certifying authority, it is likely that the SSL certificate is self-generated, and you can
choose to ignore it. However, we recommend that users who have encountered this
message popping up should consult their IT department for the proper guidelines to be
complied.

Splashtop On-Prem >

The S5SL certificate is not from a trusted cerifying
authonty

4. When you logged in to On-Prem app, either a list of the computers ready to be connected
will display or you may just engage a screen does not list any specific computers as
shown below. In this case please consult your Team Owner or Admin.

Copyright © 2026 Splashtop Inc. All rights reserved. 25
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owner@splashtop.com = ] >
File View 505 Window Help

C @l

CONNECT TO

Ask your IT admin to deploy Streamer on
the computers you wish to connect to

5. Below Screenshot reveals one specific Windows PC (Test-Device) has been successfully
deployed so that the user is able to remote access to it by clicking connect button to the
right or double clicking the light blue field.

L test@splashtop.com = O X
File VWiew Window Help

¥ Default Group (1)
El TestDevice I S

Copyright © 2026 Splashtop Inc. All rights reserved. 26
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9. Network Requirements

1.

3.

4,

If cross firewall remote session is needed, please prepare a public IP address for
Splashtop Gateway, or set port forwarding from the public IP to private IP in your
firewall.

Only port 443 is required to be open for inbound / outbound traffic to and from
Splashtop Gateway server and cannot be occupied by other services.

Below port numbers are local to Splashtop Gateway and not needed for inbound /
outbound communication, but should not be occupied by other services on Gateway
server local machine.

e Port number: 9080
e Port number: 5432
e Port number: 7080
e Port number: 7081

If you still have difficulty routing your connection, please contact Splashtop On Prem
Support.

Copyright © 2026 Splashtop Inc. All rights reserved. 27
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