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Copyright Information
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by Splashtop Inc.  Splashtop Inc. assumes no responsibility or liability for any errors or omissions that may
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trade/brand names, service marks, trademarks, or registered trademarks of others.
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All rights reserved.
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1.1. About this Guide

This Splashtop Center Administrator’s Guide (“Admin Guide”) provides server, desktop, and network
administrators with a detailed overview of Splashtop Enterprise with SplashApp technology, including
installation, activation, configuration, and administration of Splashtop Center, devices, users, and groups.

It contains details about how to perform Wake-on-LAN; how to get into the Splashtop Center Web Portal;
and how to make a connection with our SplashApp/RDP Connector option. The Admin Guide also includes

a discussion on deployment and best practice tips to get the most out of your Splashtop Enterprise solution.

1.2. What is Splashtop Enterprise?

Splashtop Enterprise with SplashApp technology provides IT organizations with the tools necessary to
securely and centrally manage how users remotely access their computers. It offers an on-premise
managed capability allowing corporate users with tablets and hand-held devices (like the iPad and Android
tablet) to remotely view and interact with their desktop or notebook work computers from outside the

workplace.

Now, employees on-the-go can enjoy all the benefits of remotely accessing applications and data from their

mobile devices as if they were in front of their computers.

® (Centralize management so you can set user access policies and view session activity in real time.

® Host behind your firewall using your own Windows servers to protect sensitive user information and
eliminate external monthly hosting fees.

® Enhance access and security so that your mobile users can be more productive by accessing important

company files and software from the road or at home easily and securely.
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This product is comprised of 3 components:

Splashtop Center — Performs Gateway, Relay, user, and device management functions. This is the
central server that authenticates, secures, and connects users and devices. It also provides a Console
to configure (and report on) users and devices. It is installed on a Windows server.

Splashtop Enterprise App makes it possible to connect your mobile device to the target computer
running the Splashtop Streamer.

Splashtop Streamer is the software which needs to be installed and running on the remote computer

you want to access. It streams audio and video to the mobile client device.

&N splashtop enterprise

Splashtop Enterprise app Splashtop Center Splashtop Streamer

()]
(o))

Mobile Devices On-Premise Server Computers
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1.3. Splashtop Center Features

Splashtop Center allows enterprises to deploy management of enterprise-level remote desktop services to a

private cloud environment. Following is the feature list of Splashtop Center.

Basic

® Gateway: Connect clients and Streamers.
® Relay: Supports cross-firewall connection.

®  Multi-device support: Supports iPad, iPhone, Android tablets, Android phones, Macs, and PCs.

Security

Data Protection
B Secure session: Supports SSL certificates.
Authentication
B User authentication: There are 2 types of users.
€ Gateway users will be authenticated by Splashtop Center.
€ Domain users will need to go through the AD server for local authentication. Active
Directory required.
B Device management: Supports device activation for client devices to gain access.
Tracking
B Session monitoring: Monitor employee usage to see which mobile device is connecting to
which computer, time of connection, and duration of each session. View real-time connections
and audit trails.

B Log/Reporting: Exportable log for auditing.
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IT Manageability

Centralized control:  Set user and device access policies, activate/de-activate users and devices,
create or import SSL certificates.

User management: Add or delete user accounts. Add new users individually, or add multiple users
all at once by importing a file. Reset user passwords.

Automatic Email notification: Email will be sent to users automatically to make it easy for them to
activate their mobile devices — the IT Administrator doesn’t have to write it.

Computer grouping: Set up a group to provide a pool of identically-configured computers for your
employees.

Manage Streamer updates: IT Administrators can easily manage new versions of the Splashtop
Streamer, using the Software Update tab of Settings. It also allows you to silently push the update of
the Streamer into users’ computers. More importantly, you can schedule the forced-update to take
place automatically after-hours or at any convenient non-peak time.

IT Policy Control lets you more conveniently configure settings/permissions for each user.

Backup: Import/export all configurations.

Applications and Desktop virtualization

RDP Connector: Our new SplashApp/RDP Connector option is ready for remote application delivery.
This option allows you to use RDP (Remote Desktop Protocol) for remote connection using Splashtop
Enterprise clients and to share access via RDS (Remote Desktop Services). Details about this can be

found in sections 5.5, 5.6, and 6.8.

High availability

Keep your Splashtop Enterprise running:  With this version, we have devised a specific configuration

that we call “High Availability,” which is intended as our suggestion for setting up a Splashtop Center

fall-back system to keep it up and running in case of unforeseen lost connection. That is, if your main
Server running Splashtop Center goes down, the backup Server you set up (using our “High Availability”
instructions) will take over, so you can keep using Splashtop Enterprise with no interruption in remote
connection service (and ideally no loss of data). For complete details, please see our separate

document entitled “Splashtop Center High-Availability Setup Guide.”
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User accessibility

®  “User Portal” — As your Splashtop Center Customer Portal, the Splashtop Center Web Interface (“Web
portal”) provides this web page for an alternative way to change passwords, download Splashtop
Enterprise applications, and optionally to set up SplashApp/RDP Connector.  After you have logged in,
you will have at least two tabs always available — Password and Downloads — even if you have not

obtained the RDP Connector option. Please see Chapter 5 for how to log in and other details.

Energy Saving

® A “Wake up this Computer” function is provided, to allow a user to wake up the target remote

computer from a sleeping state. That is, Splashtop Center will wake up the Streamer on behalf of the
client, provided the computer supports WolL (Wake on LAN) and the option has been enabled, and

that the computer is connected by Ethernet, not WiFi.

1.4. For more information

1.4.1. Web pages

For more information, please visit our Splashtop Enterprise web pages at:

www.splashtop.com/enterprise

In addition, for Help, Frequently Asked Questions, Community Forums and trouble-shooting tips, please
visit:

http://support-splashtopenterprise.splashtop.com/home
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1.5. How Splashtop Center Works

The Splashtop Center “connection flow diagram” below shows how Splashtop Center fulfills the needs of

users in the mobile workforce to remotely access files and applications from their office computers.

@
b (= (P
@ C:ﬂnanneac;?'n J’é‘ o |

@ Secure m “Splashtop Center Authenticate and Bridge
Relay 5 License” Client to Streamer

|_C ——

&
Splashtop Center

s

Request for Connection
on the road from Client

s
/'
s
/
s
s
/
¥

HE =

Host PC running corporate

s © | applications and files
-
Group
@ Company Computers
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(1)

(2)

(3)

(4)

(5)

(6)

First, activate the Splashtop Center Gateway with a proper license key.

Users enroll their device in Splashtop Center, then will be able to log in and initiate a remote access

request from a client on their mobile devices.

Once a mobile client device is logged in and authenticated by the connection manager with a valid
account assigned by you, the IT Administrator, it will be able to query the status of both the mobile

device and the target computers. This is done transparently to the user.

Upon initiating a remote session, Secure Relay does the actual bridging of the encrypted packets
between a mobile device which is away from the local network, and host computer. The whole
data path is secured by Secured Socket Layer (SSL) with AES 256 encryption. Splashtop Center can
import a certificate from a trusted SSL certificate provider, or generate a self-signed SSL certificate.
SSL uses the public and private key encryption system to ensure security between a client and

Streamer.

The computers in your company on which you have installed the Streamer can be accessed
remotely by the authorized users either within the same network, or over the Internet.

For local connection (within the same network), the mobile client device and the Streamer will
establish a direct session with the best performance in the local network. If SSL encryption is a
concern in the local network, please enable the Force SSL on Local LAN connections option in the
Security settings.

For remote connection (over the Internet), the mobile client device and Streamer will establish an

SSL session by going through Secure Relay.

Using the management console enabled by the Splashtop Center Gateway, the IT Administrator can

monitor sessions at any time, as well as manage user and device privileges and policies.
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2. Installing Splashtop Enterprise

2.1. System Requirements

Splashtop Center — Server Requirements

Minimum requirements are listed in the middle column below. However, if you want a remote connection

at optimal experience/performance, we recommend using the requirements listed in the rightmost column.

Splashtop Center

4 GB or more 8 GB or more
- -
Operating Systems Windows 7 Professional, Windows Server 2012
Windows 7 Enterprise Windows Server 2008 R2 Standard

Windows 7 Ultimate Windows Servers 2008 R2 Enterprise
Windows 8 Windows Servers 2008 R2 DataCenter
Windows Servers 2008 R2 Web Edition

Others Java 7 (Installer bundles by Java 7 (Installer bundles by

default) default)
. Run with Windows . Run with Windows Administrator
Administrator privilege privilege
Splashtop Inc., Confidential 14/226
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Splashtop Enterprise App — Client (Mobile Device) Requirements

You will need a network connection, plus the following requirements (depending on your specific mobile
device). Minimum requirements are listed; however, if you want a remote connection at optimal
experience/performance, we recommend using the requirements listed under the “Recommended”

column.

iOS (iPad/iPhone) Client

iPad iPad iPhone iPhone
(Minimum requirements) (Recommended) (Minimum requirements) (Recommended)
Resolution 1024 x 768 1024 x 768 or above 480 x 320 1136 x 640

Android (tablet/phone) Client

Android tablet Android tablet Android phone Android phone
(Minimum requirements) (Recommended) (Minimum requirements) (Recommended)
Resolutlon 480 x 800 1280 x 800

Splashtop Inc., Confidential 15/226
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Windows/Mac (PC and Notebook) Client

Intel Atom family CPU Intel i7 1.6 GHz dual-core Intel i7

Windows Client Windows Client Mac Client Mac Client
(Minimum requirements) (Recommended) (Minimum requirements) (Recommended for
optimal performance)

1GB 4 GB 1GB 4 GB or more

GMA nVidia GeForce - -

1024 x 600 1024 x 600 or above — =

Operating System Windows Vista or XP Windows 7 or 8 Mac OS X 10.6 Mac OS X 10.8 and

above

Network Requirements

One IP address and domain name:

If you need a cross-firewall remote session, please prepare a public IP address for the
Splashtop Center, or set port forwarding from the public IP to private IP in your firewall.
One port:

On-premise Gateway and Relay port: 443 (default)

Please make sure port 443 is not blocked by your firewall.

Splashtop Center Scalability (Bandwidth Requirements)

B Required productivity usage bandwidth per sessionis: 300 kbps, and reserve 800 kbps

for optimal performance

Test HW of Splashtop Center:
CPU: Xeon E31220
Memory: 4 gigabytes of RAM

3000 users, 6000 Streamers, 300 concurrent relay sessions

Splashtop Inc., Confidential 16/226
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Splashtop Streamer Requirements
You will need a network connection, plus the following requirements. Minimum requirements are listed

in the middle column of each table below. However, if you want a remote connection at optimal

experience/performance, we recommend using the requirements listed in the rightmost column.

Windows/Mac (PC and Notebook) Streamer

Windows Streamer Windows Mac Streamer Mac Streamer

(Minimum requirements) Streamer (Minimum requirements) (Recommended for
(Recommended for optimal performance)

optimal performance)

- 4 GB or more 8 GB or more
Resolution 1024 x 600 1024 x 600 or above

Operating Systems

* For graphics optimization/acceleration, the following nVidia graphic series cards will enhance the overall

performance:
GeForce 200, 300, 400, 500 series notebook or desktop GPUs, with at least 512 MB Frame Buffer.

Splashtop Inc., Confidential 17/226
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2.2. Basic steps to set up the first connection

The basic steps to get up and running will typically look like this. The first five steps should be done by you,
the IT Administrator, and the remaining two will be done by the users.
1. The IT Administrator sets up Splashtop Center on the company network.
2. The IT Administrator groups the computers as desired, and sets user permissions accordingly. For
an example “use case,” please see section 6.5, Creating and Administrating Groups.
The IT Administrator creates user accounts.
4. The IT Administrator notifies users that they have been added to Splashtop Center, and provides
specific credentials to them such as activation code and/or password.
5. The IT Administrator downloads the Streamer and installs it on all the computers which he or she
wants to be available to users for remote access.
6. The user downloads the Splashtop Enterprise client app to his/her mobile device and installs it.
7. The user invokes the client app on his/her mobile device and logs in using the password given by IT

Admin. The user can then make a remote connection to a computer in the office.

Splashtop Center and Splashtop Steamer can be installed on the same Windows server. In fact, thisis a
good idea because it would provide remote access to that server in case you need to change settings or

restart the Splashtop Center service someday.

For your convenience, the installation sub-sections below also contain some trouble-shooting tips from our
online FAQ and Knowledge Base. For more information, please visit our Support pages at:

http://support-splashtopforbusiness.splashtop.com/forums
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2.3. Installing Splashtop Center

1. To begin, go to our Splashtop Enterprise web site at:

http://www.splashtop.com/enterprise.

2. Click the Request for 30-Day Trial button and proceed with sign-up accordingly. Once complete,

check your Inbox for your “Splashtop Enterprise — Customer Portal

Welcome e-mail.”

In the

e-mail, click on the hyperlink to open our “Create Password” web page for your trial account.

Create the password you want to use for your Splashtop Enterprise trial account.

4. After entering your password, click the Verify my e-mail address button.

This will open the

Download page (hosted in conjunction with ZenDesk), which will look similar to the sample

illustration below. Follow the instructions on the screen.

X splashtop’

PRODUCTS PARTMNERS = INDUSTRIES ~ COMPANY — RESOURCES ~
Splashtop | privacy and cookies policy | try the new Zendesk | help | logout
GET STARTED DOWNLOAD KNOWLEDGE BASE MANAGE SETTINGS 4
Follow these steps to set up your trial and you will be up and running in <20 minutes: =T

1. Download the Splashtop Center and install onto your server or PC. Click on the [ LICENSE KEYS / TICKETS ] tab above
and copy/paste your license key into Splashtop Center to activate your trial. [video]

2. Create a user in the Splashtop Center. (Uncheck the "Generate Activation Code for password creation” box in order to
set password directly when creating a local gateway user.)

3. In order to use Splashtop Enterprise when your computer and dient endpoints are on remote networks, map a static
external IP address or DNS name to your Splashtop Center (default port is 443).

4, Download/install Splashtop Streamer for Enterprise onto each computer you need to remotely control and Splashtop
Enterprise App on your mobile device(s).

MNow that you have all the software you need, reference the Quick Start Guide cr Admin Guide to connect your Streamer

computers to Splashtop Center, authenticate mobile devices and start connecting!
Search

Download »

¥ actions

Splashtop Center (3) » Splashtop Streamer (2) »

=1

=3

=
(]

.3 Splashtop Center for Windows v2.3.0.1 Streamer for Enterprise (Windows)

v2.3.0.1-pkg Splashtop Streamer for Enterprise (W v2.2.5.2 Streamer for Business (Mac 05 X)

v2.3.0.0-pkg Splashtop Enterprise App (Windows)

Splashtop Enterprise - App (4] » Documentation (5) »

v2.3.0.0 Splashtop Enterprise App (i05) System Requirements

5
v2.3.0.0 Splashtop Enterprise App (Android) Quick Start Guide & Admin Guide
5

plashtop Enterprise App (Windows) Security Whitepaper
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Download

Latest versions of Splashtop
Enterprise software components
are posted here.

Previous versions can be found in
the ARCHIVE.

You must be logged in to your
Customer Portal account to have
access to Splashtop Center
installer download(s).
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Note above that you can also access the full Splashtop Center Administrator’s Guide, and the Quick Start
Guide, under Documentation. You can also click Knowledge Base to access the FAQ and other helpful

documentation.

5. Download your program and double-click on the EXE file to begin installing via the standard
Windows InstallShield Wizard.

Splashtop Center - InstallShield Wizard |

Setup Status

The InztallShield \Wizard ig instaling Splashtop Center

Installing Splashtop Center

IrgtallShield

LCaneel

6. After the installation is finished, go to the License keys / Tickets page to retrieve the License Key
which you will need in order to activate Splashtop Center. (The License Manager tab of the

Splashtop Center Console window is explained in section 4.8.6.)
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Alternatively, if you are a Trial user, you can activate/query the Trial license via the “First Time” Wizard

during installation, using the dialog box shown below. You can retrieve your Trial key from here:

=100 x|
Activate Product

[ Offline activation (this computer cannot access to Internet now)

Flease enter the same email address from registration

Email: harry.norton@splashtop.com

Flease enter the license key from one of the following:

{~ Emazil/Customer Portal
= Trial license key (Need signed up for a 30 days trial and have internet access)

Get one now |

License Key: IATARSJ 7B

< Back skip = Mext = Cancel
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Or, you can go through the License/Tickets page in the Customer Portal to set up the License Key, and then

manually enter it in the License tab of Settings, in the Splashtop Center window, as mentioned earlier.

A’ Sp’Q'Sh "op ’ PRODUCTS ~ PARTNERS ~ INDUSTRIES ™ COMPANY ~ RESOURCES ~

Ricky | priwvacy and cockies policy | logout

GET STARTED DOWNLOAD LICENSE KEYS / TICKETS KNOWLEDGE BASE OPEN A TICKET

Open requests Detailed list | Compact list You are viewing a list
of open requests

= View your recently solved and
«¢ #1844 Your license key closed requests

This is your license key:
APSLAJ-ADJAT9-GOPERE-KF3ZFL-ATBEJX

Submitted 2 minutes ago

Being processed. View request history »

NEWS PRODUCTS ABOUT BLOG CONTACT SITEMAP
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2.3.1. Upgrading Splashtop Center

Newer versions of Splashtop Center are periodically released. If you have already installed Splashtop

Center and want to upgrade to a newer version:

1. We recommend that you perform a backup of the Splashtop Center settings using the Backup tab in
Settings, which is shown in section 4.8.5. Optionally, you may want to export your SSL certificate
(Export button in Security tab, section 4.8.2) and Logs (Export button in the Logs tab, section 4.6),
in case of any upgrade issues. However, please note that if your License Key has expired, you
won’t be able to use the Backup function. You can check the expiration date of your License Key
in the License tab of Settings (illustrated in section 4.8.6.).

2. Download the newest version of Splashtop Center.

3. Install the newest version of Splashtop Center. The upgrade process will start automatically. All
Splashtop Center settings will be retained after the upgrade.

4. Perform any additional changes or configurations to Splashtop Center if desired.

Start the Splashtop Center service (it does not start running automatically after updated).

See also section 4.8.4 for information about how to use the Software Update tab of Settings to host the
newest versions of Splashtop Enterprise, and Splashtop Streamer, via the Splashtop Center console. You
can use this feature to push a forced Streamer update to all (or selected) users, and can also schedule it to

automatically take place at a certain date and time.
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2.3.2. Trouble-Shooting Splashtop Center Installation Issues

If the installation fails to complete:

The Splashtop Center installer will attempt to configure and install companion components in order to allow
the service to function properly. If problems are encountered, the installation process will usually inform
you, and offer instructions that may assist you. The examples below show some typical situations that you

may encounter:

* Missing Microsoft .NET Framework 3.5 SP1

Please download and install Microsoft .NET Framework 3.5 SP1 before proceeding with the Splashtop

Center installation (link:  http://www.microsoft.com/en-us/download/details.aspx?id=22).

* Unable to auto install Java 7 Update 3

If you run into this error, please run the Splashtop Center installer again in "command line mode" with the
instruction:
setup.exe /v"INSTALL_JAVA=1"

* Insufficient disk space

Splashtop Center requires a minimum of 200 MB of disk space. However, during the installation, keep in

mind that it may require additional disk space for hosting temporary uncompressed data.

If you get a “port error” message:
You will receive the following warning message if you restart the Splashtop Center service after having

selected a network port that is occupied by other software within the host OS:
“The specified port: {_port_number_} is occupied by {_software_process_name_}.  Please close or change
the port settings in {_software_process_name_}.  Or, configure the Gateway settings in Splashtop Center in

order for the Splashtop Center service to function properly.”

If you encounter this warning message, try to use another network port either for Splashtop Center or for

that software application.

Please note that port changes in Splashtop Center require a restart of the Splashtop Center service, as well

as the clients and Streamers needed, to update the Splashtop Center address accordingly.
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2.3.2.1.1f you cannot add Domain users from Active Directory:

If you are unable to find a Domain user to add into Splashtop Center, please check the following:

e Is the server running Splashtop Center on the same domain as the Active Directory server? It
needs to be.

e When you check for a user, does it show a user, but not the user account you are looking for?
You may need to type in the full domain name before clicking "Check".

e Do the license details show Active Directory support?

m NOTE: When logging in with a Domain user account, make sure to use the Email address — not the

domain address. More info about adding Domain users can be found in section 4.1.3.
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2.4. Installing the Splashtop Enterprise App

This is the App that is installed on the user’s mobile client device (supported devices were listed earlier in
section 2.1). Remote access requests will be initiated from this App in the mobile device, to the Streamer
on the remote computer, through Splashtop Center.

For illustrative purposes, we have used the iPad as our example mobile device in the following steps.

1.  Find the Splashtop Enterprise App in the Apple App Store using your iPad. You can type “Splashtop

Enterprise” in the Search box (shown in the upper right corner of the illustration below) to find it.

@ Search [ C splashtop for busin...

Category Price Device Reset Filters
All All All Clear All
iPad Apps 1-1of1 SeeAll> Sort by: | Relevance ‘

2.  Tap the Splashtop Enterprise icon or the Install App button to begin installing on your iPad. A dialog
box may appear, asking you to input your Apple account ID and Password. If so, you will need to do

so to proceed.

Apple ID Password

harry.norton @splashtop.com

Cancel oK
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Download Now

Splashtop for Business will now
begin to download.

After the Splashtop Enterprise App has finished installing, there are a couple of different approaches
that can be used to launch the App. With Splashtop Enterprise, the user should receive some
Invitation Email which contains an “auto-launcher link.”  If the user opens the Invitation Email on the
target device for Splashtop Enterprise, he or she only needs to click on this link. Splashtop Enterprise
will start, and then you can input the Splashtop Center Server’s IP address, and the Email address you

use in conjunction with Splashtop Center. Users who don’t have this information will need to ask the
IT department for it.

Enter your Account

Splashtop Center 192.168.17.10:443
Email harry.norton@splashtop.com

Password 2000000000

i ™

Log in

p o

Stay logged in Activate this product

Try Instant Demo

If you forgot your password, please contact your IT administrator to reset.
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4.  After entering the information in the fields of the Enter Your Account dialog box, tap LogIn. Ifa
warning message pops up when you tap Log In, telling you that your SSL certificate is not from a
trusted certifying authority, it is likely that the SSL certificate is self-generated, and you can choose to
ignore it. However, we recommend that users who have encountered this message popping up

should contact their IT department for the proper guidelines in handling this situation.

Warning

The SSL certificate is not from a
trusted certifying authority

Ignore Go back

5. If you continue to get an error message stating “Account Login Failed; This product isn’t activated,” it
means your IT department has enabled an option that requires users to activate Splashtop Enterprise

on this client device before the Splashtop Enterprise App can be used.

Account Login Failed

This product isn't activated.

e |
OK

;————-———-—J

So, in this case, users should contact the IT department to get the proper activation code, and input it

into the following screen.

Splashtop Inc., Confidential 28/226




Activate your product

Splashtop Center 192.168.17.10:443
Email harry.norton@splashtop.com

Activation Code S1iGSJdn

Activate

6.  After successfully activating your mobile device, the “Set Your Password” screen will appear if you
have not yet set up a password. Otherwise, you'll get the same “Enter Your Account” screen that

was shown under Step 3.  Enter your information and try to log in again.
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7.  After you log in successfully, the screen shown below will display. In this screen, you will either see a
list of the computers that you are allowed to remote-connect to using this iPad; or, you may just see
a screen like the one pictured below, which does not list any specific computers. In this case, follow
the instructions on the screen.  You can also click the “?” button in the lower right corner for helpful

tips.

é: splashtop ¢

We don't see any of your computers!
Please try the following steps:

Please contact your IT administrator.

And download this

Install it and enter your Account.

ﬁ NOTE: You can click the “gear” icon (shown in the upper right corner of the illustration above) to
open the Settings/Options tab (pictured on the next page). These options are helpful in certain conditions.

For example, Optimize for 3G could be switched ON if your available network bandwidth is not so good.
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TH12:24 Not Charging B

Account
" Show hints every time 9
— y (o @)
Allow Auto-Lock () oFfF )
EKPEf imental Allow your device's Auto-Lock to turn off the screen during active session
Show offline computers (u‘\ OFF )
Optimize for 3G ( u'\ OFF )
Automatically adjust display quality for best responsiveness under different network
conditions
Run in background (") OFF)

Maintain current connection for up to 5 minutes after you switch to another app

Product improvement () OFF)

Help improve this product by submitting anonymous crash reports and usage statistics

ﬁ NOTE: The Client app for Windows supports silent installation and un-installation. Please append
the appropriate parameter as follows:
e Install: "/s"

e Un-install: "/s /[removeonly"

Silent install
For silent installation use a command following this formula:
Install path\execution file(.exe) setup/s
For example:
D:\SC_WinClient\V2.2.0.1\Splashtop_for_Business_Win_v2.2.0.1.exe setup/s

Silent un-install
For silent un-installation use a command following this formula:
Install path\execution file(.exe) setup/s/removeonly
For example:
D:\SC_WinClient\V2.2.0.1\Splashtop_for_Business_Win_v2.2.0.1.exe setup/s/removeonly
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2.4.1. Making a Remote Connection

The computers you are allowed to remote-connect to, using this iPad, will be listed in your iPad’s Computer

List screen as in the example below.

Tap the computer icon representing the computer you want to connect to.  (Don’t forget, the Streamer

must be running on that computer, in order for the Splashtop app on your mobile device to find it.)

A’ splashtop enterprise

[Default] dvmO78

Resolution

800x600
1024768 iPad best fit

Use computer's native display setting

ﬁ NOTE: Tapping the E. icon to the right of a computer name will open a drop-down menu as

shown above, which allows you to select a Resolution.
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This message will display momentarily:

Connecting to your computer...

On your first connection, the next thing you will see should be the “Hints” screen, illustrating the gestures
you can perform on your iPad during a remote connection. These will be super-imposed over the remote
computer’s screen, which is now shown on your iPad. If you do not want to see this Hints screen every

time you make a connection, un-check the Show Hints Every Time checkbox shown below.

Hints
Gesture

TOGGLE
TRACKPAD
MODE

|
R
WINDOW SCREEN

SCROLL SCROLL CONTROLS

i |  — e

Show hints every time
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The other translucent “Hints” screen tells you what the icons on the Toolbar do:

Hints
Toolbar

Disconnect
Hint
Lock Qrientation
Scrollbar

Trackpad Mode

!
* ¥
Oy & u®
Switch Display
Sharp or Smooth

Arrow Keys

Hide Toolbar
L]

n Show hints every time

There are two icons in the lower right corner of the screen during a remote connection (as shown above).

You can open the on-screen Keyboard by tapping in the lower right corner (as shown above).

~
Or, display the Toolbar (shown below) by tapping the icon.
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New Freebies Available on the Toolbar !

We now offer two of our products free, with your purchase of Splashtop Enterprise — Splashtop
Whiteboard and Configurable Shortcuts and Gamepad. You can access them from the Toolbar on the

Client app during a remote connection (shown on the previous page).

Splashtop Whiteboard
Our popular Splashtop Whiteboard app is included free with your Splashtop Enterprise! To start it, just

tap the *8 icon on the Toolbar, shown in the previous illustration.

For information about Splashtop Whiteboard, please see our web page at:

http://www.splashtop.com/whiteboard

For Frequently Asked Questions, please see the Splashtop Whiteboard Support page at:
http://splashtopwhiteboard.zendesk.com/home

Configurable Shortcuts and Gamepad (CSG)

Another app that you now get free with Splashtop Enterprise is our Configurable Shortcuts and GamePad.

To start CSG, tap the - | icon on the Toolbar.  For information about this product:

For a basic introduction, please see this Press Release:

http://www.splashtop.com/press/1-remote-desktop-leader-splashtop-introduces-configurable-shortcuts-ga

mepad-%E2%80%93-ability-to-create-keyboard-shortcuts-mouse

And this brochure:
http://d36wcsykcv5g5l.cloudfront.net/doc/CSG brouchure.pdf

To watch a demo video and tutorial video, go to our web page at:

http://www.splashtop.com/resource

Splashtop Inc., Confidential 35/226



http://www.splashtop.com/whiteboard�
http://splashtopwhiteboard.zendesk.com/home�
http://www.splashtop.com/press/1-remote-desktop-leader-splashtop-introduces-configurable-shortcuts-gamepad-%E2%80%93-ability-to-create-keyboard-shortcuts-mouse�
http://www.splashtop.com/press/1-remote-desktop-leader-splashtop-introduces-configurable-shortcuts-gamepad-%E2%80%93-ability-to-create-keyboard-shortcuts-mouse�
http://d36wcsykcv5g5l.cloudfront.net/doc/CSG_brouchure.pdf�
http://www.splashtop.com/resource�

Splashtop Center Administrator’s Guide v1.7

Meanwhile, on the screen of the desktop computer being remotely accessed, a message will display in the
lower right corner, which states the name of the iPad which is accessing the computer. It displays for

about five seconds and then disappears automatically.

A

terminate the remote session, your regular iPad screen will re-appear, and you should be returned to the

On your iPad (or other client mobile device), after you tap the Disconnect icon on the Toolbar to

screen that contains the Splashtop icon shown below. Tap the Splashtop icon if you wish to begin a new

remote-connection session.

\ ..-S_jplashmp_

Ei NOTE: Tapthe icon to access screens of Help messages such as:

How to Find Your Computer(s)?

Make sure the computer(s) is powered on

The computer should not be sleeping or powered off (unless
your computer is set up for Wake-on-LAN).

Make sure Splashtop Streamer is running on your
computer(s)

Make sure you are logged in with your Account

= = Input the same Splashtop Center and account login on both
-
your iPad and computers.

For additional help, swipe to the next screen or visit www.splashtop.com/support
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2.5. Installing Splashtop Streamer

The Splashtop Streamer is the streaming source for remote access. Install the Streamer on any computer

that you want to make capable of being accessed remotely. Then users (who are authorized within

Splashtop Center) can access the content of the host computer using their mobile device (client) running

the Splashtop app. You, as the IT Administrator, will send Invitation Email to the users, and they will use

that Email to do the Streamer installation themselves as explained below.

1. The Streamer is hosted in the Splashtop Center. When the user receives the invitation Email from

you with instructions, he or she will click on the URL (https://sc_url[port]/html/getstreamer.html) in

the Email to begin the download/installation of the Splashtop Streamer.

[MNOTES:

O
0'0

O
0'0

Mac Streamers: You cannot have multiple Mac Streamers installed. If you
already had any other version of Splashtop Streamer installed, the Installer will ask
you if you want to uninstall it. If you agree to uninstall the existing version, the
InstallShield Wizard will first perform a complete Uninstall, including all backup files
for that Streamer. After that is done, the InstallShield Wizard will automatically
install Splashtop Streamer (for Mac).

Windows Streamers: Please note that for the Windows version of the Streamer,
we now provide a “Co-existing Streamer” feature. This feature allows both the
Splashtop Streamer (for Windows) and the Splashtop 2 Streamer (for Windows) to
exist on the same machine at the same time.

The Streamer now supports both Basic and NTLM authentication when connecting
to a Proxy server:

¢ Basic Authentication: When authenticating with the Proxy server, the Streamer

sends the User Name and Password as un-encrypted, base64-encoded text, but
over the HTTPS secured protocol. After the User Name and Password have been
authenticated, each request is treated as a new session, and these credentials will
be verified every single time.

+ NTLM Authentication: When authenticating with the Proxy server, the Streamer

uses a secure challenge/response mechanism over HTTPS, which does a better job
of preventing password capture, replay attacks, and spoofing. This
authentication only takes place per connection. (More information about NTLM
can be found at the end of the Appendix.)
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2. After you click Finish to close the InstallShield Wizard window, the Splashtop Terms of Service

agreement will display. You will need to click Accept to continue.

& splashtop streamer b4

Terms of Service

TERMS OF SERVICE I

These Terms of Service ("Terms™) between You (defined below) and Splashtop (defined below) describes the
terms and conditions of Your use of Splashtop’s Services (defined below). BY COMFLETING THE
ELECTRONIC ACCEPTANCE PROCESS, YOU AFFIRM THAT YOU (i) ARE AT LEAST 18 YEARS OF AGE OR
OLDER AMD (ii) HAVE READ, UNDERSTAMD AMD AGREE TO BE BOUMD BY ALL OF THESE TERMS. IF
YOU DO NOT AGREE TO ALL OF THE TERMS, DO NOT PROCEED ON THE ELECTROMNIC ACCEFPTAMCE
FROCESS AND YOUR REGISTRATION PROCESS WILL BE DISCONTINUED. Splashtop reserves the right,
exercised at its sole discretion, to modify, add or delete portions of these Terms from time to time without notice
to You, and You further agree to be bound by such modified Terms. The most current version of the Terms can
be viewed at hitpifwww splashtop.comiterms/splashtop.

1. DEFINITIONS

“Documentation™ means any electronic or printed materials that accompany the Software that provide instructions
for the installation, operation and use of the Software.

“Licensed User” means an individual with a valid Splashtop Business or Splashtop Enterprise seat license.
“Services® means Splashtop Personal, Splashtop Business or Splashtop Enterprise services including its related
Software.

BT 2 R N T N Y o A FmreWmais dm vimm s T

[+ Help improve this product by submitting anonymous crash reports, connectivity and usage statistics.
Learn more.
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3. The Status tab of the Splashtop Streamer window will then display.

Computer Name
dvm078 &

Accessed by
Mot being accessed

Account

Log in sovour computer can be discoverad by yoaur makile
device.

Splashtop Center

Fassward

I
Ernail |
I

Lag In |

[fyouforgot yvour password, please contact your [T admin to
reset

Log into Splashtop Personal or Bu siness

4. The user needs to enter the Splashtop Center URL, Email address used in conjunction with
Splashtop Center, and his/her password. This is the password that was entered when installing
the Splashtop Enterprise App on the mobile device (in Step 3 of the previous section, entitled

“Installing the Splashtop Enterprise Client App”).

ﬁ NOTE: The illustration above shows the Streamer ready for login to Splashtop Center. Unless
restricted, a user can click Log in to Splashtop Personal or Business in the lower right corner of the
Streamer console (Status tab) to switch to Splashtop Personal/Business mode. As the IT Administrator,
you can prevent your Splashtop Center users from doing this, if desired, by making sure the “Stay in
Splashtop Center Mode Only” checkbox is checked in the Policy assigned to the user(s). This is illustrated

and explained later in Mode Switching in the Policies section.
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ﬁ NOTE: The Splashtop Streamer installer for Windows supports silent installation and un-installation.

Please append the appropriate parameter as follows:

e Install: "/s"
e Un-install: "/s [removeonly"
Silent install

For silent installation use a command following this formula:
Install path\execution file(.exe) setup/s

For example:
D:\S4B_SRS\V2.2.0.1\ST_SCRS00_v2.2.0.1.EXE setup/s

Silent un-install

For silent un-installation use a command following this formula:
Install path\execution file(.exe) setup/s/removeonly

For example:

D:\S4B_SRS\V2.2.0.1\ST_SCRS00_v2.2.0.1.EXE setup/s/removeonly

For complete details and illustrations of the Streamer, please see our separate document entitled “Getting

Started with the Splashtop Streamer.”
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2.5.1. llustrations of the other Splashtop Streamer tabs

The Status tab of the Splashtop Streamer window was illustrated above. For your reference, below are

illustrations of the other four tabs. The options and settings are self-explanatory, but some of them are

touched upon in Section 4.7.1 because they can also be controlled by the Policy Settings.

Settings tab

[ Enable autoe launch

Start Splashtop Streamer automatically when your computer
starts, so vour mobile devices can always find it.

Settings Sound

Use the following audio device:

SoundhdE HD Audio-Stereo Mix

€ Dutput sound anly to mobile device
0 Output sound anly to this computer
£ Output sound to both this camputer and maohile device

System power options

Setyour computer to never sleep soywou can access it remotely
at anytime.

This computer is currently set to: never sleep

Chanoe Sleep Settings. ..

™ Improve this product
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Security tab:

™ Require Windows passwori

Befare connecting remotely, you must first enter the Windows
account password of this computer.

[ Require Splashtep Center Account’s password

. Before connecting remotely, you must additionally enter
Security Splashtop Center Account's password.

[~ Enable lock screen
Automatically lock this computer at the end of your session.

[~ Enable blank screen

Frevent others from seeing what vou're doing while you are
remotely contralling this compuoter. Limitations.

™ Lock keyboard and mouse

When your mahbile device connects ta this computer, lack this
computer's keyboard and mouse. Limitations.

Advanced tab:
Upper half of the Advanced tab:

IP Address
192 168.3.7 Local Area Connection

1892168.23.1 Yhiweare Metwork Adapter Yhnet
1892.168.79.1 Whiweare Metwork Adapter Whnets

Port Numher
lIse the following port to connect to this computer.

Port:

Advanced (o753

Aﬂp]y | Restare Default

0 [fyou change the default port number, you must create a
manual connection profile inyour Splashtop app in order
fo access this computer. Splashtop Streamer uses 3
consecUtive ports - ports =6784= and =67 25= will also he
uzed

Proxy settings

-~
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Lower half of the Advanced tab:

"~ toaccess this computer. Splashtop Streamer uses 3 &
consecutive ports - parts =6784= and =67 85= will also he
u=ed.

Proxy settings

Mo prosy
= Autn

" Manual
Sefver

I

Advanced

sernarne

Password

Aoy

About tab:

Version 2.4.0.0
Copyright @ 2010-2013 Splashtop Inc. Patent pending in the LS.

and other countries. ¥aour use ofthis product is subject to the Terms
of Service.

To learn ahoutthe open source components used in this product,
click here,

Wisit hitpifenaw splashtop comisupport far help.
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2.5.2. Trouble-Shooting Splashtop Streamer Installation Issues

If you can’t launch the Streamer after the Streamer installation is finished, please try the
following suggestions:

e If you are using Windows XP, and Splashtop Streamer will not start after installation has completed,

use Task Manager to stop the SRServer.exe process. Then manually launch again.

e We found that if a service process named Terminal Services is disabled, this would prevent the
Splashtop Streamer from being launched. If it is disabled in your case, please enable it manually
from Task Manager/Process. Note that the Terminal Services process exists only in XP

Professional (not in XP Home). You can find Terminal Services as follows:

1. Right-click on My Computer and select Manage from the menu.

2. Inthe Computer Management window, open Services And Applications in the left pane and
click Services.

3. Inthe Services pane, there should be a Terminal Services item in the list in the right pane. If
it is disabled, right-click on Terminal Services, select Properties from the menu, then select
Manual and click Apply. The Start button will then be enabled.

4. Click the Start button to start Terminal Services. The Splashtop Streamer should then start up

automatically!

e Try un-installing the previous installation, restart the PC, then install again.
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If an error occurs (or hang-up) during installation of the Windows Streamer, you can try the
following suggestions:

e If you get an error message immediately when executing the Installer file, it may have been

corrupted during the last downloading. Please re-download and try again.

e If you are using Windows XP, and get an error message like "Windows installer service could not be
accessed," please follow the steps below to enable the Windows Installer service from the Control
Panel:

1. Click the Start button, click Control Panel, then click Administrative Tools in "classic
view" — or, Performance and Maintenance and then Administrative Tools in "category
view. "

2. Click Services. Find the service name "Windows Installer" and click that line so it's
highlighted. The Status column will be blank if the service is not currently running.

3. If not running, there will be something like "Start the Service" on the left side of the screen
—click it. That starts up the process on your system.

4. Run the Splashtop Streamer installer again, and it should work!

e It has been reported that the Kaspersky software running on Windows XP will block Splashtop
Streamer installation.
¢ If you have installed "Airfoil," the Splashtop Streamer installer will be blocked, and may hang while
installing. The solution is to un-install Airfoil, then install Splashtop Streamer again. Or, add the
Splashtop Streamer install.exe program to the "exclude" list under Airfoil's Automatic Hijack
settings. (Some users have reported that Airfoil also interferes with DirectTV2PC's installer.)
e One of our users informed us that he solved the installation error-1719 (on Win7 64-bits) by exiting
out of the Comodo anti-virus application. It has a built in "sandbox," which may be the cause.
e If you get error code 1618, please try these steps to solve it.
a. Go to Task Manager.
b. Go to the Process tab.
c. Click on " Show all processes for all users."
d. Find a SYSTEM process named mciexec and kill that process. This should solve the

problem.
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If you get error code 1152, this might be due to one of the following situations:
a. Thereis not enough disk space on the hard drive to which files are being extracted.
b. You don't have sufficient privileges to write files to TEMP file.

c. The downloaded files may be corrupted.
Based on the possibilities listed above, here are some suggested solutions:
1. Download the Streamer again.

2. Free up some disk space wherever possible on the C drive (where the Splashtop Streamer is

installed).

3. Try to disable User Account Control (UAC) before installing.  Click on the following hyperlink
to view an article about how to do this in Windows:
http://www.howtogeek.com/howto/windows-vista/disable-user-account-control-uac-the-easy
-way-on-windows-vista/)

4. Right-click on the installer file, select Run As... from the menu, and then in the dialog box,

choose to run as Administrator in order to execute the installation.
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3.1. Installation Deployment Choices

Splashtop Center is designed to be hosted inside the enterprise firewall to protect sensitive user
information. Without complicating the existing network setup for security, here are a few common

deployment approaches for on-premise hosting.

3.1.1. Splashtop Center deployment in the DMZ

A “demilitarized zone” (DMZ) is used as a boundary between the Internet and the company’s internal
private network. The Splashtop Center Gateway provides a single secure access point for remote access
traffic over the Internet from the mobile device (client) to any of the managed computers in a private
network. This reduces the number of ports required to be opened in a firewall. Communication from
both the mobile client device and Streamer to the Splashtop Center Gateway are encrypted using HTTP over
SSL. The presence of the secure relay between Intranet and Internet extends the secure path between the

mobile client device and Streamer.

It is recommended that Splashtop Center be installed on its own machine in your network DMZ.

14

App Client

Public IP Static Private IP Private IP
(Port 443) (Port 443) (Port 443)

App Client
Remote Connection

|

v
Internet Splashtop Center

Intranet Firewall

Internet Firewall

Streamer

v
DMZ Intranet
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As shown in the diagram above, deploying in the DMZ requires opening port 443 (by default it is 443, unless
someone changes it) on the firewall to allow access to services via the Splashtop Center. The IT
administrator needs to open port 443 and configure port forwarding for port 443 between public IP
(Internet) and private IP (Intranet) in the firewall. All traffic between Internet client (mobile device) and
Intranet Streamer communication and data transfer will be relayed by the on-premise Relay service of

Splashtop Center.

3.1.1.1.Internet firewall (for DMZ)

So, to summarize, open ports need to be available so that the client can communicate over the Internet
with a Splashtop Center Gateway residing in the DMZ. We recommend opening port TCP 443 in the
Internet Firewall for DMZ, to facilitate HTTPS communication from the Splashtop Center mobile client

device over the Internet to Spashtop Center Gateway.

3.1.1.2.Intranet firewall
Likewise, for HTTPS communication, open ports need to be available so that the Splashtop Center Gateway

can communicate with Streamers in a private network, and port TCP 443 is recommended.
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3.1.2. Splashtop Center deployment in a private network

An alternative deployment option is placing Splashtop Center in the Intranet. This option is for companies
who do not have DMZ. Splashtop Center can run in the Intranet and the IT administrator also needs to

open port 443 and configure port forwarding for Splashtop Center in the firewall.

App Client

Public IP Static Private IP
(Port 443) (Port 443)

App Client

Remote Connection e
4, Internet Firewall
v
Internet

Streamer

v
Intranet

3.1.2.1.Internet firewall (for a private network)

So, similarly, for HTTPS communication from a Splashtop Center mobile client device over the Internet to
Splashtop Center Gateway (residing in the same private network), open ports need to be available so that
Splashtop Center Gateway can communicate with the computers running the Streamer in that private
network, and again port TCP 443 is recommended (by default it is 443 in Splashtop, unless someone

changes it).

3.1.3. Physical vs. Virtual

Splashtop Center can run in a virtual machine. However, there may be additional virtual machine settings

which need to be configured, such as using "Bridged" mode network - not "NaT".
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The Splashtop Center Console is a screen containing seven tabs in the left sidebar: Users, Devices, Groups,
Logs, Policies, Settings, and About. The usage of each tab is explained in this section. By default, the

Users tab is initially displayed as shown below.

Near the upper right corner of the Console screen, there is a Get Help button. Clicking this button will

open the main Splashtop Enterprise web page.
At the bottom of the Console screen, there is a Restart button and a Stop button:

Restart
If you click the Restart button, the Splashtop Center service will stop and then start up again.
/I CAUTION: Please be aware that all currently active remote sessions will be disconnected if you

restart!

Stop
Clicking Stop would terminate the Splashtop Center service and all active remote sessions.
E4 NOTE: You would then need to manually click the Start button when you want to start the

Splashtop Center service again.
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4.1. The User’s Tab

The Users tab displays all the users who have already been added. From this list, you can quickly change
the Privilege setting or Delete the user. You can also click Edit and change the user’s password or Email
address, change the policy applied to this user, and generate additional activation codes (in the event that
the user has obtained additional mobile devices which you want to authorize to utilize Splashtop Enterprise,
because one activation code can be used with only one mobile client device). A Search field in the upper

right of the window lets you search for users; click Reset if you want to blank the Search field.

4.1.1. Enabling or Disabling Users

There may be times when you just want to prevent a user from using Splashtop Enterprise temporarily (as
opposed to permanently deleting a user as mentioned above using the Delete button). By default, when
an individual user is added, the checkbox in the Enabled column is checked. Simply un-check the Enabled
checkbox at any time to conveniently disable the related user, and check the checkbox when ready to

permit this user to use Splashtop Enterprise again.

¥ splashtop Center =1ol x|
© Get Help
Users add search Reset
Email v | Enabled | Privilege Type Domain Name | Policy | | |
E Devices john.doe@splashtop.com 72 Standard |  Gateway user policyl = Edit Delate
john.smith@splashtop.com 2 Standard v|  Gateway user Default Palicy v Edit Delete
jane.doe@splashtop.com v Standard v|  Gateway user Marketing-Dept. 7| Edit Delete
Eﬁ E3 hansel.gretel@splashtop.com ~ Standard ¥|  Gateway user policyl = Edit Delete
chris.lin@splashtop.com v Standard v|  Gateway user Marketing-Dept. = Edit Delete
blion.chen@splashtop.com ~ Standard v|  Gateway user Default Policy | Edit Delete
® L harry.nerton@splashtop.com F Admin | Gateway user Default Policy ) Edit Delete
momo.tsai@splashtop.com ~ Standard _w|  Domain user dvm.corp Default Policy = | Edit Delete
m o thomas.wang@splashtop.com ~ Standard v|  Gateway user Marketing-Dept. ~] Edit Delete
ricky.tang@splashtop.com ~ Standard | v| Domain user dvm.corp Default Policy x| Edit Delete
eric.chou@splashtop.com r Standard |  Domain user dvm.corp policyl 1 Edit Delete
* Settings herb.wang@splashtap.com O Standard | v|  Domain user dvm.corp policyl = Edit Delete
i
Splashtop Center Service:
IP address: 192.168.17.20:443
Status: Running
Started on: 2013-07-15 09:22:02  Chabled users: 10
i Apply Close
Maximum allowed users: 25

Restart Stop

If you want to add new users, you can click the Add button to add new users individually, or you can use the
Bulk Import button to add multiple users all at once. However (unlike adding users individually), when
you add users via Bulk Import, they will have a status of Disabled by default. After users are bulk-added,
you can choose which users you want to Enable. (Note at the bottom of the Users tab, the number of
currently Enabled users is shown, along with the Maximum allowed users.) Also, please be aware that in

order to use the Bulk Import feature, you must first set up the Email/SMTP configuration, in the Settings tab

(if not already done).
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Email
Email is used to identify user in Splashtop Center. Each user shall have unique email address, and it is

displayed in the Email column of the Users tab.

Enabled

By default, when a user is added, the checkbox in the Enabled column is checked. Simply un-check the
Enabled checkbox at any time to conveniently disable the user, and check the checkbox when ready to
permit this user to use Splashtop Enterprise again. Additionally, the Enabled status has a direct
relationship to the number of users allowed, as defined in the License Key. If it is specified in the License
Key to restrict the number of users, then the number of Enabled users can’t exceed the maximum user
count. For example, if your maximum number of users allowed is five, and you currently have four users in

Enabled status and ten users in Disabled status, you still have one spot available to assign as Enabled status.

For convenient reference, the total number of currently Enabled users is shown at the bottom of the Users
tab, along with the Maximum allowed users (illustrated on the previous page) according to your license

agreement.

Privilege
Privilege can be set to either Standard or Admin. This is to offer IT admin the ability to assign the Admin
role for Splashtop Center, and all the responsibilities granted as Admin. There can only be one user set to

Admin privilege in Splashtop Center.

Type
This column provides “user type” information. There are 2 types of users: Gateway and Domain users.

They are explained further on the next page.

Policy
Each user will be assigned a policy at the time of creation, which can be later modified, and conveniently
switched to another existing policy. The drop-down list will contain all policy names available for selection.

Please refer to Policy chapter on how Policy works and modifies.
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Supported User Types

Splashtop Center supports two types of users: Gateway users and Domain (Active Directory) users.

1. A Gateway User is a Splashtop Center user account that only exists on the Splashtop Center gateway
module. This is the typical account for Splashtop Center, unless you use Active Directory.
2. A Domain User is an Active Directory (AD) user which is managed by the IT administrator. IT

administrators can integrate AD users into Splashtop Center.

4.1.2. Adding Gateway Users individually (using the Add button)

Creating Gateway users with an activation code:

1. Click the Add button in the Users tab. The Add User dialog box will appear.

x

User type: Gateway user -
User policy: Marketing-Dept. -
Email: thomas.wang@splashtop.com
% presat password [T auto generate

User Password: I

Confirm Password: I

Password matched

" Issue One-Time Password

" Issue a link for users to set own password

How many devices to activate? I 1 =

oK | Cancel |
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Make sure Gateway user is selected in the User type field (Gateway user is the default value).

From the drop-down list, select the Policy you want to apply to this user. A Default Policy is created

during installation automatically, so this will be applied if you have not created any additional policies

for selection. For information about policies in Splashtop Center, and how to create and edit new

polices, please see section 4.7 (entitled The Policies Tab) for complete details.

Enter the user’s Email address.

Choose the method you want to use for password creation. The three choices are as follows:

Preset Password

Select this button if you want to assign a specific password to this user, then type the desired
password into the User Password and Confirm Password fields. (An example was illustrated
on the previous page.) If you opt to check the Auto Generate checkbox, then the User
Password and Confirm Password fields will be grayed out, and the password will automatically
be generated by Splashtop Center. The Invitation Email sent to the user will contain the

preset password, and will include a link which he/she can click, to change the password.

Issue One-Time Password

Select this button if you want Splashtop Center to automatically create a password for the user.
After you click OK, the dialog box shown below will appear. It shows the password that was
generated, and Activation Code(s). This password can only be used one time to log in, and
then after logging in, the user must change their password on the client side so he/she will
have a valid password for future use.

x

One-Time Password and 1 Activation Codes generated for user terry.ko@splashtop.com

One-Time Password: ;I Copy to clipboardl
F11PYEXC

Activation Codes:
F7AOKIAT

=

el QK |

An email with setup instructions will be sent
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e Issue a Link for Users to Set Own Password
If this button is selected, no password will be preset, and the Invitation Email sent to the user
will just include a link which he/she can click to create the password. This link goes to our
Splashtop Center Web portal where passwords can be set/reset. In this case, no login
credentials will be required to access the Web portal, because this user does not have a
password yet. Please see section 5.3 for more details about the Password tab in the Web

portal.

ﬂ NOTE: Please be aware that if the Enable Device Activation checkbox is disabled (not checked) in
the Settings/General tab (section 4.8.1) then when you add new users, the How many devices to activate?
field will not be available in the Add User dialog box, and no Activation Codes will be automatically

generated at the time when new users are added.

6. By default, the How many devices to activate field is set to a value of 1. If the user you are adding
just has one mobile device which you want to authorize for Splashtop Center use, you are ready to
click OK. Or, if the user has more than one mobile device that you want to give an Activation Code to,
specify the number in the How many devices to activate? field. In our example illustration shown
under section 4.1.2 above, the user has one mobile device, so one Activation Code was generated

(each Activation Code can be used to activate only one mobile device), as shown on the next page.

7. Click OKin the Add User dialog box. Another dialog box will appear, showing the generated

activation code(s), shown in the example on the next page.

Splashtop Inc., Confidential 55/226




x

1 Activation Codes generated for user thomas.wang@splashtop.com

YQB7STEN = Copy to cliphnardl

An email with setup instructions will be sent

If the message “An Email with setup instructions will be sent” is displayed at the bottom of the dialog box as
shown above, then you are done. “Invitation Email” has already been sent to this user automatically.

The Email will contain a link for the user to conveniently click and download the Streamer. In the Streamer
window, the Splashtop Center URL and the user’s Email address (for use with Splashtop) will need to be

entered, along with the password. (One Activation Code can be used for one mobile client device.)

III

ﬂ NOTE: In order to set up the necessary information for “Invitation Email” to be automatically sent,
use the Email tab in Settings, and make sure to check the Automatically send email to users for
account/password setup and device authentication checkbox in that tab.  For instructions and
illustrations, please see section 4.8.3. (In addition, you would need to have the Email tab set up in order

to use the Bulk Import feature, if desired.)
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On the other hand, if the automatic “Invitation Email” feature is not enabled:

If the message displayed at the bottom of the dialog box is...

A1 Email not configured or disabled, manually
inform user setup instructions

...then this tells you that the “Invitation Email” function is not enabled, and therefore you, the IT
Administrator, should manually send Email to this new user to notify him that he/she has been added as an
authorized Splashtop Enterprise User. In this case, you can conveniently click the Copy to clipboard button

to copy the Activation Code, then paste it into the Email with your instructions and send it to the user.

The user needs to activate from a mobile client device (iOS, Android, or Windows client) — not from the

Streamer system, as follows:

B Launch the Splashtop Enterprise app on the client device, then click on the “Activate this product”

link.

B Enter the account Email address and activation code, and tap the “Activate” button.
B Enter the password twice to set up.

B The user can then try to login.
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4.1.3. Adding Domain (Active Directory) users individually (Add button)

Click Add. In the Add User dialog box, select Domain user in the User type field. If the current computer
is not yet logged in to the domain, then the domain user system verification dialog will pop up after you
select Domain User. You will need to log in as a domain user on Splashtop Center to join the host server

in to the Active Directory domain.

The dialog box may take various forms depending on the Windows operating system you are using. For

example, if you are using Windows 7, it may look as shown below.

x

Authentication is required to access the Active Directory Domain Service (auto
log off upon exiting Splashtop Center).

Domain user logon name format: DNSDomainMame WserMame

Ii dvm.corphharry.norton

QK Cancel

Or, if you are using Windows XP, it might look like this:

Authenticate Domain User

Aukthentication is required to access the Ackive Directory
Ciomain Service {auto log off upon exiting Splashtop Center),

Ciomain user logon name format: DRSComainMame\Usertame

User name: I € dvm.corpiharry. norton j

Passwiord; | TIIITT

| Ik I Zancel

Enter the domain_name\user_name in the User name field and its related Password into the dialog box.
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After successfully logging in as a domain user, the User Type field will display Domain user, as shown below.

Then select the User Policy you want to apply to the user you will be adding.

x

User type: Domain user |
User policy: Default Policy |
Domain Name: dvm.corp Switch
Current Locations: dvm.corp

User logon name: ricky.tang@dvm.corp Check
Email: ricky.tang@splashtop.com

How many devices to activate? I 3 =

oK | Cancel |

The Domain Name field will display the domain you logged in to. If you wish to add a user from a different
domain, click the Switch button. The “Domain Login” dialog box (illustrated on the previous page), will

open again, and let you change to a different domain.

The User logon name can be any valid domain account. Then you must click the Check button to verify
the domain account. If no problem, the Email address associated with that domain account will
automatically display in the Email field. The OK button will then be enabled, and you can click OK to add
the AD domain user into Splashtop Center. Splashtop Center will use the value shown in the Email field as

the user account.
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For example, if you add a user named “john” from the “abc.com” domain, the user account for Streamer
and Client would be “john@abc.com”.  If the Email field is empty, the User logon name would be the user

account.

If a user is removed from AD directly, that user will still be present in Splashtop Center. However, the

account will be disabled, because the credential check will fail when querying against AD.

ﬂ NOTE: If you cannot add Domain users from Active Directory, see section 2.3.2.1 for further info.
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4.1.4. Bulk Import — Adding Gateway Users

The handy Bulk Import feature lets you add multiple users all at once, limited only by the number of Seats
defined in your License Key (purchased Seats). Initially, users you add via Bulk Import will have a status of
Disabled after being added. That is, the checkbox in the Enabled column of the Users tab for each of the
users will not be checked. This allows you to import a file containing more users than Seats you may have
remaining and available. If the file you want to import contains 10 users, but you only have 5 Seats
available, you can import the file of 10 users and then just select 5 of them to be enabled in the Enabled

column.

First, you as the IT Administrator need to have created a file for import (such as a .CSV file using Excel or a
plain text file using NotePad for example), which lists the Email addresses of the Gateway users you want to
add. Each Email address must be on a line by itself, as shown in the example below. Keep in mind that

you cannot add more users than licenses you have purchased.

’E;ﬁ\ H ) - ¥ Gateway-users-for-Bulk-Import.csv
=
—/J Haome || Insert | Page Layc | Formulas | Data | Review | View
& Calibri 11 - = o &
3 B T U~ A A7
Paste || oo Alignment | Mumber || Styles
1 R S e
Clipboard ™ Font P
| A10 - A
A B C

john.doe@splashtop.com
john.smith@splashtop.com
jane.doe@splashtop.com
hansel.gretel@splashtop.com
chris.lin@splashtop.com
blion.chen@splashtop.com

L I = R, B O RN S

ﬂ NOTE: Please be reminded that in order to use the Bulk Import feature, you must first set up the
Email/SMTP configuration, in the Settings tab.
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1. Click the Bulk Import button in the Users tab.

¥ splashtop Center

& et USEFS Add l Bulk Import ]

2. The Add Bulk Users dialog box will appear. Make sure Gateway user is selected in the User type field

(Gateway user is the default value).

T Add Bulk Users x|

User type: I Gateway user j

Initial password type for bulk gateway users:

= Auto generate
" Issue One-Time Password

€ Issue a link for users to set own password

Users List File: Select
Users List: Import Email name I
User policy: Default Policy j

Apply the same paolicy to all users in the list,

How many devices to activate? 1 =
I v
0K | Cancel |
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3. Select the initial password type for bulk gateway users. There are three buttons available: Auto
generate, Issue One-Time Password, and Issue a link for users to set own password. Each of these

options was explained earlier in section 4.1.2 (step 5).

ﬂ NOTE: The “Preset Password” option is not supported for bulk user import, but is available when

adding users individually.

4. Inthe Users List File field, enter the path and name of the file which lists the Email addresses of the
users you want to add. You can manually type the path and name of the file, or click Select and
browse to the desired file. If you choose to click Select, an Open dialog box will allow you to navigate

to the file you want to import.

After you do this, Splashtop Center will automatically analyze the Email addresses in the file and will inform
you of the status of each one. For example, if an Email address is found to be identical to an
already-existing Splashtop Center Email address, or if it is an invalid address, you will be notified. A status

of “OK” will be displayed for each Email address that is found to be valid, as shown below.

¥ Bulk Import Gateway user Summary i[

Valid users: &
Warning users: 0

Errar users: 0

Status & Description | |
K Walid email name: jane.doe@splashtop.com
K Valid email name: chrislin@splashtop.com
QK Walid email name: blion.chen@splashtop.com
K Walid email name: hansel.gretel@splashtop.com
QK Walid email name: john.smith@splashtop.com
K Walid email name: john.dos@splashtop.com
Export

QK Cancel
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Export

If you wish to save all the messages displayed in the log window for future reference, click the Export

button.

A Browse box will open so you can choose the folder where you want to save the generated text

file. By default, a folder will be created whose name will contain the date and time, such as

“SC-Bulk-User-Log-20130307-1357.” In addition, a default filename is created which contains the date,

such as “BulkUser.2013.03.07.log.” The log file for our example above would look like the sample

illustration below.

‘Help' Splashtop-Center', 1.5-(2013)
jew  Format  Colomn Macro Scripting Adwanced  Window  Help
ElEN EARS-1L=1 =l = | 5 5=
T T L T A . - L T - T
1 TimeStamp:2013-03-07 13:59:42, 15¢F
Z WValid user=s: 6
2 Warning users: 0O
4 Error user=s: 0O
5
3
7
g 2013-03-07 14:00:07, 625 john.doefdsplashtop.com 0K
9 2013-03-07 14:00:07,625 john.swmithfsplashtop.com O
10 2013-03-07 14:00:07,625 jane.doefsplashtop.com O
11 2013-03-07 14:00:07,625 hansel.gretellzsplashtop.com 0K
17 2013-03-07 14:00:07,625 chris.linfdsplashtop.com QK
12 2013-03-07 14:00:07,625 hlioh.chenidsplashtop.com O
14

Cancel

If you click Cancel in the Bulk Import Gateway user Summary dialog box (shown on the previous page), the

Import process will be aborted and you will be able to select a different file if desired.

OK

If you click OK, it will return to the Add Bulk Users dialog box, and the valid e-mail addresses in the selected

file will be displayed in the Users List field.
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There will be a checkbox to the left of each Email address in the Import column. At this time, you
can choose to exclude certain users, if desired, by making sure the related checkbox under Import is

not checked (they are all checked by default).

In the User Policy field, select the name of the policy you want to assign to all users in the list. A
Default Policy is created during installation automatically, and will be used if no other policies have
been created. If you have created additional policies, they will be available for selection from the
drop-down list.  (For information about policies in Splashtop Center, and how to create new policies

or modify existing polices, please see section4.7, entitled The Policies Tab, for complete details.

The number you specify in the How many devices to activate? field (if available) will be applied to all
users when they are added via Bulk Import. By default, this value is set to 1. Each Activation Code
can be used to activate only one mobile device. Since it will be applied to all users being imported,
you may want to leave this value at 1 and then add more activation codes for users individually at a

later time as needed.

Click OK in the Add Bulk Users dialog box to perform the actual Bulk Import User operation. The
Activation Code List dialog box pops up as shown below, displaying the generated Activation Code(s).
Invitation Email will automatically be sent to these newly-added Splashtop Center users, with
instructions and the Activation Code they will need for their mobile device. The new users will now

be listed in the Users tab.

T activation Code List x|

1 Activation Codes genarated for bulk gateway user

john.doe@splashtop.com: ;I Copy to di rd |
AcpkPeko s

john.smith@splashtop.com:
Rigierlv

jane.doe@splashtop.com:
Wp3szChi

hansel.gretel@splashtop.com:
ITIYkEIG

chris lin@splashtop.com:
meOGH72

blion.chen@splashtop.com:
LFPE2hgx

[

2 An email with sebup instructions will be sent ax I
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Splashtop Center Administrator’s Guide v1.7

ﬁ NOTE: Just to illustrate what would happen if you accidentally tried to import the same file again,
the Bulk Import Gateway user Summary dialog box would display as shown below, with six “Duplication”

warnings, in red.

¥ Bulk Import Gateway user Summary El

Valid users: 0
Warning users: &

Error usars: 0

Status o Description | |
Warning Duplicated user; jane.doe@splashtop.com
Warning Duplicated user: chris.lin@splashtop.com
Warning Duplicated user: blion.chen@splashtop.com
Warning Duplicated user: hansel.oretel@splashtop.com
Warning Duplicated user: john.smith@splashtop.com
Warning Duplicated user: john.doe@splashtop.com

QK Cancel
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4.1.5. Bulk Import — Adding Domain (Active Directory) users

Unlike the Bulk Import of Gateway users described above (wherein you can import a .CSV or .TXT file of

Email addresses of the users you want to add), if you want to use Bulk Import for Domain users then the file

must list the Active Directory domain user names (not the Email addresses).

Directory user name in the imported .CSV or TXT file is John.Doe@acme.corp, Splashtop Center will

For example, if the Active

automatically get the user’s Email address and the user will be able to log in using the associated Email

address such as John.Doe@acme.com.

Shown below is a sample .CSV file for import, which lists the Active Directory (domain) names of the users

to be added.

In addition, all the names listed in a file to be imported must be in the same domain.

John.Doe@acme.com cannot be added to the sample file illustrated above.

Each entry must be on a line by itself, as shown in the example below.

."/-,g;\‘- [ 5 Domain-usersfor-BulkImport.esw - = B X

i .
——/ H-:un'I Inse . F‘au;uaI Fu::urrrI Datzl Revi I‘-fi»amI PDF . Acrnl'-ﬁi‘) - B X

A Yol = = (A = - A
Paste = Font ||Alignment Mumber|| Styles | Cells ET da-
- F - - - - - | @
Clipboard ™ Editing
A16 - F | ¥
A B C D -

Ricky@dvm.corp

Harry @dvm.corp

JohnWebster@dvim.corp

Sam@dvm.corp

nichelle@dvm.corp

Cric@dvm.corp

Herb.Wang@dvim.corp

CO |~ (" | LN | | | D | =

For example,

The imported file cannot be

comprised of users from different domains, but you can create separate files by Domain, and import them

individually.

Splashtop Inc., Confidential

67/226



mailto:John.Doe@acme.corp�
mailto:John.Doe@acme.com�

If the number of users in the file exceeds your licensed-seat limit, you can still select the file for import, and

then exclude some of the Email addresses from import, in exactly the same way described in the previous

section (importing Gateway users).

ﬁ NOTE: Please be reminded that in order to use the Bulk Import feature, you must first set up the
Email/SMTP configuration, in the Settings tab.

1.  Click the Bulk Import button in the Users tab.

¥ Splashtop Center

& e USE 'S add | Bulk Import |

2. The Bulk Import Users dialog box will appear. Select Domain user in the User type field. If the
current computer is not yet logged in to the domain, then the domain user system verification dialog
will pop up after you select Domain User. You will need to log in as a domain user on Splashtop

Center to join the host server in to the Active Directory domain.

ﬁ NOTE: The dialog box may take various forms depending on the Windows operating system you are
using. For example, if you are using Windows 7, it might look as shown on the left below. If you are

using Windows XP, it might look as shown on the right below.

Windows Security x| f:ﬁ

kil \I}'
Authentication is required to access the Active Directory Domain Service (auto U
log off upon exiting Splashtop Center).

Authentication is required to access the Active Direckaory

Domain user logon name format: DNSDemainName |seriame Domain Service {auko log ofF upon exiting Splashtop Center),

Dornain user logon name format: DRSDomainameiUsertame

dvm.corphharry.norton User name: I dvm.corptharry.nortan j

Password: |uuu.

a4 I Cancel

Enter the domain_name\user_name in the User name field and its related Password into the dialog box.
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After successfully logging in as a domain user, the User Type field will display Domain user, as shown below.

x
e [ -
Domain Name: dvm.corp Switch
Users List File: Select
Users List: Import Email name w Domain name
User policy: Default Policy j

Apply the same paolicy to all users in the list,

How many devices to activate? I 1 =

0K | Cancel |

The Domain Name field will display the domain you logged in to. Splashtop Center supports multiple

domains, so if you wish to add users from a different domain, you can click the Switch button. The

“Domain Login” dialog box (illustrated on the previous page) will open again, and let you change to a

different domain.
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w

In the Users List File field, enter the name of the file which lists the Active Directory domain user
names you want to add to Splashtop Center. You can type the name of the file, or click Select and
browse to the desired file. After you do this, Splashtop Center will automatically analyze the AD
domain names in the file and will inform you of the status of each one in the Bulk Import Domain user
Summary dialog. For example, if a domain name is found to be identical to an already-existing name,
or if it is an invalid name, you will be notified as shown in the example illustration below. A status of
“OK” will be displayed for each AD domain name that is found to be valid, similar to the behavior of

adding Gateway users via Bulk Import.

¥ Splashtop Center (=] 5|
=
Add Bulk Users x|
© Get Help
Users i I L Search Reset
T Bulk Import Domain user Summary x|
Email olicy | | |
D Davices john.doe@splashtop.c  Valid users: 2 ;| Edit Delete
fohn.smith@splashtor i ycars: 2 by = Edit Delete
jane.doe@splashtop.c ept. 7] Edit Delete
EE Groups hanselgretel@splashi T U 3 ~] Edit Delete
chris. i « ept. > Edit Delete
. Status Description | | =
blion. 2 — . I Edit Delete
Sogs oK Found domain user: Herb. .corp => herb, corp
harry.norton@splasht | OK. Found domain user: Eric@dvm.corp => eric.chou@dvm.corp b = Edit Delete
Warning Duplicated user: Harry@dvm.corp =
momo.tsai@splashtor | warning Duplicated user: Ricky@dvm.corp = Edit Delete
- thomes.wang@splash | | Error No domain user: Michelle@dvm.corp ot B Edit Delete
Policies - Error No demain user: Sam@dvm.corp =
ricky.tang@splashtop. Error No domain user: JohnWebster@dvm.corp v = Edit Delete
# Settings
0 -
Export
Splashtop Center Service:
oK Cancel
IP address: 192.168.17.20:443
Status: Running
. 07— 22: Enabled users: 10
Started on: 2013-07-15 09:22:02
oK Cancel
Apply Close
Maximum allowed user,

Restart Stop

4, Click the OK button to continue.
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5.  After you click OK in Step 4, you will be returned to the Add Bulk Users dialog. The users in the
imported file who are found to be valid will automatically be listed in the Users List area. The Email
address associated with each valid domain account will display in the Email Name column, and
Splashtop Center will use the value shown in the Email field as the user account. This is shown in the
example below. (According to the report shown in the illustration on the previous page, only two of

the six users listed in the imported file were valid to be added to Splashtop Center.)

T add Bulk Users x|
User type: Domain user v
Domain Name: dvm.corp Switch
Users List File: F:\Domain-users-for-Bulk-Import.csv Select
Users List: Import Email name + Diomain name

Jw herb.wang@splashtop.com herb.wang@dvm.corp
v eric.chou@splashtop.com eric.chou@dvm.corp
2 users will be imported (sst as disablad).
User policy: policyl j
Apply the same policy to all users in the list,
How many devices to activate? 2 A
I v
OK | Cancel |
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policy will apply to all users being imported from the file.

users when they are added via Bulk Import.

newly-added users.

default.

Enabled column.

¥ Splashtop Center

Click OK to add these AD domain users into Splashtop Center.

Devices

Groups

Policies

Settings

About

¥ HO F O

Splashtop Center Service:

1P address: 192.168.17.20:443
Status: Running

Started on: 2013-07-15 09:22:02

Restart Stop

In the User Policy field, select the policy you want to apply to the users you will be adding. This same

The number you specify in the How many devices to activate? field (if available) will be applied to all

The Users tab will show the
Recall that users added via Bulk Import are initially in a Disabled status by

Therefore, the two new users at the end of this list have an un-checked checkbox in the

o]
© Get Help

Search Reset

Enabled users: 10

Maximum allowed users: 25

Email v | Enabled | Privilege Type Domain Name Policy | | |
john.doe@splashtop.com 72 Standard |  Gateway user policyl = Edit Delate
john.smith@splashtop.com 2 Standard v|  Gateway user Default Palicy v Edit Delete
jane.doe@splashtop.com ~ Standard v|  Gateway user Marketing-Dept. 7| Edit Delete
hansel.gretel@splashtop.com 2 Standard |¥|  Gateway user policyl [ Edit Delete
chris.in@splashtop.com v Standard v|  Gateway user Marketing-Dept. = Edit Delete
blion.chen@splashtop.com ~ Standard v|  Gateway user Default Policy | Edit Delete
harry.nerton@splashtop.com F Admin | Gateway user Default Policy ) Edit Delete
momo.tsai@splashtop.com ~ Standard |  Domain user dvm.corp Default Policy = | Edit Delete
thomas.wang@splashtop.com 2 Standard v|  Gateway user Marketing-Dept. | Edit Delete
ricky.tang@splashtop.com = Standard ||  Domain user dvm.corp Default Policy | Edit Delete
eric.chou@splashtop.com r Standard |  Domain user dvm.corp policyl 1 Edit Delete
herb.wang@splashtop.com O Standard x|  Domain user dvm.corp policyl = Edit Delete

Apply Close

[(ANOTES:

¢ If you cannot add Domain users from AD (Active Directory), see section 2.3.2.1 for

further information.

R/

Splashtop Center.

check will fail when querying against AD.
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4.2. Searching Users

In the Search field near the upper right of the Users tab, enter the characters you want to search for.

When you click the Search button, Email addresses of all users in Splashtop Center are searched for that

string. The matches, if any, will be listed in the Users tab.

and two matches were found.

¥ Splashtop Center

_ Users Add Bulk Impart

In the example below, we searched for “doe”

=lalx|
© Get Help

Search Reset

Email v

| Enabled | privilege | Type ‘Domain Name

e
Eﬁ Groups

John.doe@splashtop.com

jane.doc@splashtop.cam

| standard x| Gateway user

Standard ||  Gateway user

Edt | Delete |
Edit Delete

Clicking the Reset button will blank the Search field and will return the Users tab to the normal display

which lists all users.
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4.3. The Devices Tab

Clicking Devices in the Splashtop Center screen allows you to access the following two tabs:

4.3.1. Computers

The Computers tab displays current computers (Streamers) Status, the Last Updated time, the Group Name,
the Computer Name, the Computer MAC Address, the User ID/Email, and the Streamer Version. A blue
dot in the Status column indicates that this computer’s Streamer is ready and available for connection. A
green dot (as shown below) means the computer is currently connected in a remote session. Accordingly,

the message “Online computers: 1” displays near the bottom of the Devices tab in this example.

¥ Splashtop Center o =]
@ Get Help

‘ LS Devices [ it z Search Reset
Computers | clents |
Status| _ Lastupdated ~ | Group name Computer name Computer MAC address Email [ Version | |
@ 20130717 123425 Default Chris-HPE440p 00:23:14:57:42:50 harry.norton@splashtop.com  2.4.0.0

EE Groups

Q -

# Settings
0O -

Splashtop Center Service:

1P address: 192.168.17.20:443

Status: Running
Started on: 2013-07-17 07:47:19 Ol cpgei e 1

Apply Close

Restart Stop

The columns are further explained on the next page.
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Status

A blue dot in the Status column of the Devices/Computers tab indicates that this computer’s Streamer is
ready and available for connection.

A green dot indicates that this computer’s Streamer is currently in an active “connected session.”

A gray dot indicates that this computer’s Streamer is offline either due to Streamer logoff, or the system is

in a Sleep or Powered Off state.

Last updated
It shows the time stamp of when the Streamer information was last updated. If the Streamer is online, the

information will be updated automatically every 5 minutes.

Group Name
Each computer will be assigned to a group. The Group Name column shows the specific group the

computer belongs to. Each computer will only be assigned to one group.

Computer Name
Typically, this is the same as the computer name defined for the host machine. But, this can also be a
different name, and can be modified in the Streamer console for Splashtop display purposes (in the

Computer Name field of the Status tab in the Streamer console).
Computer MAC Address
This column will provide MAC address information of the host machine. Please note that a host machine

may have multiple NIC devices; in that case multiple MAC addresses will be shown.

Email

This column indicates the user who is currently login to the Computer’s Streamer.

Version

This column displays the Streamer version information.
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4.3.2. Clients

The Clients tab displays the current mobile client device’s Last Updated time, Client Name, IP Address,

Client MAC Address, User ID (Email), Platform, and Version of the Splashtop Enterprise app installed on that

mobile device. These columns are explained below.

¥ Splashtop Center

T

Groups

Policies

Settings

% HO ¥

About

Splashtop Center Service:

1P address: 192.168.17.20:443
Status: Running

Started on: 2013-07-17 07:47:19

Restart Stop

o [ul
@ Get Help
Devices [E Search Reset
Computers Clients. |
Last updated ~ | Clientname | 1P address Client MAC address Email Platform | version |
2013-07-17 12:29:06  Administrator’s 192.168.18.116 +B9: harry. .com 2.3.0.0
2013-07-17 12:03:39  Thomas Wang 192.168.18.87 A4:D1:D2:59:B1:2A harry.norton@splashtop.com 2.3.5.4
Aoely Close

Last Updated

The Last Updated column in the Devices/Clients tab shows the time stamp of when the client information

was last updated.

five minutes.

Client Name

This is the same name defined for the client device.

If a client is running and logged in, the information will be updated automatically every

the system settings of the respective client OS.
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IP address

This column shows the IP address that was used to log in to Splashtop Center.

Client MAC Address
This column provides MAC address information of the client device. Please note that a client device may

have multiple NIC devices; in that case multiple MAC addresses will be shown.

Email

This column indicates the user who is currently logged in to the Computer’s Streamer.

Platform

This column indicates the OS platform for the related client device. The OS platform can be one of the

following :
= ji0S
= Mac (shares the same Apple icon as iOS)
*  Windows
* Android
Version

This provides the Streamer version information.

Deactivate

There is a Deactivate button to the right of each item. If a device has already been activated for use, but
for any reason you want to deactivate it, click Deactivate to immediately block the related device for use
with Splashtop Enterprise. (A warning message will pop up and require you to confirm the deactivation.)
You can deactivate permanently (such as due to an employee being terminated), or temporarily (such as

when a device is lost/stolen and then recovered.
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4.4. Searching Computers or Clients
In the Search field near the upper right of the Devices tab, enter the characters you want to search for.
Whether you are in the Computers sub-tab or the Clients sub-tab of Devices when you click the Search

button, Splashtop Center searches the data for that character or string of characters. The items that

contain matches to the Search criteria will be listed.

In the example below, we searched for “87” in the Clients tab, and one match was listed. The string “87”

was found to exist in the IP Address:

I -ioix
_ @ Get Help
Devices [e7 search | Reset |

Computers Clients |

Lastupdated ~ | Clientname | 1P address Client MAC address Email Platform | Version |
2013-07-17 12:03:39 Thomas Wang 192.168.18.87 A%:D1:D2:59:B1:2A harry.norton@splashtop.com = 2.3.5.4

Clicking the Reset button will blank the Search field, and will return the Computers tab or Clients tab to the
normal display which lists all items.
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4.5. The Groups Tab

The Groups tab lets you create groups, and displays a list of existing group names; the users who have been

added to those groups; and the computers they are allowed to use (if the Enabled checkbox is checked).

A group named “Default” is created for you during the Splashtop Center installation (shown in the
illustration below). If you have not yet created any other groups, then the new users you add will
automatically be added to that group by default. You can create as many groups as you want, for different

purposes. This is one of the many advantages of Splashtop Center.

¥ splashtop Center | —lof x|
© Get Help
& 2555 Groups add
Group name + | Enabled I Allowed users | Allowed computsrs |
D Devices RD-01 ~ [Everyone] [1] RO-D1 Edit Delete
Marketing = [Everyane] [10] Markating Edit Delste

- ) - } B

Q -
11
# Settings
0 -~

Splashtop Center Service:

1P address: 192.168.19.56, 192.1...

Status: Running
Started on: 2013-05-29 08:34:28

Apply Close

Restart Stop

The first two items shown in the example above were added when using our optional RDS (Remote Desktop

Services) feature. Please see Chapter 5 and Section 6.8 for details about RDP Connector.
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The purpose of using groups is to facilitate shared access. Grouping gives the IT Administrator the ability

to manage and grant access permissions of the groups to a selection of users.

Group Streamer allocation to users is provided randomly by Splashtop Center. If you add several
computers to a group, then when multiple users attempt to connect remotely with their mobile devices, the
connection will automatically be made randomly to a computer in the group which is not currently being
remote-accessed. So if you have five users in the field, and five office computers (Streamers) in the group,
then each person will be able to successfully connect to a computer in the office with his/her mobile device,

even if they all want to connect at the same time.

@ Get Help

Groug naeme = Enskled Algved ukers Allorvetnd Loty
o2 o wichard Breplashics o, georgeSapleboop com Thazeman - ME 3= Dwbete

& - Groups | s
(-

-

[Everyona] TE§-Chrisl-Ng it Corlese

Splashiing Comled Sanice!

1P adedress: FORIGA.17. 10443

Status: Rusning

Trarted on: 2003-07-73 B5:54:58

| Closa

Ratart wm |

Please note that Users cannot use their mobile devices to “connect to Splashtop Center.” Splashtop Center
is not a Streamer. It is focused to be the gateway and relay of the mobile device clients and Streamers.
However, if an IT Administrator needs to connect to the server, he or she can install a Streamer on that

server, and log in to the Splashtop Center.
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4.5.1. Adding Groups

1.
2.

Click the Add button of the Groups tab. The Add a New Group dialog box will open as shown below.

In the Users tab, enter a name for the new group, and select the users that you want to have access to

it, by checking the corresponding checkboxes.

% NOTE: The Allow everyone to access option allows all users in the list to access the computers

available in this group.

84 Add a new group 2
Group name:  Group-3
Users | Camputers
Allow everyone to access
User Role Allow
brenda@splashtop.com Gateway user
richard@splashtop.com Gateway user
george@splashtop.com Gateway user
kristen@splashtop.com Gateway user
john-doe@splashtop.com Gateway user
OK l [ Cancel
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Next, click Computers to open the tab shown below. In this tab, you will need to select the computer(s)
that you want to be part of this group by selecting the appropriate Allow checkbox(es). The selected

computer(s) will be available to allowed members of the group for remote access.

ﬁ NOTE: As indicated in the red message in the dialog box shown below, in order for a computer to be
available to be shared by a group, its Streamer needs to be logged in to by the IT Administrator (Admin

account).

8 Add a new group

Group name:  Group-3

Computers
Only computers logged in with Admin account can be shared in groups.

["] Require users to log ante windows first when connecting (each user needs a windows account
on the shared streamer)

Status Mame Current group Allow
@ TPE-ChrisL-NB Group-1 [
) Thomas\W-MNB Group-2 [

OK l [ Cancel
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Please note that it is not necessary to have one Streamer available for each user. For example, you might

have five users in the field authorized to use Splashtop Center, but only two desktop computers in the office
with the Streamer installed (to enable remote access). However, be aware that only one computer can be
accessed remotely at a time. Therefore, if both of those available computers are currently being accessed
remotely by two of the five users, then the other three users will have to wait until one of the two Streamer

computers becomes available — “first come, first served.”
Click the Edit button if you want to allow more (or disallow) computers and/or users.
For more details:

To see a step-by-step example of adding a new group with more details, please refer to section 6.5 entitled

Creating and Administrating Groups.
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4.6. The Logs Tab

The Logs tab displays online and offline sessions and shows the Start time, Client name, Client IP address,
User account, Client MAC address, Computer MAC address, Client Platform, Computer (Streamer) name,
Group this computer belongs to, Duration of the session, Connection Type of the session, and which side
initiated the Disconnection. These are explained on the next page.
In the Status column at the leftmost side:
e Agreen dot indicates the current online sessions (Streamer occupied/currently connected to by
other clients). This is shown in the first item below in the sample illustration.

e Agray dot indicates past/disconnected sessions.

Logs are recorded from the very first day of running Splashtop Center, so dates can be tracked back to “day

one.” Log files are archived on a per-day basis, and can be manually exported or backed up. There are

no size limits for log files.

¥ splashtop Center (=]
© Get Help
1 Users Logs Export Show session log: [l - Search Reset
status| Start tme | client [ client 1P address | Client MAC address [ User | Platform | Computer | Computer MAC address| Group |  Duration | Connection type| Disconnected by
D Devices @ 20130717 12:29:25  Administrator 192.168.18.116  DS:AZSE:6F:B3:85  harry (7 Chris-HPB4 00:23:14:57:A2:50  Default  About2 minutes  Local network
@ 2013-0717 12:22:48  Administrator 192.168.18.116  DS:A2SE:6F:B9:85  harry ChrisHPB44 00:23:14:57:A2:50  Default  About 6 minutes  Local network  Client
Eﬁ F— @ 2013-07-17 12:02:04  ThomasWan 192.168.18.87  A%DL:DZ:59:B1:2A harry (7 Chris-HPB4 00:23:14:57:A2:50  Default  Aboutlminute  SSLLAN Client
@ 2013-0717 12:01:14  ThomasWan 192.168.1887  A%DL:DZ:SO:BL2A  harry Chris-HPB44 00:23:14:57:A2:50  Default 47 seconds SSLLAN Client
@ 2013-0508 12:38:45  Administrator 192.168.18.17 harry 7 dvmozs Default  About 17 minutes Local network  Client
o @ 2013-0508 12:22:57  Administrator 192.168.18.17 harry dvm078 Default 16 seconds Local network  Client
;\ 2013-05-08 12:13:37 Administrator  192.168.18.17 harry S l‘ dvmo7s Default About 4 minutes  Local network Client
m S @ 2013-0508 12:01:18  Administrator 192.168.18.17 harry dvma7s Default  About 12 minutes Local network  Client
PO
i
Splashtop Center Service:
IP address: 192.168.17.20:443
Status: Running 4 | _>|
Started on: 2013-07-17 07:47:19
Apply close
Restart Stop |
4

In the Search field near the upper right of the Logs tab, enter the characters you want to search for. When
you click the Search button, each log entry in Splashtop Center is searched for that string. The matches, if
any, will be listed in the Logs tab. Clicking the Reset button will blank the Search field and will return the
Logs tab to the normal display which lists all log entries (according to the current filter setting in Show

Session Log, explained below.)
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Show Session Log

In the Show Session Log field near the top center of the Logs tab, you can specify which logs to display,
according to various periods of time. By default, the log entries for the past seven days will be listed,
starting with the most recent. If desired, you can instead select other display options from the drop-down
list: Within one day, Within three days, Within one week, Within one month, or All (regardless of

timestamp).

Show session log: | within one wask E|

Within one day
Within threz days

it Client IF addres

Within one month
All

Export
This handy feature lets you save log files. If you click the Export button, a dialog box will open in which

you can select a folder where you would like Splashtop Center to export all session log files, in CSV format.

& CAUTION: Please be aware that un-installing Splashtop Center from the host OS will remove all log

data.

Status
As mentioned earlier, a green dot in the Status column of the Logs tab indicates that a remote connection is

actively in session. A gray dot indicates that this remote session is already over and disconnected.

Start time

This column shows the time when the remote session was initiated.
Client

This is the same name defined for the client device. (Changing the client name may require going through

system settings of the respective client 0S.)
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Client IP address

This shows the IP address that was used to log in to Splashtop Center.

Client MAC Address
This will provide MAC address information of the client device. Please note that a client device may have

multiple NIC devices; in that case multiple MAC addresses will be shown.

User
This indicates the user who created the remote connection. This is the same as the Email column in the

Devices/Computers and Devices/Client tabs.

Platform
This shows the OS platform for the related client device. The OS platform can be one of the following :
= ji0S
= Mac (shares the same Apple icon as iOS)
*  Windows
* Android

Computer
This is the name to identify the Streamer. In the typical case, this is the same as the computer name
defined for the host machine. But, this can also be different name, and can be modified in the Streamer

console’s Status tab.

Group
Each computer will be assigned to a group. The Group column shows the name of the group which the

computer belongs to. Each computer will only be assigned to one group.
Computer MAC Address

This is to provide MAC address information of the host machine. Please note that a host machine may

have multiple NIC devices; in that case multiple MAC addresses will be shown.
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Duration
This column displays the the total time of ths connection from start to end. For on-going sessions, the

duration will continue to expand until the session is terminated.

Connection type
This shows the type of remote connection between Streamer and client. The Connection type can be one
of the following :
= Local network (both Streamer and client in the same network segment)
= SSL LAN (local network with SSL)
= SSL Relay (Streamer and client are on different network segments, and one of them
is likely behind the firewall).

= RDP connection (Connection to host machine is via RDP protocol)

Disconnected by
This column reports what caused the remote session disconnection. Disconnection could be initiated by
one of the following:

=  Computer (if disconnection is triggered from the Streamer)

= Client (if disconnection is triggered from the client)

= Splashtop Center (if disconnection is triggered from Splashtop Center)

= Network issue (if disconnection is due to network quality)
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4.7. The Policies Tab

As the IT Administrator, you will be able to use the Policies tab to specify various settings, then save this
configuration of settings to a “policy name,” and then conveniently assign the policy to multiple users

(instead of assigning the settings individually, to users individually).

o 1ol
© Get Help
‘ s Policies [~ a
Policy Name |
D Devices palicyt Edit Delets
Marksting Dept. Edit Delet=
Default Policy Edit Delete
EE Groups

0 -

Splashtop Center Service:

1P address: 192.168.19.56, 192.1...
Status: Running

Started on: 2013-03-18 09:22:17

Apply Close |

Restart Stop

4.7.1. Default Policy

A policy named “Default Policy” is created for you during the Splashtop Center installation. If you have
not yet created any other policies, then the settings configured in the Default Policy will be applied to all
new users you add, by default. If you click the Edit button (shown above) for Default Policy, the dialog box

shown on the next page will open. (If the policy has been assigned to any users, a message will notify you

of such and require you to confirm that you want to continue.)
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4.7.1.1.Security tab

Policy Name field

The name of the default policy is “Default Policy” and this name cannot be changed (thus, the Policy Name
field is grayed out below). Of course, if you create new policies, you can subsequently change the name of
those additional policies at any time.

¥ Eedit Policy x|

Policy Name: IDefauIt Policy

Security | Others |

Password

[¥ allow password to be saved on clients

[~ Require Streamer Windows login credential when connecting

MAC Address filtering

Streamer: | Enable Edit list |
Client: [~ Enable Edit list |

Mode Switching

Streamer: W Stay in Splashtop Center mode only

Misc
[ Enable remate access from external network

[~ Require Streamer blank screen when connectzd(on supported platforms)
[~ Hide Streamer UI from non-admin users

[~ Session idle timeout after I 20 = minutes

Restore to default | oK | Cancel

ﬁ NOTE: At the bottom of the Edit Policy dialog box for the Default Policy, there is a Restore to
Default button. If the Restore to Default button is disabled as shown in the example above, then this
indicates to you that the settings are already currently the “factory default” settings; therefore, there is
nothing to reset. Conversely, if the button is enabled, then clicking it will re-set all the settings to their

original values.
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The Restore to Default button is only available when you are editing the Default Policy. In the Edit Policy

dialog box for any other policies except the Default Policy, this button will not exist.

4.7.1.1.1. Password

Allow password to be saved on clients

The password for each user’s client device is retained by Splashtop Center. If the Allow password to be
saved on clients option is enabled, it means you are allowing all users to use their “Stay Logged In” option
on their mobile devices, which in turn allows them to automatically get into their Splashtop Enterprise

account without entering a password. This option is enabled by default.

Require Streamer Windows login credential when connecting
If this option is enabled, users who want to remotely connect to a Windows computer running the Streamer
will need to enter their Windows Username and Password to log in to that computer first, before they can

establish a connection to the Streamer.

4.7.1.1.2. MAC Address filtering

The MAC Address filtering feature behaves as a “whitelist,” allowing only the listed devices to establish a
remote-login session in Splashtop Enterprise. You can now allow or disallow connection to Streamer MAC

addresses and Client MAC addresses separately.

To enable connection to all of the Streamer MAC addresses currently in the list, check the Enable checkbox
for Streamer. To prevent connection to all of them, un-check it. Likewise, to allow connection to all the

Client MAC addresses currently in the list, make sure the Enable checkbox for Client is checked.
If a checkbox is checked, the corresponding Edit List button will be enabled. To add MAC addresses, click

Edit List for either Streamer or Client, then enter the addresses you want to allow, with each one on a new

line. (By default, there is nothing entered.)
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In the example below, the Edit List window for Streamers is illustrated, with three sample MAC addresses
entered. If the MAC address of a Streamer or Client is not listed, it will be blocked when trying to log in (if

the Streamer checkbox is checked, as shown later in “Adding a New Policy.”

¥ Edit MAC address Filtering x|

Allows the following Streamer MAC addresses,

One entry per line.

For example:
"00-13-80-09-4E-97"
"00:13:80:D9: AB: 97"

00-26-B0-D5-A6-66 =]
C8-2A-14-05-CF-FF
14-DA-E3-C7-DC-40

Ok Cancel |

The IT Administrator can then choose which ones should be allowed to use Splashtop Enterprise, and export
a list of MAC addresses. When the Client/Streamer has multiple NIC, all of the MAC addresses are
uploaded to Splashtop Center. As long as just one of the Client/Streamer MAC addresses is listed in the
“Whitelist,” it is regarded as accepted. On the other hand, if none of them is listed, it will fail to log in to

Splashtop Enterprise, and a message will notify the user of such.
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Splashtop Center Administrator’s Guide v1.7

4.7.1.1.3. Mode Switching

Background information:  Unless restricted, our universal Streamer can be toggled for use with either
Splashtop Personal/Business, or Splashtop Enterprise. The option that allows this “mode switching” is
located in the lower right corner of the Status tab of the Streamer console. For example, if your
Streamer’s Status tab is currently ready for login to Splashtop Enterprise, then in the lower right corner you

will see “Log in to Splashtop Personal or Business” as shown below.

Computer Name
dvm 7S &

Accessed by
Mot being accessed

Account

Log in soyour computer can he discovered by vour molile
device.

Splashtop Center

I
Ernail |
I

Fassword

Laod In |

[fyou forgot vour password, please contactyour [T admin to
reset

Log into Splashtop Personal or Bu siness

New option in Policies to restrict mode-switching: If the Stay in Splashtop Center mode only checkbox is
checked (as shown below) in the Edit Policy or Add Policy window, then the user(s) to whom this policy is
applied will be prevented from switching the Streamer to the Login screen for Splashtop Personal or
Splashtop Business. The Streamer Status tab will always stay in the Login mode shown above, for logging

in to Splashtop Center. This option is selected (checked) by default.

Mode Switching
Streamer: ¥ Stay in Splashtop Center mode only
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4.7.1.1.4. Misc

The following options are available in the Misc section of the New Policy and Edit Policy dialog box.

Enable remote access from external network

If you want this user to be able to use a mobile device to remote-access computers on Splashtop Center
from any network, make sure the Enable remote access from external network checkbox is checked. This
will enable access from an external network. If you want to limit the user to only be able to access the
computers that are on the same network with the mobile device client, un-check this checkbox. Please

note that this option is enabled (checked) by default.

Require Streamer blank screen when connected (or supported platforms)
If this option is enabled, the screen of the computer running this Streamer will be blank when the user is
remote-accessing it, to prevent others from seeing what he/she is doing. It will also lock this computer

upon disconnecting from the remote session.

Hide Streamer Ul from non-admin users

If this option is enabled, the computer running the Streamer will still display the “Streamer tray icon” to let
the user know that the Streamer is running, but the user will not be able to open the Streamer dialog box.

It will be hidden. Therefore, he/she will not be able to make any changes to the settings of the Streamer,
or terminate it. However, anyone logged in with the Administrator credentials will be able to open the

Streamer, close it, modify the settings, etc.

Session idle timeout

This option is disabled by default. If enabled, “idle time” will start to be counted from the time of last
touch, during the connected session.  After any touch event has occured, the idle time will be reset to zero
and start counting again. By default, this value is set to 20 minutes, so after 20 minutes of no activity, the
connection would be terminated, allowing more efficient resource usage. When there are 10 seconds left
on the counter (before idle session timeout), a message will alert the user that he or she will need to

respond within 10 seconds in order to keep the connection alive.
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4.7.1.2.Others tab
Currently, there is only one option available in the Others tab of the Edit Policy or Add Policy dialog box.

This option can help improve performance.

Maximum frame rate
This is disabled by default. If you check (enable) this checkbox, you can manually set the
frames-per-second rate. This can help balance your network traffic. By default the value is set to 30

frames per second.

T edit Palicy x|

Palicy Mame: I Default Policy

SECurity Others |

Perfarmance

Restore to default DK Cancel

Splashtop Inc., Confidential 94/226




4.7.2. Adding a new policy

To create a new policy, click the Add button near the top of the Policies tab. The New Policy dialog box

will open, with the Security tab displayed. By default, the Policy Name of your first newly-created policy

will be policyl, but you can change this to a more descriptive name if desired, such as “Marketing

Department,” “Managers,” etc.

™ new Policy

Policy Mame: I policyl

Security | Others |

Passward

[ allows password to be saved on clients

[ Reguire Streamer Windows login credential when connecting

MAC Address filtering

Streamer: I¥ Enable Edit list |
Client: [~ Enable Edit list |

Mode Switching
Streamer: ¥ Stay in Splashtop Center mode only

Misc
[+ Enable remote access from external network

[~ Reguire Streamer blank screen when connected{on supported platforms)
[« Hide Streamer UI from nen-admin users

[ Session idle timeout after 20 = minutes

Cancel
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ﬁ NOTE: For security concerns, you might want to consider disabling Allow password to be saved on
client, meaning that the users to whom this policy is applied will not be allowed to enable the “Stay Logged
In” option on their mobile devices. In this case, users would need to enter their password every time, to

log in to Splashtop Enterprise.

After you have configured all options in the Security tab and Others tab, make sure you have entered the

name you want to use for this new policy in the Policy Name field, then click the Add button.

4.7.3. Editing an existing policy

To edit an existing policy, click the Edit button to the right of the corresponding policy name in the Policies
tab. If the selected policy has been assigned to any users, a message will appear and require you to
confirm that you still want to modify this policy. The message box will contain a “View Details” link or

button, as shown in the example below.

¥ Edit Policy x|

Py This palicy is applied to  View d=tails!
""\-—‘\rﬂ/

Are you sure you want to edit it?

Yes No

Clicking View Details will display a list of the users to whom this policy is currently applied. An example is
shown on the next page. In this example, the User List dialog box shows six users to whom the policy is

currently applied.
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The Default Policy is currently applied to & users,

Email | Privilege Type External access | |
terry. ko@splashtop.com Standard Gateway user Enabled
ricky.tang@splashtop.com Standard Domain user Enabled
maomao.tsaid@splashtop.com Standard Daomain user Enabled
john.smith@splashtop.com Standard Gateway user Enabled
harry.norton@splashtop.com Admin Gateway user Enabled
blion.chen@splashtop.com Standard Gateway user Enabled

=

4.7.4. Deleting a policy

To delete an existing policy, click the Delete button to the right of the desired policy name.

If the selected

policy has been assigned to any users, a message will appear and require you to confirm the deletion. In

addition, the message box will tell you how many users this policy has been assigned to, and will contain a

“View Details” button or link.  Clicking View Details will display a list showing the users to whom this

policy is currently applied (illustrated above).

E4 NOTE: The Default Policy cannot be deleted.
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4.8. The Settings Tab

The Settings tab contains six sub-tabs (General, Security, Email, Software update, Backup, and License).

The first time you launch Splashtop Center, the Settings/General tab (below) will display first by default.

4.8.1. General

In the General sub-tab, the port number in the Port field will be the point of entry for Splashtop Center,
which performs the user/device management, as well as connecting client and Streamer, when users log in
to Splashtop Center. Splashtop Center uses the TCP port only. The default gateway and relay port is 443

as shown in the illustration below.

,i\. CAUTION: Please make sure the port is not occupied by other services.
> If there is an existing public DNS name, the user can enter it on both the Streamer and the
Client in the Splashtop Center field. For example, if the server domain name is
test.company.com, the Splashtop Center field on both the Streamer and Client should be
test.splashtop.com.
> If the user does not have a public DNS name, then he or she can input the IP Address in the

Splashtop Center field of the Client and Streamer.

¥ Splashtop Center i o =]
© Get Help
‘ eece Settings
General | Security | Emal | Softwarcupdate | Badwp | License
=1 e
Network
E Groups ’ ,—-
= port: [2 =
Q -
_ o
[ Enable Device Activation
0 -
Splashtop Center Service:
1P address: 192.168.17.20:443
Status: Running
Started on: 2013-07-18 07:10:49
Apply Close

Restart Stop

The Enable Device Activation option in the General tab of Settings is explained on the next page.
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ﬁ NOTE: To provide external access service, please set up port forwarding/mapping on your firewall or
router. For example, if your Splashtop Center IP address is a private IP, you need to set up port forwarding

on your firewall to redirect the port from the public IP to the private IP.

4.8.1.1.Device Activation Codes

The Enable Device Activation option in the General tab of Settings requires all client devices to be activated.

Only the activated devices can connect with Splashtop Center. By default, this option is not enabled.

¥ Pre-activate client devices x|
Please select from the list of available disnts to automatically activate them into Splashtop Center.
Client name « Email | Platform | Bllow | |
Thomas Wang  iPad thomas.wang@splashtop. com iPad2/5.1.1 I
Administrator’s iPad harry.norton@splashtop.com iPad/5.1.1 [
Sel=ct all Deselect all
OK Cancel

Enabling the Enable Device Activation option (“checking” the checkbox) will pop up the Pre-activate client

devices dialog box shown in the example above. This dialog box allows an IT manager to qualify

pre-connected devices.
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If Enable Device Activation is enabled (if you check the checkbox in the General tab of Settings) then when

adding a new user, you will have the How many devices to activate? option available at the bottom of the

Add User dialog box, as shown below. The Activation Code(s) will be given to the user in the Invitation

Email.

User typa: Gateway user ¥
User palicy: Default Policy -
Email:

= Preset password [ Auto generate

User Password:

Confirm Password:

™ Issue One-Time Password

™ Izsue a link for users to set own password

How many devices to activate?

Ok

Cancel

x|
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Conversely, if Enable Device Activation is disabled, then when adding a new user, you will not have the How

many devices to activate? option at the bottom of the Add User dialog box, as shown below.

x

User type: Gateway user -
User policy: Default Policy v
Emails

% presat password [T auto generate

User Password:

Confirm Password:

" Issue One-Time Password

" Issue a link for users to set own password

0K Cancel

/I CAUTION: If you disable the Enable Device Activation option after enabling it, this would invalidate

all activation codes that have been issued to users:

Disable Device Activation x|

% Disable Device Activation will discard all the activation codes
generated before and this process cannot be undone.

Would you like to proceed?

QK | Cancel
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If you need to generate additional Activation Code(s) for a particular user, open the Users tab of the
Splashtop Center Console window (shown and explained in Section 4.1). Then click the Edit button for the

desired user. The dialog box shown below will open.

TTuser x|

Email: harry.norton@splashtop.com

User policy: Default Policy j

[ Change Password

[¥ Show Activation Status

Activation Code Status Action Il
MOOO-H000 Activated on iPad/5.1.1 Revoke
OO0 Activated on iPad2/5.1.1 Revoke
HOOO-WIHGL Expires on 8/17/2013 10:11:45 AM Revoks
Request additional Activation Codes I 1 = Generate I

0K | Cancel |

The Show Activation Status option allows the IT Administrator to review the status of the Activation Codes
for each user. By default, this checkbox is not checked. When you “check” (enable) it, the dialog box
expands and the related status information automatically displays as shown in the example illustration

above.

The Request additional Activation Codes function creates more Activation Codes for the user. You would
need to do this if the user has obtained more mobile devices, and now needs Activation Codes for them in

order to use Splashtop Enterprise.
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4.8.2. Security

The Security tab in Settings makes the optional SSL certificate configuration available to you. You can
import your SSL certificate to enhance the security protection of Splashtop Center. Splashtop Center
accepts PFX (Personal Information Exchange) format for SSL certificates. (Please see the next sub-section,
entitled “Converting a Certificate to PFX File Format,” if your certificate is not currently in PFX file format.)
You can also use the Security tab to generate a certificate if you don’t have one. When you first open this

tab, there is no certificate as shown below.

T Splashtop Center i -10] x|

© Get Help
te Settings

General  Security | Email | Softwareupdate | Bacp | License

SSL Certificate

&
=
(©)
m

Devices

Policies
Generate Import Export Remave

0 -

Splashtop Center Service:

e —— I Force 5SL on Local LAN connections

Status: Running

Started on: 2013-07-18 07:10:49
- e e
Restart Stop

A

Import button:

You can import your trusted or self-signed SSL certificate using the Import function. Clicking the Import
button shown above will open the Import Certificate Assistant dialog box. Enter the information, then
select Import in that dialog box. After that, you will need to click the Apply button to make the SSL

certificate take effect. (If an SSL Certificate already exists, the Import button will be grayed out.)
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Generate button:

Clicking the Generate button opens the Generate SSL Certificate dialog box:

Settings

General Security | Email | Software update I Backup | License |
SSL Certificate |
Details Server domain name

I * splashtop.com

Valid for {(number of months from today)
I 24

Password

Generate | Import |
I SEIRERRERE

Confirm Password

I--n------d

Generate Cancel

If you don’t have an SSL certificate to import, this dialog box allows you to use Splashtop Center to generate
a self-signed SSL certificate.  After clicking the Generate button shown in the dialog box above, you will
have a certificate. The screen will display similar to the sample illustration on the next page, containing a
certificate. Click the Apply button. (If an SSL Certificate already exists, the Generate button will be

grayed out.)

Splashtop Inc., Confidential 104/226




¥ splashtop Center ol x|

@ Get Help
feess Settings

General  Security | Email | Softwareupdate | Badwp | License
SSL Certificate

E E Groups Details
Subject: CN=".splashtop.com
Issuer: CN==.splashtop.com

® Valid from 7/18/2013 to 7/18/2015

Policies
Generate Import Export Remove

0 -

Splashtop Center Service:

e I Force SSL on Local LAN connections

Status: Running

Started on: 2013-07-18 07:10:49
- e o
Restart Stop

4

jL CAUTION: Clicking Apply requires Splashtop Center to be re-started, which means all active remote

sessions will be disconnected.

For importing the self-signed SSL certificate, please refer to section 7.3, entitled SSL Certificate

Import/Export. This is recommended.

Export button:
You can back up your SSL certificate using the Export function. A Save As dialog box will open, in which

you can specify a filename and folder location.

Remove button:

Use the Remove function if you need to remove the certificate.

Force SSL on Local LAN connections

The Force SSL on Local LAN connections option on the Security tab provides more security protection for

local LAN connections. The option is unchecked by default. Splashtop Streamer v2.4.0.x and Splashtop
Enterprise clients v2.3.5.x will support the new SSL LAN connection method natively, without any need to

go through Splashtop Center. If the option is turned on, it will serve as “fall-back” and will be used as the
alternative, in case Streamer and client cannot successfully establish a new SSL LAN connection. After

checking this checkbox, you will need to click the Apply button to make this option take effect.
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4.8.2.1.Converting a certificate to PFX file format

If you have an SSL certificate which is not in PFX format, here’s how to convert it into a PFX file so you can

import it into Splashtop Center.

1. Click Start to open the Start Menu, followed by Run. Type MMC.exe, and then click OK. Click
File and then Add/Remove Snap-in.

2. Click Add. Highlight the "certificates" and then click Add again.

3. Choose Computer account and then click Next. Select Local Computer followed by OK. Click
Close and then OK to close the "Snap-in" window.

4. Open the Certificates (Local Computer) snap-in that you created. Go to Personal followed by
Certificates.

5. Right-click on the server certificate you want to convert, and then select All Tasks followed by
Export.

6. Click Next on the wizard that opens. If the wizard doesn't open, repeat Step 5.  If it still doesn't
open, restart your computer and go back to Step 4.

7. Choose Private key as your export, and then click Next.

8. Choose the Personal Information Exchange (PFX) file format to create a PFX file.

9. Click Next and choose a password for the file.  Click Next again.

10. Choose the file name. Don't include an extension, as the wizard automatically adds the PFX
extension.

11. Click Next, write down where the file is saved to, and then click Finish.
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4.8.3. Email

This feature, if you choose to enable it, will automatically send email to users for account/password setup
and device authentication whenever you:

e Add new users

e Reset or change a user’s password

e Generate additional activation codes for a user’s additional mobile devices

These automatic Emails will contain the related information and give the users instructions on how to
proceed. This is a convenient time-saver for the IT Administrator. If the Email feature is not enabled, the

IT Administrator will need to write individual Email to users manually for all of these cases.

For example, when you add a new user to Splashtop Enterprise via the Users tab in the Splashtop Center

Ill

Console window, “Invitation Email” will automatically be sent to the user (if you choose to take advantage
of this option). The Email will contain a link which the user can conveniently click to download the
Splashtop Enterprise app to his/her mobile device, and the Activation Code to enter, plus instructions. In
addition, if you assigned a temporary password to the user during the Add User process, the Email includes
this password plus a link for the user to click on and then change the password.

The Email tab of Settings is shown below, with sample data entered.

T splashtop Center =100 x|
© Get Help

& Users Settings

General | Secunty  Email | Softwareupdate | Backup | License
[ -

Email
Eﬁ Groups I Automatically send email to users for account/password setup and device authentication

SMTP configuration: @ Email configuratien is verified.
® - cemver: |Tpe-axdavm.con Sender/From; | SPlashtap Center Admin <barmy norton@s
Encryption: | None - User: |harw-"muﬂ@su\ashmp-mm
) - . [Freeereer

m Policies port: |25 - Passwrord: |

Verify Clear

_ freeTereee
Splashtop Center URL: | 192.168.17.20:443

Public IP address or domain name at which Splashtop Center can be
About reached from the Internet, te be used in emails to users and for connection
setup.

Edit email templates

Splashtop Center Service:

1P address: 192.168.17.20:443

Status: Running
Started on: 2013-07-18 10:39:58
Apply Close
Restart Stop

4
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Automatically send email to users for account/password setup and device
authentication

If the Automatically send email to users for account/password setup and device authentication checkbox
is checked, then when you add a new user to Splashtop Enterprise, “Invitation Email” will automatically be
sent out to that user. Email will also be automatically sent for password resets/changes, and whenever
additional activation codes are generated for a user. This simple checkbox is where the automatic Email

feature is turned On or Off (but required fields in this Email tab also need to be set correctly).

Server
In this field, enter the address of the Mail server. For example, for Gmail, it could be smtp.gmail.com.
(Please note that if the SMTP configuration is not using encrypted communication protocol, Splashtop

Center does not handle Email encryption/protection.)

Encryption
In the Encryption drop-down list, you can select None, TLS (Transport Layer Security), and SSL (Secure

Sockets Layer).

Port

This is the port number used by the server which is specified in the Server field above.

Sender/From

Enter your IT Administrator <Sender Display name> and <Relay Email address> one time here, and it will be
retained and used for each automatic Email sent to users. The “Sender” portion of the text is optional,
but of course your Email address is required. We suggest “Splashtop Center Admin” as the optional

”

“Sender Display Name” text, followed by the Email address enclosed in “< >
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User
This is the SMTP account which sends the Email, so this basically only needs to be entered one time (unless

the Email address used by the IT Administrator to send automatic Email changes someday).

Password

This is the password you use in conjunction with the Email address entered in the User field above it.

Verify
After entering all the data in the fields, click the Verify button. If any data is detected as invalid or missing,
a message will inform you of such. If no problems, the message “Email configuration is verified” will

display, as shown in the illustration above.
Clear

Clicking Clear will return all fields to their original default status. Basically, they will all be blanked out

except for the default value in the Port field.

Splashtop Inc., Confidential 109/226




4.8.3.1.Email Templates
The content of the automatically sent Email will vary according to the situation. Splashtop Center takes
that into consideration, and it provides multiple pre-written “templates” containing different text, as shown

in the list at the left side of the illustration below.

You can, of course, modify the text before it gets sent. Select the template you want from the list in the
left sidebar. You can edit the text in the blue Content area if necessary, and view it in the Preview area
below. Once you click OK, the content is saved, and any automatic Email sent by Splashtop Center for that

particular situation will use that content.

If you have made changes to customize the content just for temporary or one-time use, you can
conveniently click the Restore to Default button when you are ready to cancel those changes and return to

the original text.

Y1 Email Template O] x|
(% Add User or Password Reset Subject: IWedcome to Splashtop Enterprise
' User Password Change notice
Content: <!DOCTYPE html PUBLIC "-f/W3C//DTD XHTML 1.0 Transitional{/EN" "http://www.w3.org/ TR/ xhtml 1/DTD/xhtml1-transitional.dtd" > i’
" Additional Activation Code <html xmins="http://www.w3.0rg/1999/xhtml">
<head>

<meta http-equiv="Content-Type™ content="text/html; charset=utf-8" />
<style type="text/css">

a:visited {color:20066cc; text-decoration:auto;}

aactive {color: #0066cc; text-decoration:auto;}

td{font-Family:Calibri;}

<[style> hd
4| »
Restore to Default |

s

Preview:
Welcome to
Splashtop Enterprise!
Hello {USER EMAIL},
Here is your account information:
{LOGIN_INFO}
{LOGIN_INFO_DEVICE_ACTIVATION_ENABLED}

SPLASHTOP CENTER: {SERVER_ADDRESS}
EMAIL ADDRESS: {USER EMAIL}

To get started, please follow the 2 steps below. Any questions, please
contact the IT Department.

STEP 1- Download and install the Splashtop Enterprise app on all of
the mobile devices or PCs that you intend to use.

To do that, open this email on each device then click on the link below =l

OK Cancel |J

E4 NOTE: Email is basically sent in HTML/Plain multi-part and the mail client will choose the best
display (usually HTML). Bounced Email, and Auto-Reply Email from the user, will be ignored by Splashtop

Center.
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4.8.4. Software Update

The Splashtop Streamer and the Spashtop client app for Windows and for Mac are bundled into every new
release of Splashtop Center. Users are given a specific Splashtop Center URL, to download the newest

Streamer and Client app, in their Invitation Email.

At his/her discretion, the IT Administrator can designate updated Mac or Windows-based versions for users
to download via Splashtop Center, when they become available, as approved for use by their IT

Department.

We at Splashtop Inc. will keep you informed of new Streamers when they become available. You can then
download the .pkg file from our customer portal to a local folder on your server.  Click the Modify button
in the Software Update tab of Settings to open a “browse box” where you can navigate to and select

the .pkg file of the new Streamer which you want to upload to Splashtop Center and replace the

existing .pkg file.

¥ splashtop Center C o =] S
@ Get Help
‘ e Settings
General | Security | Emal  Software update | Backup | License
Software update
EE Groups
Splashtop Streamer
G - Windows Streamer: v2.4.04 Madify | e
Ma Streamer: v23.03 Modify
m Policies Splashtop Enterprise
Windows Client: v23.53 Modify
Mac Client: Modify
o i [< Force Streamer Update
NOTE:
1) Installer neds to be downloaded from customer portal o obtained from Splashtop and stored on local drive for Splashtop Center to host the software
2) Click on the Modify button to choose new =.pkg version to host
Splashtop Center Service:
IP address: 192.168.17.20:443
Status: Running
Started on: 2013-07-19 07:45:04
Apply Close
Restart Stop
A

When the Force Streamer Update checkbox is checked, the Force Streamer Update button will be enabled
as shown above. In this case, the Splashtop Center upgrade won't replace the Windows Streamer with the
newly bundled version. On the other hand, when the Force Streamer Update checkbox is not checked,
the Force Streamer Update button will be disabled, and the Splashtop Center upgrade will replace the
Windows Streamer, updating it to the latest bundled version. Please note that currently, the Windows
Streamer is the only software that supports the Force Streamer Update function. The IT Administrator
can still use the Modify buttons, shown above, to update the other software items anytime. Once

modified, they will be reflected on the Download page of the Splashtop Center Web Portal.
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Click the Force Streamer Update button to open the Streamer Update dialog box shown below. Select

Update to all computers if you want to push the Windows Streamer update to all computers in the list.

Or, if you only want to force the Streamer update into certain computers, click the Update to selected

computers button, and then select the corresponding checkboxes in the Update column for the desired

computers.

¥ Streamer update x|

Mew Streamer will be automatically updated to selected computers.

" Update to all computers
% Update to selected computers

Mame Email & Group Name Current Version | Update I I
Chris-HP8440p harry.norton@splashtop.com Default 2.4.0.0 ™

[ Enable schedule for Streamer update

Start Time | 7/18/2013 | [zo0am =
End Time | 7/18/2013 | [zo0am -

oK Cancel

If the Enable Schedule for Streamer Update checkbox is not checked, as shown above, then the forced
Streamer update process will begin immediately when you click the OK button. However, you might want

to schedule the forced Streamer update to take place at a certain time, as explained in the next sub-section.
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4.8.4.1.Scheduling the forced update

Currently, this feature will allow five maximum concurrent downloads from the Streamer, as a way to
reduce the network traffic. In addition, as with any other software update, the Splashtop Streamer will of
course be unavailable during the update installation process. Therefore, many IT Administrators choose to
take advantage of our Scheduling option to set the forced Streamer update to take place at a specific, more
convenient time, such as non-peak or after-office hours. In this way, the forced update has the least

impact on the users and helps avoid the effect of the network traffic it may generate for the download.

Scheduling a date and time is easy. To do this, simply check the Enable Schedule for Streamer Update
checkbox, then specify the Date and Time. Click OK to close the dialog box, and the forced update will

then take place at the specified date and time.

[ Enable schedule for Streamer update

Start Time | 8/15/2013 o

01:00 AM j
02:30 AM ILI

01:00 AM -
01:30 AM
02:00 AM OK Cancel
03:00 AM
03:30 AM
04:00 AM
04:30 AM
05:00 AM  —
05:30 AM
06:00 AM
06:30 AM
07:00 AM
07:30 AM

End Time | 8/15/2013 o

& CAUTION: Please be reminded that, as with any other software update, there is always a small
chance that the update installation could fail due to a variety of unforeseen factors, such as some type of
conflict with system settings. If the forced update process should happen to fail, then the users may need

to manually perform the update on their respective computers individually.
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4.8.5. Backup

The Backup tab lets you save the whole Splashtop Center database to an .SQL file. In summary, the

following data will be backed up:

Al IT Policies and their settings

User settings

History for Devices, both computers and clients
Email (outgoing Email and templates)

Group settings

A N N NN

RDP-related data, if any (RDP Desktop data and RDS data) which has been entered by the IT

Administrator via the Splashtop Center Web “Customer Portal” interface.

Clicking the Save all settings to file button opens a Save As dialog box in which you can browse to the folder
where you want the backup file to be saved. By default, the filename automatically contains the date and
time of the backup, such as SC-Backup-20130719-1016.SQL. Of course, you can change the filename if
desired. Click the Save button in the Save As dialog box, and that’s all there is to it. When the backup

process is completed, a message will inform you of such.

¥ splashtop Center (=] 5]
@ Get Help
* feas Settings
General | Securty | Emal | Sowareupdate  Backup | e
.
Maintenance
Eﬁ Crosps Save al settings to file
Restore all settings from file
Q - et |
o -
Splashtop Center Service:
IP address: 192.168.17.20:443
Status: Running
Started on: 2013-07-19 07:45:04
Apgly Close
Restart Stop
4
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Please keep this backup file in case you need to recover your settings someday, or as a precaution when
upgrading Splashtop Center. We recommend that you back up regularly. In addition, a reminder that it’s
a good idea to export and keep records of Session logs on a regular basis for auditing purposes, as explained

earlier in the Logs tab section.

The Restore all settings from file button allows you to use the backup file to restore your settings.

_& Caution: If you choose to do this,the Splashtop Center Service would be stopped, and current

settings would be overwritten with the settings in the backup file.

ﬂ NOTE: We at Splashtop Inc. will keep you informed of new versions when they become available, or
you can get the latest Splashtop Center update from our website anytime. The latest updates for the

Streamer and Client apps can be downloaded using the Downloads tab in the Splashtop Center Web Portal,

as shown in the next chapter. And, a reminder that the newest Streamer and Splashtop Enterprise should

be kept for access from the Software Update tab (shown below) as suggested earlier in section 4.8.4.

Settings

General | Security | Emiail Software update | Backup License

Software update

Splashtop Streamer

Windows Streamer: vZ.4.0.4 Modify Force Streamer Update

Mac Streamer: v2.3.0.3 Modify

Splashtop Enterprise
Windows Client: v2.3.5.3 Modify

Mac Client: Modify

ik B

[ Force Streamer Update

MNOTE:
1) Installer needs to be downloaded from customer portal or obtained from Splashtop and stored on local drive for Splashtop Center to host the software
2) Click on the Modify button to choose new *.pkg version to host
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4.8.6. License

The License tab displays your License Key, the Key status, Expiration date, Unlocked features (if any), and

maximum allowed users/computers (“Seats”).

”5hshtonCenter = ol 1ol x|
© Get Help
& peets Settings
General | Security | Email | Softwareupdate | Backup  License
e
License
G
Eﬂ' o Status: Product activated
® i License Key: ATAMAJ-ADABH2-WFB2Z7-7VN4BY-9VBAB2
Key status: Valid and activated
Expiration date: 12/31/2013
Unlocked features:
m Policies Enable AD

Enable Device Authentication

Enable RDP Connector
Maximum allowed users: 25
0o ~

Splashtop Center Service:

Update License Release License

IP address: 192.168.17.20:443

Status: Running

Started on: 2013-07-19 07:45:04

Restart Stop

Assign License:
After initially installing Splashtop Center, and if you did not activate it during the installation process (see
next page), you can click the Assign License button in the Settings/License tab to enter the required

information and activate your License Key.

After Splashtop Center has been activated as shown in the example above, the Assign License button no

longer displays. Instead, the Update License button will become available.

Release License:

Click the Release License button to remove the current License Key. Please note that a license cannot be

“revoked” after it has been activated on a machine; nor is there currently any way to transfer a license.
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ﬁ NOTE: Itis not required to activate Splashtop Center during installation using the dialog box shown
below (but you may find it more convenient to do so). If desired, you may opt to click the Skip> button,
and just proceed with the installation process. At any time after the installation is finished, you can use
the License/Tickets page in the Customer Portal to get the License Key that you will need in order to activate

Splashtop Center. Then use the License tab of Settings to activate manually at anytime.

¥ splashtop Center o ] [

Activate Product

[ offline activation (this computer cannot access to Intarmet now)

Flease enter the same email address from registration

Email: ||

Flease enter the licenss key from one of the following:

* Email/Customer Portal
" Trial license key (Need signed up for a 30 days trial and have internet access)

Get one now |

License Key: |

skip = Mext = Cancel

Don’t forget that the License Key would need to be re-activated if you were to re-install the software
someday. This includes situations wherein you upgrade or clean the installation of Splashtop Center —you

would need to activate the License Key again. Please keep in mind that one License Key can be activated

up to five times on the same machine.
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4.8.6.1.Updating Online

If you get a new license agreement (for example, you purchased additional Seats), click the Update License

button in the Settings/License tab. The dialog box shown below will open, for activating the license online.
Enter your E-mail address and the new License Key in the fields shown below. Then click the Activate

button to activate the new license in Splashtop Center.

License

Status: Product activated

x|
License
Key sta
Expirat ™ Offline activation (this computer cannct gain access to Internet now)
Unlocke

Email: I

License Key: I
Maximi

Activate

Update License Release License

Of course, in order to activate the license online, the system needs to have Internet access to talk to the

License Server. If you don’t have Internet access, see “Updating Offline” below.

4.8.6.2. Updating Offline

For your convenience, offline updating/activation of the license is provided, for those Servers which cannot
gain access to the Internet. In this case, check the checkbox for the Offline activation option and input
the appropriate Email address and License Key in the related fields. Splashtop Center will generate a
machine code for the Hardware ID field. Please send the Email address, License Key, and Hardware ID to
your Splashtop contact or Systems Integrator. They will provide an Activation Key for you to enter into the

Activation Key field and complete the license update/activation.
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¥ update License x|

I+ Offline activation (this computer cannot gain access to Internet now)

Email: I

License Kay: I

Hardware ID: I

Activation Key: I

Activate

In any case, you can update or restore your License Key with no interruption to your Splashtop Center
service. There is no need to restart the service, and the remote user connections currently in session

will not be lost/disconnected.

ﬁ NOTE: If you update/restore your License someday, and Splashtop Center detects that there are not
enough available Seats at that moment, it will automatically disable users (as a way of continuing service so
it will not need to be interrupted). A message will pop up, to notify you of the number of auto-disabled

users, and the names of each user.
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4.9. About

As shown in the sample illustration below, the About tab displays the version number of your Splashtop
Center, and the related copyright information. It also contains links to some additional support/help

information, and our Terms of Service agreement.

¥ splashtop Center -1ol x|
@ Get Help
& e About
I [ Version: 2.3.5.1
Build Date: 2013-07-17 17:01:18
Eﬁ Groups
Copyright @ 2011-2013 Splashtop Inc, Patent pending in the .5, and other countries. Your use of this product is subject to the Terms of Service.
Visit wunw splashtop.com/support for help.
Q -
# Settings

i

Splashtop Center Service:

IP address: 192.168.17.20:443
Status: Running

Started on: 2013-07-19 07:45:04

Agply Close
Restart Stop
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5. Navigating the Splashtop Center Web Portal

As your Splashtop Center Customer Portal, the Splashtop Center Web Interface (“Web portal”), provides a

means for users to change passwords, download Splashtop Enterprise applications, and optionally to set up
native SplashApp/RDP (Remote Desktop Protocol) support on Windows-based machines for remote desktop

and applications using Splashtop Enterprise clients.

5.1. Accessing the Splashtop Center Web Portal

To access the Splashtop Center Web portal, open a web browser and enter a URL which is in the following

format:
https: <your Splashtop Center IP Address> /html/login.html
If you don’t know the IP Address, to fill in the “<your Splashtop Center IP Address>" portion of the above

URL formula, it is shown in the lower left area of your main Splashtop Center Console window. In the
example below, the IP Address is shown as 192.168.17.10.

Splashtop Center Service:

IP address: 192.168.17.10:443
Status: Running
Started on: 2013-07-22 06:27:10

Restart | Stop |

So, in this case, the URL would be: https://192.168.17.10/html/login.html

Splashtop Inc., Confidential 121/226

AN W W



Splashtop Center Administrator’s Guide v1.7

5.2. Logging in

After you enter this URL, the first screen that appears, shown below, requires you to enter the E-mail

address and Password you use for your Splashtop Enterprise account. Then click Log in.

| A’ Splashtop Center - User Portal I + I

| é a hitbps: 192,168, 17. 10/ Rkl /login.heml

{7} Suggested Sites || Web Slice Gallery

@ Most Visited | | Getting Started |5 Latest Headlines | | Free Hatmail

a\’ splashtfop enferprise

Email  thomas wangi@splashtop.com

Password | sesses

R

If you log in as a regular Gateway user
If you log in as a standard Gateway user with your personal Splashtop Account (E-mail and Password), you

will have two tabs available in your Splashtop Center Web Portal: Password and Downloads. The user
logging in above is a regular Gateway user (not Administrator), so an example of the “Password and

Download” screen is shown on the next page.

If you log in as a Domain user
If you log in as a Domain user, you will only have one tab available: Downloads.

If you log in as Administrator
If you log in using an Administrator account, you will have all tabs available to you (example shown later in

this chapter). This includes the new SplashApp/RDP Connector option, which allows you to use RDP
(Remote Desktop Protocol) for remote connection, using Splashtop Enterprise clients, and to create groups.
However, if you have not obtained the optional RDP Connector from us, then you will not have the RDS tab

and RDP Desktop of the Web portal, which are shown and explained here in chapter 5.
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5.3. Password tab

The Password tab is illustrated below. It allows you (or your regular users) to change your respective

passwords.

|Amcm-mmu L?_d. - R
'ﬁ_ﬂ_ 192,168, 17.10 sdlbrges — [ g P+ &

@ splashtop enferprise

Splashtop Center/ Password

2 Password Change Password

D Downloads Current Password

New Password

Confirm Password

_.ﬂ; 1-_

If you had created a temporary password initially for a Gateway user when adding him or her to Splashtop
Center, then the Invitation Email sent to the user will contain that password, and will include a link which
he/she can click to change his/her password. This link will take the users to this Password tab in the

Splashtop Center Web portal, where they can change their passwords.

The password policy mandates that the password must be at least six characters in length, and must contain
at least one numeric character.

The allowed character sets are: Alphabetic: A-Z or a-z; and Numeric: 0-9.

“fh CAUTION: When you click the Apply button, a message will remind you that the new password will
take effect immediately (after you click OK in the message box), and will cause both Streamers and clients to
be logged off.
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5.4. Downloads tab

The Downloads tab is illustrated below, and is available to all users who can access the Web Portal. It
allows you or your users to conveniently download Streamers, Client Apps, an SSL Certificate; and may also
contain pointers to the Apple and Google Play stores for the respective app downloads. The illustration

below is an example for reference only.

a\’ splashtop entferprise

Splashtop Center/ Downloads

el

B Download: £ g Downlaad for
RS ; Windows

Get Apps
2 Avallsble on the £ Downaad for
@& AppStore £¥ Windows

Get S5L Cenificate

ﬁ NOTE: When ready to log out of the Web Portal, click the button near the upper right

corner.
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The illustrations in the previous two subsections (the Password tab in 5.3 and the Downloads tab in 5.4)
were done when a regular Gateway user was logged in, so there were only two tabs available in the Web

Portal screen. Now, we will log in using an Administrator Account. More tabs will be available.

;\' splashfop enterprise

Email  harrgnortong@splashtop.com

Password ssesssssss

Below, we explain the three additional tabs that may be available for Administrators: RDS, RDP Desktop,

and Help. (The Password and Downloads tabs were already explained on the previous pages.)
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5.5. RDS tab

If you have obtained our SplashApp/RDP Connector option, you may receive a new License key; and
“Enable RDP Connector” will be shown in the License tab, as shown in the first illustration in section 4.8.6,
License. Enter and activate your License Key in the License tab of Settings as explained earlier in this
Guide, then (if you are logged in to the Web Portal as Administrator) you will be able to see the RDS tab and
RDP Desktop tab, shown in the illustration below. In this example, the RDS tab shows two “Virtual

Desktop” computers that have already been added. Later we will also add a Remote App.

& splashfop enferprise

Splashtop Center/ RDS

& RrDS

Wimsal Deskiop 3 192 16865175

RDP Dezktop
Virtual Deskiop 192 168.70.210
Password

Downloads

Help

Formerly known as “Terminal Services,” RDS (Remote Desktop Services) is a term used in Windows Server
that refers to adding a centralized host which offers multiple, simultaneous, virtual desktop or application
access to users. In Splashtop Center, IT Administrators can configure the Remote Desktop server to enable
session-based virtual desktop and applications for all users (in the RDS tab). Here are a couple of

definitions for terms as we use them in this chapter.

¢ Virtual Desktop: An entire desktop session from the remote RDS host, which allows users to
perform a number of desktop-based tasks, including opening/interacting with applications.

+* Remote applications: Avoids the necessity to access an entire desktop on the remote system in
order to open an application. Users can launch individual applications remot88ely from the client,

and each remote application will appear in its own window on the client. (See next subsection.)
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Prior to setting up RDS, the server must already be set up to run Windows Server 2008 or later, with Remote
Desktop Session Host (RD Session Host) properly configured for hosting Windows-based programs or the

full Windows desktop to be accessed by Splashtop Enterprise clients.

Click the H button to Add a computer to the list. The Add dialog will then appear as shown below.

}: splashtop entferprise

Splashtop Center/ RDS

l_'_'_ RDS Praofile Name: Marknting

IP Address: 19216065175

ROP Dasktop SatiEe 5

Command Line:
Password

Preferred Display Resolution: 1024 x 768 (dufsull -.J
Downloads
© Al wermn o accirs
& Mliow solacted usnes{2NT) 10 access

F che lm@_nphmop.com

I bon chen@splashiop com
™ momo trai@splashtop. com
F thomas wang@splashiop com
I ncky tang@splashtop. com

I ene chow@splashtop com

Membars:

=

 Lige same Splashiop Center 1ogin 1o COMNECE o ME COmDUAET (3pplicatle to domain user only)
© Use nostyingows 10gin 1o connec 10 the computer

User “opianar
Password

Domain

1P Address

Profile Name
This is the name which is defined by the IT Administrator, displayed in the Client Profile list page, and is

mainly for easy identification of their RDP hosts.

IP Address
This is the IP Address of the RDP host machine.

Sessions

This field is to define the number of concurrent remote access sessions allowed by the RDS server. If you
attempt to enter an invalid number (that is, exceeding the limit), a message will pop up and inform you of

such; for example, “The current maximum sessions allowed is 100. Please try again.”
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Command line

This optional field only applies to setting up remote applications. This is where you would specify the

application path on the host machine; and the entry in this field is used by RDP Connector to invoke
applications, using this command, at the time of RDP connection request. The exact command line
content can be extracted from the Remote App Manager when setting up the remote application on the

RDS server.

For example, below is a sample application path whose purpose is to launch the Internet Explorer browser

remotely:

“C:\Program Files (x86)\Internet Explorer\iexplore.exe”

Another example would be a sample application path which includes command line arguments. Please be
reminded that command-line arguments need to be set to “Allowed” for the program under RemoteApp

Properties of RemoteApp Manager.

“c:\Program files (x86)\Microsoft Office\Word.exe”  “d:\Path With Space\Doc.doc”

If an entry is made in the Command Line field, then after this item is added, the Type column will display
“Remote App” for easy reference. On the other hand, if the Command Line field is left blank, the Type

column will display “Virtual Desktop.” See the next illustration for an example of “Virtual Desktop.

ﬁ NOTE: Don’t forget to insert opening (“) and ending (“) quotation marks for the application path,
and additional parameters/arguments separately, in the Command Line field (as shown in the two examples
above) if you are adding a Remote Application. This allows Splashtop Center to correctly parse the

command line content.
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Preferred Display Resolution
This option allows you to set the desired resolution of display from the RDP host. When connecting from
the Splashtop Enterprise client app using the “Computer native resolution” selection, RDP Connector will
use this resolution setting for connection. Currently, RDP Connector supports the following resolutions,
which you can select from the drop-down list:

1920 x 1080

1440 x 960

1366 x 768

1280 x 1024

1280 x 768

1280 x 720

1024 x 768 (default)

800 x 600

640 x 480

Allow everyone to access

If this button is selected, all users will have access to the remote desktop or remote applications hosted by

the RDS Server.

Allow selected users to access
On the other hand, if this button is selected, only the selected users (from among the Splashtop Center
users) will have access to remote desktop or remote applications hosted by the RDS Server. The IT

Administrator can select from the members list to set restricted access to RDP.

Use same Splashtop Center login to connect to the computer

This setting applies only to Domain (Active Directory) users. If this button is selected, RDP Connector will
attempt to use the same Splashtop Center login credentials as the Windows account to log into the RDP
Host to connect to the remote desktop or remote applications. Users will still need to enter the Splashtop

Center password in the Windows logon page of the RDS server at the time of establishing connection.

Use host Windows login to connect to the computer

This setting applies to both Domain and Gateway users. If this button is selected, users will use the
Windows account from the RDS server for connection. The User, Password, and Domain fields will be
available. If the Windows account is configured, users will be able to log in to the remote desktop/remote
application automatically, without seeing the Windows login screen of the RDS server at the time of
establishing a connection. If this informaton is not entered, the user will need to manually enter the login
credentials into the Windows login screen, and the login will have to be provided separately by the IT

Administrator to the users.
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For an example of how to set up RDP remote desktop and RDP computer sharing, please see section 6.8 in

the next chapter.

@ splashtop enferprise

Splashtop Center/ RDS

i & RDS | Type “Enable | IP Address

Wiftus Datksap 3 192 1BR BS54
RDFP Desktop

Virlys! Deskdon 132168.70:210
Password

Downloads

Help

In the example above, we have added two computers, and these will also be shown in the Devices tab of

your Splashtop Center console (see next page).

After an item has been added, you can view the details by clicking the Edit button ( # ), or click the

associated * button to Delete a computer from the list.
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After RDS servers have been added via the Web Portal, the Devices tab of the Splashtop Center Console will
list those corresponding RDS servers (in the Computers sub-tab of Devices). The name in the Computer
Name column for RDS servers will be prefixed by the connectable (RDP) sessions information, in the format
of “[connected sessions / total sessions] RDS server Profile name”. Also, the Version column will include

the “RDP Connector” designation, as shown below.

¥ splashtop Center B o =] S
@ Get Help
& ems Devices [ 0 = Search Resat

Computers | clients |

Status|  Lostupdated ~ | Group name | Computer name Computer MAC address Email | Version | |
@ 201307-221131:05  Marketing [00/05] Marketing 70:5A:B6:AD:D4:2D, 00:23:14:57:A2:50  harry.norton@splashtop.com  2.3.5.1 RDPConnector

Groups . 2013-07-22 11:28:56 RD-01 [00/03] RD-01 70:5A:86:AD:D4:2D, 00:23:14:57:A2:50 harry.norton@splashtop.com 2.3.5.1 RDPConnector

@ 20130717 14:55:33  Default Chris-HPB440p 00:23:14:57:A2:50 hary.norton@splashtop.com  2.4.0.0

Folicies

Settings

¥ HO ¥

About

Splashtop Center Service:

IP address: 192.168.17.10:443

Status: Running
Started on: 2013-07-22 06:27:10 Oniie fopipidin ¢

e =

Restart Stop

These two new items are shown with a blue dot in the Status column,meaning they are ready for

connection. There is also an indicator at the bottom of the screen, “Online computers: 2.
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5.9.1. Adding a Remote App

In the previous example, we added a Virtual Desktop. You can also use the RDS tab to add a remote
application. As mentioned earlier, this means users would be able to launch that particular application
remotely, without needing to access the entire PC remotely (on which the application resides) just in order

to get to the application. You can choose which users will be allowed to use the application.

Click the H button to Add a Remote App to the list. The Add dialog will then open. All the fields

shown in the Add dialog were explained on the preceding pages. The key difference is the Command Line

field, where you must add the path where the target application resides on this remote computer.

In the example below, the application we are adding is Microsoft® Excel®.

Splashtop Center/ RDS

& RDs Profile Name:  Eacol

IP Address: 1021604140

RODP Dasktop TP 2

Command Line: s
Fassword

Display Resalution: 1024+ |
Downloads

© miow everyons to atcess

 Allow seleced usars(2it 3) to access
—vroraee- ittt it

I thomas wang@splashtop. com

Members:

Help

Lagin: ' se same Splashion Center lagin to connedt to 18 comauser (appiicadle to domain user oniy)
" Usa host Windews lagin 1o connact b the camputer

Liser =cplionat-
Paszword *cplignats

Dlormain “ualivnat

Add

Click the Add button above to add this item.
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After clicking Add, you will be returned to the list of added items within the main RDS tab. The illustration
below shows that it has been added as the third item. Note that the Type column displays “Remote App.”

a\’ splashtop entferprise

Splashtop Center/ RDS

o Address

Mathnting Vil Derskinn 3 192 16005 115

ROP Dasktop
RO-01 irtusl Deskiop 1921807010

Password Exiid Aot Agp s 107188 4140
Downloads

Help

In addition, it is now listed in the Devices / Computers tab of Splashtop Center, in the same manner in
which our Virtual Desktops are listed. In the illustration below, it is the second item listed in the Devices /
Computers tab. When adding this remote app, we specified “Excel” as the Profile Name, which becomes

the Group Name in the Devices / Computers tab.

¥ splashtop Center o [=] ]
@ Get Help
' Users Devices IEI'?E\ keyword to search computers Search I Reset
Computers | Clints |
Statws|  Lastupdated ~ |  Group name | Computer name Computer MAC address Email | Version |
@ 201307-2212:31:08  Marketing [00/05] Marketing 70:5A:B6:AD:D4:2D, 00:23:14:57:A2:50  harry.norton@splashtop.com  2.3.5.1 ROPConnector
EE Groups @  2013-07-22 12:29:51 Excel [00/08] Excel 70:5A:B6:AD:D4:2D, 00:23:14:57:A2:50  harry.norton@splashtop.com 2.3.5.1 ROPConnector
@ 2013072212:28:59  RD-01 [00/03] RD-01 AD:D4:2D, 00:23:14:57:A2:50  harry. om  2.3.5.1 RDPConnector
@ 20130717 14:55:33  Default Chris-HP440p 00:23:14:57:A2:50 harry.norton@splashtop.com  2.4.0.0
Q
# Settings
i I

Splashtop Center Service:
IP address: 192.168.17.10:443
Status: Running
Started on: 2013-07-22 06:27:10  Onine computers: 3

Apply Close.

Restart Stop
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Likewise, the three items we have just added via RDS in the Web Portal (two Virtual Desktops and one
Remote App) are listed in the Groups tab, as shown below. In the Allowed Computers column, the name

is preceded by the number of Sessions allowed which we specified at the time of creating the Virtual

Desktop/RemoteApp.
¥ splashtop Center B IR
@ Get Help
d - Groups
Group name ~ [ Enabled | Allowed users [ Allowed computers ]
E Devices Sales-Dept. ~ john.smi com,chris. com,blion.c com Edit Delete
RD-01 ~ ric om, terry. com [3]1 RD-01 Edit Delete
Marketing ~ chris.ir th I com [5] Marketing Edit Delete
Eﬂ Excel ~ eric.d herb, om [8] Excel Edit Delete
Default ~ i com, hansel com (Chrie-HPB440p Edit Deleta

Policies

Settings

About

e % HO

Splashtop Center Service:

IP address: 192.168.17.10:443

Status: Running
Started on: 2013-07-23 06:54:58

Apply. Close

Restart | Stop |

2 =loe o &

* G e oo

[ Tstart
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5.6. RDP Desktop tab

As with the RDS tab, the RDP Desktop tab will be displayed and available only if you have our
SplashApp/RDP Connector option. Again, this tab will only be available if you are logged in to the Web

Portal with the Administrator account.

Unlike RDS (wherein a server is hosting simultaneous remote sessions for multiple users), the function of
RDP Desktop is to allow one user to remotely access the desktop of a host PC via RDP (Remote Desktop

Protocol).

Basically, just enable RDP on a Windows-based host computer, then configure your RDP settings here in the

RDP Desktop tab of your Splashtop Center Web Portal, and then simply connect to the RDP host computer.

When first opened, this tab displays the message “List Empty.” Click the H button (near the upper

right of the screen) to Add a computer to the list. The Add dialog will open. In the illustration below, we

have already entered some sample data.

a\’ splashtop enferprise

Splashtop Center/ RDP Desktop

% RDP Desktop

Profile Hama: ROP-Dagktan-3
IP Address: 1921680007
Client Name:

Prefarrad Display Resolutian: 10245 768 (defaum j
Password

Dk © thomas wzlim@l’phdﬂop com

T nekey tangfieplashtep com

© enc chou@splashiop com

© bk wangiBphasbiop o

T terry kafilplashtep com

& s@plutiop con =

Downleads

Help

Lagin: & Use same Salashéop Center lugen o connect & the computer (appbcabie % domain user anky)
© Use host Windaws login to connect 1o the compatar

User Name “gptiona®
Password =gphicaial=

Diarmain

Add
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Profile Name
This is the name which is defined by the IT Administrator, displayed in the Client Profile list page, and is

mainly for easy identification of their RDP computers.

IP Address
This is the IP Address of the RDP host machine.

Client Name
This field is optional. It is the name of the Client computer as defined and associated with the Windows

Operating System.  If left blank, it will not affect your attempts to make a remote connection.

Preferred Display Resolution

This option allows you to set the desired resolution of display from the RDP host. When connecting from
the Splashtop Enterprise client app using the “Computer native resolution” selection, RDP Connector will
use this resolution setting for connection. Currently, RDP Connector supports the following resolutions,

which you can select from the drop-down list:

1920 x 1080
1440 x 960

1366 x 768

1280 x 1024

1280 x 768

1280 x 720

1024 x 768 (default)
800 x 600

640 x 480

User

This is the same User Name used for the Windows login on the RDP host machine. Select only one User

Name from the list.
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Use same Splashtop Center login to connect to the computer

This setting applies only to Domain (Active Directory) users. If this button is selected, RDP Connector will
attempt to use the same Splashtop Center login credentials as the Windows account to log into the RDP
Host to connect to the remote desktop or remote applications. Users will still need to enter the Splashtop

Center password in the Windows logon page of the RDS server at the time of establishing connection.

Use host Windows login to connect to the computer

This setting applies to both Domain and Gateway users. If this button is selected, users will use the
Windows account from the RDS server for connection. The User, Password, and Domain fields will be
available. If the Windows account is configured, users will be able to log in to the remote desktop/remote
application automatically, without seeing the Windows login screen of the RDS server at the time of
establishing a connection. If this informaton is not entered, the user will need to manually enter the login
credentials into the Windows login screen, and the login will have to be provided separately by the IT

Administrator to the users.

The example below shows three RDP computers that have been set up, and these will also be shown in your

Splashtop Center console (see next page).

Splashtop Center/ RDP Desktop

RDP-Dysiop-2 1921881878 momo tyai@splashiop com
% ROP Desktop

ROP-Dasitop-3 111681847 Iames hsu@splashiop com
Password FOP-Dosidop-1 192.158.2.040 oric chou@sptashion com

Downloads

Help

After an item has been added, you can view (and modify) the details by clicking the Edit button ( # ), or

click the associated * button to Delete a computer from the list.
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After RDP Desktop computers have been added via the Web Portal, the Devices tab of the Splashtop Center
Console will list them (in the Computers sub-tab of Devices). The three computers (RDP-Desktop-1,
RDP-Desktop-2, and RDP-Desktop-3) which were shown as having been added in the illustration on the

previous page are now also listed below in Splashtop Center.

Y7 splashtop Center i [m] ]
@ Get Help
& Leas Devices [ Search Reset
Computers | Clients |
Status|  Lestupdated ~ | Groupname | Computer name Computer MAC address | Email | Version | |
@ 20130722 14:09:24 RDP-Deskiop-3 70:5A:B6:AD:D4:2D, 00:23:14:57:A2:50  james.hsu@splashtop.com 2.3.5.1 RDPConnector
EE T @ 201307-221409:0%  RD-01 [00/03] RD-01 70:5A:B6:AD:D4:2D, 00:23:14:57:A2:50  harry.norton@splashtop.com  2.3.5.1 RDPConnector
@ 20130722 14:07:59 RDP-Deskiop-2 70:5A:86:AD:D4:2D, 00:23:14:57:A2:50  momo.tsai@splashtop.com 2.3.5.1 RDPConnector
@ 201307-2214:06:12  Marketing [00/05] Marketing 70:5A:B6:AD:D4:2D, 00:23:14:57:A2:50  harry.norton@splashtop.com  2.3.5.1 RDPConnector
Lo
G e @ 20130722 14:04:57  Excel [00/08] Excel 70:5A:B6:AD:D4:2D, 00:23:14:57:A2:50 harry.norton@splashtop.com  2.3.5.1 RDPConnector
@ 20130717 14:55:33  Default Chris-HP&440p 00:23:1%:57:A2:50 harry.norton@splashtop.com  2.4.0.0
m Policies @  0001-01-01 08:00:00 RDP-Deskiop-1 eric.chou@splashtop.com
# Settings
0 -
Splashtop Center Service:
IP address: 192.168.17.10:443
Status: Running
Started on: 2013-07-22 06:27:10 pphe bk
Apply Close
Restart Stop -
-
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5.7. Help tab

Clicking on the Help tab will display the diagram shown below, which provides an easy to understand Step

1-2-3, for setting up an RDP connection.

| xsplarecp corearvsscrord. |4
."- B Pps: IR 180, 1 210 ko St € || B - oo |+ &
(Bl it | et it [ sttt L

@ splashtop enferprise
Splashtop Center/ Help
EE& RDS How to set up an RDP connection

L& roPDesktop

-
’ Password ‘ ! @ Enable RDP on a Windows-based host computar

D Downloads

Configurs RDP satlings in Splashlop Canter wab portal

-,
L

7

@ Connect lo the RDP hos| computer |
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6. Common Tasks

6.1. Changing Ports

By default, Splashtop Center will use Port 443. However, you can configure Splashtop Center to use a

different port if another application is already using this port.

If another application is not using this port, we recommend not changing the default port number of 443.
This is because, if you change it, you will also need to update all the Clients and Streamers to the new Port

number you chose, so they will continue to function as intended.

If necessary, you can assign any network port you want. To change the port number:
1. Launch the Splashtop Center application.
2. Go to the General tab in Settings.
3. Change the network Port number.
4. Click Apply to restart the Splashtop Center service and make the change take effect.

The port that Splashtop Center uses does not affect the security of the connections. If you have external
firewalls, which provide additional security for certain ports, then the security of the connection may be

affected outside of the Splashtop Center settings.

If you change the port number, you must modify the URL in the Splashtop Center field of the Status tab in

the Streamer dialog box to include the correct port number.

Status Computer Name
dvm078 &

Accessed by
Mot heing accessed

Account

Log in =0 your computer can be discovered by vour mohile
device.

Splashtop Center

I
Email |
I

Log In |

[fyouforgot vour password, please contactyaur IT admin to
reset.

FPassward

Log into Splashiop Personal or Bu siness
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In addition, the Splashtop Center URL is included in the Email tab of Settings. As shown in the illustration

below, the message in red reminds you to keep the Splashtop Center URL field up-to-date.

T splashtop Center =0

© Get Help

=5 Settings

General | Secunty  Email | Softwareupdate | Backup | License

Devices

Email

ShTP configuration: () Eml configuration s verfied.

Logs Server: | tpe-ext.dvm.corp Sender/From: ISpIashlanenterAdmin <harry.nortan@s|
Encryption: | None = User: Iharry.nurtun@sp\ashmp.:um
. - . [
Policies port: |25 - Passwrord: |

Verify Clear

E E Groups [ automatically send email to users for account/passwerd setup and device authentication

_ freeTereee
Splashtop Center URL: | 192.168.17.20:443

Public TP address or domain name at which Splashtap Center can be
About reached from the Internet, te be used in emails to users and for connection
setup.

Edit email templates

Splashtop Center Service:

1P address: 192.168.17.20:443

Status: Running
Started on: 2013-07-18 10:39:58
Apply Close
Restart Stop /
3

ﬁ NOTE: IT administrators can set Splashtop Center to use port 80. However, it will still use https —
not http. Splashtop Center does not support the unsecure http protocol.

Therefore, we recommend that you do not use port 80, as this may have conflicts with other web servers

using http on port 80 in the system.
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6.2. Re-installing Splashtop Center

If someday you find it necessary to re-install Splashtop Center (for example, you rebuild your host OS),

follow these simple steps:

1. We recommend that you first use the Save all settings to file button in the Backup tab of Settings
(shown in section 4.6.5) which opens a dialog box that lets you save all your Splashtop Center
settings to an XML file.

2. Re-install Splashtop Center on the same host machine. (When you re-install, your current
Splashtop Center will be automatically un-installed.)

3. Open the License tab in Settings and re-enter your license key (in the same way you entered it the
first time you installed Splashtop Center).

4. After re-installing, use the Restore all settings from file button to restore your settings from the
XML backup file.

Each license key is good for up to five (5) activations. The activation count is determined by the number of
successful activations performed. If you need more than five activations, you will need to contact a
Splashtop representative to acquire a new license. And, before activating the new license, you must
release the old license. As mentioned earlier in section 4.8.6, you can do this by clicking the Release

License button in the License tab of Settings.

ﬁ NOTE: The initial license activation is only valid in conjunction with the one, original hardware on
which Splashtop Center was installed. The license key cannot be migrated to a different server. Each
license key can only be used on the same host machine. Therefore, you will receive an error message that
says “Hardware changed” if you are trying to activate the same license key either:

e on adifferent host machine, or,

e on the same host machine but with some hardware peripherals disabled or replaced.

Splashtop Inc., Confidential 142/226




6.3. Activating a Mobile Device

As explained earlier in section 4.8.3, users will normally receive “Invitation Email,” and can conveniently

activate their mobile device just by clicking on the link provided in that Email.

2. Install Splashtop for Business
_‘ Install Splashtop for Business app and Streamer with
N > instructions provided in the invitation email.

1. Send notification

Send account info and streamer / client
download link to each user.

Account

Activation code
----------- maassann

3. Activate Product (Optional)
Activation can be done automatically by
clicking on the link provided in the invitation
email. Or it can be done manually to enter
activation code and account info.

However, in the case that it is necessary to activate a device manually, follow the steps below, which use the

iPad client as an example:

1. Launch the Splashtop Enterprise app on the mobile device.

2.  Tap the Activate this product link on the Enter your account login page.

3. Inthe Activate your product screen shown below, enter the Splashtop Center URL, Email address, and
Activation Code.

4. Tap the Activate button to activate this device.
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Activate your product

Splashtop Center 192.168.17.10:443

Email harry.norton@splashtop.com

Activation Code S1iGSJdn

Activate

ﬁ NOTE: If a device has already been activated for use, but for any reason you want to deactivate it,
click the Deactivate button in the Clients tab of Devices to immediately block the related device for use with
Splashtop Enterprise. You can deactivate permanently (such as due to employee terminated), or
temporarily (such as when a device is lost/stolen and then recovered). The Deactivate button is shown to

the right of each item listed in Clients of the Devices tab, as illustrated in section 4.3.2, Clients.

Splashtop Inc., Confidential 144/226




6.4. Re-issuing Device Activation and Authentication Codes

If the Enable Device Activation option is enabled (checked) in the Settings/General tab as shown below,

then the IT Administrator can add and issue more device activation codes by clicking the Edit button for a

particular user in the User tab.

Fopsopiomeer -0
@ Get Help
& lsems Settings
General | Secunty | Email | Softwarcupdate | Bacup | License
R
Network
E Groups E ,—-
= Port: 3 2
Q =
«
m Pritcis % Disable Device Actvation wil discard sl the actvation codes
L g | genera ted before and this process cannot be undone.,
_ Advanced ok vou b  roceed?
[Z Enable Device Activation
oK Cancel

i I —

Splashtop Center Service:

1P address: 192.168.17.10:443

Status: Running

Started on: 2013-07-23 06:54:58

Apply Close
Restart Stop

If you disable (un-check) the Enable Device Activation option, then there is no need to re-issue device

activation codes. This process cannot be undone, so a warning message will require you to confirm, as

shown in the example above.

/N CAUTION: Un-checking the Enable Device Activation checkbox will discard all the activation codes

that were generated previously!
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6.5. Creating and Administrating Groups

If you have not yet created the users you will want to add to a group, you need to do that first.  Also, the

Windows computer(s) in the office (on which you want to install the Splashtop Streamer) must be running

either Windows 7, Windows XP, Windows Vista, or Windows Server 2008 R2.

In this example, we will create a group consisting of three iPad users who are out of the office, but will be
able to share remote access to three computers in their office, via Splashtop Enterprise. As shown at the
left side of the illustration below, the first employee (“Chris”) is on vacation in the mountains; the second
one (“Harry”) is flying to another country on business; and a third employee (“Peter”) is just roaming

around in the city, outside the office.

N .
- .

ABC - Group

Harry

Splashtop Center

. (mm

Peter

The IT Administrator will need to do the following in order to enable these employees to use Splashtop

Enterprise to remotely access computers in their office:

1. Onthe remote Windows computer: Create users on the Windows OS (if not yet created).

2. On the remote Windows computer: Install Splashtop Streamer and then log in to Splashtop
Center using the Splashtop Center Administrator’s account on the Streamer.

3. Splashtop Center: Create the users on Splashtop Center in the Users tab as explained earlier in

section 4.1.
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4. Splashtop Center: Inthe Groups tab of the Splashtop Center Console window, click the Add
button. The Add a new group window will open. All users who have been previously added to
Splashtop Center will be listed, as shown in the example below.

5. Inthe Add a new group dialog box, enter the desired name for the new group in the Group name

field. We entered “ABC-Group” below.

W Add a new group 29
Group name:  ABC-Group
Users | Computers
[C] Allow everyone to access
User Role Allow
brenda@splashtop.com Gateway user 0
richard @splashtop.com Gateway user ]
george@splashtop.com  Gatewsy user ]
kristen@splashtop.com Gateway user o
john-doe@splashtop.com  Gateway user ]
harry@splashtop.com Gatewsay user
peter@splashtop.com Gateway user
chris@splashtop.com Gateway user
Select all l [ Deselect all
Ok l [ Cancel

6. Inthe Users tab shown above, select the users you want to be included in the new group by
checking the corresponding checkboxes in the Allow column. We have selected three checkboxes

for purposes of this example.
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7. Click Computers to open the Computers tab. In this tab, you must select the computers you want
the authorized users to be able to access remotely. In the example below, we have selected all
three computers in the list in the same way — by checking the Allow checkbox. This means all
users in the group will be able to connect to these computers using the Splashtop Enterprise app on
their mobile client devices. However, please be reminded that Splashtop Enterprise users cannot
choose a specific computer to connect to remotely. When a user in the group attempts to make a
remote connection, a connection will be made to any of these computers in the group that might

be currently available.

W Add a new group X

Group name: ABC-group

Computers
Only computers logged in with Admin account can be shared in groups.

["] Require users to log onte windows first when connecting (each user needs a windows account
on the shared streamer)

Status Mame Current group Allow
® TPE-ChrisL-NB Default
- Thomas'W-MNB Default
® TEST-BC1 Default

OK l [ Cancel
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8. The “Require users to log onto Windows first when connecting” option is disabled by default, as
shown in the example above. [f you check the checkbox to enable this option, then each user in
the group would need a Windows account on the computer hosting the shared Streamer, because
these users would be forced to log in to Windows whenever they want to make a remote
connection. After the session is disconnected, the user will automatically be logged out of

Windows.

E4 NOTE: Inaddition, please note that if there is already one Windows user (on the Windows 0S
computer with this group-shared Streamer), and then another user logs in to this same shared computer,
only the first one to log into it will have control of the Streamer OOBE and its settings. Other users will

inherit the first user’s Streamer settings and will not have the Streamer OOBE available to them.

9. Click OK in the Add a new group dialog box. You will be returned to the main Groups tab, and

now you can see the new ABC-group listed.

6.5.1. Deleting a Group

To remove a group from Splashtop Center, simply click the Delete button in the Groups tab, at the far right
of that group’s information. (Removing a group does not delete any users or computers that were in the

group; just the group name itself.)
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6.5.2. Modifying a Group

If you want to make changes to your original designations for a particular group, click the Edit button for
that group. The Manage Group dialog box will open. You can change the group name, the
allowed/disallowed status for users, the allowed/disallowed status for computers, and the enabled/disabled

status for the “Require users to log onto Windows first when connecting” checkbox.
For purposes of this example, in the Manage Group dialog box shown below, we have changed our original

designation in the Computers tab to allow only one of these computers (“TEST-PC1”) to be accessed by the

ABC-Group.

ﬁ Manage group

Group name:  ABC-group

Computers
Cnly computers logged in with Admin account can be shared in groups.

Require users to log onto windows first when connecting (each user needs a windows account
on the shared streamer)

Status Mame Current group Allow
® TPE-ChrisL-NB Group-1 [l
] Thomas\W-MNB Group-2 =
® TEST-PC1 ABC-group

OK l [ Cancel

Splashtop Inc., Confidential 150/226




Splashtop Center Administrator’s Guide v1.7

After clicking OK in the Manage Group dialog box above, the Groups tab now shows that ABC-Group

includes three users, and they will share access to one computer named TEST-PC1.

@ Get Help
1 Uy Groups | »add
PO Pl Enabded Alceaed wery Allwed fo e
D D o2 . richerd Guetashiog tom. georgeSaplihoon com TPE-Chrial-h Eda | | Guetese
’ Groug-1 F) vnrpane] Thoemani-ME Edt | | Dalete
et i BuarrySiplaihton com, prierSiplatio chraBap com  TEST-PLL [[Eda [[Duee]
Q w
roe
B o
0 -~
I splashiop Center Service:
TP acidress: TRE IS8 07, 100443 = -
Status: Busning
Stared an: 20130723 065850 ]
| s lose
| - — |
Please also see section 4.3 entitled The Groups Tab.
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6.6. How to perform Wake-on-LAN with Splashtop Enterprise

Splashtop Enterprise provides a “Wake up this Computer” function to allow a user to wake up the target
remote computer from a sleeping state so that he or she can connect to it. That is, Splashtop Center will
wake up the Streamer on behalf of the mobile client device, provided the computer supports Wol (Wake on

LAN) and the option has been enabled, and that the computer is connected by Ethernet, not WiFi.

Previous Splashtop Enterprise users might recall that Wake-on-LAN could only be used when the Streamers
and Splashtop Center were on the same subnet (or when the nets were capable of forwarding magic
packets). Due to customer demand, we are happy to say that we have enhanced this feature to be capable
of waking up a computer even if it is on a different subnet. It can now handle these situations:
e The mobile client device (app) and the off-line Streamer (remote computer to be awakened) are
both on the same subnet, OR
o The mobile client device and the off-line Streamer are on different subnets, but Splashtop Center
and the off-line Streamer are on the same subnet, OR
e The mobile client device and the off-line Streamer are on different subnets, but there is at least one

on-line Streamer on the same subnet as the off-line Streamer you want to awaken.

After you initiate a Wake-on-LAN request from your mobile device app, Splashtop Enterprise will
automatically detect and take the necessary action according to which of the three topologies you have,

and attempt to awaken the target computer.

First, we ask that you make sure the following conditions have been satisfied completely. Otherwise,
there is no chance to make Wake-on-LAN work successfully.  Please verify that the:
e Computer is connected by Ethernet, not WiFi. This requires LAN and will not work with WiFi.
e PCBIOS supports Wol and that the option has been enabled in both OS and BIOS of the computer
with the off-line Streamer.

e Settings in Windows or Mac have been properly set up.

6.6.1. Settings on Streamers:

To connect to your computer when it is in Sleep or Hibernation mode, you need the following:
1. Make sure your BIOS supports Wake-on-LAN, and that this option has been enabled. (This
step pertains to Windows PCs only; Mac users can ignore this.)
2. Configure your computer to be Wake-on-LAN ready. Please note that the term in BIOS
might vary. For example, it might be "Wake on LAN," or "Onboard LAN Boot ROM," or

something else.
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For Windows users:

e Enable Wake-on-LAN in the system BIOS if you want to allow your computer to wake from a
powered-off (i.e., Hibernate) state.
e Configure your LAN network interface adapter (Control Panel -> Device Manager -> Network

adapters).

Int=l{R) B2567LM Gigabit Metwork Connection Properties ﬁ

|Genem| I Advanced | Diriver I Details | Resources | Power Management |_

E. Imtel(R) 82567LM Gigabit Netwaork Connection
.q "

[¥]:&llcw the computer to tum off this device to save power
Allow this device to wake the computer
Cnby allow a magic packet to wake the computer

Waming: K this is a laptop computer and you run it using batteny power,
allowing the network adapter to wake the computer could drain the battery
mare quickhy. it might also cause the laptop to become veny hat f it wakes
up while packed in a camying case.

| ok || cancel |

If the offline Streamer is a Notebook, please use AC electrical power (not battery power). Otherwise, the

Notebook hardware will not allow Wake-on-LAN.
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For Mac users:

e Make sure the Wake for network access option is selected in the Energy Saver settings.

|00 Energy Saver

[«

| » || sShow all

(q

[ Battery | Power Adapter ]

Computer sleep: -
1

Display sleep:

1 1
3 hrs  Never

-0

1 min 15 min 1hr

Put the hard disk(s) to sleep when possible
@Wake for network access

[ Automatically reduce brightness before display goes to sleep

Current battery charge: 90% Estimated time until full: 0:20

# Show battery status in the menu bar

o o
51 Click the lock to prevent further changes.

1 1
3 hrs  Never

Restore Defaults

Schedule... |

@)

3. Your computer must be connected to your wireless router using the network cable

(Ethernet).

4. |If your Mac computer is a laptop (for example, a MacBook Pro or a MacBook Air). please

make sure the power cable is plugged in to an electrical power source.

only battery power on the laptop, this may cause the Wol feature to fail.
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6.6.2. Steps to trigger Wake-on-Lan

Steps required to wake your computer from Sleep or Hibernation mode:
1. Onyour tablet/phone, launch the Splashtop Enterprise app. Turn ON the “Show offline
computers” option in Settings.
2. Keep your computer ON, and make a successful connection, then shut down your computer
(power-off).
3. From your tablet/phone, you should see the computer you want to awaken is an unavailable one

(gray computer icon), like the ones shown in the sample illustration below.

}: splashtop enterprise

[Default] Win7_&4-PC

[Default] XP_32

Resolution

B00x600

A% 768 IPad bast it

Use computer's native display setting

4. Tap the "Edit" icon (at the far right of the desired computer name) as shown above. A Wake up
this computer button will appear.
5. Tap on the Wake up this computer button to attempt to wake up the PC computer from either a

Powered-off, Sleep or Hibernation state; or a Mac computer from a Sleep state.
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6.6.3. Wake-on-LAN usage timing and limitations:

* A Lion (or Mountain Lion) computer could be awakened from Sleep mode to be in a Low Power wake
mode (=Dark Wake mode), and then connected to, by tapping the computer again in a Discovered

Computer list.
from the Snow Leopard computer.

This is a known issue.)

* %k

a “waiting for login” screen via the “Wake-on-LAN” feature.

PC —If your PCis in a Sleep, Hibernate, or powered-off state, Splashtop Enterprise can awaken it to

Type || Sleep || Hibernate || Powered off
XP v N/A v

Vista % v %

Win7 v v v

Win8 v v v

0S X 10.6.x and in Sleep mode (shown in the table below).

Mac — Currently, if your Mac is in a Sleep, Display sleep, or powered-off state, Splashtop Enterprise

can only awaken it to a “waiting for login” screen (via the “Wake-on-LAN” feature) when it is a Mac

Type Sleep || Display sleep || Powered off
0S X 10.6.x v v *E X
0S$ X 10.7.0 v* v *E X
0S$X10.7.1 v¥* v ** X
0S$X10.7.2 v¥* v ** X
0S$X10.8.2 v* vE* X

order to awaken and connect your computer:
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. The computer listed on the tablet/phone should be in an "available" state (colorful), and can be
directly tapped to connect to the Streamer.

Il. Before awakening the computer from Display Sleep mode, install our Virtual Driver from the Mac
Streamer / Settings tab / Install Driver button, shown below. In addition, don't use a resolution of 800 x

600. Instead, please use 1024 x 768 or Native resolution.

Enable blank screen (Requires virtual display driver)

This will prevent others from seeing what you're doing while you
are remotely controlling this computer, It will also lock this
computer upon disconnecting.

Install virtual display driver

This is required if you are connecting to this Mac before it's
logged in or if this Mac has no monitor attached. It is also
required if you are using the XDisplay app.

( Install Driver ]

Systern power management settings
[ Change settings... ]

Enable sound redirection
When your mobile device connects to this computer, redirect all
sound to it and mute this computer.

Drrrvnr cnttinae

Please note that currently, it is not possible to awaken a Mac computer from a powered-off state via the
Wol feature.

/N CAUTION: Wake-on-LAN might not work well when “Force SSL over local connection” is enabled.

We recommend that you turn off this option to ensure more stable performance of Wake-on-LAN.
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6.6.4. How it works in different topologies

As mentioned at the beginning of this section, we listened to our customer feedback and enhanced our

Wake up this computer feature so that it can now adapt to various topologies —and even better news is
that you don’t need to do anything additional or different than you did in the previous version, when
initiating the Wol request from your mobile device app. Splashtop Enterprise will take care of the
additional detection/processing transparently. In this section, we provide some reference details about

what goes on in the background in these three topologies.

The App Client and off-line Streamer are on the same subnet:

This is our original Wake up this computer functionality. In this topology, Wake-on-LAN is supported only
if the mobile client device (App Client) and the off-line Streamer (remote computer to be awakened) are
both on the same subnet. If your situation is like this, the App Client will broadcast a magic packet directly

to its subnet to wake up the computer (Streamer), and then send a Wol request to Splashtop Center.

Magic packet

Off-line Streamer Splashtop
App Client

Splashtop Center

v
Subnet

Wake-on-LAN network topology wherein the App Client and Streamer are on the same subnet
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The App Client and off-line Streamer are on different subnets, but Splashtop
Center and the off-line Streamer are on the same subnet:

Splashtop Center can now support this type of topology. The mobile client device(App Client) will send a
Wol request (step 1 shown below) to Splashtop Center. Splashtop Center will then broadcast a magic
packet to its subnet to wake up the off-line Streamer (step 2) and will forward the WolL request and MAC

Address list to the Relay server. If the off-line computer is in Splashtop Center’s subnet, the computer will

be awakened.

1. Wol Request 2. Magic packet
l . 4 ——-
Splashtop Off-line Streamer
App Client
Splashtop Center
v
Subnet

Wake-on-LAN network topology wherein App Client and Streamer are on different subnets, but

Splashtop Center and Streamer are on the same subnet
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App Client and off-line Streamer are on different subnets, but there is at least one
on-line Streamer on the same subnet as the off-line Streamer you want to awaken:

In this situation, the mobile client device (App Client) sends a Wol request (step 1 below) to Splashtop
Center. Splashtop Center forwards the request to its relay server. The relay then sends the Wol packet
(step 2) to all on-line Streamers. All the Streamers that receive the packet will broadcast the magic packet

(step 3) to their respective subnets to wake up the target off-line Streamer.

If an on-line Streamer is connecting to a mobile client device, the relay server will not send a Wol request
toit. Currently, in order for this topology to wake up an off-line Streamer, there needs to be at least one

on-line Streamer and one idle Streamer in the subnet, to wake up an off-line Streamer.

2. Relay sends the “WoL Request”
to aH on-line streamers

On-line Streamer Off-line Streamer

Splashtop
App Client

Splashtop Center

v
Subnet

Wake-on-LAN network topology where On-line Streamer and the off-line Streamer on the same

subnet
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6.7. Keep Splashtop Center running in case of disaster

At Splashtop, we want to help your company’s Splashtop Enterprise users stay up and running. With this

in mind, we have devised a specific topology to offer our suggestion for setting up a Splashtop Center “High

Availability” fall-back system. That is, if your main Server running Splashtop Center goes down, the backup

Server you set up (using our instructions) will take over, so you can keep using Splashtop Enterprise with no

interruption in remote connection service and ideally no loss of data.

like this:

Public
IP

Basic architecture of the setup looks

~

High Availability system

\

Referring to the illustration above:

A

Server A
(windows 2008 R2)

|

Server B
(windows 2008 R2)

Virtual Share folder
witness disk (sqlite-database)
Y
|

N

Server C (Windows 2008 R2)

Y

If Server A somehow gets disconnected from the virtual witness disk in Server C, then Server B will

automatically take over and launch the service for Splashtop Enterprise.
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This assumes that:

e Server Ais providing the Splashtop Center service, and Server B is the backup server.

e Prior to Server A’s disconnection or other problem, it was reading and writing to the Sqlite database

on the shared folder of Server C.

Then disaster strikes:

e A problem occurs which prevents Server A from operating, such as a disconnection from the

network. Its status is “offline” and/or the Splashtop Center service simply cannot run.

If you have performed the setup instructions on the following pages, your High Availability fall-back solution

kicks in:
e Server B will then become the main server and automatically provide Splashtop Center service to

access the Sqlite database on the shared folder of Server C.

[MNOTES:

+»+ The Failover Cluster uses an iSCI disk partition as a witness disk. The entire High
Availability system can sustain failures of half the nodes (rounding up) as long as the
witness disk keeps online.

** In the event that Server A is later restored to full service, it would then become the
backup server for the entire High Availability system.

For complete details, please see our separate document entitled “Splashtop Center
High-Availability Setup Guide.”
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6.8. Setting Up RDP Connector and Making a Connection

Our new SplashApp/RDP Connector paid option supports various configurations of Remote Desktop
Services from Windows-based host machines:
>  RDP-enabled computers (RDP to individual PC)
>  Remote Desktop server with RD Session Host configured for remote desktop (RDS Desktop)
»  Remote Desktop server with RD Session Host configured for remote applications (RDS

RemoteApp)

B iae o=l Corporate PC with Spashtop Streamer

’j ,

)

y L
1 é \

RDP enabled Corporate PC

RD Session Host Server
(Windows Server 2003 / 2008 / 2012)

Splashtop
App Client

Splashtop Center

v
Corporate network

Chapter 5 contains complete details about how to access the Splashtop Center Web Portal.
ﬂ NOTE: This section focuses on setting up RDP Connector in Microsoft Windows Server 2008 R2.

For tips concerning how to set up Microsoft Remote Desktop (RDP) and Remote Desktop Services (RDS) in

Microsoft Windows Server 2012, please see Section 7.4 in the Appendix.
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6.8.1. OS Compatibility

In general, RDP Connector is compatible with the Remote Desktop Protocol from host machines running:

Microsoft Windows 2000 Server

Microsoft Windows XP  (including Professional, Service Pack 2, and Service Pack 3)

Microsoft Windows Vista  (including Service Pack 1)
Microsoft Windows 7  (including Service Pack 1)

Microsoft Windows 8

Microsoft Windows Server 2003  (including Service Pack 1, Service Pack 2)

Microsoft Windows Server 2008  (including R2, R2 Service Pack 1)

Microsoft Windows Server 2012  (details concerning RDP and RDS, in Server 2012, are in Section 7.4)

..., and above.

On the other hand, for remote applications, only Microsoft Windows Server 2008 (Terminal Services),

Windows Server 2008 R2, and above, support the capability to specify a program to start when connecting.

Other Windows editions *DO NOT* support this feature.

6.8.2. Scalability (Bandwidth Requirements)

Required productivity usage (output) bandwidth per RDP session is: 250 kbps; and reserve 510 kbps for

optimal performance.  This is based on an RDP configuration of 1024 x 768 display resolution, with

16-bits color depth.

Referral Configuration of Splashtop Center (either RDS Host computers):
CPU: Intel i7-2600 3.4 Ghz
Memory: 16 GB RAM
Switch: 1000M Ethernet Switch
0S: Microsoft Windows 2008 R2 SP1 (64bit)

Bandwidth of Splashtop Center Output (Bps) Input (Bps)
MS Word, Excel, ... document processing 5.8K ~ 8.3K 5.4K~ 10.0K
Web/Portal pages (include Ad.) browsing 39.8K ~ 59.3K 59.0K ~ 372.0K
Video playing (30 FPS) 248.2K ~ 509.1K 2.4M ~ 26.7M
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6.8.3. How to set up remote desktop for an RDP-enabled computer

6.8.3.1. Windows setup
RDP remote desktop is disabled by default in Microsoft Windows 7 and Vista, but it’s easy enough to turn it

back on.

Please be aware that if RDP is not turned on, the following message will appear during connection.

Remote Desktop can't connect to the remote computer for one of these
reasons.

1) Remolte access to the server is not enabled
2) The remote computer is tumed off
3) The remote computer is not available on the network

Make sure the remote computer is tumed on and connected to the
network, and that remote access is enabled

ﬁ NOTE: Please be aware that RDP remote desktop is only included in the Professional, Business, and

Ultimate versions of Microsoft Windows. The Home editions *DO NOT* have the remote desktop feature.
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To get to the configuration page, you can either right-click the Computer icon and choose Properties as

shown below, or you can type the word “system” into the Start Menu search box, and then find the entry

for System.

e Default Programs
[ Desktop Gadget Gallery
2 Internet Explorer (64-bit)
@ Internet Explorer

] Windows DVD Maker Documents
2 Windows Fax and Scan
 Windows Media Center Pictures
(3] Windows Media Player
¥ Windows Update

g XPS Viewer

| Accessories

Music

Games

. Games -
Computer
. Maintenance Open

¢ Splashtop Remote Control Panel % Manage
| Startup
Devices and Printers LD OE R e e
Disconnect network drive...
Default Programs
Show on Desktop
Help and Support Rename
4 Back Properties
[ |

[ Search programs and files 2| | Gtdown | ¥ |

T EF B ®

Next, click the Remote Settings link on the left side, as shown below.

EENEEE=)

. ’. 1B » Control Panel » System and Security » System - Search Control Panel pe)

@ -~
Control Panel Home . L. .
View basic information about your computer

@' Device Manager Windows edition

@I Remote settings Windows 7 Ultimate

@' System protection Copyright © 2009 Microsoft Corporation. All rights reserved.

I '@' Advanced system settings
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Now you can turn on Remote Desktop, as shown below:

xX
| Computer Name I Hardware | Advanced I System Frotection | Remote You can set limits for the use of Remote Assistance on this computer.
Remote Assistance Femoate control
Alow Remate Assistance connections to this computer | Allow this computer to be controlled remotely

What happens when | enable Remote Assistance?

Set the maximum amount of time invitations can remain open

Remote Desktop § M M

Click an option, and then specify whao can connect, f needed. E Create invitations that can only be used from computers running
Windows Vista or later

() Dont allow connections to this computer

i@ Allow connections from computers running ary version of
Remote Desktop (ess secure)

(") Mlow connections only from computers unning Remate
Desktop with Network Level Authentication {more secure)

Help me choose

To connect from a Splashtop App Client, please click the Allow connections from computers running any

version of Remote Desktop button.

ﬁ NOTE: Don’t worry about setting up Firewall rules; Microsoft Windows Vista and Windows 7 will do

that for you automatically.
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Also, please be aware that if you select the Allow connections only from computers running Remote
Desktop with Network Level Authentication (more secure) option, the User Name and Password fields
must be filled in, when setting up the RDP in the Splashtop Center Web portal. Otherwise, the following

error message will be seen at the time of attempted connection.

Can not connect to RDP computers !

NLA error

Please try the following :
(1) You need to provide both the username and password firstly.

or

(2) You need to disable Network Level Authentication on the host computer.
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6.8.3.2.Splashtop Center setup

You will have to enter the Splashtop Center Web portal to configure the settings. The URL of the

Splashtop Center Web portal is the same as the IP address of Splashtop Center, as explained earlier in

section 5.1, Accessing the Splashtop Center Web Portal.

ﬁ NOTE: You must log in using the IT Administrator account of Splashtop Center to set up RDS

(Remote Desktop Services) and RDP Desktop. Logging in using a regular Splashtop Center user account

only allows usage of the Password tab and Downloads tab (if a Gateway user), and only the Downloads tab

if a Domain user.

L Settings

License _ ="

5 8

L] =

is o Psfil
0 /-

T

Ligwrian Ky A TR
Ky wtatur Wakd sy
Erperation date 114
Lisierchind Featureic
Erwbis LD
Eruitdes D
Erubie B
Wlinirmom ilowed
Wimmom s

Gemewl | arewy | e

@ splashtop enferprise st sdmin@splashiop com [

Splashtop Center/ RDF Desktop o+

Exa, =

Rl R

ROP Deskiop
T TR

190" W0l L NG

Copytghl § 1) Spletsn B
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To add an RDP-enabled computer to the RDP Desktop list, you can click on the H button to open the

Add dialog, as shown in the example below. Each field was explained earlier in section 5.6, RDP Desktop

tab.

;\'sp!oshfop enferprise s aamin@spizshtop.com [

Splashtop Center/ RDP Desktop ¢ +

I!o RDS Profile Name:
IP Address:
[C% RDP Deskiop

Client Name:  <cciicnsls

Preferred Display Resolution: 1024 x 788 (default) E
Password

User: © ricky tang@splashtop com
Downloads © sc.admin@splashtop.com
© user.01@splashtop.com

) user.02

Select one user only.

Help

@ Use same Splashtop Center login to connedt to the computer (applicable to domain user only)

© Use host Windows login to cannsct to the computer

User Name: <opticnal>
Password:

Domain:

Log on to remote deskiop automatically if host Windows login is provided.

After you have done the settings, that RDP computer will be shown in the RDP Desktop list:

a\’ Sp’OSh fOp e n f-e prfse sc.admin@splashtop.com D

Splashtop Center/ RDP Desktop c =+

RDPHosta 192.168.2.140 sc.admin@splashtop.com

Ca RDP Desktop
RDPHostb 192.168.4.140 user.01@splashtop.com

Password RDPHostc 192.168.6.140 user.02@splashtop.com

Downloads

Help

Copyright®

Splashtop Inc., Confidential 170/226

_—




Splashtop Center Administrator’s Guide v1.7

Meanwhile, in the Devices tab of Splashtop Center, you will find that there are new computers listed in the
Computers sub-tab (“RDPHost.a,” “RDPHost.b,” and “RDPHost.c” in the example below); which you just
added from the Splashtop Center Web portal.

Devices

Computers i C_hmn ]

Status Last updated o Email
@ 2013-03-2618:16:37 RDPHosta scadmin@splashtop.com 225 Jrdpconnector

@ 2013-03-2618:1339 ROPHostb sc.admin@splashtop.com 2.25.3rdpconnector

@ 2013-03-26 18:14:55 RDPHost.c scadmin@splashtop.com 225 Frdpconnector

Splashtop Center Service:

1P address; 192.168.17.55:443
Status: Running
Started on; 2013-03-26 11:35:32

Stop

Splashtop Inc., Confidential 171/226

AR



Splashtop Center Administrator’s Guide v1.7

And, on the Splashtop Enterprise app side, all RDP-enabled computers that have been set up via the
Splashtop Center Web portal will be shown in the computer list with an RDP logo on the icon, as shown in

the example below, which was taken from an iPad.

RDPHost.a

RDPHost.b

RDPHost.c

If you click an “RDP computer” icon in the computer list of the Splashtop Enterprise app, the remote
desktop connection will then be established (connection to the RDP-enabled computer) via the RDP

protocol.
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6.8.4. How to set up remote desktop from a Remote Desktop server with
the RD Session Host configured

6.8.4.1. Windows setup

We recommend that you set up Windows Server 2008 (or later version) on the hosting server.

Launch the Server Manager, go to Server Roles, and install Remote Desktop Services and Web Server (lIS)

E,= Server Manager

File  Action Wiew Help

9|75 H

IS[=] E3

Tk, Server Manager (TPE-SIVCOZ)

SRR oles

Ei-] Features
_j Diagnoskics
Eﬁ’é Configuration
=5 Storage

E@_.

#| Roles Summary
#! Roles: 1 of 17 installed

{ E I Ackive Direckory Lightweight Directory Services

~ | Active Directory Lightweight Directory Services

Provides a skore For application-specific directory data.
#| Role Status
(i) Messages: 1

Swstern Services: Mone

Events: Mone in the last 24 hours

%:‘; Last Refresh: Today at §:35 PM  Configure refresh

Views the health of the roles installed on your server and add or remove roles and Features,
F

E Rales Summary Help

5{_5 &dd Roles

D= Remove Roles

[ 20 Los Help

[ Goto Active Directory Lightweight

Directary Services
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Add Roles Wizard E3

Seleck one or more roles toinstall on this server.,

Roles: Descripkion:

Remote Deskkop Services [ active Direckary Certificate Services Remoke Desktop Services, Formerly
Terminal Services, provides

Fale Services L] Active Directory Domain Services technologies that enable users ko
Weh Server (115) ] .ﬁ.ct?ve D?rectory F.eclerat_mn Se_rwces _ access windows-based programs that
Active Directory Lightweight Directory Services (Inskalled) are installed on an RD Session Host
Role Services [] Active Directory Rights Management Services server o bo access the Full Windaws
P ] Application Server deskrop. With Remote Deskiop

Services, users can access an RD

[[] DHCP Server Session Host server or virtual machine

Progress L] Dns Server From within your corporake network or
Results [ Fax server from kthe Inkernet,

[T File services

|: Hyper-¥

[] Metwork Policy and Access Services
l: Print and Document Services

[] web Server (115}
[] windows Deployment Services
[ windows Server Update Services

More about server roles

< Previous | Mext = I Imstall Cancel
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Then, install Remote Desktop Session Host for the role.

Add Roles Wizard E2

Select Role Services

Before You Begin Select the role services to install For Remote Deskbop Services:
Server Roles Role services: Description:
Remote Deskkop Services R Remote Deskbop Session Host (RO

Session Host), Formerly Terminal

= [ Remote Deskkop Yirtualization Hosk Server, anables a server to host

b Ly i indows-based programs or the Ful

annlication © bl [ core services Wind based the Full
B e e [ remoters Windows desktop, Users can conmect

Authentication Method |: Remote Deskiop Licensing to an RD Session Host server ko run

programs, save files, and use network

[ remote Deskrop Connection Eroker resaUrces om that server.

|: Remote Deskiop Gakeway
User Groups [] remote Desktop Web Access

Client Experience

e Server (I15)

Licensing Mode

Role Services
Canfirmation
Progress

Resulks

More about role services

< Previous | Mesxt = I Irstall Cancel

Splashtop Inc., Confidential 175/226




In addition, in the settings for Authentication Method, we suggest that you select the Do not require
Network Level Authentication option as shown below, so as to support any version of the Remote Desktop

Connection client.

Add Roles Wizard E2

Specify Authentication Method for Remote Desktop Session Host

Before Yiou Begin Metwork Level Authentication is a new authentication method that enhances security by providing user
Sy Ailes authentication earlier in the connection process when a client connects ta an RD Session Host server, With

Metwork Level Authentication, user authentication occurs before a Full Remote Deskiop connection to the RD
Remote Desktop Services Session Hosk server is established,

Role Services

Specify whether Network Level Authentication is required,
Application Compatibilicy
" Require Netwark Level Authentication
. ] d Only compukers that are running both a wersion of Windows and a version of the Remote Deskiop
Licensing Mode Connection client that supports Metwork Level Authentication can connect to this RD Session Host server.,
If wou are remotely connecked to this server, ensure thak wour computer supporks Metwork Level
Authentication to enable reconnection to this server,

Authentication Method

Lser Groups

Client Experience
{* Do not require Metwork Level Authentication

Web Server (113)
_ Computers that are running any version of the Remaote Deskiop Connection dient can connect to this RO
Role Services Session Host server,
Confirmation i This aption is less secure than when Mebwork Level Authentication is used because user
Progress authentication occurs later in the connection process.
Resulks

More about Mekwork Level Authentication and supported clients

£ Previous | Mext = I Imstall Cancel
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6.8.4.2. Splashtop Center setup

To set up the RDS remote desktop for use with Splashtop Enterprise, you will also have to access the
Splashtop Center Web portal to configure the related settings. The URL of the Splashtop Center Web

portal is the same as the IP address of Splashtop Center, as explained earlier in section 5.1, Accessing the

Splashtop Center Web Portal.

In addition, please be reminded that *ONLY* IT Administrator accounts of Splashtop Center can set up the

remote desktop computer(s) in the RDS tab.

To add a group of multi-session RDS for remote desktop shared access into the RDS tab, click on the H

button to open the Add dialog, as shown in the example below. Especially important is the Use same

Splashtop Center login to connect to the computer checkbox, as mentioned earlier in section 5.5, RDS tab.

Please note that if the Session count is set to 1 as shown in the example below, it is not required to set up
the Remote Desktop Session Host, and can therefore save you a few setup steps during the Windows RDP

configuration.

& splashtop enferprise

Splashtop Center/ RDS

= RDS Profile Name:

IP Address:

ROP Desktop Sessions: 1

Command Line: | <opfionsl

Password - . . .
Ex. "C:\Progeam Files (x38)Microsoh OffcelOffce 1 2WMINWORD.EXE" "D:\Path with SpaceiDoc doc

Preferred Display Resolution: | 1024 x 768 (default)
Downloads
@ ABow everyone to access
O ABow selected users{0'3) to acosss
Help ricky teng@splashiop.com
user 01 @splashtop com
nser com
® Center login (aplicable to domain user only)
O Use host Windows login to connect to the computer

User: <optianal>
Password: <optional>

Domain- <optional>

Log on to remate desktop sutomatically if host Windows login is provided

W ——
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Once you have finished the settings to add a new RDS computer, it will be listed in the RDS tab of the Web

portal.

In addition, the new items you just added via the Web portal (in this example, RDP.Group.A and

RDP.Group.B) will be listed in the Groups tab of the Splashtop Center console, along with the regular

Streamer groups that had been created directly using the Splashtop Center console.

The name in the

Allowed computers column for new groups (added via the Web portal) will be prefixed by the connectable

(RDP) sessions information, in the format of “[total sessions] RDP Group Profile Name”.

[E=RETS
© Get Help
& Users Groups [ s |
Group name = Enabled Allowed users Allowed computers
Default [+ [Everyone] VAIO9E0 Edit |
RDP.Group.A @l [Everyone] [15] ROPGroup.A [ Edit | | Delete | |
RDP.Group.B [ [Everyone] 4] RDP.Group.B Edit | | Delete |
m Palicies
ﬁ Settings
o About
Splashtop Center Service:
IP address: 192.168.17.55:443
Status: Running
Started on: 2013-03-26 18:48:46
Close |
Restart Stop |
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In addition, once a Splashtop Enterprise app is connected to a session of the RDP Group, the connection
status of the Group will be shown in the format of “[connected sessions / total sessions] RDP Group Profile
Name” in the Devices/Computers tab of the Splashtop Center console. In this case (see example
illustration below), it is [01/15] RDP.Group.A, which indicates that among the 15 total allowed sessions,

there is 1 RDP session currently being connected.

=S
© Get Help
Devices
Computers | Cliznts ]
Status Last updatad Group name ™ Computer name Email Version
@ 2013-03-262014:11 RDP.GroupA [01/15] HDP.GﬂA sc.admin@splask 2253 rdpconnector
Eﬁ Groups @ 2013-03-26 20:14:18 RDP.Group.B [00/04] RDP.Group.8 scadmin@splast 2.25.3 rdpconnector
O w
Tl‘l‘ Palicies
ﬁ Settings
o About
Splashtop Center Service:
IP address: 192.168.17.55:443
Status: Running
Started on: 2013-03-26 18:48:46
Close |
Restart | Stop
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On the Splashtop Enterprise app side, that RDP remote desktop group will be shown in the computer list.
The new group contains an auto-created virtual instance of a remote desktop computer, such that the RDP
group can be in closer alignment with the Streamer group. In our example, the RDP remote desktop icon

for the RDP group we added is now shown below as “RDP.Group.A” on the iPad screen.

8:32 PM
@ splashtfop enterprise
SR B T R

E@‘ RDP.Group.B
A

—_—\

@ ‘ RDPHost.a

@

Now, if you tap the RDP remote desktop computer icon “ | in the computer list of the Splashtop

Enterprise app (example shown above on the iPad), the RDP connection will be established with the RDS

Server via the RDP protocol.
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6.8.5. How to set up a remote application from Remote Desktop server
with RD Session Host configured

6.8.5.1. Windows setup

Please note that it is required that Windows Server 2008 R2 (or later version) be set up on the hosting
server.

Launch the Server Manager, go to Server Roles, and install Remote Desktop Services and Web Server (IIS)

E,= Server Manager !E[ E
File  Action Wiew Help
@ = ||
5.' Roles
Ei-] Features

_j Diagnostics E * Miew the health of the roles installed on wour server and add o remove roles and Features,
chit Configuration =

=5 Storage

*| Roles Summary E Rales Sumnary Help

~! Roles: 1 of 17 installed

S Add Roles

_ D= Remove Roles
(i) Active Directory Lightweight Directory Services

~| Active Directory Lightweight Directory Services E AD LDS Help
Provides a stare For application-specific direckary data,
=) Role Status Go ko Active Direckory Lightbweight

Directary Services
(i) Messages: 1
Swstem Services: Mone

Events: Mone in the last 24 hours

%“. Last Refresh: Today ak 8:35 PM Configure refresh
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Add Roles Wizard [ x|
=

Select one of more roles to install on this server,

Roles: Description:
i N . e . i
Remote Desktop Services ] active Directory Certificate Services Eemote Desktop Services, formerly

Terminal Services, provides

Role Services L] active Directory Domain Services technologies that enable users ko
|: Active Directory Federation Services access Windows-based programs that
Web Server (115) Active Directory Lightweight Direckory Services (Installed) are installed on an RD Session Hosk
Role Services [] active Directary Rights Management Services server of to access the full Windows
Corfrmation ] application Server desktop. With Remate Desktop

Services, USers can access an RD

] oHCP Server Session Host server or virtual machine

Frogress [] Dns server Fromm within your corporate netwaork or
Results [ Fax server from the Internet.

[ File Services

|: Hyper-

] Metwark Policy and Access Services
|: Print and Document Services

V&

[] web Server (1I5)
[ windows Deployment Services
] windows Server Update Services

More sbout server roles

< Previous | Mext = I Install Cancel

Then, install Remote Desktop Session Host for the role.

Add Roles Wizard
e

Select Role Services

Before You Begin Select the role services to install for Remote Deskbop Services:

Server Roles Role services: Description:

Remote Deskbop Session Host (RD

O m | = Session Host), Formerly Terminal
= Remate Deskiop Yirtualization Host Server, enables a server to host

Remote Deskkop Services

Anplication Comnatibiit [[] care Services Windows-based programs or the Full
B e v ] RemoteFy windows desktop, Users can connect
Authentication Method ,: Remote Desktop Licensing ko an RD Sessmnf{—bst sedrver ko rtun .
- - programs, save files, and use networl

Licensing Made [] rRemote Deskhop Connection Braker resources on Hhak server,

|: Remote Deskiop Gateway

User Graups [] rRemate Deskkop Web Access

Client Experience
‘\Web Server (I15)

Role Services
Confirmation
Progress

Results

Mare sbout role services

% Previous | Mext = I Install Cancel
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In addition, in the Authentication Method setting, we suggest that you select the Do not require Network

Level Authentication option, to enable support for any version of Remote Desktop Connection client.

Add Roles Wizard E2

Specify Authentication Method for Remote Desktop Session Host

Before Yiou Begin Metwork Level Authentication is a new authentication method that enhances security by providing user
Sy Ailes authentication earlier in the connection process when a client connects ta an RD Session Host server, With

Metwork Level Authentication, user authentication occurs before a Full Remote Deskiop connection to the RD
Remote Desktop Services Session Hosk server is established,

Role Services

Specify whether Network Level Authentication is required,
Application Compatibilicy
" Require Netwark Level Authentication
. ] d Only compukers that are running both a wersion of Windows and a version of the Remote Deskiop
Licensing Mode Connection client that supports Metwork Level Authentication can connect to this RD Session Host server.,
If wou are remotely connecked to this server, ensure thak wour computer supporks Metwork Level
Authentication to enable reconnection to this server,

Authentication Method

Lser Groups
Client Experience

~ ) _—
Weh Server (115) * Do ok reguire Metwork Level Authentication

Computers that are running any version of the Remaote Deskiop Connection dient can connect to this RO

Role Services Session Host server,
Confirmation i This aption is less secure than when Mebwork Level Authentication is used because user
Progress authentication occurs later in the connection process.
Resulks

More about Mekwork Level Authentication and supported clients

£ Previous | Mext = I Imstall Cancel
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Now you can configure the Remote Application.

Go to the Actions pane at the right side of the Server

Manager window, select RemoteApp Manager in Remote Desktop Services, and click Add RemoteApps

Program. Then, you can select from the list of programs, or select a different program by using the

Browse... button.

= age - [0 x

File  Action Wiew Help

&= | 7w

N Server Manager (TPE-SIVC02) RemoteApp Manager (TPE-SI¥C02) | Actions

= 5+ Roles

:L tictive Directary Lihtweiah App prog are prog that are accessed through Remote Desktop, and | RemoteApp Manager (TPE-5I¥COZ
cave Directary Lightwelg appear as if they are lunmng on the client's local computer. Before you can make a
= ‘*ﬂ Remote Deskbop Services | App prog i to users, you must add it to the RemoteApp Programs list. [ Add RemoteApp Programs
RemaoteAon Manaoer (1 e RemoteApp Properties
[ RemoteApp Wizard .
[ =5 F Properties | User Assi t
@ﬂ ek Choose programs to add to the RemoteApp Programs list | T S E
2 Features Select the programs that wou want to add to the Remotespp Prograrn o
g o . can also configure individual Remoteapp properties, such as the icon @ RemoteApp program name:
iagnos
fﬁ’j Configur.
& =5 Storage
A 50L Server Installation Center (64-bit) Lacation:
| f‘ﬂ SQL Server Surface Area Configuration I CiiProgram Files\Internet Exploreriiexplore.exe Browse, .. | 4
| =¥ Storage Explorer _
] Q.' Syskem Configuration Alias:
D!_.'_!;' Systern Infarmation Iieprre
] windows Mermary Diagnostic
(1 & windows Pawershel ¥ Rematedpp program is availsble through RD Web Access
1 & windows PawerShel (x86) EemETEHTe s
] =% windows Powershell ISE
(123 windows PowerShell ISE (x86) & Do not allow command-ine arguments
(g j’ Windows Update
1™, wordrad " allow any command-ine arguments
fiexplore.exe
" always use the following command-line arguments:
Select all Select None Properties. .. |
Change [con...
< Back | ek :
[8]4 I Cancel |
KT I || Dl

You can also assign command line arguments.

Splashtop Inc., Confidential

184/226




Once you have finished the settings to add the RemoteApp programs, you can find the names of those

programs listed in the RemoteApp Programs list, as indicated in the example below.

File Action Wiew Help

o A= 7

ia Server Manager (TPE-SIVCOZ)

=] _:_j Roles
T pctive Directary Lightweigh
= ;% I_'«‘\emote Desktop Services

14 Rematespp Manager (1

ﬁ RD Session Host Config

=g Remate Deskkop Servic

@3 Weh Server (115)

ﬁ;_'] Features

3 Diagnostics

jﬁ’j Configuration

=5 Storage

RemoteApp Manager {TPE-SI¥C02)
o g are p that are accessed through Remote Desktop, and l

appeal as rf lhey are lunnlng on the client's local computer. Before you can make a
" to users, you must add it to the RemoteApp Programs list.

App prog

Overview

RD Session Host Server Settings Change

(D Clients will connect to: TPE-SWC02

/' Users can anly start listed Rernotedpp
programs on initial connection,
(Recommended)

RD Gateway Settings Change

(D Clients will use RD Gateuvay settings
defined by their domain's Group Palicy.

Digital Signature Settings Change

/v Mo digital certificate is configured. (Using
a digital certificate may improve security.)

RDF Settings

'\I,I Clients will connect\nﬂth custorn ROP
settings.

Distribution with RD Web Access

¥ The TSWeb Access Cormputers group is
empty. Rermotefpp programs may be
unavailable to users, Learn rore

/&l Rernotedpp programs are visible in RD

 Web Access,

(i) A rermote desktop connection far this
server is not visible in RD Web Access,
Change

'@' kare about using RD Web Access

Other Distribution Options

Select a Remotedpp program and choose an
option beloww,

Create .rdp File

Create Windows Installer Package

'@' kare about distribution options

I Actions

Remotedpp Manager (TPE-SIYCOZ -

Add Remotedpp Programs

RO Session Hosk Server Setkings
RD Gateway Settings

Digital Signature Settings

& Expork Remotedpp Settings

Import Remotedpp Settings

Refresh
Wiew »

Help

RemoteApp Programs

Mame | Path

| RL Web Acc.,, | Arguments

L‘f,j iexplore.exe

ChProgram Files\Internet Ex..

Yes Disabled
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In addition, please note that if you do not want your users to start the unlisted programs upon initial

connection, you must verify the RDP Settings to make sure the option has been selected, as indicated in the

example below.

G:,l Clients will use RD Gateuvay settings
defined by their domain's Group Palicy.

Digital Signature Settings Change

a digital certificate may irmprove security.)
RDF Settings Change

1. Mo digital certificate is configured. (Using

(L\" Clients will connectwith custom RDP
settings.

RemoteApp Programs

i ] S
File  Acktion ‘iew Help
& [— S
4= $ ‘ wll | RemoteApp Deployment Settings K=
iE‘a ger\:rlManager (TPE-SIVC02) Digital Signature | Common RDF Settings I Custom RDP Settings I
5 Roles . RemoleADD Droarams are broarams that are a FD Session Host 5
= . . . L pPp prog are prog that are a ession Host Server RD Gateway I
- Active D"ecftry L'ght‘_'“e'gh - appear as if they are running on the client’s lo
B Eemote Desklop Services | R teApp prog to users, you W Cliants will use these settings while connecting to this RD Session Host server.
a Remotespp Manager (1 i
ED Setssil:o)n ':tOSt gonfig — Connection settings
=1 Remate Deskkop Servic . g .
Overview 2EIYET Name: TPE-SIVCOZ
W5 web Server (115) I . —
:‘!i‘l Features | If the RD Session Host server iz in a farm, enter the DNS
i Diagniostics RD Session Host Server Settings Change Di name of the farm.
L, ]
il Configuration (i) Clients will connect to: TPE-SIVCO2 RDP part: 3389
s .
S Storage /' Users can anly start listed Rernotedpp
programs on initial connection, J — Remate desktop access
(Recommended) Show a remate deskiop connection ta this RD Session Host server in RD ‘Web »
RD Gateway Settings Change \E Access

programs

' Donot allow users to start unlisted programs on initial connection
[Recommended)

 Allows users to start both listed and unlisted programs on initial connection

o ]

Lancel Apply

K1

Mame | Path | RL Web Acc.,, | Arguments
E,jiexplore.exe ChProgram Files\Internet Ex.. Yes Disabled

Next, in the RemoteApp Deployment Settings dialog, configure the Remote Desktop (RD) Session Host

server to setup the access rights of programs.

At this point, you have a Remote Desktop server running with the appropriate remote application setup.
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Finally, if you want to allow each user to log in with multiple sessions at the same time, this option can be
turned “on” or “off” using the Restrict each user to a single session checkbox. This is found in the General

tab of the Properties dialog box accessed from the RD Session Host Configurations section.

E;: Server Manager

I [=]
File  Action Wiew Help
& |
i Server Manager (TPE-SIVCOZ)
=] 5 * Roles
Active Directory Lightweigh

RD Session Host Configuration: TPE-51... &

r'ou can use Rema

e st : ]
[ 3 Remote Deskbop Services . : e Create Mew Connection
" Remoteapp Manager (1 Ev%r;r;:ctlons, andd General | Licensing | RD Connection Broker | RD 1P Wirtualization S0 @
" G| Refresh
a RD Session Host Config -
=8 Remote Deskbop Servic . Wigat 3
W5 web Server (115) Connections . . . | "
= Features Comnection Mams These zettings affect the performance of this RD Session Host server. Help
D " "'EHT For best results, select all check boxes. —
¥ iagnostics -Tep

_fﬁ"_!; Configuration
23 Storage ;
HES g ¥ Delete temparary folders an exit

[¥ Use temporary folders per session
™ Restiict eachuserto a single seszion

Edit settings — User lagon mode

General

1D ] @ Allow all connections
=] Delete tempar:

¥ Use temparary
%] Restrict each L = Allow reconnections, but prevent new logons
User logon mo

~ Allow reconnections, but prevent new logans until the
Licensing servel iz restarted.

| Remate Deskt
%] Remate Deskt

RD Connectio

.E. tdember of farr 0K I Cancel Lpply

RD IP ¥irtualization

] IP Virtualization Mot Enabled

i — I on
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6.8.5.2.Splashtop Center setup

Likewise, to set up the RDS remote application for use with Splashtop Enterprise, you will also have to
access the Splashtop Center Web portal to configure the related settings. The URL of the Splashtop
Center Web portal is the same as the IP address of Splashtop Center, as explained earlier in section 5.1,

Accessing the Splashtop Center Web Portal.

In addition, please be reminded that *ONLY* IT Administrator accounts of Splashtop Center can set up the
remote application(s) in the RDS tab. Anyone logged in with a regular Splashtop Center user account will

not have the RDS tab or the RDP Desktop tab available.

ﬁ NOTE: Please be aware that only Microsoft Windows Server 2008 (Terminal Services), Windows
Server 2008 RT2, and above support the capability to specify a program to start when connecting. Other

Windows editions *DO NOT* support this feature.

To add a remote application into the RDS tab, click on the H button to open the Add dialog, as shown

in the example below. Especially important is the Command Line field, in which you must specify the file
path of the program that you want to launch automatically. For example, if you are going to set up a

specific browser for users to launch when starting a session, you can add it like this example:

@ splashtop entferprise

Splashtop Center/ RDS

I _~ RDS Profile Name: | RemoteAnp Browser

IP Address: 182 1820140

ROP Desktop Saasive: ?

Command Line:
Password

Preferred Display Resolutlon: 102857 :]
Downloads
' Allgw everyone 1o access
© Mlow selested wsers(0it 3 to access
T joba doe@splashtop com
T john smithi@spinshtep com
7 jane. doe@splashiop com
T hansel gretel@splashtop. com
7 chas In@splashtop. com
I bion chen@epinshtop com -

Members:

s sarme Solashton Certor fogin b cannact 1o the computer fanpsie sble b domain usor onl
© Uge host Windows login 10 connect b e computes

User:
Password

Dinmiain
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Once you have finished the settings to add the remote application group for shared access, the name of the
newly created remote application (RemoteApp.Browser) will be listed in the RDS tab of the Web portal. It

will also be shown in the Devices/Computers tab of the Splashtop Center console, as illustrated in the

example below.

Devices

Computers | Clients

Status Last updated Group name ™ Computer name Email Version
@ 2013-03-26 205235 RemoteAppPortal  [00/01] RemoteApp.Portal  scadmin@splast 2235.3 rdpconnectar
Eﬁ Groups @ 2013-03-26 205453  Remotefpp.CRM [00/02] RemoteApp.CRM scadmin@splast 2.2.5.3 rdpconnector

@ 2013-03-26 205643  RemoteApp.Browser [02/07] RemoteApp.Browser scadmin@splast 2.2.5.3 rdpconnector
SEEEERAD

Q -
m Policies
# Settings
o About

Splashtop Center Service:

IP address: 192.168,17.55:443

Status; Running

Started on: 2013-03-26 18:48:46
Close |

Restart Stop |

The Computer Name for the new remote application group (in this example, RemoteApp.Browser), which
we just added in via the Splashtop Center Web portal, will be prefixed by the connectable (RDP) sessions

information, in the format of “[connected sessions / total sessions] Remote application Profile Name”. In
this case (see example illustration above), it is “[02/07] RemoteApp.Browser”, which indicates that among

the 7 total allowed sessions, there are 2 RDP sessions currently being connected.
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In addition, Allowed Computers for the new remote application group in the Groups tab of the Splashtop

Center console will be prefixed by the connectable (RDP) sessions information, in the format of “[total

sessions] Remote application Profile Name” as shown below.

& Users Groups [ s |
Group name ~ Enabled Allowed users Allowed computers
E DevOe RemoteApp fortal [ [Everyone] [1] RemoteApp Portal Edit
RemoteApp.CRM F  [Everyone] 12] RemoteApp.CRM Edit | | Deete |
ﬁﬁ: RemoteApp Browser ¥ [Everyone] [7) RemoteApp B Edit | [ Delete |
Default ] [Everyonel VAIOSE0 |E

0 -
m Policies
ﬁ Settings
o About

Splashtop Center Service:

1P adidress: 102.168.17.55:443
Status: Running
Started on: 2013-03-26 18:48:46 ——
Close |
Resat | [ swop | D
Splashtop Inc., Confidential 190/226




On the Splashtop Enterprise app side, that remote application group will be shown in the computer list.
The new group contains an auto-created virtual instance of a remote application group, such that it can be

in closer alignment with the Streamer group. In our example on the iPad screen, the remote application

icon for the new group we added is now shown below as “RemoteApp.Browser.”

5:05 PM

}c splashtop enterprise

Default 1

RemoteApp.Portal =

RemoteApp.CRM (.

RemoteApp. Browser E1

Now, if you select the remote application icon in the computer list of the Splashtop Enterprise app, the RDP

connection will be established to the RDS Server via the RDP protocol, and will automatically launch the

specified program when connecting.
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7. Appendix

7.1. Splashtop Enterprise Architecture

This subject was touched upon in the Introduction, but here we offer more detail.

The Splashtop Enterprise solution is comprised of three specific components, each residing on different
systems within an enterprise network. Together, they provide a secure remote access experience for

mobile and remote users.

3 KEY COMPONENTS

&~ splashtop enterprise

Splashtop Enterprise app Splashtop Center Splashtop Streamer

Mobile Devices On-Premise Server Computers

7.1.1. Splashtop Enterprise App

The Splashtop Enterprise App is a lightweight remote client that is installed on an employee’s mobile device,
such as a Apple iPad or iPhone, Google Android phone or tablet; Macs and Windows-based PCs, and
laptops. Users initiate secure remote access requests from their mobile device to their enterprise desktop

systems via the Splashtop Enterprise App software.
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7.1.2. Splashtop Center

Splashtop Center, usually installed within the enterprise firewall (or DMZ) where possible, facilitates remote
access sessions between the user’s mobile device(called the “client device,” running the Splashtop
Enterprise App) and enterprise desktops (running the Splashtop Streamer software). An on-premise
solution hosted on Windows-based servers running within the enterprise, Splashtop Center ensures the
protection of sensitive data and improves regulatory compliance. For example, organizations specifically
concerned with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) compliance can be
assured that Splashtop Enterprise is a remote access solution that helps organizations meet HIPAA
guidelines for the privacy and security of health care information. More details about HIPAA in

conjunction with Splashtop Center can be found in the Splashtop Enterprise Security White Paper.

When the mobile device running the Splashtop Enterprise App is on a different local area network, the
Splashtop Center software also provides secure relay services to enable cross-firewall connections between
the mobile device and the enterprise desktop running the Splashtop Streamer.  All cross-firewall

connections are secured using Secure Socket Layer (SSL) AES 256 encryption.

Seamless integration with existing Active Directory user directories helps IT Administrators simplify the
process of local user authentication and ensure that only authorized users can establish remote Splashtop

Enterprise sessions.

ﬁ NOTE: Other installation options were mentioned in section 3.1 (for example, if your company has
no DMZ).

7.1.3. Splashtop Streamer

The Splashtop Streamer software is installed on each Windows PC or Mac from which the user will access or
control applications and data from their mobile device. The IT Administrator will send “Invitation E-Mail”
to the user, containing a hyperlink and instructions for the user to download and install the Streamer to his
or her computer. Therefore, users will normally install the Streamer themselves. To enable mobile users
to access more than one desktop computer, IT Administrators can configure a group of computers — each
with Splashtop Streamer installed — as a shared resource pool from within the Splashtop Center

management console.
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7.2. Readiness / Installation Checklist

Here is a handy checklist to help you verify that you have performed all the steps needed, from beginning to

end, in order to install Splashtop Center and set up shared resources for your employees to use.

# Required Items

1 IT Administrator:

Install Splashtop Center and activate the Splashtop Center License.

2 | IT Administrator:
Prepare one IP address and one TCP port for the Splashtop Center.
On-premise Gateway and Relay port is port 443 (default). Set up port forwarding between public

IP and private IP if you need external access.

3 | IT Administrator:

Set up the Gateway User Account and Password.

4 | Employees:

Streamer installation

Install Splashtop Streamer on desktop or laptop.

Fill in the Splashtop Center field, Gateway user Email (ID), and Password for Streamer.

(May also need to allow Streamer through the desktop/laptop firewall.)

5 | Employees:
Client installation
Install Splashtop Enterprise app on an iPad or other client device.

Fill in the Splashtop Center field, Gateway user Email (ID), and Password on the client app.

Splashtop Inc., Confidential 194/226




# Optional Items
IT Administrator:
Prepare one domain name and set up internal DNS (and external DNS for the IP address if you
need external access).
7 | IT Administrator:
Set up the Administrator’s ID and Password for the Groups feature. Assign the user to Admin
Authority.
8 | IT Administrator:
Import trusted or self-signed SSL certificate in Splashtop Center.
9 | Employees:
Import self-signed SSL certificate in mobile device and computer.
10 | IT Administrator:
Add Active Directory users.
11 | IT Administrator:

Check Enable Device Activation option, create activation codes, and send activation codes to each

user.
Employees:

Activate user devices by activation codes.
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7.3. SSL Certificate Import / Export

Splashtop Center is not considered secure if there is no SSL certificate. Therefore, a self-signed SSL
certificate is pre-bundled with Splashtop Center by default. So, if you choose not to import your own SSL

certificate, then the default SSL certificate will be used instead.
For security enhancements, it is recommended that you generate a self-signed SSL certificate using the

function provided by Splashtop Center (Settings > Security > Generate), if not importing one. This was

explained earlier in section 4.8.2.

7.3.1. Installing the SSL Certificate

In Step 1 of each of the five sub-sections below, an example of an actual URL might look like:

https://s4b-splashtop.com:443/sslcert

where 443 is a port number, and sslcert is the name of a certificate.

7.3.1.1.0n an Android tablet or Android phone (4.0):

Enter https://your Splashtop Center URL:port/ssicert into the Browser app.

A Security warning dialog prompt will open. Select Continue to proceed.

Insert the file name for the certificate.

P wnNnPE

If no lock screen PIN or password has been set on your tablet, a message will open and ask you to
setit. Press OK.
5. Set a Pattern, Pin, or Password lock screen.  After setting it, the certificate is installed onto your

tablet.
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7.3.1.2.From your Nexus 7 tablet's internal storage:

1. Get the certificate onto your computer from https://your Splashtop Center URL:port/sslcert

via the browser.

2. Connect the tablet to the computer, and copy the certificate or key store from your computer to
the root of internal storage.

3. TapSettings ) Personal ) Security ) Credential storage ) Install from storage, then select
the filename of the certificate.

4. Enter the key store password if prompted, and then tap OK.

7.3.1.3.0n an iPad or iPhone:

1. Launch https://your Splashtop Center URL:port/sslcert from the Safari app.

2. When you see the Cannot Verify Server Identity dialog prompt, proceed with Continue.

3. Select Install to trust the self-signed certificate to the iPad device.

7.3.1.4.0n a Mac PC or Notebook:

1. Get the certificate onto your computer from  https://your Splashtop Center URL:port/sslcert

via the Safari browser.
2. Double click the certificate in the Downloads, and Keychain Access will open.

3. Choose Always Trust.
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7.3.1.5.In Windows

1.

10.

11.

12.

13.

14.

Launch https://your Splashtop Center URL:port/ssicert in Internet Explorer and download the

sslcert.cert file.

Run the command mmc.exe from the Windows 7 Start, Search bar.

If prompted by UAC (User Account Control) to allow the MMC to make changes to this computer,
click Yes. It will bring up a blank MMC console.

From the File menu, select Add/Remove Snap-in....

In the Add or Remove Snap-ins window, choose the Certificates snap-in, then click the Add >
button. It will bring up the Certificates snap-in window.

In the Certificates snap-in window, select Computer account, then click the Next > button. This
will bring up the Select Computer window.

In the Select Computer window, select Local computer: (the computer this console is running on),
then click the Finish button. This will bring you back to the Add or Remove Snap-ins dialog.

In the Add or Remove Snap-ins window, click the OK button.

In the MMC console, select Trusted Root Certification Authorities.

In the Action menu, select All Tasks, then select Import.... It will bring up a Certificate Import
Wizard window.

In the Certificate Import Wizard window, click the Next > button. It will bring up File to Import.
In the Certificate Import Wizard window, click the Browse... button to select the sslcert.cer file
which you downloaded in step 1, and then click the Next > button. It will bring up Certificate
Store.

In the Certificate Import Wizard window, select Place all certificates in the following store then
Certificate store: Trusted Root Certification Authorities. Click the Next > button, click the Finish
button, and then click OK to finish the Certificate Import Wizard.

Exit the MMC console. A “Save console settings to Console1?”“ message will display. No need to

save the console, so click the No button.

After completing these steps, you would need to uninstall and reinstall Splashtop Streamer if you should

ever want to log in to Splashtop Center without an SSL certificate.
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7.4. Setting Up RDP and RDS in Microsoft Windows Server 2012

Earlier in this Guide, Section 6.8 focused on setting up RDP Connector in Microsoft Windows Server 2008 R2.
In this addendum, we offer some tips to IT personnel concerning how to set up Microsoft Remote Desktop

(RDP) and Remote Desktop Services (RDS) in Microsoft Windows Server 2012.

This addendum separately describes (1) how to enable the Remote Desktop function in Windows Server
2012, and (2) how to add roles and features in Server Manager of Windows Server 2012, for configuring the

Remote Desktop Services on session-based desktop deployment, and RemoteApp program publishing.

7.4.1. How to Enable Remote Desktop in Windows Server 2012

In Microsoft Windows Server 2012, the IT Administrator can simply enable the Remote Desktop function

from the Server Manager.

Server Manager

- @| r Manage  Toals

B PROPERTIES
. For WS2012RemoteApp TASKS =

p— Computer name W52012RemoteApp Last installed updates N
B All Servers Domain WS2012.54B.AD Windows Update N _
¥ Fileand Storage Services [ Last checked for updates N =

. System Properties -
Domain: On
Enabled [ Computer Name | Hardware | Advanced | Remote |
Re Enabled

- - Remote Assistance
NIC Teaming | Disabled

Ethernet 1Pv4 address assigned by D Alow Remote Assistance connections ta this computer
Operating system version Microsoft Windows Server 2
Hardware information Microsoft Corporation Virtu

Remots Desktop
< m Choose an option, and then specify who can connect

(0 Don't allow remote connections to this computer

EVENTS (®) Mlow remote connections to this computer

All events | 19 total

[] Allow conmsctions ony from computers runing Remots
Desktop with Network Level Authentication (recommended)

Filter pel =) v H

Server Name D Severity Source

WS2012REMOTEAPP 16387 Error Micrasoft-Windows

WS52012REMOTEAPP 10149 Warning  Microsoft-Windows

WS2012REMOTEAPP 4097 Error Netloin System 5/9/2013 1:03:43 AM

v
M e 401 AM
[

o lled BB S

In Microsoft Windows Server 2012, to provide multi-session remote desktop services, and to publish
RemoteApp programs, the server(s) settings are configured using the Remote Desktop Services feature.
As with Microsoft Windows Server 2008 R2, Remote Desktop Session Host (RDSH) settings are included into

the Remote Desktop Services, in Windows Server 2012.

Splashtop Inc., Confidential 199/226




7.4.2. How to Configure Remote Desktop Services

Remote Desktop Services — Components

B The three basic components of Remote Desktop Services in Windows Server 2012 are:
»  RD Session Host
»  RD Connection Broker
»  RD Web Access

® ®

RD Web Access ... RD Gateway RD Licensing

@

RD Connection Broker «.

@ =
RD Virtualization Host RD Session Host -

-

Quicks...
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To install any local server role or feature/service, the IT Administrator can start from the Dashboard to Add

roles and features, shown below.

Server Manager

Server Manager * Dashboard

Dashboard
Local Server
All Servers

File and Storage Services P

'WELCOME TO SERVER MANAGER

(o

21 F

=)

Manage

Tools View

0 Configure this local server

QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW =
4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1
File and Storage ]
i . 9 1 § Llocal Server 1
Services
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results
M = 3:51 AM
‘ ‘ & u?u._] b5 B s genma
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7.4.2.1. Joining the Server to an Active Directory Domain

To set up the Remote Desktop Services in Windows Server 2012, the server must first join an AD Domain

(Active Directory Domain), to add Remote Desktop Services role service and features.

Server Manager

Server Manager * Local Server -@ | P Monage  Toos  View  hei

== PROPERTIES -
Dashboard . For WS2012RemoteApp TASKS =
Local Server
- Computer name W52012RemoteApp Last installed updates
WE All Servers W52012.548.AD Update
ii File and Storage Services P ecked for updates .
Windows Firewall Domain: On Error Reporting
Remote management Enabled tomer Experience Improvement Program
Remote Desktop Disabled IE Enhanced Security Configuration
NIC Teaming Disabled Time zone (
Ethernet IPv4 address assigned by DHCP, IPv6 enabled Product ID
Operating system version Microsoft Windows Server 2012 Datacenter Evaluation  Processors |
Hardware information Microsoft Corporation Virtual Machine Installed memory (| 2
Total disk space 4
< m »
EVENTS
All events | 19 total TASKS =
Filter P ® - v
Server Name D Severity Source Log Date and Time
WS2012REMOTEAPP 16387 Error Microsoft-Windows-Security-SPP Application  5/9/2013 1:04:53 AM -
WS2012REMOTEAPP 10149 Waming Microsoft-Windows-Windows Remote Management  System 5/9/2013 1:04:02 AM =
WS2012REMOTEAPP 4097 Error Netloin System 5/8/2013 1:03:43 AM
~
M e 311 AM
‘ ‘ ey u:_u;] b5 B s genma
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7.4.2.2.

To set up the Remote Desktop Services, the IT Administrator can use the Add Roles and Features wizard to

Remote Desktop Services Installation

select Remote Desktop Services installation as shown below.

Server Manager

All Servers &

File and Storage S

D:

LocallServer [
Add Roles and Features Wizard [= o =]

Select installation type

Before You Begin
machine, or on an offline virtual hard disk (VHD).

Installation Type

It

Manage Tools View

WELCOME TO SERVER MANAGER

DESTIMATION SERVER
Mo servers are sel

Select the installation type. You can install roles and features on a running physical computer or virtual

. () Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

(® Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based

or session-based desktop deployment.

3 = ks

3352AM
5/9/2013

A==
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The IT Administrator can choose to have a Quick Start to deploy the Remote Desktop Services on the server,

and to create Session Collections, and to publish the RemoteApp programs.

B Local Server [=

ii All Servers

Server Manager

- (‘Z:) | r Manage Tools View

WELCOME TO SERVER MANAGER

B Fileand stored|  Selact deployment type Mo servars areselecsed

Add Roles and Features Wizard |L|£-

DESTINATION SERVER

Remote Desktop Services can be configured across multiple servers or on one server.
(O Standard deployment

A standard deployment allows you to deploy Remote Desktop Services across multiple servers,
® Quick Start

A Quick Start allows you to deploy Remote Desktop Services on one server, and creates a collection
and publishes RemoteApp programs.

Hide

Deplo

L5

3 = ks

403 AM
5/9/2013

Select Session-based desktop deployment to be the Deployment Scenario as shown below.

Dashboard
Local Server =

i
ii All Servers
L]

Server Manager

Manage Tools View

WELCOME TO SERVER MANAGER

Fileand Storad)  Select deployment scenario Quick St selesed

Add Roles and Features Wizard |L|£-

DESTINATION SERVER

Remote Deskiop Services can be configured to allow users to connect to virtual desktops, RemoteApp
programs, and session-based desktops.

rtual machine-based desktop deployment

Virtual machine-based desktop deployment allows users to connect to virtual desktap callections
that include published RemateApp programs and virtual desktops.

®) Session-based desktop deployment

Session-based desktop deployment allows users to connect to session collections that include Hide
published RemoteApp programs and session-based desktops.
Deplo;
| | -
- E =ee 5 404 AM
B = sr02013
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Select a server from Server Pool to install, and then Server Manager will start to complete the installation.

Dashboard

i Local Server
ii All Servers
L]

File and Storag

Server Manager

- (‘éj) | r Manage

'WELCOME TO SERVER MANAGER

Tools View

Add Roles and Features Wizard =18 -

DESTINATION SERVER
Quick Start selaciad

The Quick Start will install the RD Connection Broker, RD Web Access, and RD Session Host role services

on the same server.

W52012RemoteApp.WS...  192.168.10.35

< ] >

r Pool Selected
Computer
Filter: | |
4 WS2012.54B.AD (1)
Name IP Address Qperating W52012RemoteApp Hide

1 Computer(s) found 1 Computer(s) selected

@ The credentials of the W5201254BAD\Administrator account will be used to create the
deployment.

Deploy

4:06 AM
i =) 5/9/2013

Server Manager

The Remote Desktop Services deployment scenario is being installed.

Server Progress Status
Remote Desktop Services role services

WS52012RemoteApp WS2012.548. I Succeeded

AD

Session collection

WS2012RemoteApp WS2012.548. I Succeeded

AD

RemoteApp programs

WS52012RemoteApp.W52012.546. MGG S cceeded

Add Roles and Features Wizard -|o] %

DESTINATION SERVER
Cruick Start selected

Tools View

AD
Hide
Connect to RD Web Access: hitps://W52012RemoteApp. WS2012.548.AD/rdweb
Next > Cancel

TverT TveTT

Performance Services

BPA results Performance

BPA results
-

B el B T e
u;ILJ 5/9/2013
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7.4.2.3. Overview of Remote Desktop Services

After the Remote Desktop Services have been completely installed, you can find its tab in Server Manager.
Within the Remote Desktop Services tab, the IT Administrator can do Add RD Session Host servers and

Create session collections to deploy.

[= Server Manager a

()

“ Remote Desktop Services * Overview - @ | |'1 Manage  Tools  View

GET STARTED WITH REMOTE DESKTOP SERVICES —

! Servers o Set up a Remote Desktop Services deployn
| Collections

= QuickSessionCo... Virtual machine-based desktop deployment Session-based
o QUICK START

o Add RD Virtualiz

e Create virtual desktop collections e Create sess

Host servers e Add RD Se:

g

LEARN MORE | i

DEPLOYMENT OVERVIEW DEPLOYMENT SER\
RD Connection Broker server: WS2012RemoteApp WS2012.54B.AD Last refreshed on 5/9/2(

Managed as : WS201254BAD\Administrator

@ @ ServerFODN n
WS2012REMOTEAPR.V
RD Web Access RD Gateway RD Licensing WS2012REMOTEAPE.Y

WS2012REMOTEAPR.Y

(O)

RD Connection Broker

< [T >

A== e
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7.4.2.4.

The IT Administrator can specify the PROPERTIES and REMOTEAPP PROGRAMS settings of a session

collection.

Properties Settings of a Session Collection

Server Manager

« Collections * QuickSessionCollection

] Overview

i Servers

[ Collections

>
[

@1 I

PROPERTIES
D Properties of the collection

Edit Properties

Collection Type Session

RemoteApp Programs
WS2012548AD\Domain Users

Resources

User Group

REMOTEAPP PROGRAMS
Last refreshed on 5/10/2013 3:40:10 AM | Published RemateAp... | TASKS ¥

Filter L E- @~ =

RemoteApp Program Name  Alias Wisible in RD Web Access

Caleulator Caleulator Yes
iexplare jexplore  Yes
Paint Paint Yes
WordPad WordPad  Yes

HOST SERVERS
Last refreshed on 5/9/2013 4:24:46 AM | All servers | 1 total

‘ . -~ = =3
[

Manage Tools = Help

CONNECTIONS
Last refreshed on 5/9/2013 4:45:18 AM | All connections |..

Filter s @~

ServerFODN User

WS2012RemoteApp WS2012.54B.AD  WS201254BAD\AGY

5:40 AM
5/10/2013

3 5 o
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There are seven settings available for a Session Collection, and some suggested options and configuration

are listed below as a reference.

and Load Balancing.

Session:

The example settings we have illustrated below are:

[

] Session Collection
i Show A
3 General +
ii >4 User Groups +
) Session =
Security +
Load Balancing +
Client Settings +
User Profile Disks  +

Server Manager

e g .
QuickSessionCollection Properties

Configure Session Settings

Set RD Session Host server timeout and reconnection settings for the session collection.

End a disconnected session: | 1 minute |'|
Active session limit: | Never |'|
Idle session limit: [15 minutes [-]

When a session limit is reached or a connection is broken:
@ Disconnect from the session
Enable automatic reconnection

() End the session

Temporary folder settings:
Delete temporary folders on exit
Use temporary folders per session

fifanage Tools View

p.WS2012.54B.AD  WS201254BAD\AGY

[ ok ][ Cancel | [ appy
HOST SERVERS
Last refreshed on 5/9/2013 4:24:46 AM | All servers | 1 total
[ N .
< n >
= = 545 AM
‘Ha =l b I o0t
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Security:

Session Collection

Show Al
General +
User Groups +
Session +
Security =

Load Balancing +
Client Settings +
User Profile Disks  +

Server Manager

Configure security settings

Specify the security settings from the client to the RD Session Host servers in the session
collection.

Security Layer:

[ Negotiate [+]

The most secure layer that is supported by the client will be used. If supported, SSL (TLS
1.0) will be used.

Encryption Level:

[ Client Compatible [+]

Al data sent between the client and the server is protected by encryption based on the
maximum key strength supported by the client.

[ Allow connections only from computers running Remote Desktop with Network Level
Authentication

fifanage

View Help

P/2013 4:45:18 AM | All connections |...

p @

User

p.WS2012.54B.AD  WS201254BAD\AGY

[ ok ][ Cancel |[ appy |
S
HOST SERVERS
Last refreshed on 5/10/2013 5:46:01 AM | All servers | 1 total
[ — -

[ B

Session Collection

Server Manager

fifanage

View Help

P/2013 4:45:18 AM | All connections |...

Show All s -
[ General + Configure load balancing settings
g v User Groups + User
Session + If you are using more than one RD Session Host server, you can specify how many sessions
‘ B to create on each RD Session Host server by using the Session Limit column. To prioritize p.W52012.54B.AD WS201254BADVAGY
@ [ Security + how sessions are created on servers, use the Relative Weight column.
Load Balancing =
Client Settings . RD Session Host Server Memory  Relative Weight  Session Limit B
WS2012REMOTEAPP.WS2012.54...  200GB 100 999399 =
User Profile Disks  +
[ ok ][ Cancel |[ appy |
B
HOST SERVERS
Last refreshed on 5/10/2013 5:46:01 AM | All servers | 1 total TASKS ¥
[ ~ = o= v

[ B
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7.4.2.5. Publishing RemoteApp Programs

In the pre-set session QuickSessionCollection, the IT Administrator can publish the local

programs/applications to remote clients (Publish RemoteApp Programs), or unpublish them (Unpublish

RemoteApp Programs). In the example illustration below, we already set the Calculator, Paint, and

WordPad programs previously.

Server Manager

« Collections * QuickSessionCollection

] Overview

i Servers

[ Collections

>
[

PROPERTIES
D Properties of the collection
Collection Type Session
Resources RemateApp Programs
User Group W5201254BAD\Domain Users

REMOTEAPP PROGRA
Last refreshed on 5/¢ 3

Remotedpp P‘rug‘am Name Alias Wisible in RD Web Access
Calculator Caleulator Yes
Paint Paint Yes
WordPad WordPad  Yes

AM | Published RemoteApp...

Publish RemaoteApp Programs

Unpublish RemoteApp Programs

HOST SERVERS

Last refreshed on 5/9/2013 4:24:46 AM | All servers | 1 total TASKS ~

Manage Tools =

CONNECTIONS

Last refreshed on 5/9/2013 4:45:18 AM | All connections |..

Filter o]

ServerFODN User

WS2012RemoteApp WS2012.54B.AD  WS201254BAD\AGY

>

v

3 5 o

10:51 PM
5/9/2013
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Those programs that are populated in the local server will be listed in the RemoteApp Program list:

= Server Manager

RemoteApp program to the list, click Add.

[ [] & Defragment and Optimize Drives

Select the RemoteApp programs to publish to the QuickSessionCollection collection. To add a

) The RemoteApp programs are populated from WS2012REMOTEAPPWS2012.548 AD.

Aanage

[9/2013 4:45:18 AM | All connections |...

[] RemoteApp Program Location B
] ECalcu\ator SYSTEMDRIVER\Windowshsystem32\calc.exe
%SYSTEMDRIVER\Windows\system32\dfrgui.exe
O “Intemet Information Services (IIS)  %SYSTEMDRIVEZ\Windows\system32\inetsnAl... =
O €.iSCS! Initiator %SYSTEMDRIVE%\Windowshsystem32\iscsicpl.e...
] s‘DDEC Data Sources (32-bit) 2%SYSTEMDRIVER\Windows'syswowbd\odbcad... ||
] s‘DDEC Data Sources (64-bit) SYSTEMDRIVER\Windowshsystem32\odbcad3...
[ fpaint SSYSTEMDRIVES\Windows\system32\mspaint....
O ’;Remote Desktop Connection 3SYSTEMDRIVE%\Windowshsystem32ymstsc.exe
] @Resuur(a Monitor %SYSTEMDRIVER\Windowshsystem32\perfmon...
[] #h5ecurity Configuration Wizard  %SYSTEMDRIVES\Windows\system32\scw.exe
[ B Sener Mananer S CVETERANBINESL A inA 2 A
[<] [[] 11>]

Verify that the program is installed on all the RD Session Host servers in the collection.

<previous | [ New> | | Pubish | [ Cancel

p @

User

p.WS2012.54B.AD  WS201254BADVAG!

HOST SERVERS

Last refreshed on 5/8/2013 4:24:46 AM | Al servers |1 total

<]
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The illustrations below show, for example, how to publish the Internet Explore (iexplore.exe) program from
the local server to the remote clients. Since IE Explore is not listed in the RemoteApp Program list, we

selected Add... to determine its file path.

i NN | L Progra... + Intemet Explorer v ] [ SearchIntemet Explorer | .
Organize. New folder B= -~ [0 @
Select RemoteApp programg < 1]
Desktop ~ Name Date modified Type
ftions |..
g Downloads )
Select the Remot & Recent ol 1l en-Us 7/26/2012 .00 AM  File folde
£ Recent places
RemateApp prog = P | images 7/26/2012 .04 AM  Filefoldeft ™
The RemoteAnd 55 Libraries A pris 7/26/2012 1:00 AM  File folde
SIGNUP 5/9/20131:08AM  File fold
[] Remotgflpp =) Documents - s |e.o ©
0] Tcdulad & Music IE] ExtExport 7/25/2012820PM  Applicatilh sy o
[ &5 ffragm & pictures _| Eicinstal 7/25/2012820PM  Applicati
[ Nghternet B Videos T & ielowutil 7/25/20128:20PM  Applicati
1 @fiscst ini |2 iemplore 7/25/2012836PM  Applicati _
] gflopec D -
M Computs
O Fonecpy| ™ Computer
[ §£paint P
1 BRemote ' Network ||
1 fPResoure v][<] ] [ >
E ' iEcur\ty File name: ‘iexplure v| ‘Executabla Files (*.exe*.com;*.s v|

] o
|

Verify that the program is installed on all the RD Session Host servers in the collection.

<previous || Net> | [ publish | [ Cancel

HOST SERVERS
Last refreshed on 5/9/2013 4:24:46 AM | All servers | 1 total TASKS ¥

lie5 =l
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After iexplore has been added to the list successfully, then we can check its checkbox, and click Add....

Server Manager

Select the RemoteApp programs to publish to the QuickSessionCollection collection. To add a
RemoteApp program to the list, click Add.

Confirmation

The RemoteApp programs are populated from WS2012REMOTEAPP.WS2012.548 AD.
[] Remetedpp Program
[ 3 System Configuration
[] & System Information
[[] ¥ Task Manager
[] @¥wWindows Memory Diagnostic
[ &8 Windows PowerShell
[ E8Windows PowerShell (x86)
[ “¥Windows PowerShell ISE
[ E¥Windews PowerShell ISE (x86)
[ EWordPad
Ziexplore

Location
2%SYSTEMDRIVER\Windowshsystem32\msconfi...
SYSTEMDRIVER\Windowshsystem32\msinfo3...
%SYSTEMDRIVER\Windows'system32\taskmagr....
%SYSTEMDRIVE%\Windows'system32\MdSche...
2SYSTEMDRIVER\WINDOWShsystem32\Windo...
%SYSTEMDRIVER\Windowshsyswowbd\Window...
%SYSTEMDRIVER\Windows'system32\Window...
%SYSTEMDRIVE%\Windowshsyswowb4\Window...
2%SYSTEMDRIVE%\Program Files\Windows NT\...
c\Program Files (x86)\Internet Exploreriexplore...

m 1B

Verify that the program is installed on all the RD Session Host servers in the collection.

v

Aanage Tools View Help

[9/2013 4:45:18 AM | All connections |...

p @

User

p.WS2012.54B.AD  WS2012S4BADNAGY

<previous | [ Nest> | | Pubish | [ Cancel
\ |
HOST SERVERS
Last refreshed on 5/8/2013 4:24:46 AM | Al servers |1 total
- — -

After clicking Add..., the selected RemoteApp programs will be listed in a Confirmation box.

click Publish to publish them for access by the Splashtop Center users.

Server Manager

Confirmation

Confirm that the list of RemoteApp programs to be published is correct, and then click Publish.

RemoteApp Programs

1 RemoteApp program:

Remotefipp Program
Ziexplore

Location
c\Program Files (x86)\Internet Explorer\iexplore...

<previous | | nea> | [ publsh |

HOST SERVERS

Last refreshed on 5/9/2013 4:24:46 AM | All servers | 1 total TASKS ¥
. -~ = =3 - ‘

Aanage View Help

19/2013 4:45:18 AM | All connections |...

s @~

User

pWS2012.54B.AD 'WS201254BADAG:
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The Completion box will then appear and show the status as Published to verify that the process is
completed and successful.

Server Manager

Aanage
Completion
19/2013 4:45:18 AM | All connections |...
The selected RemoteApp programs were published successfully for the QuickSessionCollection
collection. el et
1 RemoteApp program was published for the QuickSessionCallection callection.
U
— RemoteApp Pragram Status =
Completio
—ampetion Eiexplore Published

p.WS2012.54B.AD  WS201254BADVAG!

<previous | [ Net> | [ Clse || Cancel
\ |

HOST SERVERS

Last refreshed on 5/8/2013 4:24:46 AM | Al servers |1 total

[ B
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7.5. If Your License Expires

If your Splashtop Center license should happen to expire someday, the behavior will be such that:

+*» Once Splashtop Center has detected license expiration, it will automatically display the License tab
of Settings. The license Status will be shown as “Product Expired.” At this point, all other

tabs/pages of Splashtop Center will be disabled and cannot be accessed.

«»+» All Streamers and clients will return the message: “The subscription has expired. Please contact

your IT department for further assistance.”

+»*» You will no longer be able to log in.  If any users try to access the online customer portal at the

Splashtop Center Web portal, it re-directs to a web page displaying a similar message:

@X splashtop enferprise

The subscription has expired.
- Please contact your [T department for further assistance.
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7.6. Definitions

7.6.1. Users

In this document, the term “Users” refers to the employees at your company whom you, the IT
Administrator, have authorized to use mobile devices to access computers in your company remotely via
Splashtop Enterprise. The term “user” is different from the term “IT Administrator” in that the IT
Administrator has the power to perform any actions in Splashtop Enterprise/Splashtop Center. This Guide
is designed for use by the IT Administrator (server/desktop/network administrators), not for general users.
e Gateway User
A Splashtop Center user account that only exists on the Splashtop Center gateway module, which
the IT Administrator has added using the Users tab in Settings. This is the typical account for
Splashtop Center, unless you use Active Directory.
e Domain User
An Active Directory (AD) user which is managed by the IT Administrator. IT Administrators can

integrate these already-existing AD users into Splashtop Center.

A “user” counts as one “Seat” as explained on the next page.

7.6.2. SSLand TLS

The TLS (Transport Layer Security) protocol, and the SSL (Secure Sockets Layer) protocol, are encryptions
which are used for providing more secure communication. TLS and SSL authentication relies on client
functionality that is built in to some Microsoft Windows operating systems. If a client or server is running
an operating system that does not support TLS/SSL, it cannot use TLS/SSL authentication. In addition, for
authentication to occur, there must be TCP/IP connectivity between the client and the target server.

In Splashtop Center, TLS and SSL are choices in the Encryption field of the Email tab (within the Settings
tab).

7.6.3. NTLM

In a Windows network, NTLM (NT LAN Manager) is a suite of Microsoft security protocols that provides
authentication, integrity, and confidentiality to users, with the ability for a server to authenticate to the

I”

client. NTLM uses an encrypted “challenge/response protocol” to authenticate a user, and is widely used
in situations where a domain controller is not available or is unreachable. For example, if the server is not

joined to a domain, or the user is remotely authenticating over the web.
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7.6.4. Seats

Each License Key has a maximum number of Seats associated with it, according to what you have purchased.

Each user who is in an Enabled status counts as one Seat.
enabled Seats defined in your License agreement.

disable a user by checking or un-checking the checkbox in the Enabled column of the Users tab.

checkbox for the Administrator is grayed out because it can never be disabled.)

In the example below, this customer is allowed a maximum of 25 users.

last 2 are disabled.

Therefore, there are only 10 Seats being used here.

Fifteen are still available.

You cannot exceed the maximum number of
To help you manage this, you can easily enable or
(The

There are 12 users listed, but the

-
B3
©,
it
I
0

Splashtop Center Service:

Restart

Devices

Groups

Logs

Policies

Settings

About

Status: Running
Started on: 2013-07-15 09:22:02

IP address: 192.168.17.20:443

Stop

¥ splashtop Center

Users add | [ sulk1mpont |
Email I Enabled I Privilege

john.doe@splashtop.com v standard j
john.smith@splashtop.com v Standard vl
jane.doe@splashtop.com v m
hansel.gretel@splashtop.com v m
chris.lin@splashtop.com v Standard vl
blion.chen@splashtop.com [w m
harry.norton@splashtop.com [« m
momo.tsai@splashtop.com ¥ Standard vl
thomas.wang@splashtop.com [ m
ricky.tang@splashtop.com [ m
enic.chou@splashtop.com r Standard 'l
herb.wang@splashtop.com r m

Enabled users: 10

Maximum allowed users: 25

In the case that your License Key allows unlimited Seats, the “Maximum Allowed Users” notification shown

above will not display.
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Normally, each user is entitled to make up to two concurrent Streamer connections/logins — that is,

allowed to remote-connect to two different computers running the Streamer at the same time.

So, for example, if your license states that “Maximum Allowed Users” is 25, then your “Maximum Allowed

Computers” would be 50.

Although the theoretical “good faith” limit is two concurrent Streamer connections per user, by the same
token, Splashtop does not forcefully restrict the exact count for Streamers per user, as long as the total
concurrent Streamer logins does not exceed the total Streamer logins allowed (according to the number of

Splashtop Center “Seats” you have purchased).

Using the example of 25 Seats, 2 Streamers per Seat, and therefore a maximum of 50 computer connections
allowed: Let’ssay itis 3 AM, and only two of the users are currently using Splashtop Center.
Theoretically, each of the two users can log in to 25 computers/Streamers, and this would be allowed

because it would not exceed the maximum limit of 50 computers.

Disabling Users to “Free Up” Seats

As mentioned earlier, you can easily enable or disable a user by checking or un-checking the checkbox in the

Enabled column of the Users tab. If you are already at your “Maximum Allowed Users” limit, but you want
to add and enable a new user, one solution is to disable one of the existing users. This will “free up” a Seat

so you can Enable a different user, and still not exceed your maximum allowed users.

When you add users individually, they will automatically have a status of Enabled. However, when you

add multiple users via Bulk Import, either Gateway users or Domain (Active Directory) users, they will have
a status of Disabled by default. After the users have been successfully added, you can manually choose

which ones to enable in the Users tab initially, which is useful if you are nearing your Seat limit.

ﬁ NOTE: When you update or restore your License, there is no interruption to your Splashtop Center
service, and any remote connections in session at that time will not be affected. Therefore, if you
update/restore your License someday, and Splashtop Center detects that there are not enough available
Seats at that moment, it will automatically disable users (as a way of continuing service so it will not need to
be interrupted). A message will pop up, to notify you of the number of auto-disabled users, and the

names of each user.
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