SQL Server Configuration Guide for SC

Take SQL Server Express 2012 for instance.

1.

Install SQL Server Express

The only thing special is to choose “Mixed Mode (SQL Server and Windows
Authentication)” for Authentication Mode. Thus, the database can be

accessible by using SQL Server account/password. (In this case, administrator
account “sa” will be used for SC login by default)
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Specify the authentication mode and administrators for the Database Engine.

Authentication Mode

() Windows authentication mode

(® Mixed Mode (SQL Server authentication and Windows authentication)

Specify the password for the SQL Server system administrator (sa) account.

Enter password: esccscsee

Confirm password: |®eeeeesss

Specify SQL Server administrators

SQL Server administrators
have unrestricted access
to the Database Engine.

Add Current User Add... Remove
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2. Enable TCP/IP protocol access for SQL Server
Find “SQL Server configuration manager”, check “SQL Server Configuration ->
Protocols for SQLEXPRESS -> TCP/IP”, and make sure it is “Enabled”.
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3. Set SQL Server TCP port to 1433
In “TCP/IP Properties” page, find “IPALL” and set “TCP Port” to 1433.
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4. Restart SQL Server Service
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Allow TCP port 1433 in Windows Firewall Inbound rules

Find “Control Panel -> System and Security ->Windows Firewall->Advanced
settings”. Create a new Inbound rule for TCP Port 1433.

a) Rule type

]
File Action View Help
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@ Windows Firewall with Advancq
&3 Inbound Rules
Outbound Rules
% Connection Security Rules
» B Monitoring
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Actions

Inbound Rules
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Public Yes Al
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Inbound Rules
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@ Bonjour Service
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@ KMS Emulator: Aute
@ KMS Emulator: Auto
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Rule Type
Select the type of firewall rule to create.

Steps:

Rule Type
Protocol and Ports
Action

Profile

What type of rule would you like to create?

) Program

Rule that controls connections for a program.

¢ & ¢ & &

@ Port
Rule that controls connections for a TCP or UDP port.

Name

() Predefined:
BranchCache - Content Retrieval (Uses HTTP)
Rule that controls connections for a Windows experience.
() Custom
Custom rule.
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b) Protocol and Ports
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File Action View Help
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Inbound Rules

Actions

%

&3 NewRule...
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Profile Enabled Acr
Public Yes Al
New Inbound Rule Wizard

Group
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Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

Rule Type Does this rule apply to TCP or UDP?

O uop

Protocol and Ports
Action
Profile

¢ & & & 6

Name Does this rule apply to all local ports or specific local ports?

() All local ports
(® Specific local ports:

1433
Example: 80, 443, 5000-5010




